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Abstract

When was the last time you faced a packet trace file, and hoped to remember all the
different filters used to detect anomalous network activities? Were you typing in
the filters as you progress, and hoping for an alternate solution? This paper
discusses some basic features in Wireshark, and the advanced techniques for
creating simple to complex Display filters for Coloring rules, using it to identify

network reconnaissance, attacks and recovering evidence from within the packet
trace files.



1. Introduction

Incident Responders investigating technology-facilitated crime in an unfamiliar or even
non-homogenous network environment can be given access to raw packet trace files.
These files can provide a plethora of information to determine the source of
compromised, and related nefarious activities. However, in the field environment with
access to limited tools, the challenge is to analyze the packet trace files, identify any
anomalous network activities, and provide an informed assessment in a time-critical

environment.

Wireshark is an open source network protocol analyzer (Combs, n.d.). It can be
customized to create Display filters and Coloring rules to highlight the obvious packets
when reviewing complex network interaction; establishing the general flow of network

activities, or identify anomalous traffic that relates to a network attack.

It is evident, the use and application of Wireshark Coloring rules can provide a faster
analysis of result. By using colors to attract attention to the packet details, it can be a
useful presentation tool to demonstrate the flow of complex data to non-technical staff, or
jury in a court of law. Incident Responders can also harness the flexibility and portability
of Wireshark Coloring rules by sharing customized rules that are helpful and assist in

getting results that would otherwise be difficult or missed entirely.

This paper will guide the readers through examples, exploring Wireshark features used in
creating Display filters and Coloring rules to detect network reconnaissance, attacks, and
recovering data from packet trace files. With due diligence, experience and research, an
Incident Responder should build a collection of Wireshark Coloring rules and adopt them

for network forensics or incident response efforts.

2. Wireshark

The Wireshark project (formerly known as Ethereal) is created by Gerald Combs
(Orebaugh, et al., 2007), it comes with an extensive library of supported network
protocols and runs on many platforms, including Windows, Linux and OS-X. By default,

the Wireshark installation package installs the feature-rich Wireshark Graphical User
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Interface (GUI)'. It also provides the option to install various Wireshark command line
utilities, including a command line version of Wireshark called Tshark. This section
introduces the Wireshark GUI using the labels depicted in Figure 1, which sets out some

of the references used in this paper.

2.1. Wireshark Graphical User Interface
To view a packet trace file, launch Wireshark, and open a packet trace file via the File
Menu. The Wireshark GUI view of an opened packet trace file is illustrated in Figure 1

below:

/—[ TitleBar ]/’“[ Menu Toolbar '———‘ Filter Toolbar Icons Toolbar

7
M Echo-RequestReply-Win7.pcap [\V"esha/l 106 (VL1046 from master-110]] ===

File Edit View Go Copture Analyze Stetistics Telephony Tools Intenals Help

oo dmd BExXxE aceraTa((EE QarAD @B D% @

Filter: E Expression..! Clear Apply Save

No.  Time Source Destination Protocol Length Info -
3 2014-04-15 11:21:34.870515 192.168.2.94 192.168.2.1 DNS 70 standard query 0x5569 A google.com
4 2014-04-15 11:21:35.288288 192.168.2.1 192.168.2.94 DNS 326 standard query response 0x5569 A 203.42.0.182 A 203.42.0.177 A 203
5 2014-04-15 11:21:35.292678 192.168.2.94 203.42.0.182 cMP 74 Echo (ping) request id=0x0001, seq=13/3328, ttl=128 (reply in 6)
6 2014-04-15 11:21:35.633155 203.42.0.182 192.168.2.94 ICMP 74 echo (ping) reply 1d=0x0001, seg=13/3328, ttl=57 (request in 5)
7 2014-04-15 11:21:36.303015 192.168.2.94 203.42.0.182 TcuP 74 Echo (ping) request 1d=0x0001, seq=14/3584, ttl=128 (reply in 8) |_
8 2014-04-15 11:21:36.713247 203.42.0.182 192.168.2.94 IMp 74 Echo (ping) reply  1d=0x0001, seq=14/3~ 3
9 2014-04-15 11:21 .301387 192.168.2.94 203.42.0.182 ICMP 74 echo (ping) request 1d=0x0001, seg=15/
10 2014-04-15 11:21:37.593061 203.42.0.182 192.168.2.94 TcMP 74 Echo (ping) reply  id=0x0001, seq=15/
11 2014-04-15 11:21:38.299800 192.168.2.94 203.42.0.182 ICMP 74 Echo (ping) request 1d=0x0001, seq=16/4bv9
12 2014-04-15 11:21:38. 603226 203.42.0.182 192.168.2.94 cMP 74 Echo (ping) reply  id=0x0001, seq—lﬁ/AOBS e i 11) -

< [

[ Frame 5: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
@ Ethernet II, Src: Dell_49:8b:éb (5c:26:0a:49:8b:6b), Dst: Netcomm 9d:c5:dd (00:60:64:9d:c5:dd)
@ Internet Protocol Version 4, Src: 192.168.2.94 (192.168.2.94), Dst: 203.42.0.182 (203.42.0.182)
= Internet Control Message protocol

Type: 8 (Echo (ping) request)

code: 0

checksum: Ox4dd4e [correct] .
Identifier (BE): 1 (0x0001) Packet Details
Identifier (LE): 256 (0x0100)

sequence number (BE): 13 (0x000d)
Sequence number (LE): 3328 (0x0d0O0)
Response frame: &
& Data (32 bytes)
Data: 6162636465666768696a6b6C6d6e6T707172737475767761. ..
[Length: 32]

0000 00 60 64 9d c5 dd 5c 26 0Oa 49 8b 6b 08 00 45 00
0010 00 3c 02 Oa 00 00 80 01 00 00 c0 a8 02 SE Cb 2&
UUbEUBUUAdAeUUU]. Ocl [y

Packet Bytes

© ¥ Data (data.data), 32 bytes Packets: 12 - Displayed: 12 (100.0%) - Load time: 0:00.031 Profile: Default

Figure 1: The various components of the Wireshark GUI Status Bar

2.2. Wireshark: Profile

It is useful to create custom Wireshark Profiles for specific tasks relating to network

protocol or packet analysis and troubleshooting (i.e. network scanning detection,

unauthorized or anomalous network traffic identification).

To create or manage a new or existing Wireshark Profile, the user can navigate to the
Configuration Profiles via the Edit Menu Toolbar. This option is also available via right-

click on the Profile column in the Status Bar. A Bluetooth® and Classic’ profile is

! For the purpose of this paper, Wireshark version: 1.10.6 (Windows 64-bit) was installed on a Microsoft Windows 7 (64-bit) workstation. Wireshark
GUI for Linux and OSX Operating Systems utilized similar Wireshark GUI layout.

2 The Wireshark Bluetooth profile contains additional Bluetooth related Coloring rules.

3 The Wireshark Classic profile uses the default rules but displays the Packet List using a brighter color palette.
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available as part of the default Wireshark installation and can be used as a template for

creating a new profile.

When creating a new Profile, a folder with the given profile name is saved in the profiles
folder within the Personal configuration directory. It is used for storing profile settings,
such as user preferences, and files containing custom filters, i.e. Capture filters (cfilters),

Display filters (dfilters) or Color filters (colorfilters).

The ‘About Wireshark’ dialog box via the Help Menu (in Figure 2) provides the essential
Wireshark folders location (i.e. the Global and Personal configuration directories)

installed on the system.

M About Wireshark ;_‘:' =

iﬂre_sh_ark _"Authors_i Folders iPIuginiE__License| _alf -
MName 4 Folder 4 Typical Files b
"File" dialogs Ch\Usersh AdministratoriDesktoph capture files

Temp ChUsers\ ADMINI-1%AppData\l ocal\ Temp', untitled capture files

Personal configuration C:\Users\Administrator\ AppDataiRoaming\Wireshark', "dfilters”, "preferences”, "ethers”, ...
Global configuration  C\Program Files\Wireshark "dfilters", "preferences”, "manuf", ...
System C\Program Files\Wireshark "ethers”, "ipxnets"

Program C\Program Files\Wireshark program files

Personal Plugins ChlUsers\Administrator AppData\Roaming\Wireshark' plugins dissector plugins

Global Plugins C\Program Files\Wireshark!plugins'1.10.6 dissector plugins

Figure 2: About Wireshark, “Folders” tab: the location of essential Wireshark folders

2.3. Wireshark: Display Filter
The Wireshark Display filter is temporarily applied to locate and display specific packets
based on defined protocol field name(s). We will walk through some of the options to

determine the protocol field names, using it to create simple or compound Display filters.

Option 1: Filter Toolbar — use Wireshark Filter Input Box

In Wireshark, network protocols and its fields used for Display filters are defined in
lowercase (i.e. arp, ip, icmp, tcp, udp, dns, bootp, http). To create a Display filter to show
all TCP packets, enter tcp within the Wireshark Display Filter Input Box as shown in
Figure 3:

Filter: Itcp j Expression,., Clear Apply Save

Figure 3: By itself, tcp is a valid Display filter to show all TCP packets
(auto-filter checking: Green color background indicates a valid display filter
Red color background indicates an invalid display filter)
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Wireshark Display Filter Input Box also comes with an auto-lookup feature. It lists the

available protocol fields as you type in the Filter Input Box toolbar. Enter tcp. (followed

by a period), as shown below in Figure 4:

Filber: Itcp. j Expression... Clear Apply Save
do. tephack ﬂ |ProtocalJLength Jinfo

tep.analysis ARP 42 who has 19
tep.analysis. ack_lost_segment I ED 182 Lt 12

P sl ack_Jost_s=g TCP 54 smtp > smt
- tcp.analysis, ack_rtk 4 [TCP out-o
Rl ' -- =nalysis. acks_frame %4 [TCF Retra
- tcp.analysis. bytes_in_flight 4 [TCP Retra
tep.analysis, duplicate_ack upe 42 SEUrca [PEr|
P sis. dUp - uopP 42 Source por
tcp.analysis. duplicate_ack_frame uoE 42 source por
1 tcp.analysis, duplicate_ack_num UDP 42 Source por

tcp.analysis. Fast_retransmission

=

Figure 4: Wireshark auto-lookup feature, listing valid protocol field names.

Option 2: Filter Toolbar — use Wireshark Filter Expression

Apply the following steps shown in Figure 5 to create Display Filter via the

‘Expression..." button® or to view a list of supported protocols and related field names:

Display the

1. Expression button ]

Clear  Apply Ve

current active

_‘_‘ Expression, ..

Profile

Wireshark: Filter Expression - Profile: Classic

|Add an expression ko this filker stringl_

[

Seq=!
Field name I Relation Value (Unsigned integer, 1 byte
[ ]
- ip.opt.sec_rfe791_sec - Security ;] is present |6
ip.opt.sec_rfc?31_tec - Transmission Control Code . Fredefined valuss: Des®
ip.opt.sid - Stream Identifier (SATMET stream identi 1= Wil EESV
) : v hop-by-hop option s
ipopt.bype - Type - e Das-
ip.opt.type.class - Class = 1GHP
2. Selected the ip.opk.bype, copy - Copy on fragmentation e
protocol field . GGP
ip.opt. bype. number - Mumber o= -
N— ip.proto - Protacal -
ream
ip.reassembled. data - Reassen IPv4 data (The
P
{p.reassembled. length - ssembled IPv4 length | BT 4. Enter a valui, &
A range, or selec
3. Use Comparison .reassembled_j eassembled IPv4 in Frame (Th 3
Operat?;s ( EGP predefined value
.rec_tt - Recorded Route
IGRP ;I
ip.rec_rt_host - Recorded Route Host _I
A I »
ip.src - Source a —
ange (offsek:lenm
in.src_host - Source Host LI £ 5
; o e
oK ncel | 5. Click on OK to
continue

Figure 5: Creating Display Filter via the Expression...button

Option 3: Packet Detail Pane and Status Bar

To determine the correct Display filter protocol field name, select the required field in the

Packet Details pane and lookup the status bar for the corresponding protocol field name

(as shown by the yellow arrow in Figure 6).

* Invoking the Expression button, displays a list of all Wireshark supported protocols and its associated field names.
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£ land-attack.pcap [Wireshark 1.10.6 (v1.10.6 from master-1.10)] i o =] 5]

Ele Edt Yiew Go Capture Analyze Statistics Telephony Tools Internals Help

ewdn & BEXE(AcraFi|EEIAAAn| #EB x| B
-F\\tar: I\p‘src == ip.dst) & (tep.srcport == kep.dstport || udp.srepart == udp.dstpmj Expression... Clear Apply  Save
lio. Time [s0urce [pestination |Protacol Length |rmfo
000000 192.168.126.103 192.168.126.103 TCR 54 smtp > smtp [SYN] Seg=0 win=512 Len=0
000921 192.168.126.103 192.168.126.103 TCP 54 [TCP port numbers reused] smtp > smtp [SYN] Seg=0 wWin=512 Len=0
001771 192.168.126.103 192.168.126.103 TCP 54 [TCP Port numbers reused] smtp > smtp [SYN] Seg=0 win=512 Len=0

00 B
B owi R o

511754 192.168.126.103 192.168.126.103 uDpP 42 source port: smtp Destination port: smtp
512249 192.168.126.103 192.168.126,103 upp 42 Source port: smtp Destination port: smtp Packet List
513122 192.168.126.103 192.168.126.103 (] 42 source port: smtp Destination port: smtp

Frame 4: 42 bytes on wire (336 bits), 42 bytes captured (336 bits)
Ethernet II, src: c0:ff:33:41:77:ee (cO:ff:33:41:77:e8), Dst: Vmware_ha:72:18 (00:0c:29:ba:72:18)
= Internet Protocol version 4, src: 192.168.126.103 (192.168.126.103), Dst: 192.168.126.103 (192.168.126.103)
version: 4
Header length: 20 bytes
Differentiated services Field: 0x00 (DSCP O0x00: Default; ECN: OxX00: NOT-ECT (MOT ECM-Capable Transpart))
Total Length: 28
Identification: Oxccdd (52372
Flags: Ox00
Fragment offset: 0
Time to Tive: &4
Protocel: UDF (17) Packet Details l
Header checksum: 0x301d [validation disabled]
[Good: False]
[Bal False]

2]

=

ﬂ

m

Destination: 192.168.126.103 (192.168.126.103)
[source GeoIP: Unknown]

[Destination GeoIP: Unknown]

User Datagram /F{rntncu'\, src Port: smtp (25), Dst Port: smtp (25)

O ¥ [Source (p.sre), { [Packets: & - Displayed: 6 (75.0%) - Load tme: 0:00,000 Frofils: Classic

Figure 6: The selected protocol field name displayed in the Status Bar

Wireshark Display filter can be created by entering the appropriate network protocol field
name in the Display Filter Input Box. Alternatively, right-click on a selected packet in
the Packet List, or protocol field name in the Packet Details to bring up the list of

available options, as shown in Figure 7 below:

Mark Packet {togale) Packet List Expand Gutiress Packet Details
Ignote Packet (toggle) Options Expand All Options

(%) Set Time Reference (toggle) Collapse all

(S Time Shift... Apply as Column

i1 Packet Comment. ..

Prepare a Filter Mot Selected
Colorize with Filter L3 and Selected
Follow TCP Stream ... or Selected
Py UDP Stream, ... and not Selected
Fofloy 551 Stream or not Selected

Manually Resolve Address

Apply as Filker
Prepare a Filter
Conwersation Filker
Colarize Conversation
SCTP

Fallow TCP Stream Export Selected Packet Bytes...

Copy 3

Fallov UDE Strear

@) wiki Pratocol Page
Follovy 551 Strean =
W Filter Field Reference
Protocol Help
Protocol Preferences 3
2 Decode 4. Decods fs...

¥ Show TCP summary in protocal tree

A

= Print..
Shows Packet in Mev Window

Validate the TCP checksum i possibls Bl Fiiwarl,
Resalve Name
o to Corresponding Packet

Show Packst Reference in Mew Window

v Allow subdissector bo reassemble TCP streams

¥ Analyze TCP sequence numbers

Relative sequence numbers

Scaling Factor ko use when not available from capture 4

<

Track number of bytes I Flight
Calculate conversation imestamps
Try heuristic sub-dissectors First
Tgnors TCP Timastamps in summary

Do not: call subdissectors for error packets

<

TCP Expetimental Options with & Magic Mumber

Figure 7: A myriad of options are available by right-clicking on a selected packet/protocol field name

The ‘Apply as’ or ‘Prepare a Filter’ option is particularly useful. It can be used to apply a
simple Display filter, or create compound Display filter using comparison and logical
operators. A common list of comparison and logical operators applicable to Wireshark is
provided in the Table 1, with the exception of the ‘contains’ and ‘matches’ operator;

either the short-form expression or the symbol can be used.
Roy Cheok, r.cheok+giac@gmail.com



eq ==

ne I=
gt >
It <
ge >=
le <=

contains | case-sensitive string comparison or byte sequences matching

matches | search string fields and byte sequences using Perl Compatible Regular Expression (PCRE)
and &&

or I

not !

Table 1: A list of comparison and logical operators for comparing values or combining Wireshark Display filters

In the example shown in Figure 6, the packet trace file shows an attempt to cause a
Denial of Service (DoS) attack, where specially crafted packets were sent using the same
source IP address and port number as the listening host’s destination IP address and port
number; this is known as the LAND attack (Imperva, n.d.). A vulnerable host will crash

or freeze from processing such packets.

Using the options described in this section, the following Wireshark compound Display

filter created below identifies TCP or UDP based land attack attempts:
(ip.src == ip.dst) && (tcp.srcport == tcp.dstport ||
udp.srcport == udp.dstport)

To save this Display filter to the current active Wireshark Profile for future analysis,

]

select the Display filter icon b located on the Icon Toolbar, or click on the
‘Filter’ button (shown by the blue arrow in Figure 6) on the Filter Toolbar to bring up the
Display Filter Manager dialog box shown in Figure 8. Select New, enter a filter name

(e.g. Land Attack), the Display filter string, and click Apply to save the Display filter.

o=l

@ Wireshark: Display Filter - Profile: Classic

Edit Display Filter

Ethernet address 00:08:15:00:08:15

Ethernet bype 00806 (ARP)

Ethernet broadcast

Mo ARP

1P anly

IP address 192, 165.0.1

IP address isn't 192,168,0.1, don't use |= For this!
IPX anly

TCP only

UDF only

UDF port isn't 53 {not DNS), don't use = For this!

TCP ar UDF port is 80 (HTTF)
Delete HTTR

No ARP and no DHS
Mon-HTTF and non-3MTP to/from 192,168.0.1
Land Attack

Properties

Filker name: ILand Attack

Filker string: I(\p.src == ip.dst) 8& (tcp. sreport == tep.dstport || udp. srcpart == udp.dstpart) Expressian. .. |

Help | oK I Apply | Cancel |

Figure 8: Wireshark Display Filter Manager Dialog Box
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Newly created Display filters are saved to the “dfilters” file in the Personal configuration
directory or within its profiles folder, it can be edited using a text editor or via the
Display Filter Manager. Each Display filter in the “dfilter” file uses the following syntax

that ends with a newline: “Display filter name” Display filter string.

(=] diers 3]
1 v"Ethernet address 00:08:15:00:08:15" ggh.gddr == 00:08:15:00:08:15
"Ethernet type Ox0806 [ARP)" efh.type == 0x0806

2
3 "Ethernet broadeast”™ gth.addr == ff:ff:ff:ff:ff:£F

4 "No ARF" not gpp

5 "IP only" ip

6 "IP address 192.168.0.1% ip.addr == 192.168.0.1

7 "IP address isa't 192.165.0.1, don't use != for this!" !{ip.addr == 192.165.0.1)

& "IFX only" ips

o "TCP only" gep

10 "UDP only" ndp

i1 "Non-DNS" !(uydp.port == S3 || ggp.port == 53)

iz "TCP or UDP port is 80 (HTTF)" $gR.port == 80 || wgp.port == 80

13 "HTTE" http

14 "No ARFP and no DNS™ not arp and ! (dp.port == 53)

15 "Non-HTTF and non-SHTF to/from 192.168.0.1" not (Lgp.port == 80) and not (Ggp.port == 25) and ip.adds == 192.168.0.1

Figure 9: Wireshark dfilter file of an active profile, showing the described syntax ending with a newline

To remove the display filter shown in the Filter Input Box, select the ‘Clear’ button on
the Filter Toolbar. To manage or apply previously stored Display filters, click on the
Display filter icon or ‘Filter’ button and select the required Display filter listed in the

Display Filter Manager dialog box

2.4. Wireshark: Coloring Rules

One of the features of Wireshark is the ability to apply custom Coloring rules to highlight
the packets of interest. A Coloring rule is created using the Display filter syntax, and
saving it to the “colorfilters” file using the Wireshark Color Filter rule editor. The
Coloring rules are applied automatically to the packets in the background, integrating

seamlessly with the packet display.
To create and manage a new or existing Coloring rule, navigate to the Wireshark

Coloring rules manager (in Figure 10) via the Coloring Rules icon located on

the Icon Toolbar, or via the sub-menu item: ‘Coloring Rules...” under the View Menu.

[ wireshark: Coloring Rul —[ofx]
Edit Fier Order
Lt il
wew | [
ot _w |
Endlie 20 L || icmpvs.type = 2 || Ermpys.type =q 3 || mpve type =
Dsabie
Move
Delie selected fiter
up or down
Manage
e htp || ep.
Import,
1P ipx || spx
ocERPe deerpe
o st | eigrp [1 050 | I e[| vrrp || avrp [ amp || sy
= TCP SYN/FIN tep flags & 0x02 || tep. flags.fin == 1 Do
T tp
Clear || |L0P udp
roacast eth{o] s |

Figure 10: Wireshark: Coloring rules manager, (The title bar indicates the applicable coloring
rules for the current active Profile and the “Checksum Error” rule is shown as being disabled)
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To create a new Wireshark Coloring rule:

1. Click on the New button to launch the Wireshark Color Filter rule editor (shown in

Figure 10 below).
2. Provide a Coloring rule name

3. Enter the Display Filter (if required, use the Expression option to assist)

e.g. using the example shown in Figure 1, we will create a simple filter to identify Windows ICMP
Echo Request (ICMP type 8, code 0) packets, containing about 32 bytes of data resembling a string
of English alphabets in lowercase.

4. Click on the “Foreground Color” button to select a foreground color
5. Click on the “Background Color” button to select a background color

6. Check to ensure that the Coloring rule is valid via the displayed color shown in the
String Display Filter Input Box (in Figure 11 below):

£ wireshark: Edit Color Filter - Profile: Classic -0l =l

Filker

Mame: IWindows ICMP Echo Request

Skring: I(icmp.type == § & icp.code ==0) and {data.len == 32} Expression. .. |

Display Colors Skatus
Foreground Colar... Background Colar...

OF Cancel |

Figure 11: Wireshark Color Rule Editor with a valid Color Filter
(String Input box: a Green color background indicates a valid Display filter;
a Red color background indicates an invalid Display filter)

7. Click the “OK” button to create the Coloring rule.

By default, the new Coloring rule is placed at the top of the list in the Coloring rules

manager, the rules are processed and the result is illustrated below:

£ Echo-RequestReply #¥in7.pcap, [Wireshark 1.10.6 (¥1.10.6 from master-1.10)]

Fie Edt Wiew Go Copture MBnalyze Stekistics Telephony Tools Infernals Help
s aB s BRB|AceaTFL(EE RAQAD | WEBE B

F\\ten'nnlarp jExpressmn‘.‘ G Ry Smm

192 2.54 DNS 326 standard gquer

4 - 9 A 203.42.0.182 A 203.42.0.177 4 203.42.0.157
5 0.422497 152.168.2.04 203.42.0.182 ICMP 74 Echo (ping) reguest dd=0x0001, seg=13/3328, ttl1=128 (reply in &)

6 0.762974 203.42.0.182 107.168.2.54 ICHP 74 echo (ping) reply id=0x0001, seq=13/3328, tt1=57 (request in 5)

7 1.432834 152.168.2.94 203.42.0.182 ICMP 74 Echo (ping) reguest d=0x000L1, seg=14/3584, ttl1=128 (reply in &)

8 1.843066 203.42.0.182 192.168.2.54 ICMP 74 Echo (ping)d reply id=0x0001, seq=14/3584, tr1=57 (reqguest in 7)

G 2.431206 152.168.2.54 203.42.0.182 ICMP 74 Echo (ping) request 1d=0x0001, seq=15/3840, tt1=128 (reply in 10)

10 2.722880 203.42.0.182 192.168.2.54 ICMP 74 Echo (ping) reply id=0x0001, seq=15/3840, tr1=57 (reguest in 9)

11 3.429619 152.168.2.094 203.42.0.182 ICMP 74 Echo (ping) reguest dd=0x0001, seg=16/4096, ttl1=128 (reply in 121

12 3.733045 203.42.0.182 152.168.2.54 ICMP 74 Echo (ping) reply id=0x0001, seq=16/4096, tt1=57 (request in 11)

Figure 12: The “Windows ICMP Echo Request” Coloring Rule was
successfully applied, highlighting the ICMP Echo Request (Ping)
packets: 5, 7, 9, and 11 using the configured color scheme
To identify the Coloring rule that was applied to a specific packet, select one of the
packets (i.e. ICMP Echo Request) from the Packet List, and expand the frame section in

the Packet Details pane to reveal the details of the applied Coloring Rule (as shown in
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Figure 13). It is also possible to display a list of packets with the same applied rule;
right-click on the Coloring rule in the Packet Details pane, and select the option to apply
it as a simple Display filter.

£ Echo-RequestReply-Win7.pcap [Wireshark 1.10.6 (v1.10.6 from master-1.10)]

Fle Edt Wew Go Capture Analyze Statistics Telephony Tools Intermals Help

oo AN A |EBXRE(Ae»9TL (BEIQAACH EEB (B

Filter: JExDvess\ar\ Clear Apply  Save

fio. [1ime__[source [pestination Ipmtum\ |Lenulh [twfo
5 0.42:192.168.2.%4 203.42.0.182 MP 4 Echo pingd reguest Jd=0x0001, seq=13,/3328, tr1=128 (reply in 6)
6 0.762203.42.0.182 192.168.2.94 ICMP 74 Echo (ping) reply  id=0x0001, seq=13/3328, tt1=57 (reguest in 5)
7 1.43:192.168.2.94 203.42.0.182 ICMP 74 Echo (ping) reguest §d=0x0001, seq=14/3584, ttl1=128 (reply in 8)
8 1.843203.42.0.182 192.168.2.94 IcMp 74 Echo Cping) reply  id=0x0001, S 14/3584 tt1=57 (request in 7)
9 2.431192.168.2. 94 203.42.0.182 ICMP 74 echo (ping) request {d=0x0001, spas =122 in 10)
10 2.722203.42.0.182 192.168.2.94 IcMp 74 Echo Cping) reply  id=0x0001, in 8)
11 3.42t152.168.2.04 203.42.0.182 1CHP 74 Echo (ping) reguest 1d=0x0001, s Packet List in 123
12 3.733203.42.0.182 192.168.2.94 IcMP 74 Echo (pingd reply  1d=0x0001, She—erree = in 11)

[E Frame 7: 74 bytes on wire (592 bitsy, 74 bytes captured (562 bits)
Encapsulation type: ethernet (1)

Arriwval Time: apr 15, 2014 11:21:36.303015000 aus Eastern sStandard Time
[Time shift for this packet: 0.000000000 seconds]

Epoch Time: 1397524836, 303015000 seconds

[Time delta from previous captured frame: 0.669860000 seconds]

[Time delta from prewious displayed frame: 0.669860000 seconds]

[Time since reference or first frame: 1.432834000 seconds]

Frame Number: 7 - W
Frame Length: 74 bytes (502 bits) .
Capture Length: 74 bytes (582 bits) Packet Details
[Frame is marked: False] )

[Frame is fgnored: Fa'\se]
Q [Prntuccﬂs in frame: et :i
o ng RUTE Na
[Coloring Rule String && iamp.code ==0) and (data.len == 32)]
@ ethernet II, src: Dell_49:8b: Gb (5c:26:03:49:8b:6b) Dst: Netcomm_Sd:c5idd (00:60:64:9d:ciidd)

® Internet Protocol Version 4, Src: 192.168.2.54 (192.168.2.34), Dst: 203.42.0.182 (203.42.0.182)
Internet Control Message protocol

Figure 13: Indentifying the triggered Coloring Rule from the Frame section in the Packet Details pane

To manage an existing Coloring rule listed in the Coloring rules manager, select the
required Coloring rule and click on the appropriate option button. A temporary disabled
Coloring rule is shown with its Coloring rule name and filter string being strikethrough in
the Coloring rules manager. The example in Figure 10 shows the disabled ‘Checksum

Error’ Coloring rule.

To share a copy of the Coloring rules used in the current Wireshark Profile, use the
Export option within the Coloring rules manager to save it to a file. The Import option
takes in a file containing the imported Coloring rules, and appends it to the end of any
existing Coloring rules. This may include duplicated Coloring rules that can be removed

using the Delete option.

2.4.1. Wireshark: colorfilters file

Wireshark saves pre-defined (default), imported or custom created Coloring rules of an
active profile to a file named: “colorfilters”. It is located within the Personal
configuration directory or profiles folder, and can be edited or reviewed using a text

editor. The syntax used by Wireshark “colorfilters” file is explained below:

# : denotes a single line comment, not processed as a coloring rule
@ : denotes a delimiter used to identify and separate the required

fields used to describe the Coloring Rule:
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e.g. @Coloring Rule Name @Display Filter String@[Background Color] [Foreground Color]

note: the Background and Foreground color co-ordinates are each separated by a comma

! :denotes a disabled Coloring Rule

[ colorftrs 1]

i # DO NOT EDIT THIS FILE! It was creaced by Nireshark

@Uindows ICHMP Echo Requestl (icmp.type ==8 && icmp.code == 0) and (data.len == 3233[51593,szsan,lst’)I][n,n,D]

3 @Bad TCPBLgp.analysis.flags €4 !fep.snalysis.vindow_updateB[4718,10030, 11796] [63479,34695,34695)

4 @HSRP State ChangeBhgrp.state != § & harp.stace !'= 16B[4718,10030,11756] [65535,64764, 40052]
5 @Spanning Tree Topology Change@stp.type == OxB0B[4718,10030,11756] [65535, 64764, 40052]
6
7

@0SPF State ChangeBospf.wsg !'= 18[4718,10030,11796] [65535, 64764, 40092]
@ICHP errors@icwp.tvpe g 3 || igwp.type eg 4 || igmp.type g 5 || igmp.type sg 11 || icmpvs.type g 1 || icwpv6.type eg 2 || icmpvE.type eg 3 || icmpv6.type eq
4B[4718, 10030, 1179¢] [47031, 63479,29512]

5 [LRPRarpl [64250, 61680, 55255] [4718, 10030, 11796]

S @ICHPRigwp || icmpveB[64764,57568, 65535 (4718, 10030, 11796]

10 @TCP RSTErgp.flags.reset gy 1B[42148,0,0] [65535, 64764, 40092]

i1 @SCTP ABORTEZcLp.chunk_type eg ABORTE[42148,0,0][65535, 64764, 40052]

1z BTTL low or unexpectedd( ! ip.dst == 224.0.0.0/4 &€ ip.8El < 5 €€ !'pim) || (ip.dsg == 224.0.0.0/24 &€ ip.gel != 1)B[42148,0,0] [60652, 61680, 60395)

154 'BChecksum ErrorsBerh.fos_bad==1 || ip.checksun_bad==1 || fgp.checksum bad==1 || udp.checksum bad==1 || sgtp.checksum bad==1 || mstp.checksun bad==1 ||
gdp.checksum bad==1 || gdp.checksum bad==1 || glan.fcs_bad==1@[4718,10030,11796] [63479,34695,34695]

19 OsMBEsmk || phss |1 whns |1 nhipx || ipxsap || nethios@[65278,65535,53456)] [4718, 10030, 11796]

15 @HTTPEhttp || tgp.port == B0B[58596, 65535, 51143] [4718, 10030,11796]

16 BIPXBipx || gpx@[65534,58325,58508] [4718, 10030, 11796]

17 @DCERPCEgcerpcB[51199, 38706, 655331 [4718, 10030, 11796]

18 @BRoutingBhsee || gigre || 9spf 11 hae |1 sde |1 wxee || v |1 dgop || iswpB[65534, 62325, 54608] [4718, 10030, 11798]

19 @TCP SYH/FINBLgp.flags & Ox02 || Ggp.flags.fin == 1B[41026,41026,41026] [4718, 10030, 11796]

20 BTCPELgpl [59345, 55980, 65555] [4718, 10030, 11796]

21  @UDPEudpB 56026, 61166, 65535] [4718, 10030, 11796]

22 @BreadcastBgfh(0] € 1B[65535, 65535, 65535] [47802,48573,46774]

Figure 14: The Wireshark colorfilters file showing the syntax used for Wireshark pre-defined and custom Coloring rules

2.4.2. Wireshark: colorfilters file

To determine or verify the processing order of the Wireshark Coloring rules, we will re-
order the “Windows ICMP Echo Request” Coloring rule created earlier, and moving it

below the Wireshark pre-defined “ICMP” Coloring rule as shown in the figure below:

£ Wireshark: Coloring Rules - Profile: Classic Ay B [=[ 5]
Edit Fileer Order
List is processed in order untl makch is found

New || [uame

Up.

ARP ap
b iemp || icmpve
Disaie Windows ICMP Echo Request  {icmp.type == 8 82 icmp. code ==0) and {daka.len == 32)

¢

selected fer
upor down
smb || nbs | rbns || nbip || ipssap || netbios
wpart... || |10 hittn || bep.port == 80
G o || 5o
DCERPC drerme
Export... || {2252 e [ eiorp || osef ] bap |1 cdo 1| vrrm |1 avr [l igme || smp
— TCP SHIFIN tep.Hags & 002 || tep Aags.fin == 1 _
TP tep
Clear g udp —I
Broadc eth(0] i1

Lelp _] oK I apply | Cancel

Figure 15: The re-ordering (up/down move buttons) of the Windows ICMP Echo Request Coloring Rule
The results illustrated in Figure 16, shows that Wireshark processed the Coloring rules
sequentially from top to bottom in the order they are listed, until a match is found for
each packet. If there is no match, the Wireshark default Coloring rule is applied.
Essentially, a more specific rule should be placed before a general rule to ensure that the

Coloring rule is triggered during processing.
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£ Echo-RequestReply-Win7.pcap [Wireshark 1.10.6 (v1.10.6 from master-1.10)]

Fle Edt Yiew Go Capture Analyze Statistics Telephony Tools Internals Help

Filter: I j Expression... Clear Apply  Save

Mo [Time _|Source |pestination |Protocol _|Length_mfo
5 0.42.197.168.2.94 03.42.0.1 ICMP 4 ECho (pingl) regquest Td=0x000L, seg=L s LL =1 reply Tn &)
6 0.762203.42.0.182 152.168.2.94 ICMP 74 Echo (ping) reply 1d=0x0001, seq=13/3328, TT1=57 (reguest in 5
71.42:102.168.2.94 202.42.0.182 ICMP 74 Echo (ping) reguest Jd=0x0001, seq=14/3584, tt1=128 (reply in 8)
81.843203.42.0.182 192.168.2.94 ICMP 74 Echo (ping) reply 1d=0x0001, seq=14/3584, tt1=57 (reguest in 7J
9 2.431192.168.2.94 203.42.0.182 ICMP 74 echo (ping) reguest Jd=0x0001, seq=15/3840, tt1=128 (reply in 10)
10 2.72:2203.42.0.182 192.168.2.94 ICMP 74 Echo (ping) reply id=0x0001, seq=15/3840, tt1=57 (reguest in 2]
11 3.42¢192.168. 2.94 203.42.0.182 ICMP 74 echo (ping) reguest Jd=0x0001, seq=16/40%6, Tt1=128 (reply in 12)
12 3.733203.42.0.182 192.168.2.94 ICMP 74 Echo (ping) reply d=0x0001, seq=16/40%6, tt1=57 (reguest in 11)

K|

= Frame 7: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
Encapsulation type: Ethernet (1)
Arrival Time: apr 15, 2014 11:21:36.303015000 AUS Eastern Standard Time
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1397524896.303015000 seconds
[Tima delta from previous captured frame: 0.669880000 seconds]

[Time delta from previous displayed frame: 0.669860000 seconds]
[Time since reference or first frame: 1.432834000 seconds]
Frame Mumber: 7

Frame Length: 74 hytes (592 hits)

Capture Length: 74 bytes (592 hits)

[Frame 1is marked: False]

[Frame is dgnored: False]

[Protocols in fram eth:ip:ricmpidatal

[Coloring Rule Ma ICM

[Coloring Rule str mp || icmpué]
Ethernet II, src: Dell_49:8b:6b (5¢:26:0a:459:8b:6b), Dst: metcomm_Sd:cS:dd (00:60:64:9d:csdd)
Internet Protocol version 4, Src: 192.168.2.94 (192,168.2.94), Dst: 203.42.0.182 (203.42.0.182)
Internet Control Message Protocol

Figure 16: The re-ordering of the Coloring ruleset, invoked the Wireshark pre-defined ICMP
Coloring Rule and removing the colors from the ICMP Echo Request (Ping) packets: 5, 7, 9, and 11

3. Network Reconnaissance

Network reconnaissance is one of the most important stages of any attack. It aims to
identify active hosts listening on the targeted network. It is during this information
gathering and preparatory phase that the attacker(s) maps the network topology, identify
network devices, host IP addresses, open ports, network services and operating system
information that can be associated to known or potential vulnerabilities; exploiting it to
gain unauthorized access and control its targets. The more complete is the information
gathered about the targeted network and its hosts, the higher chance of a successful

attack.

3.1.DNS Reconnaissance

Domain Name Server (DNS) is used to translate a domain name to an IP address. An
organization’s public accessible domain name server generally stores its own DNS
records and can provide a variety of information, including its function described in

RFC1035 (Mocakapetris, 1987).

DNS information is publicly available and can be queried using built-in operating system
command line tools such as nslookup, host, or dig. This information is extremely useful
to an attacker, since DNS reconnaissance can easily obtain a list of known host IP

addresses from the targeted network.
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Unlike normal DNS query and response that occurs over UDP Port 53, DNS zone
transfer requests and responses occur over TCP Port 53. DNS zone transfer is the
replication process to provide a copy of the DNS zone file resource records from a
primary DNS server to a set of secondary DNS server(s). DNS zone transfer
request/response should be restricted to known secondary DNS server(s); otherwise, an

entire copy of the DNS zone file can be requested.

The following Wireshark compound Display filters retrieve any DNS Zone Transfer

requests and responses from within a packet trace file:

DNS Zone Transfer request:
(tcp.dstport == 53) && (dns.flags.response == 0) && (dns.gry.type == 0x00fc)

DNS Zone Transfer response:
(tcp.srcport == 53) && (dns.flags.response == 1) && (dns.qry.type == 0x00fc)

3.1.1. DNS Information
To retrieve a list of DNS queries and responses from within a packet trace file, use the

following Wireshark Display filters:

DNS queries and responses : dns
DNS queries : dns.flags.response ==
DNS response : dns.flags.response ==

To display a list of DNS queries or responses containing a specific record type, e.g. DNS

A record; a common list of DNS record types is also provided in Table 2:

DNS query : (dns.flags.response == 0) and (dns.qgry.type == 0x0001)
DNS response : (dns.flags.response == 1) && (dns.resp.type == 0x0001)

A IPv4 host address 0x0001

AAAA IPv6 host address 0x001c

NS authoritative name server 0x0002

CNAME alias canonical name 0x0005

SOA start of zone authority 0x0006

PTR Domain name pointer 0x000c¢

HINFO host info 0x000d

MINFO mailbox/mail list info 0x000e

MX mail exchange 0x000f

AXFR zone transfer 0x00fc

Table 2: A list of common DNS records types
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Alternatively, Wireshark can display a list of all name resolution from within a packet

trace file via “Show Address Resolution” option found under the Statistics Menu:

=T
# Hosts information in wireshark -
#+
# Host data gathered from H:Z3WHS-HTTP-EchoRedq. pcap
67.23.72.115 www. 0f fensive-security. com
23.239.16.158 www. backtrack-Tinux. org
158.58.126.109 www. backtrack-Tinux. org
74.125.237.145 www. google. com
74.125.237.147 www. google. com
74.125.237.144 www. google. com
74.125.237.146 www. google. com
74.125.237.148 www. google. com
82.103.140.40 secure. Tnformaction. cam
82.103.140.42 secure, informaction. cam
69.195.141.178 secure, informaction. cam
69.195,141.179 secure, informaction, com
74.125.237.130 clients.1.google. com
74.125.237.136 clients.1.google. com
74.125.237.142 clients.1.google. com
74.125.237.137 clients.1.google. com
74.125.237.132 clients.1.google. com
74.125.237.135 c]jents.].gmng]e.cnm

=
|

5o | x|
|

Figure 17: A list of DNS name resolution obtained from within a trace file

3.2.Network Mapping

Network mapping attempts to elicit response from active hosts, mapping its topology,

identifying its IP address, listening ports and services provided over the network.

3.2.1. NMAP Host Discovery & Port Scanning

Network Mapper or commonly known as NMAP was released by Gordon “Fyodor” Lyon
as an open source utility in 1997 for network exploration and security auditing, and runs
on Linux, OS-X, and Windows (Lyon, 2008). While an exhaustive explanation of every
NMAP option and scan technique is not possible, the focus is on identifying the type of
network scans. It is essential to mention that packet-crafting tools, such as Hping® or
Scalpy6 can create similar packets to elicit response. The following are some of the

observation made regarding NMAP’ host discovery and port scanning options:
= NMAP Host Discovery: Ping Scan

NMAP Ping scan is used only for host discovery, it does not conduct a port scan if
it identifies an active host. This is the default scan uses by NMAP before starting
its port or service scanning and remote OS fingerprinting (Lyon, 2014), and can

be disabled.

> Hping, an open source software available via http://www.hping.org/download.html

© Scapy, an open source software available via http://www.secdev.org/projects/scapy

7 NMAP version 6.01 was used in this paper and can be found as part of Backtrack 5-R3 Linux Penetration Testing distribution which has been
discontinued, but available via: http://ftp.uio.no/pub/security/backtrack/
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According to the NMAP man page, running NMAP Ping scan in privilege mode
sends the following four packets to identify an active host (shown with the

corresponding Wireshark Display filters to identify NMAP Ping scan):

1. NMAP sends an ICMP Echo Request with no data

(ip.flags == 0x00) && (icmp.type == 8 && icmp.code == 0) &&
(icmp.seqg == 0) && (not data)

2. NMAP sends a TCP SYN to port 443

(ip.flags == 0x00) && (tcp.flags == 0x0002) &é&
(tcp.dstport == 443)

3. NMAP sends a TCP ACK to port 80

(ip.flags == 0x00) && (tcp.flags == 0x0010) &é&
(tcp.dstport == 80)

4. NMAP sends an ICMP timestamp request without originate time

(ip.flags == 0x00) && (icmp.type == 13 && icmp.code == 0) &&
(icmp.seq == 0) && (icmp[8:4] == 00:00:00:00) && (not data)
Before adding the above Wireshark Display Filters to the Coloring rules, it is
pertinent to remember the order of precedence. By re-ordering the fourth ICMP
rule before the first ICMP rule ensures the Coloring rule is correctly triggered.
The figure below illustrates the successful application of the Coloring rules to

identify NMAP Ping scan packets:

Ma. [Time |5ource |Destination |Protacal _|length [info
1 0.000000 152,168,2.10 192,168, 2.1 DNS 75 standard guery 0x5F15 A scanme.nmap.org
2 1.59714% 102.168.2.1 152.168.2.10 DS 9l standard guery response 0x5F15 A 74,207.244,221
3 1.606320 192.168.2.10 74.207.244.221 ICMP 42 Echo (ping) reguest id=0xed4fl, seq=0/0, tT1=38
4 1.806758 192.168.2.10 74,207,244, 221 TCP 58 62070 > https [SYN] Seq=0 Win=1024 Len=0 M55=1460
51.606927 192.168.2.10 74,207,244, 221 TCP 54 62070 > http [ACK] Seg=1 Ack=1 win=1024 Len=0
61 2

607082  192.168.2.10 T4.207.244.221 ICMP 54 Timestamp reguest fd=0x7e71, seqg=0/0, ttl=486
B 74 221 To. 3.2.10 P a0 https > 62070 [RST, ACK] Seg=l Ack=1l Win=0 Len=0

Figure 18: The Coloring Rules detect NMAP Ping scan successfully in packets: 3-6;
illustrating the characteristics documented in the man page for NMAP Ping scan

3.2.2. NMAP Port Scanning
= TCP SYN Stealth scan:

The NMAP Stealth scan is a half-open TCP SYN scan. It does not complete the
TCP 3-way handshake. NMAP sends a SYN packet to elicit a SYN/ACK packet
response from a listening port. If it receives a response, NMAP sends a RST
packet to tear down the connection. The following Wireshark Display filter

identifies the TCP SYN packet:

(ip.flags == 0x00) && (tcp.flags == 0x0002) &é&
(tcp.option_kind == 2) && not (tcp.option_kind == |
tcp.option_kind ==4)
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= TCP Connect scan:

The NMAP TCP Connect scan completes the TCP 3-way handshake with the
target listening port(s), and tears down the connection with a RST/ACK packet.
The following Wireshark Display filter identifies the TCP SYN packet:

(ip.flags == 0x02) && (tcp.flags == 0x0002) &é&
(tcp.option_kind == 2 && tcp.option_kind ==3 &&
tcp.option_kind ==4 && tcp.option_kind ==8)

While both NMAP TCP SYN Stealth and TCP Connect scans initiate destination
port connection using TCP SYN packet, a notable difference in the IP header was

observed:

o NMAP SYN Stealth scan sends SYN packet with IP Don’t Fragment flag
set to 0 and a single TCP Option: Maximum Segment Size (MSS).

o NMAP Connect scan sends SYN packet with IP Don’t Fragment flag set to
1 with multiple TCP Options.

The Display filters described above were added to the Wireshark Coloring rules,

with the results in Figure 19 illustrating the differences:

o _[Time [source [pestination [protocal _[iencth _linfo

T 0.000000 192.168.2.10 4.207.228. 221 =T 47 Echo (ping) regquest 1d-0x9T7a, seq-070, tT1=51

2 0.000445 192,168,2.10  74.207.224.221 TcP 58 38059 » 443 [sYN] seq=1517360426 win=1024 Len=0 Ms5=1460 "

3 0.000644 102.168.2.10 74.207.224.221 TCP 54 38959 > 80 [ACK] Seq=0 Ack=1517360426 Win=1024 Len=0 NMAP Host Discovery

4.0 221 i request  fd=0x43eb,

5 0. 1 10 7 60443 & 5 [RST, ACK) 0_Acl 0

6 0.529472 192.168,2.10  74.207.224.221 TCP 1720 [5VN] Seq-3356789 1024 Len=0 MsS.

7 0.529660 192.168.2.10  74.207.224.221 TcP 024 Len=0 MSS=1460

8 0.529828 192.168.2.10  74.207.224.221 TCP 1024 Len=0 M55=1460

9 0.530002 192.168.2.10  74.207.224.221 TcP 58 38959 » 995 [s¥N] seq=3356780130 win=1024 Len=0 Ms3=1460 NMAP Stealth Scan

10 0.530177 192.168.2.10  74.207.224.221 TcP 58 38959 » 143 [SYN] Seq=3356789139 win=1024 Len=0 MSS=1460
0.530333 192 2
0.530553 192 2

530867 192 . 224 58 38959 » 110 [SYN] 356789139 W
.5231023 102 . P N 58 38050 » 113 [SYN] 356789130 W

E [ ]
102.168.2.10 40 Len=0 M55=1400
1

2.542043 100 2. Echo (ping) reguest 7
27 2.843342 102.168.2.10  74.207.224.221 TcP 58 50771 » 443 [SYN] 5eq-1422017016 win-1024 Len-0 MSS-1460 ;
28 2.843563 192.168.2.10  74.207.224.221 TcP 54 50771 > 80 [ACK] Seq=0 Ack=1422017016 Win=1024 Len=0 NMAP Host Discovery
20 2.843736 102.168.2.10  74.207.224.221 1cme 54 Timestamp reguest  d=0x03ec, seg=0/0, Tt1=43

443 > ACK] 017 win-0 Le

I 0
736238283 W 460 SACK_PERM=1 TSval=59385740 Tsecr=0 Ws=1&

31 3.288032 192.168.2.10  74.207.224.221 TCP 74 44172 > 256 [SYN] Seq 4600 Len=0 MSS.
32 2.288231 192.168.2.10  74.207.224.221 TP 74 42820 > 8888 [SVN] Seq=3028681354 Win=14600 Len=0 M35-1460 SACK_PERM=1 T5val=59385740 TSecr=0 wWs=16
33 3.288407 192,168,2.10  74.207.224.221 TcP 74 40665 > 169 [Syn] Seq-180005E087 win-14600 Len-0 MSS-1460 SACK_PERM=1 TSval-59385740 Tsecr=0 ws=16
34 3.288544 102.168.2.10  74.207.224.221 TcP 74 46930 > 3389 [SVN] Seg=3787517964 win=14600 Len=0 MSS=1460 SACK_PERM
35 3.288603 102.168.2.10  74.207.224.221 TcP 74 55063 > 23 [SYN] 5eq=2448684915 win=14600 Len=0 MS5-1460 sack_Perm=1| NMAP Connect Scan
36 3.288827 102.168,2.10  74.207.224.221 TcP 74 57897 > 53 [sYN] 5eq=869075403 win=14600 Len=0 Ms5=1460 SACK_PERM=1
37 3.288961 192.168.2.10  74.207.224.221 TcP 74 33370 > 55900 [SvN] Seq=2664138045 win=14600 Len=0 MSS=1460 SACK_PERM=T T5val=5UI85 740 TSECr=0 WS=1%
38 3.280087 192.168.2.10  74.207.224.221 TCcR 74 42146 > 113 [SYN] Sej=391903878 win=14600 Len=0 MSS=1460 SACK_PERM=1 TSval=59385740 TSecr=0 ws=16
30 3.28921% 192.168.2.10  74.207.224.221 TcP 74 54472 > 1723 [syN] 5eq=3326304030 win=14600 Len=0 M5s=1460 SACK_PERM=1 Tsval=59385740 Tsecr=0 ws=16
40 3.289315 192.168.2.10  74.207.224.221 TcP 74 40869 > 21 [SYN] Seq—458438218 win-14600 Len-0 MSS-1460 SACK_PERM=1 TSwal-59385740 TSecr-0 ws-16
41 3.290863 74.207.224.221 192.168.2.10 TCcP 74 53 5 57897 [SYN, ACK] Seq=2621061211 Ack=869975494 win=5792 Len=0 MSS=1460 SACK_PERM=1 TSval=124042779
3.290991 192.168.2.10  74.207.224.221 TCP 66 57887 > 53 [ACK] 3e 621061212 Wi
5 53 [RsT,

Figure 19: Coloring rules applied to identify packets relating to NMAP Stealth Scan and TCP Connect Scan
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4. Detecting Web Server Scanning

Apart from mapping the topology of a private network or port scanning for listening hosts
connected to Internet, attackers are also looking for vulnerable web servers; seemingly
looking for any opportunity to compromise the integrity of the web server via a

vulnerability, and gaining access to its data store.

Nikto is a web server scanner, an open-source project that is publicly available (Sullo &
Lodge, 2012). It can be used by a diligent system administrator with explicit given
permission or by an attacker to discover well-known vulnerabilities, mis-configurations,
and unpatched software installed on the web server(s). Nikto performs a number of tests
on web servers, including directory traversal attempts to access restricted directories on
the web server, trying to gain access to the underlying operating system or known data

files, and attempts to execute commands outside of the web server root directory.

A simple Wireshark Display filter, using the “contains’” comparison operator can be used

to match a sequence of hexadecimal byte values (shown in ASCII as ../) to return a list of

directory traversal attempts: | http.request.uri contains 2e:2e:2f:

Fiter: [ it request i contains 2ei26:2F: =] Expression... clear Save

Internet Protocol version 4, src: 152.168.126.111 (192.168.126.111), Dst: 182.168.126.103 (192.168.126.103)
Transmission Control Protocol, Src Port: 57908 (57908), bst Port: B0 (BO), Seg: 1, Ack: 1, Len: 226
& Hypertext Transfer Protocal
- GET /phserver/..:c0%a’. . /.. %cukaf.. winnt/system32/and. exe?/c+dir HTTR/L. O\rin
[Expert Info (Chat/Sequencel: GET /pbserver/..%c0%af../. . %cO¥af.. Avinnt/system3z/omd. exe?/c+dir HTTR/L. 0% \n]
Requast method: GET
Request URT: /pbserver/..%cO%af../..%coxaf. . /winnt/systemsz/cmd. exa?/cedir
Request version: HTTR/L.
Connaction: Keap-aAlive\rin
B Content-Length: ohyr\n
[contert length: 0]
USEr=Apents, Moz | 1a/4. 75 (Nikto/2.1,0)\\n
Content—Typa: application,/x-www-Torm-urencoded\r\n

Figure 20: Identifying Nikto scan via its user-agent string

In the figure above, the user-agent string captured within the HTTP request shows that
the web traffic was generated by Nikto scan. By extending the above filter, a compound

Display filter is created to identify Nikto and its related directory traversal attempts:

http.user_agent contains "Nikto" and http.request.uri contains 2e:2e:2f:

To display a list of directory traversals with its corresponding response, update the

Wireshark Display filter to search the packet frame: | frame contains 2e:2e:2f:
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As shown in Figure 21, a manual review identifies a successful attack amongst the

scanning activities:

Filter: Irrame contains 2e:26:2: j Expression.., Clear Apply Save

z

o, [Time: [Source Destination [Protocol Length_info

4 8,689037  192.168,126,107  192.168.126.111 1387 HTTP/1.1 200 OK  (text/html)

9 26448.35591:192.168.126,103  192.168.126.111 790 HTTP/1.1 404 Not Found Chext/html)

[+ ATTR/1.1 200 Oksrn
Date: Sat, 29 Mar 2014 03:26:dd GUT\F\n
Server: apache/2.2.12 (Ubuntu) mod_mono/2.4.2 PHP/S.2.10-2ubuntus.5 with Suhosin-Patch mod_ss1/2.2.12 Openssl/0.9.8g\rhn
X-Pomered-By: PHP/S. 2. 10-2ubumtus. 5\
Expires: Thu, 19 Now 1981 08:52:00 GHTWr\n
Cache-Control : no-cache\rin
Pragma: no-cachehrin
Content-Disposition: attachment; filename="../../.. etc/passwd™\rin
vary: Accept-Encodingirin
Content-Encoding: gziphrin
@ Content-Length: 813\r\n
Keep-alive: timeout=15, max=38\rin
Connection: Keep-Alive\rin
Contemt-Type: text/htmlrin
Arin
[HTTP response 3/3]
[Time since request: 0.002461000 seconds]
[Prev request in frame: 2]
[Request in frame: 31

Content-encoded entity body (gzip): 813 bytes —» 1939 bytes
= ext data: text/html
oot /oot :/bi n/bashya

rdaemon: fusr/sbin: fbingshn

bin:/bin:/bin/shn

60 :games : /usr/games : /bin/shin
an: fvar/cache fman 1 /bingshyn
bifvar/sposl Slpd: /bi ngshivn

Figure 21: Detecting a successful directory traversal attack, retrieving the /etc/password file

While it is trivial to modify the user-agent® string, the following Wireshark compound
Display filter is created to retrieve any HTTP request(s) containing uncommon user-agent

strings, with its result shown in Figure 22:

http.request && (not http.user_agent matches " (?1)
(Chrome |Mozilla|Gecko|MSIE|Safari|AppleWebKit |Android|Blackberry|Opera)")

Filker: I http.request &8 {not http.user_agent matches "(7i) (ChromelMDzilla\Gecko\M:j Expression... Clear Apply  Save

Mo, [Time |source |Destination - |pratacel |Flags [tnfo
8 0.988377 192.168.2.11 203.42.8.227 HTTP 0x0018 [TCP Retransmission] GET / HTTR/1.1

2|
® Frame 8: 216 bytes on wire (1728 bits), 216 bytes captured (1728 bits)
® Ethernet II, src: cO:ffiee:dl:77:e2 (cO:ff:ee:41:77:22]), Dst: 00:60:64:9d:c5:dd (00:60:64:9d:ch:dd)
Internet Protocol version 4, src: 102.168.2.11 (192.168.2.110, Dst: 203.42.8.227 (202.42.8.227)
Transmission Comtrol Protocol, Sre Port: 33907 (33907), Dst Port: 80 (80), Seq: 1300366467, Ack: 3592908116, Len: 162
® [2 reassembled TCP Segments (163 bytes): #5040, #3(162)]
= Hypertext Transfer rrotocol
EGET  / HTTRA. 1N
® [Expert Info (Chat/sSeguencel: GET  HTTR/1l.1:\r%n]
Request Method: GET
Request URI:
Request version: / HTTR/L.1
HOST: www.google. comn

: ddentity, deflate, compress

[Full reguest URI: http: Swww.google.com]
[HTTP reguest 1,1]
[Response in frame: 117

Figure 22: Identifying a non-browser based web request

8 A comprehensive list of user-agent string can be found via http://www.useragentstring.com/pages/useragentstring.php
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5. Detecting Host Exploitation

While it is not possible to discuss every attack and exploitation technique used in the
wild, researching common attack vectors can help Incident Responders recognize the
type of attacks used by the attacker(s). As an example, we will briefly discuss using

Wireshark Coloring rules to detect an FTP brute force attack.

5.1. FTP Account/Password Guessing & Brute Force Attack

File Transfer Protocol (FTP) server can be easily setup for sharing of files across the
Internet. It is described in RFC959, and utilizes a client/server model. The client connects
to the FTP server on TCP Port 21 (control channel for FTP command) to initiate a service
request, but utilizes a separate port for data exchange (Postel & Reynolds, 1985). In

relation to data exchange, an FTP server can operate in either Active or Passive mode:

* In Active FTP mode: client issues the "PORT" command and provides the
listening data port. The FTP server then uses TCP Port 20 to connect to the client

specified port for data exchange.

* In Passive FTP mode: server provides the listening data port in response to client
“PASV” command request. The client then connects to server specified port for

data exchange.

According to RFC959, the data port is communicated using the convention:
h1,h2,h3,h4,p1,p2, where hl-h4 is the host address and the listening port for data
exchange is computed using the value of pl and p2, such that the port is: p1*256+p2.

Some of the common client service commands found in RFC959 are listed below:

USER submit username for login to FTP Server
PASS submit password for login to FTP Server
LIST request for a list of files in the current directory

STOR upload data onto FTP server
RETR download data from the server

The following Wireshark Display filter displays the list of FTP related commands issued

by the FTP client in a packet trace file: | ftp.request.command

It is also important to know that FTP transactions are in cleartext, thus susceptible to

sniffing attacks. Depending on its configuration, it can also be prone to user
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account/password brute force attacks. Unbeknownst to the owner, their FTP server can be
attacked for nefarious use, such as hosting malicious malware, and insidious use of

sharing offensive images over the Internet.

In Wireshark, the protocol name: “ftp” displays related packets that communicate on FTP
command channel, TCP port 21. FTP data channel can be located using the field name:
“ftp-data”. Nonetheless, it is essential to review the packets to identify and verify the host
IP address and data port number via a simple Wireshark Display filter:

(ftp.request.command == PORT) or (ftp.response.code == 227)

To identify brute force attack on an FTP server, create the following Display filters and

add them as two separate Coloring rules:

To display a list of credential used in FTP server login attempts:

(ftp.request.command == "USER") or (ftp.request.command == "PASS")

To confirm a successful login to the FTP server:

(ftp.response.code == 200)
Filter: | Ftp j Ezpression... Clear Apply  Save
Mo, |ime |source |Destination |protocol A 'Flaus |infa
521 77.627434 102.168.126.103 152.168.126.111 FTP Ox0018 response: 331 User name okay, need password.
527 77620837 102.168.126.103 1592.168.126.111 FTP Ox0018 response: 331 User name okay, need password.
520 F7.630287 102.168.126.103 1592.168.126.111 FTP Ox0018 rResponse: 331 User name okay, need password.
532 77.630818 1052.168.126.103 152.168.126.111 FTP Ox0018 response: 331 user name okay, need password.

1 User name okay, need password.

5 g

538 F7.632307 102.168.12A.103 192.168.126.111 FTP 0x0018 Response: 33

530 F7.632421 1052.168.126.103 152.168.126.111 FTP Ox0018 response: 331 user name okay, need password.
540 F7.632426 102 16R8.126.103 152.168.126.111 FTP Ox0018 response: 331 user name okay, need password.
541 77.632546 102.168.126.103 152.168.126.111 FTP Ox0018 Response: 530 Password not accepted.

Figure 23: Wireshark Coloring rules successfully detects FTP brute Force login attack

As illustrated in the figure above, the Incident Responder can quickly identify the
automated attack using the request time sequence, and reliably determine any successful
login. To investigate subsequent actions, right-click on the packet: “FTP Response: 230-"
in the Packet List, and select the Wireshark option to “Follow TCP stream”. It brings up a
dialog box showing the entire conversation stream, including any request that occurs after

the successful login.
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6. Data Recovery

Apart from compromising a system, attacker(s) will attempt to take a foothold of its
victim’s infrastructure. They will commonly upload toolkits, insert backdoors, and
extract data from compromised machines. These may include password hash files for
offline password cracking, intellectual property data, email and business financial or
transaction records, etc. In this section, we will take advantage of Wireshark auto-packet
reassemble feature, and use it like a forensic tool to recover data file from raw packet

trace files.

6.1.1dentification of common data files in packet trace file:

Prior to any data extraction or recovery, Wireshark Display filter or Coloring rules can be
used for searching common data files contained within the packet trace file. The

following described some of the options:

1. Search by common file extension (e.g *.doc, *.pdf, *.exe, *.zip, *.gz., *.tar):
It is possible to search an entire packet using “frame” or search for packets relating
to specified protocol, defined in lowercase (e.g. ip, tcp, icmp, udp, tftp, ftp, http,
smtp, dns, bootp):

Option A: Use Wireshark comparison operator “contains” for case sensitive string

matching of a single specific file extension: | frame contains ".exe"

i IFramE T =| Expresson... clear fply Save
Mo. |Time |Saurce " IDestination |Protocol |Length _|tnfo
1 0.000000 152.168.126.103 152.168.126.111 TFTP 60 read Reguest, File: nc.exe, Transfer type: octet
246 4( 351 182 26 65 pead Reguest, File: tcpdumpd5l.exe, Transfer type: octet

Options B: Use Wireshark PCRE comparison operator “matches” to search for a set
of strings (keywords are separate by pipe |, group by brackets and enclosed by
inverted commas, where \. denotes a dot and (?1) for case-insensitive search):

ftp matches "\. (?1i) (exel|zipl|7z|gz|tar|pdf|doc|xls)"

Fl\ter:lftpmatches"\ (7i)exe|zip |zl az|tar|peFldoc xis) j Expression...  Clear Apply Save

Blo, Time [source [oestination [Protocol [info
€15 69.142007 192.168.126.111  192.168.126.107 FTP ReqUesT: STOR /T11e.72

659 74.658843 192.168.126.111 192.168.126.107 FTP Request: STOR Juploads/file.7z

668 74.661062 102.168.126.111 1592.168.126.107 FTP Reguest: SITE CHWMOD 644 Auploads/file.7z

670 74.661320 192.168.126.111 192.168.126.107 FTP Request: SITE UTIME 20140419151614 Suploads/file.7z

707 128.213028192.168.126.111 192.168.126.107 FTP Request: RETR /uploads/users.zip

708 128.213877152.168.126.107 152.168.126.111 FTP Response: 150 opening BIMARY mode data connection for fuploads/Users.zip (1439825 bytes).

It is also possible to search via specific fields name within a protocol, e.g. HTTP web

request, with the result shown below:

http.request.uri matches "\. (?1) (exe|zip|7z)"
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Filter: | http request.uri matches "|.(7)exe|zip]72)" j Expression... Cleat  Apply  Sawve
Mo, [Time |source [pestination [Protacel Info
33 11.938006 192.168.126.111 192.168.126.107 HTTP GET /ftp/tcpdumpdsl. exe HTTR/L1.1
44 19.451157 152.168.126.111 192.168.126.107 HTTP GET /ftp/file.7z HTTR/L.1

49 22.762010 192.168.126.111 192.168.126.107 HTTP GET /ftp/Users-Accounts.zip HTTR/L.1

25, 111 6.107 HTTP GET /ftp/nc
2. Search by known content or case insensitive string matching:

Wireshark comparison operator: “matches” enables PCRE string matching. As an

example, the following Display filter identifies the data stored in the /etc/passwd and

/etc/shadow files: frame and (data.data matches "~ [a-zA-Z0-9]+:" || |
data-text—-lines matches ""[a-zA-Z0-91+:")

Fiter: | frame 8. (data.data metches ™[ T+ || o lnes matches ™~ ¥| E Clear £pply Seve
to_[Time [5ource [pestination [Frotocol ltength_{tnfo N
1 0.000000 102.168.126.117 192.168.126.111  UDP 1010 source port: 39321 Destination port: 1337
4 32.327918 102.168.126.117 192.168.126.111  UDP 1389 Source port: 37865 Destination port: 1337
18 124.285521102.168.126.117 192.168.126.111  TCP 1413 58625 > 31337 [PSH, ACK] Seq=1 Ack-1 Win-14608 Len-1347 TSwal-73580504 TSecr-53639567

TCP 1 Ack-1 win-14608 Len-968 Tsval-735G6616 TSacr-53647994
3 v

cil

[@ Frame 1: 1010 bytes on wire (8080 bits), 1010 bytes captured (8080 bitsy

@ Ethernet II, Src: cO:ff:ea:41:77:e2 (c0:Ff:em:41:77:82), Dst: c0:FF:33:41:77:ee (cO:FF:33:41:77:m8)

& Internet Protocol Version 4, Src: 192.168.126.117 (192.168.126.117), Dst: 182.168.126.111 (152.168.126.111]
@ User Datagram Protocol, Src Port: 39321 (39321), Dst Port: 1337 (1337)

3. Search by file header signature (aka magic number):

Wireshark can also search for specific file types, using known file header signature.
As an example, the Windows binary executable file contains the file header value:
“MZ” (hex value: 0x4d5a), accompanied by a string of values: “This Program must

be run under Win32” or “This program cannot be run in DOS”.

The following Wireshark Display filters search for Windows executable file header

values (Bruneau, n.d.), and case insensitive text string matching for “This program”:

frame matches " (\x4d\x5a\x90|\x4d\x5a\x50)"
&& frame matches " (?i)this program"

Filter: |natches "{\xadix5alx00|xadix5alx50.)" &8 frame matches "{2this program” j Expression... Clear Apply  Sawve

To recover the data file, select the packet in display (from either Packet List or the Data
field in the Packet Details pane). Right-click for the option to follow the protocol’ stream,
then filter the conversation stream (uni-direction) to show the data content/binary file,

and export the file as a raw file using the “Save-As” option.

° For TCP Data Recovery, ensures that the TCP protocol preference is set to “Allow subdissector to reassemble TCP streams”. In some instances, the
combination use of hex editor and file carving using known file header signature may be required after exporting the data as a raw file.
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6.2.Manual Data Recovery of SMTP Data Attachments

The SMTP email standard is described in RFC822 (Postel, 1982) and its attachments are
encoded using Base64 multipurpose content transfer encoding described in RFC2045
(Freed & Borenstein, 1996). Emails can be used as a transport mechanism, sending
malicious content via a spear-phishing attack directed at targeted employee(s), or it can

be used as a means to exfiltrate data.
Manual recovery of SMTP data attachment requires the following steps:

1. Use the following Wireshark filter to locate SMTP packets with attachment(s):

smtp matches " (?1i) (Content-Transfer-Encoding: base64|attachment)"

2. Select the packet in the Packet List pane, and right-click to select the Wireshark
option: “Follow TCP stream”. In the Wireshark Stream Content window, select
the appropriate data stream containing the file attachment (shown in figure
below; in Wireshark, Red color text denotes data sent by client, and Blue
colortext denotes data sent by the server):

[ Follow rep stream SRR RN SI-TE

Stream Content

[EFCO rnd:recipe & co =
IAIL FROM :<RND@racipa-company. coms
RCPT To:<leetfoodie@eats. com>
DAT A

Message-ID: <822324.782933237-sendemadl@rndirecipe & cox

[From: ~"RnD@recipe-company. com” <RNDErecpe-company. con>

ro: "leetfoodie®eats. com” <leetfoodie®eats. com>

lsubject: secret sauce

pate: Sun, 9 Mar 2014 05 01:12 +0000

—Mailer: seﬂdEmaﬂ— 55

TME-version: 1

fontent-Type: mu'\t1par‘t/m1xed: houndary="----mIMe delimiter for

lsendemai1-308635. 94178027"

[This is a multi-part message in MIME format. To properly display this message you need
la MIME-version 1.0 compliant Email program.

—————— MIME delimiter for sendEmail-g808635.94178027
CnﬂtEnt—TKpE: Text/plaing

charset="150-8855-1"
lrontent-Transfer-Encoding: 7hbit

lenjoy the secret sauce

—————— mIve delimiter for sendemail-B08635.94178027
|content-Type: application/pdf;

name=""sacrat-racipa. pdf

IZontent-Transfer-Encoding: hasesd

fcontent-pisposition: attachment; filename="secret-racipe. pdf"

Entire conversation (16917 bytes)
192,168.126.111:54695 — 192,168,126,103:25 (18768 bytes)
192,166.126.103:25 — 192,168,126, 11154695 (149 bykes)
i T [

192.168.126.111:54695 — 192,168,126, 103:25 (18768 bytes) F&

3. The MIME delimiter tag delimits each attachment. It starts after the line
“Content-Disposition: ...” and terminates near the end of the MIME delimiter

tag (as shown in the figure below):

Highlight (left-click and drag) to select the data containing the attachment, then

right-click to copy the data. Insert the data into a plaintext file and save the file.
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4. It is possible to decode the Base64 encoded data attachment using the base64

utility' installed in a Linux workstation (example shown using Backtrack 5-

R3'") using the command shown in the diagram below:

* root@bt5r3: ~/Desktop

6.3.Data Recovery using Wireshark

For HTTP and SMB related file recovery, use the “Export Object” feature in Wireshark:

1. Use Wireshark Display filter, http to display web related packets:

Rl Ihllp jExprE;siDn... @ gy S

[protocol JLength_iofo
HTTF 650 GET /extr

is
355 HTTP/L.1 404 not Found

2. Right-click on one of the TCP packets (in the Packet List or Packet Details pane)

and ensure the TCP “Protocol Preferences” option to “Allow subdissector to

reassemble TCP streams” is enabled (as shown in the diagram below):

o, |Time |source [Destination [pratocel linfe
4 GET J/EXTracting-objacts—From-REtp-streams. html HTTR/L.1
& 06 1 HTTP/1.1 200 & /htm )
11 6.400441 152.168.2.3 8.30.239,206 HTTP  GET /swiokject.is HTTR/L.L
16 6.75945% B8.30.239.206 192.168.2.3 HTTP  HTTR/L.1 404 not Found  (Ctext/html)
168.2.3 8.30.239.206 ploads,/2009,1

GET /wp-content/u
T

ds
3

07 /extracting-obj
cation; &

ects-from-http-streans. swf HTTR/1.1

Frame 18: 646 byTes on wire (5168 biTs), 646 byTes captured (5168 bits)
EThernet II, Src: 00:13:02:82:32:19 (00:13:02:88:32:19), DsT: 00:60:64:9d:c5:dd (00:60:64:9d:cT:dd)
Internet Protocol version 4, 3 68.2.3), DST: 8.30.230.206 (8.30.239.206)

, D A

Expand Subtrees
Expand Al
Collapse Al

GET Jfwp-content /uploads /200007 fextracting-nbizcts—fr
Host: evilrouters.neti\rin
User-Agant: Mozilla/5.0 (windows NT 5.1; rvi28.0) Gec Apply as Column

accept: text/html, application/xhtml+aml, application/x
Accept-Language: en-US, en; g=0. 5\rin Appy 25 Fiker
Accept-gncoding: gzip, deflatenrin Prepare a Filter

Referer: http://evilrouters.net/extracting-objects—Fr  Colorize ith Fiter »
Cookie: _ urma=191258518. 880158576.1306667942.1396667  Folow TCP Stream 8; __utmz=191259518.1396667943.1. 1. utmcsr=Cdirec
connection: keep-alive\rn Folloy LIDP Strear
wrn Follow 551 Stream
[Eull requast URI: hetp://ewilrouters. net/wp-content , ls=from-hrep-streans. swFl
[HTTP request 3/3] Copy.
[Prev request in Frame: 111 Export Selected Packet Bytes..
[Resp i : 1 :
Response in frame: 1450 © Wi ratacel Page
@ Fiker Field Reference

Protocol Help

¢ Transmission Contral Protocel Preferences...

3% Decode s ' Shaw TEP summary in protocol tree
Disable Protocel. .

0080 34 54 50 2f 31 2e 31 od 0a 48 of 73 74 3a 20 65 Resolve Name

Go b Corresponding Parket

00b0 B¢ 6 61 2f 35 Ze 30 20 28 57 69 6e 64 6F 77 73 Shayy Padket Reference inew Windaw
00c 20 4= 54 20 35 2e 31 3b 20 72 76 3a 32 38 ze 30 WT §.I; rwigd. Relative sequence numbers

0070 74 70 2d 73 74 72 65 61 6d 73 2e 7% 77 66 20 48 %

validate the TCP checksum i possible

Allow sub le TCP

v Analyze TCP sequence numbers

3. Click on the File Menu, and select “HTTP” within the “Export Objects”.

Depending on the size of the packet trace file, it may take a while to reassemble

the packets and load the HTTP object list shown below. Once it is loaded, select

the file and use the save-as option to export the file.
S

[Packet nurHostname | Content Type [5ize [Fiename |
10 evirouters.net textihtml 1998 bytes extracting-objscts-From-http-streams. html
16 evirouters.net texthtml 13k6  swlobject.js

Help Save fis Save Al | Cancel I

10 Linux Base64 utility is part of GNU core utilities available via http://ftp.gnu.org/gnu/coreutils/ or
standalone Base64 utility for windows available via http://www.fourmilab.ch/webtools/base64/base64.zip
! Backtrack 5-R3 Linux Pentesting distribution has been discontinued, but available via: http://ftp.uio.no/pub/security/backtrack/
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7. Detecting Covert Channels

In an environment that has implemented tight security controls, users may be looking at
creative means to access the Internet for their favorite websites. In general, protocol
tunneling carries non-legitimate traffic inside allowed protocol traffic to bypass
restrictions or network security monitoring. Similarly, attacker(s) can be using tunneling
techniques as a backdoor to maintain access to the network, or as a pivot to compromise
other systems; allowing them to move within the environment without raising too much
attention via such convert channel, and exfiltrate the data that are important to the

organization.
7.1.Ping Tunnel (ptunnel): tunneling using ICMP packets

ptunnel is a free and open source software that can be used for tunneling TCP packets
over ICMP Echo Request and Reply packets, and can be executed on a Windows or
Linux based machines (Stodle, 2011).

Client

Destination Host

As illustrated in the above diagram, the proxy is the bridge between the client and the
destination host; communication between the client machine and the proxy host is
conducted using ICMP Echo Request/Reply, the proxy host will forward the packets via
TCP to the destination host. The ptunnel client software can be executed from the victim
or the attacker’s machine. However, ptunnel requires the attacker to have control of a

machine that is used as a proxy host.

7.2.Wireshark: Detecting SSH over ICMP

The Internet Control Message Protocol (ICMP) is described in RFC777 and is used to
communicate transient error condition (Postel, 1981). To determine if a host is online, an
ICMP Echo Request (Type 8) is sent to elicit an ICMP Echo Reply (Type 0). These

packets are commonly allowed to traverse within and across network perimeter.
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0 7 15 31
Type Code Checksum

Identifier Sequence Number

Data....

Figure 24: ICMP Echo Request/Reply packet format

To provide an understanding of the fields contained within an ICMP Echo Request/Reply
packet, the packet layout is shown in Figure 24. Normally, an ICMP Echo Request sent
by a Windows operating system (in Figure 1), and Linux operating system (in Figure 25)
contains 32 bytes and 48 bytes of data respectively. Excessive ICMP data size is
abnormal and should be checked. As a defense against network mapping, external facing

network devices should not be configured to respond to external ICMP request.

Ho, [Time I5ource [Destination [protacel ltength oo
1 0.000000 192.168.126.137 192.168.126.111 ICMP 08 Echo (ping) request Jd=0xhd45c, seq=1,/256, ttl=64 (reply in 2)
2 0.000010 152.168.126.111 152.168.126.137 ICMP 98 Echo (ping) reply  dd=0xb45c, seq=1/256, ttl=64 (reguest in 1)

A
Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits)
@ Ethernet II, src: c0:ffiee:dl:77:e2 (cO:ffiee:41:77:e2), Dst: c0:fF:33:41:77:ee (c0:ff:33:41:77:ee)
Internet Protocol version 4, src: 192.168.126.137 (192.168.126.137), Dst: 192.168.126.111 (192.168.126.111)
= Internet Control Message Protocol

Type: & (Echo (ping) request)

Code: 0

Checksum: 0x6d81 [correct]

Identifier (BE): 46172 (Oxhasc)

Identifier (LE): 23732 (Ox5ch4)

sequence number (BEJ: 1 (0x0001)

Saquence number C(LE): 256 (0x0100)

response frame: 2

Timestamp from femp data: apr 20, 2014 23:00:41.198043000 4US Eastern standard Time

[Timestamp from icmp data (relative): -0.007660000 seconds]

0000 cO ff 33 41 77 ee <0 fT ee 41 77 e2 08 00 45 00
0010 00 54 00 00 40 00 40 01 bc 5F <0 a8 7e 89 cO a8

Figure 25: Linux ICMP Echo Request/Reply

Secure Shell (SSH) encrypts data packets in transit and its identification ensures that any
unauthorized outbound encrypted traffic running from internal host(s) can be
investigated, and prevented from leaving the network. To detect SSH encrypted session
over ICMP packet in Wireshark, create a Display filter to list all ICMP packets matching

case insensitive string “SSH-“: icmp && data.data matches " (?i)SSH-"

One of the ICMP Echo Request packets, identified by the above Wireshark Display filter
shows a ptunnel packet within its ICMP data section. A ptunnel packet can be identified
by its magic hex-value: 0xD5200880 (highlighted in red box), and contained the
corresponding ICMP header session identifier number (highlighted by the yellow boxes),

shown in Figure 26 below:
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Fiter: [icop 6. cata,data matches ()55H+" | Expresson.. Clear sy Smve

fo.[Time I
3 0.000013

[Source [pestination [protocol |Length _[info
192.168.126.103 192.168.126.111 98 Echo (ping) request
111 ;

l

Frame 3: OB bytes on wire (784 bits), 98 hytes captured (784 Bitsy
@ Ethernet II, Src: 00:0c:29:ba:72:18 (00:0c:20:ha:72:18), Dst: c0:ff:33:41:77:ee (c0:ff:33:41:77:08)
Internet protocol version 4, src: 192.168.126.103 (192.168.126.103), DsT: 192.168.126.111 (192.168.126.111)
= Internet Control Message Protocol

Type: 8 (Echo (ping) request)

Code: 0

Checksum: 0xfl22 [<correct]

Identifier (BEJ: 31239 (0x7a07)

Tdentifier (LED: 1914 (0x077a)

sequence number (BEJ: 1 (0x0001)

sequence number CLED: 256 (0x0L00)

i

Data 000000000000000004 0000002 G000FFFF 0000001
[Length: 5&]

0000 <0 TF 33 41 77 ee 00 OC 29 ba 72 18 08 00 45 00
0010 00 54 0a 79 00 00 80 01 b2 08 cO a8 7e 67 cO af
0 7.

0000 <O ff 33 41 77 ee 00
0010 00 54 0a 79 00 00 RO
0020 7e &6f 08 fl 22 7a
o030 00 00 QD 4]
0040 C |

Qo050
00&0

18 08 00 45 00

Figure 26: Wireshark Display filter successfully displaying packets related to SSH tunneling over ICMP packets

A review of the packet that initiates the SSH session over ICMP (in Figure 27 below),
shows the ptunnel packet within the ICMP data section (magic hex value: 0xD5200880),

its final SSH destination host IP, and listening port in hexadecimal value.

i ¢ y >
. 000471 168,126,111 192. 74 57770 > 22 [SYN] 5e0=0 W o Sv. 603551 Tsecr=0 ws=64
.000733  192.168,126,137 192.168.126,111  TCP 74 22 > ST770 [SYN, ACK] Seq=0 Ack=1 win=14480 Len=0 MS5-1460 SACK_PERM=1 TSval-B1335775 Tsecr

. 000745 152.168.126.111 152.168.126.137 TCP 66 57770 > 22 [AcK] Seg=1 Ack=1 Win=5888 Len=0 TSval=63603551 TSecr=81335775

. 000963  192.168.126.111 152.168.126.137 S5HYZ 94 Encrypted reguest packet len=28

001042 192.168.126.137 192.168.126.111  TCP 66 22 > 57770 [ACK] Seg-L Ack=20 Win=14480 Len=0 Tsval-81335776 Tsecr-63603551
. 001165 192.168.126.111 152.168.126.103 ICMpP 70 Echo (ping) reply 1d=0x7a07, seq=0/0, tT1=64

. 017607  192.168.126.137 1592.168.126,111 S5HW2 105 Encrypted response packet len=39

. 017631 102.168.126.111 152.168.126.137 TCP 66 57770 > 22 [ACK] Seg=29 Ack=40 win=5888 Len=0 TSval=63603556 TSecr=81335780

rame 1: 70 Bytes on wire (560 bits), 70 bytes captured (560 bits)
thernet II, Src: 00:0C:29:ba:72:18 (00:0c:29:ha:72:18), Dst: cO:ff:33:41:77:8@ (CO:FF:33:41:77:ee)
Internet protocol version 4, Src: 192.168.126.103 (192.165.126.103), Dst: 192.168.126.111 ¢192.168.126.111)
= Internet control Message Protocol
Type: 8 (Echo (ping) reguest)
code: 0
checksum: 0xa707 [correct]
rdentifier (BE): 31239 (0x7a07)
Identifier (LED: 1914 (0x0773)
sequence number (BE): O (0x000Q)
Sequence number (LED: O (0x0000)
[Response frame: 21
& bata (28 bytes)
Data: d5200880c028728500000016400000000000FFFF00000000. . .
[Length: 28]

G000 O T 3% 41 77 ee 00 Oc 20 ba /2 18 08 00 45 00
0010 00 38 0a 78 00 00 80 01 h2 25 5 7 0 a
0020 00 3

o

0030 00

0000 <0 ff 33 41 77 ee 00 Oc 29 ba 72 18 03 00 45 00 = 7 e T (e
0010 00 38 0a 78 00 00 80 BT .

Q020 Fo 6F OR._O0.AT OF Ta ~0. ... 2. .
0030
0040

Figure 27: The packet captured via the proxy shows the host that initiated the SSH session in packet 1
(the red box highlights the ptunnel magic value, the yellow box highlights the SSH destination
host IP and the green box highlights the SSH destination host port)

Finally as a short-term containment measure, use Wireshark to create an Access Control
List (ACL) rule for CISCO network device or supported firewalls to drop incoming or
outgoing packets from a specific host by selecting the offending packet from the Packet
List pane, and use the ‘Firewall ACL rules’ option located under the Tools Menu (as

shown in Figure 28).
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£ Firewall ACL Rules =lalx|

Product INetFiIter(iptabIes) I Fier |192.1sa.125.103 'I [ Inbound ¥ Deny

ekfilb| Cisco 105 (standard)
ptables | ciscq 105 {extended) 13/32 -j DROP
IF Filker {ipFilter)

IPFirevuall (ipfi)
< etfilter (ipkables) Save |
Packet Filker (pF)

Windows Firewall {netsh)

uy

Cancel

Figure 28: A list of supported firewalls shown in the Wireshark Firewall ACL rules option

8. Conclusion

When it comes to the number of options available for a packet and protocol analyzer, few
come close to the number of options for the price offered by Wireshark. While it is not
possible to describe every Wireshark option or create filters for every known or unknown
attack, we can always seize the opportunity to think outside the box, and re-purpose the
features that exist in Wireshark and apply it to our own situation. This paper described
the basic features of Wireshark for packet analysis, and the advanced techniques using

Coloring rules to deal with simple to complex network interaction and network attacks.

The Wireshark Coloring rules present another option in our detection and defense efforts,
limited only by an Incident Responder’s knowledge and creativity in developing
meaningful Display filters and Coloring rules. It is portable, and can be used
systematically to identify unauthorized activities, showing cause in the event of an attack
to detect network reconnaissance and vulnerability scans, establishing source and type of
attack, identify covert channels used for circumventing controls, and aid in the discovery
and recovery of evidence from raw packet trace files. The flexibility of Wireshark
Coloring rules is a useful tool to have in the Incident Responder’s toolkit for packet

analysis, and network forensics.
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10. Appendix

Here are some additional Wireshark Display filters that can be added as Coloring Rules:

= [Identify IP routing options in use:
loose source : 0x83
strict source : 0x89
record route  : 0x07

timestamp : 0x44
(ip.hdr_len > 20) && (ip.opt.type == 0x83|| ip.opt.type == 0x89 ||
ip.opt.type == 0x07 || ip.opt.type == 0x44)

= SMB - Identify upload of executable file(s):

(smb.create.action == 2) and (smb.file matches "\. (?1i)exe")

SMB - Identify executable file(s) being opened:

(smb.create.action == 1) and (smb.file matches "\. (?1i)exe")

SMB - Identify host operating system information:

smb.native_os && smb.native_lanman

* Identify data payload sent within a SYN packet, as permitted in section 3.4 of
RFC793, (University of Southern California, 1981):

(tcp.flags == 0x0002) && (tcp.hdr len >= 20) && (tcp.segment_data > 0)

= Possible fast flux DNS responses, consisting multiple IP addresses with low TTL:

(dns.flags.response == 1) && (dns.count.answers >= 5) &&
(dns.resp.ttl < 3600 || dns.resp.ttl < 86400 || dns.resp.ttl <
259200)

The “dns.count.answers” should be set to an arbitrary value of choice or made
optional, as the filters also checks for low TTL value that is less than 1hr, 24hrs or

72hrs (Bambenek, 2008).

= A list of some useful HTTP Wireshark Display filters:

HTTP requests : http.request

HTTP responses : http.response

Successful HTTP response : http.response.code == 200
HTTP client (4xx) or server (5xx)errors : http.response code > 399

HTTP options via the Statistics menu returns related HTTP information:
a. HTTP >> Packet counter: returns a list of HTTP request methods and status code responses
b. HTTP >> Requests: returns a list of request to each Web server

c. HTTP >> Load distribution: returns the number of requests & responses for each web server
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= NMAP remote active OS Fingerprinting:

NMAP sends at least 16 probes to conduct remote active OS fingerprinting. The
unique probes documented in the NMAP Network Scanning book (Lyon, 2008)

were used to create the corresponding Display filters for the Coloring rules:
o TCP Options, Sequence Generation Probes: O1-06

NMAP TCP Option and Sequence Generation probes send 6 TCP SYN
packets to an open port, each containing different TCP options. The options
for each probe are described below, followed by the corresponding Wireshark

compound Display filters:

O1: window scale (10), NOP, MSS (1460), timestamp (TSval: OXFFFFFFFF;
TSecr: 0), SACK permitted. The window field is 1.

02: MSS (1400), window scale (0), SACK permitted, Timestamp (TSval:
OxFFFFFFFF; TSecr: 0), EOL. The window field is 63.

03: Timestamp (TSval: OxXFFFFFFFF; TSecr: 0), NOP, NOP, window scale
(5), NOP, MSS (640). The window field is 4.
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04: SACK permitted, Timestamp (TSval: OxFFFFFFFF; TSecr: 0), window
scale (10), EOL. The window field is 4.

05: MSS (536), SACK permitted, Timestamp (TSval: OxXFFFFFFFF; TSecr:
0), window scale (10), EOL. The window field is 16.

06: MSS (265), SACK permitted, Timestamp (TSval: OxXFFFFFFFF; TSecr:
0). The window field is 512.

o ICMP Probe: IE1 and IE2

The ICMP probes are sent immediately after the previous TCP Sequence
Generation probes. NMAP sends the first ICMP echo request packet with the
IP Don’t Fragment flag set, a Type-of-Service (TOS) of value 0, ICMP type
8, Code 9 (instead of 0), random IP identifier, ICMP sequence number: 295,
and a data payload containing 120 bytes of 0x00. The first Wireshark filter has
the data payload value hard coded 120 times. An alternative filter is provided
below using the Wireshark PCRE “matches” comparison operator,

nonetheless both filters provide similar result:
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NMAP sends the second ICMP echo request packet with IP Don’t Fragment
flag set 0, a Type-of-Service (TOS) of value 4, ICMP type 8 Code 0, IP ID
was incremented by 1 from previous value used by IE1, ICMP sequence
number: 296, and a data payload of 150 bytes of 0x00. The following

Wireshark filter was updated to reflect the changes:

IE2:

(ip.flags == 0x00) && (ip.dsfield == 4) && (icmp.type == 8)
&& (icmp.code == 0) && (icmp.seqg == 296) && (data.data
matches "\x00+") && (data.len == 150)

o UDP Probe: Ul

NMAP attempts to elicit an ICMP port unreachable packet from a closed UDP
port, with a UDP packet consisting of IP identification value of 0x1042, and a
data payload containing 300 ‘C’ (0x43) characters.

Ul:
(udp && not icmp) && (ip.id == 0x1042) && (data.len == 300)
&& (data.data matches "\x43{300}")

o TCP Explicit Congestion Notification Probe: ECN

NMAP sends a SYN packet to an open TCP port with the Explict Congestion
Notification (ECN), Congestion Window Reduced (CWR) and Explict
Congestion Notification Echo (ECE) control flag set. An urgent pointer value
of OxF7F3, urgent flag not set, windows size of 3, and TCP options consisting:
windows scale (10), No Operation (NOP), Maximum Segment Size, MSS
(1460), Selective ACKnowledgement (SACK) permitted, NOP, NOP.

ECN:

(tcp.flags == 0x08c2) && (tcp.window_size_value == 3) &&
(tcp.urgent_pointer == 0xf7f5) &&

(tcp.options == 03:03:0a:01:02:04:05:04:04:02:01:01)

o TCP Probes: T2-T7

NMAP sends 6 TCP probes: T2-T6 containing the TCP options:
03:03:0a:01:02:04:01:09:08:0a:ff:{f: ff:ff:00:00:00:00:04:02, each of the 6

packets are describe below, with the corresponding Wireshark Display filter:
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T2: IP Don’t Fragment set, TCP null packet and a window field of 128 to an
open port.

T3: IP Don’t Fragment is not set, TCP packet with SYN, FIN, URG, and PSH

flags set and a window field of 256 to an open port.

T4: IP Don’t Fragment set, TCP ACK packet and a window field of 1024 to

an open port.

T5: IP Don’t Fragment is not set, TCP SYN packet and a window field of
31337 to a closed port.

T6: IP Don’t Fragment set, TCP ACK packet and a window field of 32768 to

a closed port.

T7: IP Don’t Fragment is not set, TCP packet with FIN, PSH, and URG flags
set and a window field of 65535 to a closed port.
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= Xprobe2 is a remote active OS fingerprinting tool developed by Sys-Security
Group (Sys-Security Group, n.d.). A series of Wireshark Display filters were
created from observation to identify some of the packets related to Xprobe2

version 2.1 (installed as part of the Linux Backtrack 5-R3 Penetrating Testing

distribution):
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