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���,QWURGXFWLRQ�
³:KDW�LV�VWUDWHJ\"�$�PHQWDO�WDSHVWU\�RI�FKDQJLQJ�LQWHQWLRQV�IRU�KDUPRQL]LQJ�DQG�

IRFXVLQJ�RXU�HIIRUWV�DV�D�EDVLV�IRU�UHDOL]LQJ�VRPH�DLP�RU�SXUSRVH�LQ�DQ�XQIROGLQJ�DQG�RIWHQ�

XQIRUHVHHQ� ZRUOG� RI� PDQ\� EHZLOGHULQJ� HYHQWV� DQG� PDQ\� FRQWHQGLQJ� LQWHUHVWV´� �%R\G��

�������

$�JURXQGVZHOO�RI�KHWHURJHQHRXV�F\EHU�VHFXULW\�VWUDWHJLHV��RSHUDWLRQV��WDFWLFV��DQG�

WRROV�QRZ�H[LVW��9LQFHQW���������1DYLJDWLQJ�WKLV�FRPSOH[�HFRV\VWHP�LV�D�UHTXLUHPHQW�IRU�

VHFXULW\�RSHUDWLRQV�LQFLGHQW�GHWHFWLRQ��DQDO\VLV��DQG�UHVSRQVH��)O\QQ���������&RORQHO�-RKQ�

%R\G¶V�GHFLVLRQ�F\FOH�RU�22'$�ORRS�IUDPHZRUN�LV�RIWHQ�DSSOLHG�VXFFHVVIXOO\�LQ�VWUDWHJLF�

FRPEDW�RSHUDWLRQV�WR�DXJPHQW�KXPDQ�GHFLVLRQ�PDNLQJ�XVLQJ�WKH�HOHPHQWV�RI�REVHUYDWLRQ��

RULHQWDWLRQ�� GHFLVLRQ�� DQG� DFWLRQ� �%DLOHU�� ������� � %R\G¶V� 22'$� ORRS� IDYRUV� DJLOLW\� RU�

DGDSWDELOLW\�RYHU�SRZHU��%DLOHU���������/D\HULQJ�%R\G¶V�22'$�ORRS�RQ�D�IUDPHZRUN�RI�

%LJ�'DWD�� 6HPDQWLFV�� DQG�.LOO� &KDLQV� SRWHQWLDOO\� RIIHUV�� WKH� WRRO��PHWKRGV��PRGHO� DQG�

GHFLVLRQ�F\FOH�RI�FKRLFH�IRU�DXJPHQWHG��DGDSWLYH��V\QHUJLVWLF��DQG�DJLOH�LQFLGHQW�GHWHFWLRQ��

DQDO\VLV��DQG�UHVSRQVH��1DI]LJHU���������

7KH�VLPSOH�DGDJH�³FUDZO��ZDON��UXQ´��DSSOLHV�WR�WKH�PDWXULW\�RI�VHFXULW\�RSHUDWLRQV��

&UDZOLQJ�DQG�ZDONLQJ�DUH�DNLQ�WR�HYHQW�GDWD��REVHUYDWLRQ��DQG�WKH�PDQXDO�DQDO\VLV�DQG�

UHVSRQVH�SURFHVVHV��0DUWLQ���������5XQQLQJ�� WKH�QH[W�VWDJH�LQ�PDWXULW\�� LV� WKH�DELOLW\� WR�

FRQWH[WXDOL]H�WKH�GDWD��RULHQW���GHFLGH�EDVHG�RQ�WKDW�GDWD��GHFLGH��DQG�DFW�EDVHG�RQ�WKDW�GDWD�

�DFW��LQ�DQ�DXJPHQWHG��DGDSWLYH��V\QHUJLVWLF��DQG�DJLOH�PDQQHU��6FKQHLHU���������7KDW�QH[W�

VWDJH� LQ� PDWXULW\� LV� EHFRPLQJ� QHFHVVDU\� EHFDXVH� RI� WKH� FRPSOH[LW\� RI� WKH� RSHUDWLRQDO�

HFRV\VWHP�DQG�WKH�OLPLWHG�FDSDFLW\�RI�WKH�KXPDQ�PLQG�WR�FRSH�ZLWK�FRPSOH[LW\��+HXHU��

�������:H�DUH�DW�WKH�EHJLQQLQJ�RI�WKH�HUD�RI�DXJPHQWHG��DGDSWLYH��V\QHUJLVWLF��DQG�DJLOH�

LQFLGHQW�DQDO\VLV�DQG�UHVSRQVH��6FKQHLHU��������

7KH�REMHFWLYH�RI�WKLV�SDSHU�LV�WR�VKRZ�D�SUDFWLFDO�IUDPHZRUN�IRU�GHWHFWLRQ��DQDO\VLV�

DQG�UHVSRQVH�DFURVV�WKH�HFRV\VWHP��7KH�IUDPHZRUN�PXVW�DOORZ�IRU�DXJPHQWHG��DGDSWLYH��

V\QHUJLVWLF��DQG�DJLOH�GHFLVLRQV�DQG�DFWLRQV��6FKQHLHU���������7KH�REMHFWLYH�RI�WKH�SDSHU�LV�

WR�GHOLYHU�WKDW�VWDUWLQJ�SRLQW���
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����� 'HWHFWLRQ�±�%LJ�'DWD��6HPDQWLFV��DQG�WKH�.LOO�&KDLQ��
1DI]LJHU¶V�SURSRVHG�IUDPHZRUN�XVLQJ�%LJ�'DWD��6HPDQWLFV��DQG�.LOO�&KDLQV�OD\V�

WKH�IRXQGDWLRQ�IRU�DWWDFN�GHWHFWLRQ��1DI]LJHU����������

�%LJ�'DWD�LV�KLJK�YROXPH��KLJK�YHORFLW\��DQG�RU�KLJK�YDULHW\�LQIRUPDWLRQ�DVVHWV�WKDW�

UHTXLUH�QHZ�IRUPV�RI�SURFHVVLQJ�WR�HQDEOH�HQKDQFHG�GHFLVLRQ�PDNLQJ��LQVLJKW�GLVFRYHU\�

DQG�SURFHVV�RSWLPL]DWLRQ���/DQH\���������'LJLWDO�GDWD�DERXQGV�DQG�FDSWXULQJ�LW�LQ�D�XVHIXO�

PDQQHU�UHTXLUHV�FDUHIXO�SODQQLQJ�DQG�H[HFXWLRQ��'XQFDQ���������$SSO\LQJ�WKLV�FRQFHSW�WR�

VHFXULW\��%LJ�'DWD�FDSWXUHV�DQG�RUJDQL]HV�WKLV�GLJLWDO�GDWD��W\SLFDOO\�UHIHUHQFHG�DV�HYHQWV��

IURP�DFURVV� GLYHUVH� GRPDLQV� LQWR� D� FRPPRQ� LQIRUPDWLRQ�PRGHO� �6SOXQN�� ������� ,Q� WKDW�

PRGHO��GDWD�LV�QRUPDOL]HG�LQWR�D�OLQJXD�IUDQFD��IRU� LQVWDQFH��D�ILHOG�QDPHG�VUF�RU�VUFBLS�

UHIHUHQFHV�HYHQW�VRXUFH�LS�QR�PDWWHU�LWV�RULJLQDWLRQ��%LJ�'DWD�DOVR�W\SLFDOO\�RIIHUV�WKH�DELOLW\�

WR�VHDUFK�DQG�PDQLSXODWH�HYHQWV��HVSHFLDOO\�LQ�FRPSOH[�ZD\V��$OVSDXJK��6���*DQDSDWKL��$���

+HDUVW��0���	�.DW]��5�����������

6HPDQWLFV� RULJLQDWH� LQ� JUDPPDU�� *UDPPDU� FRQVLVWV� RI� UXOHV� RI� V\QWD[� DQG�

VHPDQWLFV��6\QWD[�UXOHV�FRQFHUQ�VHQWHQFH�VWUXFWXUH�DQG�VHPDQWLF�UXOHV�FRQFHUQ�VHQWHQFH�

PHDQLQJ��$QGHUVRQ��������S�J��������������$SSO\LQJ�WKLV�FRQFHSW�WR�VHFXULW\��V\QWD[�UXOHV�

GHWHFW�DQ�DWWDFN�EDVHG�RQ�DQ�HYHQW�HOHPHQW�VXFK�DQ�LS�RU�ILOH�KDVK�ZKLOH�VHPDQWLF�UXOHV�

GHWHFW� DQ� DWWDFN� EDVHG� RQ� HYHQWV� VLJQLI\LQJ� WKH� DGYHUVDU\¶V� WDFWLFV�� WHFKQLTXHV�� DQG�

SURFHGXUHV��%LDQFR����������6HPDQWLF�GHWHFWLRQ�LV�WKH�SUHIHUUHG�IRUP�RI�GHWHFWLRQ�VLQFH�LW�

LV�HDV\�IRU�DQ�DGYHUVDU\�WR�FKDQJH�D�ILOH�KDVK�RU�DQ�LS�DQG�LQFUHDVLQJO\�GLIILFXOW�WR�FKDQJH�

WDFWLFV��WHFKQLTXHV��DQG�SURFHGXUHV��%LDQFR���������6HPDQWLF�GHWHFWLRQ�XVHV�D�YDULHW\�RI�

PHWKRGV�VXFK�DV�VWDWH��EHKDYLRU��EDVHOLQH��VWDWLVWLFV��PDFKLQH�OHDUQLQJ��DQG�RU�GDWD�PLQLQJ�

EDVHG�PHWKRGV�LQFOXGLQJ�WKH�XVH�RI�GLVFLSOLQHV�RXWVLGH�WKH�QRUPDO�VHFXULW\�UHDOP��7DODELV��

��������6HPDQWLF�GHWHFWLRQ�PD\�XVH�D�FRPELQDWLRQ�RI�PHWKRGV�NQRZQ�DV�DQ�HQVHPEOH�WR�

LQFUHDVH�WKH�UHOLDELOLW\��;LQ����������

7KH�.LOO�&KDLQ�RULJLQDWHG�ZLWK�$LU�)RUFH�*HQHUDO�5RQDOG�)RJOHPDQ�DV�D�WDUJHWLQJ�

FRQFHSW�RI�)LQG��)L[��7UDFN��DQG�7DUJHW�DQG�ZDV�ODWHU�DPHQGHG�ZLWK�(QJDJH�DQG�$VVHVV�±

IXOO\�NQRZQ�DV�)�7�($��7LUSDN���������$SSO\LQJ�D�YDULDWLRQ�RI�WKLV�FRQFHSW�WR�VHFXULW\��

WKH�.LOO�&KDLQ�VLJQLILHV�DQ�DGYHUVDU\¶V�FKDLQ�RI�SURJUHVVLYH�DFWLRQV�LQ�DQ�LQWUXVLRQ�DQG�WKH�

GHIHQGHUV�DELOLW\�WR�QRW�RQO\�GHWHFW�WKH�LQWUXVLRQ�DV�LW�SURJUHVVHV�DORQJ�WKH�FKDLQ�EXW�DOVR�

PLWLJDWH�LW��+XWFKLQV���������2QH�RI�WKH�FULWLFDO�.LOO�&KDLQ�LGHDV�LV�WKDW�LW�LV�SRVVLEOH�WR�VWRS�
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DQ�DWWDFN�E\�VLPSO\�VWRSSLQJ�WKH�DWWDFN�DW�D�VLQJOH�SRLQW�DORQJ�WKH�FKDLQ��2OHVNHU���������

'HFRPSRVLQJ�WKH�.LOO�&KDLQ�VWHSV�LQWR�LWV�SURFHVVHV���UHFRQQDLVVDQFH�LV�WDUJHW�VHOHFWLRQ��

ZHDSRQL]DWLRQ�LV�H[SORLW�FUHDWLRQ��GHOLYHU\�LV�H[SORLW�FRQYH\DQFH��H[SORLWDWLRQ�LV�H[SORLW�

GHWRQDWLRQ��LQVWDOODWLRQ�LV�H[SORLW�LQVWDOODWLRQ��FRPPDQG�DQG�FRQWURO�LV�H[SORLW�SHUVLVWHQFH��

DQG�DFWLRQV�RQ�REMHFWLYHV�DUH� WKH�ILQDO�DFWLRQV�RQ� WKH� WDUJHW��+XWFKLQV���������7KH�ILQDO�

DFWLRQV�RQ�REMHFWLYHV�FDQ�LQFOXGH�DFFHVV�WR��GLVFORVXUH�RI��PRGLILFDWLRQ�RI��GHVWUXFWLRQ�RI��

RU�ZLWKKROGLQJ�RI�LQIRUPDWLRQ��%HQVRQ��Q�G�����

����� $QDO\VLV�DQG�5HVSRQVH�±�WKH�22'$�/RRS�
7KLV�SURSRVHG�IUDPHZRUN�UHYLVLRQ�DGGV�WKH�SRWHQWLDO�IRU�DXWRPDWHG�RU�DXJPHQWHG�

�SDUWLDOO\�DXWRPDWHG�ZLWK�D�KXPDQ�LQ�WKH�ORRS��DQDO\VLV�DQG�UHVSRQVH�XVLQJ�22'$���

� 7KH� 22'$� /RRS� RULJLQDWHG� ZLWK� $LU� )RUFH� )LJKWHU� 3LORW� &RORQHO� -RKQ� %R\G��

NQRZQ�IRU�QXPHURXV�FRQWULEXWLRQV�WR�PLOLWDU\�VWUDWHJ\�DQG�WDFWLFV��&RZDQ���������%R\G¶V�

WKHRULHV�RULJLQDWHG�IURP�KLV�H[SHULHQFH�LQ�DLU�WR�DLU�FRPEDW�DQG�KLV�VFLHQWLILF�DQG�KLVWRULFDO�

UHVHDUFK��7KH�FRUQHUVWRQH�RI�KLV�WKHRU\�LV�³3DWWHUQV�RI�&RQIOLFW´�ZKLFK�GHVFULEHV�RQH�RI�WKH�

FRQFHSWV�XVHG�LQ�LGHD�DLU�WR�DLU�FRPEDW���³IDVW�WUDQVLHQWV�VXJJHVWV�WKDW��LQ�RUGHU�WR�ZLQ��ZH�

VKRXOG�RSHUDWH�DW�D�IDVWHU�WHPSR�RU�UK\WKP�WKDQ�RXU�DGYHUVDULHV���RU��EHWWHU�\HW��JHW�LQVLGH�

DGYHUVDU\¶V�REVHUYDWLRQ�RULHQWDWLRQ�GHFLVLRQ�DFWLRQ�WLPH�F\FOH�RU�ORRS´��%R\G���������7KH�

FRQFHSW�EHFDPH�NQRZQ�DV� WKH�22'$�ORRS�RU� WKH� ODUJHU� WKHPH�RI�DGDSWDELOLW\� �2VLQJD��

�������7KH� UDWLRQDOH� IRU� WKH�22'$�ORRS��DSSHDU�XQSUHGLFWDEOH�DQG�� WKHUHIRUH��JHQHUDWH�

FRQIXVLRQ�DV� WKH�DGYHUVDU\�DWWHPSWV� WR�FRPSUHKHQG�WKH�HYHQWV��%R\G���������%R\G�DOVR�

GHVFULEHV� WKH�FRQFHSWV�RI� DPELJXLW\�±�FUHDWLQJ�FRPSHWLQJ�YLHZV�RI� HYHQWV��GHFHSWLRQ�±�

FUHDWLQJ�YLHZV�RI�HYHQWV�WKDW�DUH�QRW��DQG�QRYHOW\�±�FUHDWLQJ�YLHZV�RI�HYHQWV�WKDW�KDYH�QHYHU�

EHHQ�VHHQ�EHIRUH���WKH�SD\�RII�RI�WKHVH�FRQFHSWV�EHLQJ�WKH�GLVRULHQWDWLRQ��GLVUXSWLRQ��DQG�

RYHUORDG�RI�WKH�DGYHUVDU\��5LFKDUGV���������

7KRXJK�ERUQ�DV�D�WKHRU\�RI�FRPEDW��WKH�22'$�ORRS�KDV�PLJUDWHG�LQWR�YDULHG�GRPDLQV�

RI�GHFLVLRQ�PDNLQJ��'HFRPSRVLQJ�WKH�22'$�/RRS�VWHSV���2EVHUYDWLRQ�LV�WKH�SURFHVV�RI�

XQGHUVWDQGLQJ�RI�RQH¶V�HQYLURQPHQW��2ULHQWDWLRQ�LV�WKH�SURFHVV�RI�DQDO\VLV�DQG�V\QWKHVLV�

WKURXJK�XQGHUVWDQGLQJ�KHULWDJH��WUDGLWLRQ��FXUUHQW�FLUFXPVWDQFHV��DQG�SUHYLRXV�H[SHULHQFH��

'HFLVLRQ�LV�WKH�PHQWDO�SURFHVV�RI�VHOHFWLQJ�DQ�DFWLRQ�IURP�DPRQJ�WKH�RSWLRQV�SUHVHQWHG�LQ�

REVHUYDWLRQ�DQG�RULHQWDWLRQ��DQG�$FWLRQ�LV�WKH�SURFHVV�RI�SHUIRUPLQJ�WKH�DFWLRQ��&RZDQ��
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�������$SSO\LQJ�WKHVH�FRQFHSWV�WR�VHFXULW\��6FKQHLHU�VXJJHVWV�LQ�³7KH�)XWXUH�RI�,QFLGHQW�

5HVSRQVH´�WKDW�2EVHUYDWLRQ�PHDQV�XQGHUVWDQGLQJ�RXU�QHWZRUN�LQFOXGLQJ�EXW�QRW�OLPLWHG�WR�

HYHQWV�DQG�PHWDGDWD�IURP�WKH�ERXQGDU\�WR�WKH�HQGSRLQW��2ULHQWDWLRQ�PHDQV�XQGHUVWDQGLQJ�

RXU�QHWZRUN�ZLWKLQ�WKH�FRQWH[W�RI�WKH�FRPSDQ\��'HFLVLRQ�PHDQV�GHWHUPLQLQJ�WKH�SURSHU�

DFWLRQ�ZLWK�WKH�SURSHU�DXWKRULW\��DQG�$FWLRQ�PHDQV�SHUIRUPLQJ�WKH�GHFLVLRQ�TXLFNO\�DQG�

HIIHFWLYHO\��6FKQHLHU���������.HDQLQL�VXJJHVWV�WKH�22'$�ORRS�LV�DQ�HVVHQWLDO�FRPSRQHQW�

RI�³$�+ROLVWLF�$SSURDFK�WR�&\EHU�6HFXULW\´�ZKHUH�2EVHUYDWLRQ�DQG�2ULHQWDWLRQ�DUH� WKH�

LQWHOOLJHQFH�SURYLGLQJ� VLWXDWLRQDO� DZDUHQHVV� DQG�'HFLVLRQ� DQG�$FWLRQ� DUH� WKH� H[HFXWLRQ�

�.HDQLQL����������

���*URZLQJ�WKH�)UDPHZRUN�
7KH�REMHFWLYH� RI� WKLV� SDSHU� LV� WR� UHYLVH� WKH�%LJ�'DWD�� 6HPDQWLF�� DQG�.LOO�&KDLQ�

IUDPHZRUN� KHUHDIWHU� NQRZQ� DV� WKH� )UDPHZRUN�� 2EVHUYDWLRQ�� WKH� ILUVW� OHWWHU� LQ� 22'$��

H[LVWV�LQ�WKH�RULJLQDO�DQG�UHYLVHG�)UDPHZRUNV���GHILQLQJ�HYHQWV��XWLOL]LQJ�VHPDQWLF�PHWKRGV�

WR� GHWHFW� SRWHQWLDO� DWWDFN� SDWWHUQV�� DQG� XWLOL]LQJ� NLOO� FKDLQV� WR� GHWHFW� SRWHQWLDO� FKDLQ�

WUDYHUVDO�� 2ULHQWDWLRQ�� WKH� VHFRQG� OHWWHU� LQ� 22'$�� H[LVWV� LQ� WKH� RULJLQDO� DQG� UHYLVHG�

)UDPHZRUNV�±�HQULFKLQJ�HYHQWV��DGGLQJ�FRQWH[W�WR�GHWHUPLQH�WKH�UHOHYDQFH�DQG�LPSDFW�RI�

HYHQWV��'HFLVLRQ��WKH�WKLUG�OHWWHU�LQ�22'$��LV�QHZ�WR�WKH�)UDPHZRUN�±�DXJPHQWLQJ�KXPDQ�

GHFLVLRQ�RU�DXWRPDWLQJ�GHFLVLRQV�E\�UHFRPPHQGLQJ�SRWHQWLDO�DFWLRQV��$FWLRQ�� WKH�IRXUWK�

DQG�ILQDO�OHWWHU�LV�QHZ�WR�WKH�)UDPHZRUN�±�SHUIRUPLQJ�WKH�DSSURYHG�DFWLRQV�DFURVV�D�VHW�RI�

YDULHG�WRROV��7KH�'HFLVLRQ�DQG�$FWLRQ�VWDJHV�RIIHU�IHHGEDFN�LQWR�WKH�RULJLQDO�2EVHUYDWLRQ�

DQG�2ULHQWDWLRQ�VWDJHV�WKHUHE\�DOORZLQJ�RU�FRPSOHWLQJ�WKH�22'$�ORRS��7KH�UHVXOWLQJ�VXP�

RI�QHZ�IHDWXUHV�DXJPHQWV�KXPDQ�GHFLVLRQV��DOORZV�DXWRPDWHG�GHFLVLRQV��DOORZV�DGDSWLYH�

DFWLRQV��DOORZV�IRU�V\QHUJ\�DFURVV�WRROVHWV��DQG�FUHDWHV�DJLOLW\�IRU�PRYLQJ�IURP�REVHUYDWLRQ�

WR� DFWLRQ� �� WKH� SD\�RII� RI� WKHVH� EHLQJ� GLVRULHQWDWLRQ�� GLVUXSWLRQ�� DQG� RYHUORDG� RI� WKH�

DGYHUVDU\��

�
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Figure�1:�Objective�
�

7KLV�SDSHU�VWULYHV�WR�IRFXV�VROHO\�DV�D�SURRI�RI�FRQFHSW�RI�WKH�YDOXH�RI�combining�

ELJ� GDWD�� VHPDQWLFV�� NLOO� FKDLQV� DQG� WKH�22'$� ORRS� LQWR� D� IUDPHZRUN�� 7KH� LQGLYLGXDO�

FRPSRQHQWV�DORQH�DUH�WRSLFV�RI�SDVW�DQG�FRQWLQXLQJ�IXWXUH�UHVHDUFK��7KLV�SDSHU�VWULYHV�WR�

SUHVHQW� WKH� FDVH� IRU� IXWXUH� LQWHJUDWLRQ� PHWKRGRORJLHV��:$51,1*� 6SOXQN� TXHULHV� DQG�

3\WKRQ�FRGH�SUHVHQWHG�WKURXJKRXW�WKLV�SDSHU�DUH�GHULYHG�IURP�ZRUNLQJ�IUDPHZRUN�TXHULHV�

DQG�FRGH��KRZHYHU��WKH\�DUH�SURRI�RI�FRQFHSW��DQG�ERWK�VLPSOLILHG�DQG�REIXVFDWHG��DQG�DV�

VXFK��GR�QRW�IROORZ�EHVW�SUDFWLFHV��,Q�SURGXFWLRQ��SOHDVH�HQVXUH�SURSHU�GHVLJQ�DQG�FRGLQJ�

LQFOXGLQJ�EXW�QRW�OLPLWHG�WR�VHFXULW\��ORJJLQJ��DQG�HUURU�KDQGOLQJ���

����� 2EVHUYDWLRQ�DQG�2ULHQWDWLRQ�DND�'HWHFWLRQ��
7KH� 2EVHUYDWLRQ� DQG� 2ULHQWDWLRQ� VWHSV� EXLOG� RQ� WKH� 'DWD� 0LQLQJ� FRQFHSWV� RI�

.QRZOHGJH�'LVFRYHU\�DQG�)HDWXUH�6HOHFWLRQ��%URZQOHH���������7KH�)UDPHZRUN�VWDUWV�ZLWK�

HYHQWV��GHWHFWV�SRWHQWLDO� IHDWXUHV�RU� LQGLFDWRUV�XVLQJ�VHPDQWLF�PHWKRGV�DQG� WKHQ�GHWHFWV�
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XVH��'RPDLQV��PRGHOV�� DQG� HOHPHQWV� RUJDQL]H� HYHQWV��'RPDLQV� RUJDQL]H� FROOHFWLRQV� RI�

PRGHOV� LQ� VLPLODU� RSHUDWLRQDO� VSDFHV� VXFK� DV� ERXQGDU\�� LGHQWLW\�� DQG� HQGSRLQW� GRPDLQV�
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Figure�8:�Installing�and�Using�CART��0DWW���������
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7KH� SULPDU\� UHTXLUHPHQW� DQG� FKDOOHQJH� LQ� FUHDWLQJ� D� WUDLQLQJ� WUHH� RU� UXOHVHW� LV�

FUHDWLQJ�D�FRKHVLYH��FRPSUHKHQVLYH��DQG�FRQVLVWHQW�WD[RQRP\�DFURVV�WKH�HQYLURQPHQW�RI�

HYHQWV��FRQWH[WV��VHPDQWLFV��NLOO�FKDLQV��GHWHFWLRQ���GHFLVLRQ�WUHH�WUDLQLQJ�GDWD��DQDO\VLV��

DQG�DFWLRQV��UHVSRQVH���)LJXUH���VKRZV�KRZ�WR�FUHDWH�D�UXOHVHW�WHVW�HQYLURQPHQW�� �4XLWH�

VLPSO\��FUHDWH�WKH�WUDLQLQJ�DQG�WHVW�FVY�ILOHV��ORDG�S\WKRQ��LPSRUW�WUHHSUHGLFW�DQG�WKHQ�ORDG�

WKH�WUDLQLQJ�UXOHVHW�DQG�WHVWLQJ�GDWD��7HVWLQJ�VKRXOG�LQFOXGH�FODVVLI\LQJ�DG�KRF�WHVW�GDWD�DQG�

SULQWLQJ�WKH�WUDLQHG�GHFLVLRQ�WUHH��7R�EHVW�FUHDWH�WKH�UXOHVHW�D�ELW�RI�DQDO\VLV�DQG�UHVSRQVH�

IRUHNQRZOHGJH�PXVW�H[LVW��7KH�EDVLF�UXOHVHW�VWDWHV��LI�WKH�DVVHW�LV�LQ�WKH�H[SORLW�NLOO�FKDLQ�

ZLWK� DQ\� VHPDQWLF� �LW� LV� EODQN�� DQG� QHZO\� RQOLQH� �GHWHUPLQHG� IURP� WKH� G\QDPLF� DVVHW�

FRQWH[W�WDEOH���WKHQ�UXQ�WKH�DXWRUXQVF�WRROV�DV�DQ�DFWLRQ��LI�WKH�DVVHW�KDV�DXWRUXQVF�UHVXOWV��
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Figure�9:�Decision�Tree�Testing�Results�
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$V� SUHYLRXVO\� VWDWHG�� WR� EHVW� FUHDWH� WKH� UXOHVHW� D� ELW� RI� DQDO\VLV� DQG� UHVSRQVH�

IRUHNQRZOHGJH� PXVW� H[LVW� WR� JURZ� WKH� QHFHVVDU\� FRQWH[WV�� VHPDQWLFV�� DQG� NLOO� FKDLQV��
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Figure�108:�Splunk�Kill�Chain�with�OODA�Decisions�and�Actions��
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1DI]LJHU��%���������2FWREHU���3UDFWLFDO�$WWDFN�'HWHFWLRQ�XVLQJ�%LJ�'DWD��6HPDQWLF�EDVHG�

PHWKRGV��DQG�WKH�.LOO�&KDLQ�PRGHO��5HWULHYHG�-DQXDU\��������IURP�

KWWS���ZZZ�VDQV�RUJ�UHDGLQJ�URRP�ZKLWHSDSHUV�ZDUIDUH�SUDFWLFDO�ELJ�GDWD�NLOO�

FKDLQ�IUDPHZRUN�������

2OHVNHU��$���������$XJXVW��4XHVWLQJ�WKH�2IIHQVH�±�'HIHQVH�%DODQFH�LQ�&\EHUVSDFH��

5HWULHYHG�-DQXDU\��������IURP�

KWWS���ZZZ�RRGDORRS�FRP�WHFKQRORJ\������������TXHVWLRQLQJ�WKH�RIIHQVH�

GHIHQVH�EDODQFH�LQ�F\EHUVSDFH��

2VLQJD��)����������6FLHQFH��6WUDWHJ\�DQG�:DU��7KH�6WUDWHJLF�7KHRU\�RI�-RKQ�%R\G��

/RQGRQ���1HZ�<RUN��1�<���5RXWOHGJH��

2VLQJD��)����������µ*HWWLQJ¶�$�'LVFRXUVH�RQ�:LQQLQJ�DQG�/RVLQJ��$�3ULPHU�RQ�%R\G¶V�

µ7KHRU\�RI�,QWHOOHFWXDO�(YROXWLRQ¶��5HWULHYHG�0DUFK��������IURP�

KWWS���ZZZ�FRQWHPSRUDU\VHFXULW\SROLF\�RUJ�DVVHWV�&63��������2VLQJD�SGI�

5LFKDUGV��&����������$�VZLIW��HOXVLYH�VZRUG��:KDW�LI�6XQ�7]X�DQG�-RKQ�%R\G�GLG�D�

QDWLRQDO�GHIHQVH�UHYLHZ"�:DVKLQJWRQ��'�&���&HQWHU�IRU�'HIHQVH�,QIRUPDWLRQ��

5REE��&���������2FWREHU�����7KH�+HDUW�RI�WKH�0DWWHU�$�&RUH�6HUYLFHV�7D[RQRP\�IRU�

6WDWH�,7�6HFXULW\�3URJUDPV����5HWULHYHG�0DUFK��������IURP�

KWWS���ZZZ�QDVFLR�RUJ�SXEOLFDWLRQV�GRFXPHQWV�1$6&,2B&RUH6HFXULW\6HYLFHV�SG

I��

6FKQHLHU��%���������$XJXVW����7KH�6WDWH�RI�,QFLGHQW�5HVSRQVH��5HWULHYHG�0DUFK��������

IURP�KWWSV���ZZZ�\RXWXEH�FRP�ZDWFK"Y X��5DGX�E)���

6FKQHLHU��%���������1RYHPEHU���7KH�)XWXUH�RI�,QFLGHQW�5HVSRQVH��5HWULHYHG�-DQXDU\��

������IURP�KWWS���LHHH[SORUH�LHHH�RUJ�VWDPS�VWDPS�MVS"DUQXPEHU ��������

6HJDUDQ��7����������3URJUDPPLQJ�FROOHFWLYH�LQWHOOLJHQFH��%XLOGLQJ�VPDUW�ZHE�����

DSSOLFDWLRQV��2
5HLOO\��

6KDOL]L��&���������1RYHPEHU���'DWD�0LQLQJ���������&ODVVLILFDWLRQ�DQG�5HJUHVVLRQ�7UHHV�

/HFWXUH��5HWULHYHG�$SULO��������IURP�

KWWS���ZZZ�VWDW�FPX�HGX�aFVKDOL]L�����OHFWXUHV����OHFWXUH����SGI�
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6SOXQN����������&RPPRQ�,QIRUPDWLRQ�0RGHO��5HWULHYHG�0DUFK��������IURP�

KWWS���GRFV�VSOXQN�FRP�'RFXPHQWDWLRQ�&,0�ODWHVW�8VHU�2YHUYLHZ�

7DODELV��0����������6HFXULW\�$QDO\WLFV�3URMHFW��5HWULHYHG�0DUFK��������IURP�

KWWSV���ZZZ�EODFNKDW�FRP�SUHVHQWDWLRQV�EK�XVD�

���'HOB0RUDOB7DODELV�3UHVHQWDWLRQ�EK�XVD����GHOBPRUDOBWDODELV�SGI�

7LUSDN��-���������-XO\�����)LQG��)L[��7UDFN��7DUJHW��(QJDJH��$VVHVV��5HWULHYHG�0DUFK��

������IURP�

KWWS���ZZZ�DLUIRUFHPDJ�FRP�PDJD]LQHDUFKLYH�SDJHV������MXO\������������ILQ

G�DVS[��

8&,6$���Q�G����,7,/�±�$�*XLGH�WR�(YHQW�0DQDJHPHQW��5HWULHYHG�0DUFK��������IURP�

KWWSV���ZZZ�XFLVD�DF�XN�a�PHGLD�)LOHV�PHPEHUV�DFWLYLWLHV�,7,/�VHUYLFHBRSHUDWLRQ

�HYHQWPBPDQDJHPHQW�,7,/BD���JXLGH���WR���HYHQW���PDQDJHPHQW���SGI�

DVK[�

9LQFHQW��$���������$SULO���:KDW�LV�D�7KUHDW�,QWHOOLJHQFH�3ODWIRUP���5HWULHYHG�-DQXDU\��

������IURP�KWWS���ZZZ�WKUHDWFRQQHFW�FRP�QHZV�WKUHDW�LQWHOOLJHQFH�SODWIRUP�������

;LQ��.DL���������2FWREHU���*RRG�(QRXJK�$QDO\WLFV��5HWULHYHG�0DUFK��������IURP�

KWWS���ZZZ�VOLGHVKDUH�QHW�.DL;�JRRG�HQRXJK�DQDO\WLFVILQDO�

<HQ��7��)���2SUHD��$���2QDUOLRJOX��.���/HHWKDP��7���5REHUWVRQ��:���-XHOV��$���	�.LUGD��(��

�������'HFHPEHU���%HHKLYH��/DUJH�6FDOH�/RJ�$QDO\VLV�IRU�'HWHFWLQJ�6XVSLFLRXV�

$FWLYLW\�LQ�(QWHUSULVH�1HWZRUNV��,Q�3URFHHGLQJV�RI�WKH���WK�$QQXDO�&RPSXWHU�

6HFXULW\�$SSOLFDWLRQV�&RQIHUHQFH��SS������������$&0��
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��VLPSOH�SUR[\�TXHU\�

�

LQGH[ SUR[\�_�WDEOH�BWLPH�VUF�GHVW�E\WHVBLQ�E\WHVBRXW�

�

BWLPH� � � VUF� GHVW� � E\WHVBLQ� E\WHVBRXW�

�������������������� ���[�[�[� PDLO�\DKRR�FRP� ��� ����
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Figure�2:�Proxy�Event�Query�(Nafziger,�2014)�
�

�

��FUHDWH�D�G\QDPLF�DVVHW�FRQWH[W�WDEOH�SHULRGLF�TXHU\�

�

HDUOLHVW ��K�LQGH[ GKFS�*UDQW/HDVH�25�5HQHZ/HDVH��

�

_�VWDWV�PLQ�BWLPH��DV�ILUVW7LPH��PD[�BWLPH��DV�ODVW7LPH�E\�KRVW�LS�PDF�

_�WDEOH�ILUVW7LPH��ODVW7LPH�KRVW�LS�PDF��

�

_�LQSXWORRNXS�DSSHQG 7�,1)26(&�&7;�$66(7�'<1$0,&�FVY�

_�ZKHUH�ODVW7LPH�!�UHODWLYHBWLPH�QRZ�������G���

�

_�VWDWV�PLQ�ILUVW7LPH��DV�ILUVW7LPH�PD[�ODVW7LPH��DV�ODVW7LPH�E\��KRVW�LS�PDF�

_�WDEOH�ILUVW7LPH��ODVW7LPH�KRVW�LS�PDF�

_�RXWSXWORRNXS�,1)26(&�&7;�$66(7�'<1$0,&�FVY�

�

��TXHU\�WKH�SUR[\�XVLQJ�WKH�G\QDPLF�DVVHW�FRQWH[W�WDEOH�

�

LQGH[ SUR[\��

_�ORRNXS�,1)26(&�&7;�$66(7�'<1$0,&�LS�DV�VUF�287387�KRVW�PDF�

_�WDEOH�BWLPH�VUF�GHVW�KRVW�PDF�

�

BWLPH� � � VUF� GHVW� � KRVW� PDF�

�������������������� ���[�[�[� VVO�JVWDWLF�FRP� +267�� GG���GG���GG�

�

Figure�3:�Proxy�Context�Query�(Nafziger,�2014)�
�

� � �

&RQWH[W� �� 'HVFULSWLRQ�

$VVHWV� �� $VVHW�'%�&RQQHFWLRQ��

� �� $VVHWV�'\QDPLF�&ROOHFWLRQ��

,GHQWLW\� �� ,GHQWLW\�'%�&RQQHFWLRQ��

� �� ,GHQWLW\�'\QDPLF�&ROOHFWLRQ��
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9XOQHUDELOLW\� �� 9XOQHUDELOLW\�'%�&RQQHFWLRQ��

� �� 9XOQHUDELOLW\�'\QDPLF�&ROOHFWLRQ��
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Figure�4:�Suggested�Contexts�(Nafziger,�2014)�
�

�

��FUHDWH�DQ�DEQRUPDO�SUR[\�VHPDQWLF�HYHQW�IRU�WKH�NLOO�FKDLQ�WDEOH�

�

HDUOLHVW ��K�LQGH[ SUR[\��

�

_�EXFNHW�BWLPH�VSDQ �P��

_�VWDWV�VXP�E\WHVBRXW��DV�E\WHVBRXW�E\�BWLPH�VUF�GHVW��

_�HYHQWVWDWV�PLQ�BWLPH��DV�ILUVW7LPH�PD[�BWLPH��DV�ODVW7LPH�

�������������������DYJ�E\WHVBRXW��DV�DYJ�VWGHY�E\WHVBRXW��DV�VWGHY��

_�HYDO�QRWDEOH DYJ����
VWGHY��

_�ZKHUH�E\WHVBRXW�!�QRWDEOH�

�

_�ORRNXS�,1)26(&�&7;�$66(7�'<1$0,&�LS�DV�VUF�287387�KRVW��

�

_�WDEOH�BWLPH�KRVW�GHVW�E\WHVBRXW�QRWDEOH�

�

_�HYDO�FKDLQ� ��([ILOWUDWH��_�HYDO�VHPDQWLF� ��3UR[\�/DUJH�2XWERXQG��

_�VWDWV�PLQ�ILUVW7LPH��DV�ILUVW7LPH��PD[�ODVW7LPH��DV�ODVW7LPH�E\�KRVW�VHPDQWLF�FKDLQ�

_�WDEOH�ILUVW7LPH�ODVW7LPH�KRVW�VHPDQWLF�FKDLQ��

�

_�LQSXWORRNXS�DSSHQG W�,1)26(&�&+$,1�FVY�

_�ZKHUH�ODVW7LPH�!�UHODWLYHBWLPH�QRZ��������K���

_�VWDWV�ILUVW�ILUVW7LPH��DV�ILUVW7LPH�ODVW�ODVW7LPH��DV�ODVW7LPH��E\�KRVW�VHPDQWLF�FKDLQ�

_�WDEOH�ILUVW7LPH�ODVW7LPH�KRVW�VHPDQWLF�FKDLQ�

_�RXWSXWORRNXS�,1)26(&�&+$,1�FVY�

�

��TXHU\�WKH�DEQRUPDO�SUR[\�VHPDQWLF�HYHQW�ZLWKLQ�WKH�NLOO�FKDLQ�WDEOH��

�

_�LQSXWORRNXS�,1)26(&�&+$,1�FVY��

_�WDEOH�ILUVW7LPH�ODVW7LPH�KRVW�VHPDQWLF�FKDLQ�

�

ILUVW7LPH� � ODVW7LPH� � KRVW� VHPDQWLF� � � FKDLQ� �

����������� ����������� +267��� 3UR[\�/DUJH�2XWERXQG�� ([ILOWUDWH�

����������� ����������� +267�� 3UR[\�/DUJH�2XWERXQG� ([ILOWUDWH�

�

Figure�5:�Proxy�Semantic�Query�–�Abnormal�Outbound�Traffic�(Nafziger,�2014)�
�

� � �

.LOO�&KDLQ� �� 'HVFULSWLRQ�

'HOLYHU\� �� 0DLO�5HFLSLHQW�9XOQHUDEOH��
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� �� 0DLO�6HQGHU�8QLTXH�

([SORLW� �� (QGSRLQW�/RDG�8QLTXH�

� �� (QGSRLQW�5LVN�)RXQG�

([ILOWUDWH� �� 3UR[\�/RQJ�&RQQHFW�

� �� 3UR[\�)UHTXHQW�&RQQHFW�

� �� 3UR[\�/DUJH�2XWERXQG�

� �� 3UR[\�'HVWLQDWLRQ�,3�
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Figure�6:�Suggested�Semantics�(Nafziger,�2014)�
�

�

��FUHDWH�D�NLOO�FKDLQ�WULJJHU�HYHQW�

�

��UHDG�H[LVWLQJ�HYHQWV�

_LQSXWORRNXS�,1)26(&�&+$,1�FVY��

�

��QXOO�LQFRPSOHWH�ILHOGV�IRU�WUDQVLWLYH�WUDQVDFWLRQV�

_�HYDO�KRVW XSSHU�KRVW��_�HYDO�XVHU XSSHU�XVHU���

_�HYDO�KRVW� �LI�KRVW �����18//��KRVW���

_�HYDO�XVHU� �LI�XVHU �����18//��XVHU���

_�HYDO�KRVW� �LI�KRVW �1RQH���18//��KRVW���

_�HYDO�XVHU� �LI�XVHU �1RQH���18//��XVHU���

�

_�HYDO�WKRVW� �LI�LVQXOO�KRVW���18//��KRVW���

_�HYDO�WXVHU� �LI�LVQXOO�XVHU���18//��XVHU���

_�HYDO�BWLPH ODVW7LPH��

�

��FUHDWH�UDZ�HYHQW�IURP�FKDLQ�HYHQW�

_� HYDO� BUDZ�  � VWUIWLPH�ODVW7LPH� �� ��<��P��G� �+��0��6����� KRVW ��WKRVW��� XVHU ��WXVHU���

VHPDQWLF ��VHPDQWLF���FKDLQ ��FKDLQ�

�

��WUDQVDFWLRQV�WR�ILQG�FKDLQ�

_� WUDQVDFWLRQ� KRVW� XVHU� FRQQHFWHG I� PYUDZ W� GHOLP �?Q?Q�� PD[VSDQ ��� NHHSHYLFWHG �W��

VWDUWVZLWK �'HOLYHU\��HQGVZLWK �([SORLW��

_� WUDQVDFWLRQ� KRVW� XVHU� FRQQHFWHG I� PYUDZ W� GHOLP �?Q?Q�� PD[VSDQ ��� NHHSHYLFWHG �W��

VWDUWVZLWK �([SORLW��HQGVZLWK �([ILOWUDWH��

_� WUDQVDFWLRQ� KRVW� XVHU� FRQQHFWHG I� PYUDZ W� GHOLP �?Q?Q�� PD[VSDQ ��� VWDUWVZLWK �'HOLYHU\��

HQGVZLWK �([ILOWUDWH��

_�WDEOH�BWLPH�BUDZ�FKDLQ�VHPDQWLF�KRVW�XVHU�FORVHGBW[Q�HYHQWFRXQW�ILHOGBPDWFKBVXP�

_�VHDUFK�FORVHGBW[Q ��

�

��SHUIRUP�FRQWH[W�ORRNXSV�

_�ORRNXS�,1)26(&�&7;�$66(7�'<1$0,&�KRVW�287387�ODVW7LPH�LS�PDF�

_�HYDO�ODVW$VVHW7LPH� �VWUIWLPH�ODVW7LPH�����<��P��G��+��0��6���

_�ORRNXS�,1)26(&�&7;�,'(17,7<�'<1$0,&��KRVW�287387�ODVW7LPH�VUFBKRVW�VUFBLS�
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_�HYDO�ODVW,GHQW7LPH� �VWUIWLPH�ODVW7LPH�����<��P��G��+��0��6���

_�ORRNXS�,1)26(&�&7;�98/1(5$%,/,7<�'<1$0,&�KRVW�287387�ODVW7LPH�VLJQDWXUH�VWDWXV��

_�HYDO�ODVW6FDQ7LPH� �VWUIWLPH�ODVW7LPH�����<��P��G��+��0��6���

�

_�WDEOH�BWLPH�BUDZ��KRVW�XVHU��

ODVW$VVHW7LPH�LS�PDF��

ODVW,GHQW7LPH�VUFBKRVW�VUFBLS��

ODVW6FDQ7LPH�VLJQDWXUH�VWDWXV��

�

��WKH�WULJJHUHG�NLOO�FKDLQ�HYHQW��

�

BWLPH��

���������������������

�

BUDZ�

��������������������KRVW +267��XVHU 18//�VHPDQWLF 0DLO�6HQGHU�8QLTXH�FKDLQ 'HOLYHU\��

��������������������KRVW +267��XVHU 18//�VHPDQWLF (QGSRLQW�5LVN�)RXQG�FKDLQ ([SORLW�

��������������������KRVW +267��XVHU 86(5��VHPDQWLF 3UR[\�'HVW�8QLTXH�FKDLQ ([ILOWUDWH�

�

KRVW�� � XVHU�

+267�� � 86(5��

�

ODVW$VVHW7LPH�� � LS� � PDF��

�������������������� ���[�[�[� � GG���GG���GG�

�

ODVW,GHQW7LPH�� � VUFBKRVW�� � VUFBLS��

��������������������� 6(59(5���� ���[�[����

��������������������� 6(59(5���� ���[�[����

�

ODVW6FDQ7LPH�� � VLJQDWXUH��� � VWDWXV�� �

�������������������� 0LFURVRIW���=HUR�'D\� $FWLYH� �

�������������������� $GREH�0XOWLSOH�9XOQV� $FWLYH� �

�

Figure�7:�Kill�Chain�combining�Events,�Contexts,�and�Semantics�(1DI]LJHU���������
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