GIAC

CERTIFICATIONS

Global Information Assurance Certification Paper

Copyright SANS Institute
Author Retains Full Rights

This paper is taken from the GIAC directory of certified professionals. Reposting is not permited without express written permission.

Interested in learning more?

Check out the list of upcoming events offering

"Hacker Tools, Techniques, and Incident Handling (Security 504)"
at http://www.giac.org/registration/gcih



http://www.giac.org
http://www.giac.org
http://www.giac.org/registration/gcih

Hunting through Log Data with Excel
GIAC GCIH Gold Certification

Author: Greg Lalla, greg.lalla@mail.com
Advisor: Christopher Walker, CISSP, GWEB, GCED, CCISO, GCUX, GCWN, GSEC
Accepted: March 25, 2017

Abstract

Gathering and analyzing data during an incident can be a long and tedious process. The
vast amounts of data involved in even a single system intrusion can be overwhelming.
Larger and well-funded incident response teams typically have a Security Information
and Event Management (SIEM) product at their disposal to help the responder sift
through this data to find artifacts relevant to the intrusion. This paper will demonstrate to
the reader how to use Microsoft Excel and some of its more advanced features during an
intrusion if a SIEM or similar product is not available to the incident responder.
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1. Introduction

This document will show you how to use Microsoft Excel to search through
dissimilar data to find significant artifacts needed to respond to an intrusion. It may not
be ideal to import thousands of log entries into Excel and root through them for a few
nuggets that might give you insight into the adversary’s exploitation of a network.
However, if a SIEM product is not running in the enterprise, with a little knowledge and a
small amount of coding, you can use Excel as a suitable substitute. There will still be a
manual effort involved as there is no magic button that will produce all the artifacts that
you wish to find, but the process described here will make it easier and more intuitive to

filter out all the unwanted data.

When examining logs, you will look for indicators of compromise (IOCs) that can
point you in the direction of other compromised systems. The examination of logs is not a
deep dive forensic type of analysis. During an incident, there is not enough time to look
at every log entry from every system. The method shown below will help find the

obvious artifacts and identify the next system to examine.

This guide will contain up to three methods for each example presented. First, the
paper will show some of the things you can do with Excel by just using the toolbar
commands. Second, if available, an Excel Function will be created to show how it can be
slightly automated. Third, to enhance the Excel Function process even further, Visual
Basic for Applications (VBA) code will be provided. Knowing alternate ways of
manipulating different types of data will allow you to incorporate the results into the

standard output described below.

To prevent this paper from being overly long and difficult to search through, the
VBA code will be made available on the GitHub website to make it easier to replicate.

The GitHub URL is https://github.com/gregory-lalla/GCIH_Gold/.
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2. Requirements

21. Excel Version
The Excel Functions and VBA code in this paper were written and executed using
Microsoft Excel 2010. Other versions of Microsoft Excel based on the Office Open XML
(OOXML) specification (Excel 2007 and later) should have most of the same
functionality. There are exceptions, such as “Making a Macro that changes the cell colors
and making changes to other aspects of cells may not be backward compatible”
(“Microsoft Excel”, 2016). Also, the location of some options may be in different menus

or locations within a menu.

2.2. Developer Toolbar
To use the techniques described in this document, you will need to have the
Developer Toolbar added to the Ribbon. For instructions on how to enable the Developer

Toolbar, visit https://msdn.microsoft.com/en-us/library/bb608625.aspx/.

3. Organizational Concepts

Formatting, filtering, and organization are the core techniques in this paper for
finding relevant information needed to respond to an incident. The following are
suggestions on how to get Excel to display the data in a way that is easy to analyze. We
will use these techniques when looking at each of the different types of logs discussed

later in this paper.

3.1. System Time
First, depending on the geographic location of your systems, the time zone

settings may need to be adjusted. If the location of all the systems is in the same time
zone, then you may want to perform all your data correlation in the local time zone. If
your systems span time zones, it is best to do all the analysis using the Coordinated
Universal Time (UTC) time zone. Using UTC, all the data will line up chronologically.
To make the process easier, the system time should be changed to UTC so that
applications that use the computer’s time to display the timestamp will automatically

produce the correct time format.
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Another setting to change is the Date and Time format of your analysis computer.
Excel uses the Date/Time format of the system when it displays the information in the
formula bar. To keep things consistent throughout the investigation and within reporting,
have the Date/Time in the ‘mm/dd/yyyy hh:mm:ss’ format (without the quotes). This
setting makes all the date and time values 19 characters long. To make this change,
follow these instructions: https://support.office.com/en-us/article/Change-the-Windows-
regional-settings-to-modify-the-appearance-of-some-data-types-edf41006-f6e2-4360-
bc1b-30e9e8a54989/.

Finally, the dates and times in the Excel spreadsheets need to be formatted to
display the same ‘mm/dd/yyyy hh:mm:ss’ format. In the below example, you change the
Date/Time format by selecting Column A which contains the date and time values, then
right clicking the column and selecting ‘Format Cells...’. This process should bring up a
new window titled ‘Format Cells’ with the ‘Number’ tab already selected. Under
‘Category,’ click ‘Custom.’ In dialogue box labeled ‘Type:’ enter mm/dd/yyyy hh:mm:ss
(Figure 1).
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Bl Calibri 1 _L‘d o= B ! = /Qf lfa
S Category: & )
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Figure 1. Date Format (Lee, 2014, digital case files)

3.2. Consistent Results
Other columns displaying data should also have a uniform appearance, which
makes it easier to spot trends, inconsistencies, patterns, etc. In this paper, the following

column headers will be used across all spreadsheets to achieve that consistent look:
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¢ Column A Header Name = Date/Time
¢ Column B Header Name = Account
*  Column C Header Name = Computer
* Column D Header Name = Description
* Column E Header Name = Details
* Column F Header Name = Properties
¢ Column G Header Name = Miscellaneous
¢ Column H Header Name = Artifact
Note that it is acceptable to have empty columns to the spreadsheet if there is not

enough data to fill all the suggested columns.

3.3. Formatting
To easily read the data, you will freeze the top row and apply a bold font to it;
enable filters on the columns; set the column widths to ‘Autofit’; and ‘left justify’ the
entire spreadsheet. Reduce the data where possible and sort it by the Date/Time column
from oldest to newest. Please see the GitHub page which has an Excel template of the
standard format named ‘Standard Format.xltm’ (https://github.com/gregory-
lalla/GCIH_Gold/blob/master/Docs/Template/Standard Format.xltm).

3.4. Keywords, Named Cells, and Filters
One of the common themes repeated in this paper is data reduction. Excel can
handle a lot of data, but there is a cost in the time it takes to manipulate and analyze that
data. Each log file examined will have unique entries which the responder must

understand to reduce the data without losing critical items relevant to the incident.

One method of data reduction is the use of keywords. A list of keywords will be
used to help pinpoint known or suspicious activity related to the intrusion. There should
be two types of keyword lists maintained. One master list of all the terms discovered
during the throughout the investigation and an event list for each type of log analyzed.
Tailor the event keyword lists to the log files you are inspecting to minimize the output of

the filtered data.

When reducing data, one issue faced is the location of the data you want to keep
changes as rows and columns get adjusted. This shifting of data needs to be kept in mind

when working with ‘Named Cells’ (Blue arrow in Figure 2) as the properties assigned to
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the cell stay with that cell, even if the data in the cell moves to a new location. Therefore,
reduce and adjust all the data before using ‘Named Cells.’ If the data in a “‘Named Cell’
will change, a good way to keep track of that data is to use ‘Fill Colors.” When a keyword
search gets a match, highlight the cell or entire row with a particular color. Using filters,

you can locate the ‘colored’ data with a few clicks of the mouse.

To manually work with keywords, the basic search feature can be used to find
each instance of the keyword. Enter a unique identifier in the cell ‘Name Box’ (Blue
arrow in Figure 2) when a keyword is found in a cell. The unique identifier name has the
following rules: “The first character of a name must be a letter, an underscore character
(), or a backslash (\). Remaining characters in the name can be letters, numbers, periods,

and underscore characters” (“Define and use names in formulas — Excel”, 2017).

EHad9- - d|= System_Shim.xlsm - Microsoft Excel -0 “
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Figure 2. Named Cell. (Lee, 2014, digital case files)

After naming the cell, fill the entire row that contains the keyword with a color
(Figure 3). For each unique keyword found you can continue to use the same color or
change them to different colors distinctively associated with each keyword. Using the fill
colors is helpful when using the filter tool, which will be discussed and demonstrated

further into the paper.
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Figure 3. Fill Color. (Lee, 2014, digital case files)

Click ‘Find Next’ in the ‘Find and Replace’ window to find the next instance of
the keyword. Once found, give that cell a similar, but unique name to distinguish it from
the first keyword found and give it a ‘Fill Color.” As an example, the first unique cell
Name would be ‘Svchost Evil 1’ and the second would be ‘Svchost Evil 2’ for hits
found on keyword ‘svchost.exe.” After all the keywords are searched and found in this
manner, you can navigate to those cells by clicking the dropdown arrow in the cell “‘Name
Box’ and selecting one of the entries (Figure 4). You can also manage the ‘Named Cells’

and see their location by going to the ‘Formulas’ ribbon tab and selecting the ‘Name

Manager’ icon (Figure 5).
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Figure 4. Selecting Named Cells. (Lee, 2014, digital case files)
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Figure 5. Name Manager. (Lee, 2014, digital case files)

Using ‘Named Cells’ is a quick way to locate known artifacts. It is also an

excellent way to find more keywords by examining the data around those cells.

Filters are another technique to find data and visually reduced the data to only
show those cells that the analyst wishes to view. These are particularly helpful when you
know you’ll have many hits on your keywords and would like to see them without the
clutter of all the other rows not associated with those keywords. There are two ways to
use the filters. There is a basic filter where you can have up to two items filtered per
column using AND OR operators. To filter on more than two items, there are Advanced

Filters which can be used to search for data with more complex options.

We enabled basic filters already in an earlier example. To access them, on the
column we are looking to search, click on the dropdown arrow in the header cell. Select

the ‘Text Filters’ option and then choose one of the filter selections (See Figure 6).
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Figure 6. Filter Dropdown Menu. (Lee, 2014, digital case files)

When the filter window comes up, enter

the word(s) you want to locate (or

exclude) in the dialogue box. The filter will display only the rows that have (or don’t

have) the words in the column.

You can also search on the ‘Fill Colors’

only on those colors you wish to see (Figure 7).

used during the keyword search to filter
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Figure 7. Search on Fill Color. (Lee, 2014, digital case files)

The advanced filters allow you to search for more than two keywords in a

column. You enter the keywords into unused cells in the spreadsheet. The first cell is the

column header name of the column to search. The cells underneath are the search terms.
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Words listed vertically use the OR operator and those listed horizontally use the AND

operator. Figure 8 shows an example of an advanced filter, where you are searching the

‘Details’ column for five keywords. Surrounding the keyword with asterisks finds cells

that CONTAIN the word. For details on filters, see https://support.office.com/en-
us/article/Filter-by-using-advanced-criteria-4c9222fe-8529-4cd7-a898-3f16abdff32b/.
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Figure 8. Advanced Filter. (Lee, 2014, digital case files)
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Note the timeframe of the filtered keyword data. When looking at all the log files

with tens of thousands of lines of data, this range will be important when deciding what

to export for analysis (if given the option). The dropdown menu on the Date/Time

column is used to filter by timeframe (Figure 9). Selecting the ‘Between...’ filter will

allow you to capture all the data between two dates narrowing down what data you need

to examine.
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Figure 9. Search by Date/Time. (Lee, 2014, digital case files)

One thing to be aware of when filtering by timeframe is that artifacts may have
timestamps that occur outside of the incident timeline. These timestamps can happen
when the artifact is showing the file compile time instead of its execution time. Another
example would be time-stomping, which is an anti-forensics technique to change the

MFT timestamps of a file.

Any new entries found that are related to the intrusion should be ‘Named’ and
‘Filled.” You should then copy off the highlighted rows onto a separate workbook which

will contain all the rows of interest from all the logs collected.

3.5. Macros
Many of the tasks described above are tedious and repetitive. In such

circumstances, it is easier to automate the tasks using VBA macros. You’ll be provided
with several VBA macros so you do not need to perform the task manually. To use
macros, open the exported log file in Excel and then save it as an Excel macro-enabled
workbook file with an XLSM file extension. Open the newly created .XLSM file to
import the macro into the spreadsheet. Once the spreadsheet is open, you need to launch
the VBA Editor window by hitting the Alt-F11 keys. With the VBA window open, select
the ‘File’ dropdown menu and click on ‘Import File.” Browse to the .BAS file with the

code you are looking to run and select ‘Open.” Close the VBA window and head back to
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the spreadsheet. Under the ‘Developer’ tab, select the ‘Macros’ button, highlight the

newly imported macro in the popup window and select ‘Run’ (See Figure 10).
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enter | B3 | — — |

Figure 10. Run Macro. (Lee, 2014, digital case files)

There are several macros in the GitHub repository that can automate the processes
described above. See Appendix C for a list of macros available in the repository and a

description of what each one accomplishes.

3.6. Pivot Tables
Pivot Tables are an excellent way to sort data in a way that visually allows you to

pick out artifacts of interest. “A pivot table allows you to create an interactive view of
your dataset. With a pivot table report, you can quickly and easily categorize your data
into meaningful information, and perform a wide variety of calculations in a fraction of
the time it takes by hand” (Jelen, 2006, p. 9). This categorization of data is particularly
true when working with Windows Event Viewer logs. Exporting the data in XML table
format provides headers that can be used to categorize the data in ways that will allow
you to see trends and commonalities. The GitHub site has a document named
“Pivot_Table Example.docx” that shows examples of how you can work with pivot
tables to analyze data (https://github.com/gregory-
lalla/GCIH_Gold/blob/master/Docs/Supplement/ Pivot Table Example.docx).
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4. Gathering the Data

Having explained the essentials of organizing logs with Excel, real understanding
comes from seeing the techniques demonstrated on specific types of log files. This
section will discuss examples of different log files that an incident responder may have to
examine while investigating a compromised network. Then in the following section, a
case study will be analyzed employing the techniques described in this paper. Appendix
D provides a detailed explanation on how the Windows log files in the case study were
formatted. A supplement document on the GitHub site named
‘Additional Log Formatting_Instructions.docx’ (https://github.com/gregory-
lalla/GCIH_Gold/blob/master/Docs/Supplement/Additional Log Formatting_Instruction
s.docx) provides a detailed explanation of the remaining log files mentioned in this

section.

4.1. Windows Logs
4.1.1. Event Viewer Logs

One of the primary sources of information/data gathered from a Windows
operating system will come from Event Viewer logs, especially if recommended auditing
settings are configured appropriately (see https://technet.microsoft.com/en-
us/library/ee513968%28WS.10%29.aspx for recommendations). Unfortunately, a
“Microsoft Windows event log is a binary file that consists of special records — Windows
events” (“Windows event log essentials”, 2017) and parsing the data is not as simple as
manipulating the file in a text editor. Also, when exporting the data from the native
Windows Event Viewer tool, depending on the format chosen, different data is returned.
Last, if you’ve ever tried to filter or search using the native Windows Event Viewer tool,

you know that it has many limitations and is extremely slow.

Because Event Viewer logs can contain hundreds of thousands of entries, it is
essential to reduce the data to a manageable level. Since the Event Viewer GUI is
extremely slow, the native Windows command line utility named WEVTUTIL.EXE
should be used to export the data. This tool comes with its challenges such as producing

XML files that Excel cannot open. When running the command, there are several options
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to massage the data to a format that Excel accepts. To get the correct results, you may

need to mix and match the switches until you get a compatible output.

4.1.2. ShimCache Entries

The ShimCache or Application Compatibility Cache entries show executables that
were likely run on the system. “The Windows Shimcache was created by Microsoft
beginning in Windows XP to track compatibility issues with executed programs...It is
important to understand there may be entries in the Shimcache that were not actually
executed” (Parisi, 2015). “Microsoft designed the Shimcache in Windows Vista, 7,
Server 2008 and Server 2012 to incorporate a ‘Process Execution Flag’ category for each
entry” (Parisi, 2015). For further details on the Shimcache and the differences between
XP/2003 and Vista+, see https://www.fireeye.com/blog/threat-
research/2015/06/caching_out the val.html

4.1.3. Shellbags

Shellbags reflect the locations that the user has traversed using Windows
Explorer. “Shellbags are found in the Windows Registry and store user preferences for
folder display in Windows Explorer, such as the size of the window or how items were
listed. For a folder to exist in the shellbags, it must have been opened in Windows
Explorer at least one time by the user” (Cowen, 2013, ch. 13). The user’s usrclass.dat

(Vistat+) and NTUSER.DAT registry files contain the Shellbag artifacts.

4.1.4. AutoRun Entries

Autorun entries refer to “software that runs automatically without being
intentionally started by the user. These include drivers and services that start when the
computer boots; application, utilities and shell extensions that start when a user logs on;
and browser extensions that load when Internet Explorer is started” (Russinovich, 2011,
ch. 5). To parse autorun data, run the autorunsc.exe command against the registry files of
a system. You can run the tool on a live system or offline by mounting an image of the

hard drive and pointing the program to the newly mapped location.
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4.1.5. Web Browser Logs

The client browser may provide clues on how the adversary initially got onto a
system, either through the user browsing the internet or by clicking on a link in an email
or document. That information may be quite valuable in targeted attacks against the
employees of a company. This section will examine Internet Explorer (IE) history/cache
logs in index.dat files (IE 9 and below). Newer versions of IE browsers store their data in
an Extensible Storage Engine (ESE) database. There are still other browsers that use
SQLite databases. However, the data represented should still be similar once exported out

of the database and into a plaintext format.

4.1.6. MFT Entries
“The Master File Table (MFT) is the heart of NTFS because it contains the
information about all files and directories. Every file and directory has at least one entry

in the table, and the entries by themselves are very simple” (Carrier, 2005, p. 274).

4.1.7. Prefetch Entries

“Application prefetch is intended to enable a better user experience within
Windows systems by monitoring an application as it’s launched, and then ‘prefetching’
the necessary code to a single location so that the next time the application is launched, it
launches faster. This way, the system doesn’t have to seek across the file system for
DLLs and other data that it needs to start the application — it knows where to find it”
(Carvey, 2014, p. 93).

4.2. Other Log File Types
4.2.1. Linux System Logs

The formatting of logs produced by many applications and services in Linux
make importing the data into Excel challenging. The manual massaging of the data is not
difficult but must be done in several stages using a variety of tools. Many of the tools
originated on the UNIX operating system, but the ones used in this document have all
been ported over to Windows. These tools are from the GNU utilities run under the Open

Source tools package CYGWIN.
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Linux produces several plain text system logs that may have value to the incident
response analyst and which all have the same log format. In the supplement, we will look
specifically at the Syslog, Auth.log and Cron.log files, but we can use the same
techniques against the Daemon.log, Boot.log, Mail.log and other system log files. See
http://www.thegeekstuff.com/2011/08/linux-var-log-files/ for a listing of system logs that

may appear on a Linux host.

The syslog daemon handles messages from the entire system to include many of
the system logs mentioned above. Depending on the configuration of the logging in the
syslog.conf configuration file, the bulk of the message usually are sent to the ‘syslog’
(often named ‘messages’) log file. The Auth.log file contains user authentication
information, and the Cron logs record the activity of the cron jobs (scheduled tasks) run

on the system.

4.2.2. Apache Access and Error Logs

Another log you may find on a Linux server is the Apache www-access.log file
which records connections made from a client to the web services of the system. Web
servers are often exploited and could provide the adversary with an initial stepping stone

into a network. What gets logged can vary based on the configuration of the web server.

The Apache Error logs contain web server error and resource alerts. The
formatting of this log is similarly to the Linux system logs discussed previously. The log

should have the dates and delimiters corrected, so each field is in its proper column.

4.2.3. 1IS Web and FTP Logs

The native format of the IIS Web log allows for easy importing of data into Excel.
However, the scattering of headers throughout a log file presents the only real issue. By
filtering on the Date/Time column for entries that are not in the Date/Time format, the

extra headings can be found and removed.

4.2.4. IPTables Firewall Logs
Scrutinizing network traffic when combined with other types of artifacts may also
be beneficial to your investigation by identifying communications associated with the

event and adding those IP addresses to your keywords for further examination.
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[PTables and most other firewalls will produce logs that can be exported and
examined. [PTables is run on Unix/Linux systems and has logs similar in format to the
Linux system logs discussed earlier in this paper. Therefore, the same steps are used to

fix the dates and set the delineation of the fields.

4.2.5. Packet Captures
Packet Captures can be included as well into the analysis of the incident. For the
packets to get formatted correctly when exported, the columns in Wireshark need to be

changed to produce the results desired.

4.2.6. Snort and Bro IDS Logs

Host-based and network-based IDS logs are critical to incorporate into the
analysis as it may be the primary reason you are aware of the intrusion in the first place.
These logs usually contain data from the best vantage point, either from the network or

host perspective.

Snort is an open source product that “supports sending real-time alerts when an
intrusion event is detected and can even be used as an inline ‘intrusion prevention
system’ that enables you to receive alerts in real time and in several different medium,
rather than having to continuously sit at a desk monitoring your Snort system 24 hours a

day” (Caswell, 2007, ch. 2).

The supplement will look at the logs produced by running snort in Fast alert mode
which “writes the alert in a simple format with a timestamp, alert message, source and

destination IPs/ports” (Roesch, 2003).

Bro is another open source intrusion detection system. “Bro inspects all traffic
flowing into and out of a network. It can operate in passive mode, in which it generates
alerts for suspicious activity, or in active mode, in which it injects traffic to disrupt
malicious activity ... Unlike other NIDSs, Bro monitors traffic flows rather than just
matching patterns inside individual packets. This method of operation means that Bro can
detect suspicious activity based on who talks to whom, even without matching any
particular string or pattern” (Nemeth, 2010, ch. 22). Bro produces several logs, each of

which can use the technique described in the supplement to achieve our standard layout.
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Here are some of the logs Bro generates: Conn, DHCP, DNS, Files, HTTP, Weird, etc.
The supplement will examine the Bro Connect log (conn.log) which records TCP, UDP

and ICMP connections.

5. Case Study
5.1. SANS Stark Research Labs

The techniques for extracting and importing the relevant log files in this Case
Study are shown in Appendix D. Macros to automate the manipulation of the data are
listed in Appendix C. The application of these tools and techniques will be demonstrated
by examining an incident presented in the SANS Forensic 508 Advanced Computer
Forensic Analysis and Incident Response exercise workbook titled ‘Stark Research Labs
Intrusion.” The scenario describes how a company received a phone call on April 06,
2012 @ 5 PM EDT from a 3-4 letter government agency stating “We have seen a few
hundred megabytes of sensitive data leave your network bound for a foreign country.

Don’t ask how we know, but you might want to check 10.3.58.7 on your network™ (Lee,

2014, ex. 0 p. 2).

Given other information about the company and its assets, a preliminary keyword
list is compiled by the incident response team to include the following terms: hydra, star
fury, agents, secret and formula. When discussing log files and artifacts below, you can

assume that the files have already been imported into Excel with the standard format.

5.1.1. WinXP-TDugan (WKS-WINXP32BIT)

The host reported as leaking data (IP address of 10.3.58.7) is a machine running
Windows XP. Since data appears to be actively leaving the host, the first step would be to
see what applications have been running on the system. There are two artifacts made
available to us that can show what was running on the workstation. The first is the
Prefetch files. Applying our initial keyword list against the output gives us one hit on
HYDRAKATZ.EXE. The name of the file is similar to Mimikatz, which is a post
exploitation tool to capture user credentials. We will flag this suspicious executable by
giving the hit a ‘Named Cell’ of ‘HYDRAKATZ 1’ and highlighting the row in yellow
(Figure 11).
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Figure 11. Named Cell and Highlight keyword hits. (Lee, 2014, digital case files)

This keyword hit also gives us an initial timeframe of the incident. The file

Hydrakatz ran on 04/03/2012, and a notification was sent to the company regarding a

data leak on 04/06/2012. Looking at the Prefetch entries around that timeframe gives us

addition clues. Right around hydrakatz.exe, there is a file that appears to be a randomly
generated name, PKXEZY 1TJI98.EXE; two files with unusual names, HYVY.EXE and
A.EXE; and the execution of FTP.EXE. These are all ‘Named’ and highlighted (Figure
12).
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Figure 12. Unusual File Names. (Lee, 2014, digital case files)

Looking within the timeframe, we see activities that suggest the adversary ran

commands on the system (Figure 13). There is also another suspicious file named

PE.EXE. These are all “‘Named’ and highlighted as well (Figure 13).
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H - 0O = TDUNGAN_Prefetch_Results.xls - Excel ? - 0o %
HOME  INSERT  PAGELAYOUT ~ FORMULAS  DATA  REVIEW  VIEW SUSpICIOUS ACtIVIty
AL PUSUAIDI VLAY
pe_1 - fr | eEexe v
A B c D G H 1[~
1 |Date/Time ~ | Account ¥ | C ~ | Description ~ | Details ~ | Miscell; ~ |Artifacts |~
35 |04/04/2012 12:22:40 N/A TDUNGAN  A.EXE-OF3A0E12.pf A.EXE mber of Time Run: 67 Prefetch Entry
41 |04/04/2012 14:01:32 N/A TDUNGAN  A.EXE-OFBE37Cl.pf A.EXE Number of Time Run: 390 Prefetch Entry
58 04/04/201218:05:29 N/A  TDUNGAN  WMIC.EXE-3B772CC6.pf Number of Time Run: 6 Prefetch Entry
59 |04/05/2012 13:28:01 N/A TDUNGAN  A.EXE-2E0C27A0.pf A.EXE Number of Time Run: 490 Prefetch Entry
60 |04/05/2012 14:18:24 N/A TDUNGAN  FIND.EXE-OEC32F1E.pf FIND.EXE Number of Time Run: 1 Prefetch Entry
67 |04/05/201217:12:12 N/A TDUNGAN  IPCONFIG.EXE-2395F30B.pf IPCONFIG.EXE Number of Time Run: 4 Prefetch Entry
68 |04/05/201217:38:21 N/A TDUNGAN  REG.EXE-OD2A95F7.pf REG.EXE Number of Time Run: 16 Prefetch Entry
69 04/05/2012 17:44:17 N/A TDUNGAN  NET1.EXE-029B9DB4.pf NETLEXE Number of Time Run: 23 Prefetch Entry
70 |04/05/2012 17:46:11 N/A TDUNGAN  TASKLIST.EXE-10D94B23.pf TASKLIST.EXE Number of Time Run: 8 Prefetch Entry
78 04/06/2012 18:55:35 N/A TDUNGAN  AT.EXE-2770DD18.pf AT.EXE Number of Time Run: 14 Prefetch Entry
103/04/06/2012 19:20:22 N/A TDUNGAN  CMD.EXE-087B4001.pf CMD.EXE Number of Time Run: 60 Prefetch Entry
104/04/06/2012 19:21:27 N/A TDUNGAN  NET.EXE-01A53C2F.pf NET.EXE Number of Time Run: 66 prefetch Entry
105|04/06/2012 19:22:20 N/A TDUNGAN  PE.EXE-0DC593C2.pf PE.EXE _Number of Time Run: 30 Prefetch Entry
112/04/07/2012 01:23:52 N/A TDUNGAN  A.EXE-239305EA.pf A.EXE Number of Time Run: 174 Prefetch Entry
113 A
prefetch _file_info ©) < »

READY 18 OF 111 RECORDS FOUND 2 H M -—F——+ 100%

Figure 13. Suspicious activity. (Lee, 2014, digital case files)

The keyword lists should contain the newly found keywords identified in the
Prefetch output. As new ones get found, those will be added as well to help locate other
indicators of compromise. The second artifact containing the execution of files is the

ShimCache entries from the registry.

Running the keywords against the ShimCache artifacts produced one hit on file
PE.EXE. Though the dates of the artifact don’t show the time of execution, executables
with the same write timestamp may be related. In this output, there is another executable,
located in a strange location, which has the same timestamp as PE.EXE. Normally
svchost.exe will reside in C:\Windows\System32. Its location in
C:\Windows\System32\dllhost, makes it suspicious. Since the legitimate svchost.exe file
shows up in a lot of logs, the keyword for this IOC will be ‘\dllhost\’. Both entries are
‘Named’ and highlighted (Figure 14).

H - b s TDUNGAN_ShimCache_Results.xlsx - Excel ? B - O X
HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW T
h SamejTlimestamp
dilhost 1~ j\ C:\WINDOWS\system32\dllhost\svchost.exe v
A B C D F G H -
1 Date/Time ~ | Accol ¥ | Computer ~ | Description ~ | Detad ~ | Properties | v Miscel| v | Artifacts ~
29 |04/14/2008 00:12:11 N/A TDUNGAN  User ShimCacl “\WINDOWS\System32\zipfldr.dil Executed: N/A ShimCache
30 |04/14/2008 00:12:17 N/A TDUNGAN  User Shi e Entry C:\WINDOWS\system32\dmremote.exe Executed: N/A ShimCache
31 04/14/2008 00:12:17 N/A TDUNG, imCache Entry C:\WINDOWS\system32\dmadmin.exe Executed: N/A ShimCache
32 /04/14/2008 00:12:34 N/A User ShimCache Entry C:\Program Files\Outlook Express\setup50.exe Executed: N/A ShimCache
:12: DUNGAN  User ShimCache EntryC:\WINDOWS\system32' ost\svchost.exe Executed: N/A ShimCache
33 04/12/2008 00:12:36 |/ himCach X \sy: \dllhost\svch | d: N/, himCach
34104/14/2008 00:12:36 N/A  TDUNGAN  User ShimCache Entry C:\WINDOWS\system32\pe.exe Executed: N/A ShimCache
35104/14/2008 00:12:38 N/A TDUNGAN  User ShimCache Entry C:\WINDOWS\system32\verclsid.exe Executed: N/A ShimCache

Figure 14. Identical Timestamps. (Lee, 2014, digital case files)
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Next, we’ll look at the MFT file. After running our keywords against this file’s

output, we can now see the full paths of the suspicious artifacts (Figure 15).

H - O -
HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW
pkxezyltji... ¥ j\ C:\Documents and Settings\tdungan\Local Settings\Temp\pkxezy1tji98.exe v
A B C D E -
1 |Date/Time ~T|Accc ¥ | Compute v | Description ~ Details -T|Properties

50030| 04/03/201200:33:15 N/A TDUNGAN Create Date (FN Info) |C:\Documents and Settings\tdungan\Local Settings\Temp\pkxezy1tji98.exe |std Info - Create: 04/03/2012 00:33:15
50070/04/03/201201:03:04 N/A TDUNGAN Create Date (FN Info) C:\Documents and Settings\tdungan\Local Settings\Temp\a.exe Std Info - Create: 04/03/2012 01:03:04
50604/04/03/201215:19:50 N/A TDUNGAN Create Date (FN Info) C:\WINDOWS\system32\hydrakatz.exe Std Info - Create: 03/31/2003 12:00:00
50605/04/03/201215:26:01 N/A TDUNGAN Create Date (FN Info) C:\WINDOWS\system32\pe.exe Std Info - Create: 03/31/2003 12:00:00
50616/04/03/201216:30:02 N/A TDUNGAN Create Date (FN Info) C:\WINDOWS\system32\hyvy.exe Std Info - Create: 03/31/2003 12:00:00
50617 04/03/201216:30:02 N/A TDUNGAN Create Date (FN Info) C:\WINDOWS\system32\hyvy.exe:Zone.ldentifier Std Info - Create: 03/31/2003 12:00:00
50714/04/03/201220:43:44 N/A TDUNGAN Create Date (FN Info) C:\Documents and Settings\RSydow\Local Settings\Temp\a.exe Std Info - Create: 04/03/2012 20:43:44
50953/04/04/201212:26:24 N/A TDUNGAN Create Date (FN Info) C:\Documents and Settings\SRL-Helpdesk\Local Settings\Temp\a.exe Std Info - Create: 04/04/2012 12:26:24
51200/04/04/2012 16:41:47 N/A TDUNGAN Create Date (FN Info) C:\Documents and Settings\vibranium\Local Settings\Temp\a.exe Std Info - Create: 04/04/2012 16:41:47
52211

Figure 15. Paths of suspicious files are displayed. (Lee, 2014, digital case files)

When looking at the keyword hits, you’ll notice that they often appear in clusters.
Looking at one of the clusters, we see a new artifact named SEKURLSA.DLL in the
middle of several suspicious executables (Figure 16). Googling this file name shows us
that it belongs to the Mimikatz tool mentioned previously. This discovery substantiates
our guess that file hydrkatz.exe is Mimikatz in disguise. Therefore, we’ll add Sekurlsa.dll

to our keyword list.

B H S 0o s TDUNGAN_MFT Resultssx - Bxeel L ? H - 0 X%
HOME  INSERT ~ PAGELAYOUT ~ FORMULAS ~ DATA  REVIEW  VIEW Suspicious F—-I|e In Keyword Grouping

WS UL UNSY
sekurlsa_1 ¥ j\ C:\WINDOWS\system32\sekurlsa.dll v
A B C D E -
1 Date/Time ~|Accd ¥ | Compute ~ | Description '~ Details T~ Prpperties
50604/04/03/201215:19:50 N/A TDUNGAN Create Date (FN Infp) C:\WINDOWS\system32\hydrakatz. Stdl Info - Create: 03/31/2003 12:00:00
50605/04/03/201215:26:01 N/A TDUNGAN Create Date (FN IntJ ) C:\WINDOWS\system32\pe.exe Stdl Info - Create: 03/31/2003 12:00:00
50606'04/03/2012 15:30:13 N/A TDUNGAN Create Date (FN Infp) |C:\WINDOWS\system32\sekurlsa.dlI |std info - Create: 03/31/2003 12:00:00
50607 04/03/201215:33:20 N/A TDUNGAN Create Date (FN Infb) C:\WINDOWS\Prefetch\HYDRAKATZ.EXE-27849502.pf Stdl Info - Create: 04/03/2012 15:33:20
50608 04/03/201215:40:31 N/A TDUNGAN Create Date (FN Infp) C:\WINDOWS\Prefetch\NET.EXE-01A53C2F.pf Stdl Info - Create: 04/03/2012 15:40:31
50609 04/03/201215:40:31 N/A TDUNGAN Create Date (FN Infp) C:\WINDOWS\Prefetch\NET1.EXE-029B9DB4.pf Stdl Info - Create: 04/03/2012 15:40:31
50610/04/03/201216:02:15 N/A TDUNGAN Create Date (FN Infb) C:\WINDOWS\Prefetch\HYVY.EXE-2A94EF14.pf Stdl Info - Create: 04/03/2012 16:02:15
50611/04/03/2012 16:06:55 N/A  TDUNGAN Create Date (FN Inféj=€s < Hrrgsech A ieath AShyppesiarce + Info - Create: 08/25/2011 21:55:40
50612/04/03/2012 16:08:00 N/A TDUNGAN Create Date (FN Info) C:\WINDOWS\Prefetch\FTP.EXE-OFFFB5A3.pf Std Info - Create: 04/03/2012 16:08:00

50613/04/03/201216:09:29 N/A  TDUNGAN Create Date (FN Info) C:\Documents and Settings\tdungan\Local Settings\Application Data\Mozill; Std Info - Create: 04/03/2012 16:09:29
50614 04/03/201216:09:29 N/A  TDUNGAN Create Date (FN Info) C:\Documents and Settings\tdungan\Local Settings\Application Data\Mozill; Std Info - Create: 04/03/2012 16:09:29
50615 04/03/201216:29:56 N/A TDUNGAN Create Date (FN Info) C:\Documents and Settings\tdungan\Application Data\Dropbox\shellext\I\4Std Info - Create: 04/03/2012 16:29:56

50616/04/03/2012 16:30:02 N/A TDUNGAN Create Date (FN Info) C:\WINDOWS\system32\hyvy.exe Std Info - Create: 03/31/2003 12:00:00

50617/04/03/2012 16:30:02 N/A TDUNGAN Create Date (FN Info) C:\WINDOWS\ 2\hyvy.exe:Zone ifi Std Info - Create: 03/31/2003 12:00:00

50A12/04/02/2012 1A:29-92 N/&  TDILINGAN__Create Date (ENLInfn) _C:\Dacuments and Settings\tdungan\l nral Settings\Annlication Data\Mazill: Std Infn - Create: 04/02/2012 16:29:28 |7
MFT_TDungan <] »

Figure 16. Mimikatz .dll file. (Lee, 2014, digital case files)

Finally, it is easy to filter the data on a particular path to see if there are any other
files of interest in the same directories. Looking at ¢:\windows\system32\dllhost\, we find

the file WINCLIENT.REG, which we’ll add to the keyword list (Figure 17).
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H - 0O s TDUNGAN_MFT_Results.xlsx - Excel ? B - O X

HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW
winclient_1 ~ f\ C:\WINDOWS\system32\dllhost\winclient.reg v
A B C D E -

1 |Date/Time ~ | Accc ¥ Compute ¥ | Description ~  Details
50034/04/03/2012 00:34:26 N/A TDUNGAN Create Date (FN Info) C:\WINDOWS\system32\dllhost
50035/04/03/2012 00:35:03 N/A TDUNGAN Create Date (FN Info) C:\WINDOWS\ 2\dllhost\svchost.exe
50036]04/03/201200:35:10 N/A  TDUNGAN Create Date (FN Info) |C:\WINDC"‘-‘$‘ 2\dllhost\wincl reg
52211

-T|Properties

Std Info - Create: 04/03/2012 00:34:26
Std Info - Create: 03/31/2003 12:00:00
|std Info - Create: 04/03/2012 00:35:10

Figure 17. Winclient artifact. (Lee, 2014, digital case files)

Using the keywords or IOCs discovered so far, we can start to look for other

compromised systems on the network.

5.1.2. Win7-32-NROMANOFF (WKS-WIN732BITA)

Running our keyword list against workstation WKS-WIN732BITA (10.3.58.7)
prefetch files generates hits on A.EXE and HYDRAKATX.EXE. Within the intrusion
timeframe established earlier, we see the adversary possibly using native Windows tools

to explore the host and network (Figure 18).

H ©- o s NROMANOFF_Prefetch_Results.xisx - Excel o L. ?@E - o0 X%
HOME  INSERT ~ PAGELAYOUT ~ FORMULAS  DATA  REVIEW  VIEW More;S USP|C|0US AC“Vlty

AT 1 - Jo | atexe v

A B C D G b=
1 Date/Time ~ | Account ¥ | Computer| v | Description v ~ | Miscellaneou ~ | Artifac
17 04/03/2012 21:50:44 N/A NROMANOFF WMIC.EXE-B77E8CD6. pf WMIC.EXE Prefet(
22 04/03/201223:10:02 N/A NROMANOFF NETSTAT.EXE-6D34D712.pf NETSTAT.EXE er of Time Run: 3 Prefet(
25 04/04/201200:43:06 N/A NROMANOFF A.EXE-8D56B1C4.pf AEXE mber of Time Run: 26 Prefet(
26 04/04/2012 01:52:26 N/A NROMANOFF SC.EXE-BC6DAF49.pf SC.EXE Number of Time Run: 12 Prefet(
27 04/04/2012 01:55:42 N/A NROMANOFF REG.EXE-26976709. pf REG.EXE Number of Time Run: 9 Prefet
62 04/04/2012 15:48:46 N/A NROMANOFF TASKLIST.EXE-9811FA1E. pf TASKLIST.EXE Number of Time Run: 1 Prefet(
79 04/05/2012 13:20:48 N/A NROMANOFF HYDRAKATZ.EXE-AODADASS.pf HYDRAKATZ.EXE Number of Time Run: 2 Prefet
80 |04/05/2012 13:24:24 N/A NROMANOFF IPCONFIG.EXE-62724FE6. pf 'IPCONFIG.EXE | Number of Time Run: 6 Prefet(
24 04/06/2012 13:25:06 N/A NROMANOFF NET1.EXE-B8A82478.pf NETLEXE Number of Time Run: 9 Prefet(
8504/06/2012 13:41:09 N/A NROMANOFF AT.EXE-E3131BD4.pf AT.EXE |Number of Time Run: 9 Prefet(
86 04/06/2012 14:03:14 N/A NROMANOFF NET.EXE-1DF2A2F6.pf NET.EXE Number of Time Run: 14 Prefet(
87 04/06/2012 19:00:47 N/A NROMANOFF CMD.EXE-89305D47.pf CMD.EXE Number of Time Run: 25 Prefet
23 04/06/2012 19:00:55 N/A NROMANOFF PING.EXE-B29F6629. pf PING.EXE Number of Time Run: 14 Prefet
121 04/07/2012 16:22:10 N/A NROMANOFF A.EXE-F91CBAOE. pf AEXE Number of Time Run: 1541 Prefet(

122 A

prefetch file_info ©) < 3

READY 14 OF 120 RECORDS FOUND

B 3 M -

———+ 100%

© 2017 The SANS Institute

Figure 18. Possible native Windows tools used by the adversary. (Lee, 2014, digital case files)

Executing one after the other are two suspicious files with randomly generated

names (Figure 19).

Microsoft Office UserMicrosoft Office UserGreg Lalla, greg.lalla@mail.comMicrosoft
Office User

Author retains full rights.



Hunting through Big Data with Excel | 2

H - b s NROMANOFF Prefetch_Results.xlsx - Excel ? B - O X
HOME  INSERT ~ PAGELAYOUT =~ FORMULAS  DATA  REVIEW  VIEW

TOPLZAG... ~ Jx | TopLzAGU.EXE v

A B C D E F G H[=
1 Date/Time v Account ¥ Comp ~ | Description ~  Details % perties ~  Mi ~ | Artifac|
5 03/26/2012 04:00:00 N/A NROMANOFF WSQMCONS.EXE-E2CE6542.pf WSQMCONS.EXE Number of Time Run: 1 Prefet(
6 |03/29/2012 22:44:42 N/A NROMANOFF NAPRDMGR.EXE-55F08014.pf NAPRDMGR.EXE Number of Time Run: 2 Prefet(
7 |03/31/201217:18:51 N/A NROMANOFF SCRNSAVE.SCR-225A7D32.pf SCRNSAVE.SCR Number of Time Run: 12 Prefet(
8 |04/01/2012 05:00:02 N/A NROMANOFF SDIAGNHOST.EXE-67CD1457.pf SDIAGNHOST.EXE Number of Time Run: 2 Prefet(
9 |04/01/2012 05:00:38 N/A NROMANOFF CSC.EXE-4EF173D0.pf CSC.EXE Number of Time Run: 4 Prefet(
10 04/01/2012 05:00:38 N/A NROMANOFF CVTRES.EXE-419E4E46.pf CVTRES.EXE Number of Time Run: 4 Prefet(
11 04/01/2012 14:17:38 N/A NROMANOFF ACRORD32.EXE-33939BD1.pf ACRORD32.EXE Number of Time Run: 4 Prefet(
12 /04/03/2012 20:38:05 N/A NROMANOFF MMC.EXE-2E157AES.pf MMC.EXE Number of Time Run: 1 Prefet(
13 |04/03/2012 21:03:30 N/A NROMANOFF TOPLZAGU.EXE-4EFD8FD3.pf [TOPLZAGU.EXE INumber of Time Run: 1 Prefet(
14 04/03/2012 21:18:21 N/A NROMANOFF OSCMPGPK.EXE-DDCC6901.pf OSCMPGPK.EXE Number of Time Run: 1 Prefet(
15 |04/03/2012 21:18:21 N/A NROMANOFF RUNDLL32.EXE-6706170E.pf RUNDLL32.EXE Number of Time Run: 2 Prefet(

Figure 19. Randomly generated file names. (Lee, 2014, digital case files)

Finally, there is a well-known artifact associated with the remote administrative
command tool named PSEXEC by Microsoft. Administrators of the system could have
used this tool to manage the system, but since it appears in our timeframe and may be an
indication of lateral movement of the adversary, the keyword PSEXE will be added to
our list to spot the ‘Client’ executable of PSEXEC.EXE and the ‘Service’ executable of
PSEXESRV.EXE. Right below PSEXESRV.EXE is another artifact observed on
workstation WKS-WINXP32BIT (but not noted), named SPINLOCK.EXE. Since this
executable was run two minutes after PSEXEC and since the name of the file is not

familiar to us, it will be added to the keyword list as well (Figure 20).

H ©- D = NROMANOFF_Prefetch_Results.xlsx - Excel ?2 @ - 0O X
HOME  INSERT ~ PAGELAYOUT ~ FORMULAS  DATA  REVIEW  VIEW

psexe 1 fr | esexesvcexe v

A B C D E F G H[=
1 Date/Time ~ | Account v | C ~ | Description ~ | Details ~  Properties ~ | Mi: ~ | Artifac|
62 04/04/2012 15:48:46 N/A NROMANOFF TASKLIST.EXE-9811F41E.pf TASKLIST.EXE Number of Time Run: 1 Prefet(
63 04/04/2012 18:51:15 N/A NROMANOFF SVCHOST.EXE-CD257EB2.pf SVCHOST.EXE Number of Time Run: 1 Prefet(
64 I04/04/2012 18:52:11 N/A NROMANOFF PSEXESVC.EXE-51BA46F2.pf PSEXESVC.EXE INumber of Time Run: 9 Prefet(
65 04/04/2012 18:54:51 N/A NROMANOFF SPINLOCK.EXE-1610A75A.pf SPINLOCK.EXE Number of Time Run: 16 Prefet(
66 04/04/2012 19:40:29 N/A NROMANOFF FIRETRAY.EXE-83604477.pf FIRETRAY.EXE Number of Time Run: 3 Prefet(

Figure 20. The keyword list has two more files added to it. (Lee, 2014, digital case files)

Keywords run against the Autoruns output gives us two hits. One on

PSEXESRV.EXE and one for C:\Windows\System32\dllhost\svchost.exe (Figure 21).

H - 0D = NROMANOFF_Autoruns_Results.xlsx - Excel ?2 @ - 0O %X
HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW
dilhost 1~ f\ c:\windows\system32\dllhost\svchost.exe v
A B C D E F -
1 |Date v Acct ¥ Computer ~ Description ~ | Details ~ | Properties T Mi
194|N/A  N/A  NROMANOFFHKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run - svchost Ic:\windows\system32\dllhost\svchost.exe |Launch String: c:\windows
485 N/A  N/A  NROMANOFFHKLM\System\CurrentControlSet\Services - PSEXESVC PsExec Service c:\windows\psexesvc.exe Launch String: %SystemRo
762

Figure 21. Two keyword hits on Autorun entries. (Lee, 2014, digital case files)
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We find two additional hits when examining the Shellbag entries of user

Vibranium (Figure 22).

2

H - 0O s viranium_NROMAONOFF_Shellbag_Results.xlsx - Excel ? H - O X
FILE HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW
E75 v I v
A B C D E F G H -
1 Date/Time ~ Account| v Computer |~ Description - Details -T|Properties | v Miscellaneous | v Artifacts ~
33 04/03/2012 23:38:38 viranium NROMAONOFF First Accessed My Computer\C:\Windows\System32\dllhost\ Shellbags
40 |04/04/2012 02:23:59 viranium NROMAONOFF Last Accessed My Computer\C:\Windows\System32\dllhost\ Shellbags

72

Figure 22. Shellbag keyword hits. (Lee, 2014, digital case files)

Running the keywords against the ShimCache entries yields several interesting

artifacts. First, we see that C:\Windows\Temp\a.exe is executed 47 times in one hour.

Next, we find an entry with a file name from our keyword list, but with a different file
extension. Recall that we saw a suspicious file called WINCLIENT.REG. The keyword
list contained only the word WINCLIENT as the search term. This shortened keyword
produced a hit on WINCLIENT.EXE which we found in user Vibranium’s download

folder (Figure 23). This user account is the same one seen above accessing the

C:\Windows\System32\dllhost\ directory which contained the WINCLIENT.REG file

from before.

H - O s NROMANOFF_ShimCache_Results.xlsx - Excel
HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW
winclient_1 ~ f\ C:\Users\vibranium\Downloads\winclient.exe

A B C D

3]

F G

1 Date/Time -T|Accc ¥ | Computer| v | Description ~ | Details
272/04/03/2012 21:03:23 N/A  NROMANOFF User ShimCache Entry C:\Windows\TopLZAGU.exe
273/04/03/2012 21:11:07 N/A  NROMANOFF User ShimCache Entry C:\Windows\PSEXESVC.EXE
274 04/03/2012 21:12:04 N/A  NROMANOFF User ShimCache Entry C:\Windows\PSEXESVC.EXE
275/04/03/2012 21:13:07 N/A  NROMANOFF User ShimCache Entry C:\Windows\PSEXESVC.EXE
276 04/03/2012 21:13:29 N/A  NROMANOFF User ShimCache Entry C:\Windows\PSEXESVC.EXE
277 04/03/2012 21:14:56 N/A  NROMANOFF User ShimCache Entry C:\Windows\PSEXESVC.EXE
278/04/03/2012 21:18:14 N/A  NROMANOFF User ShimCache Entry C:\Windows\oSCMpGpk.exe
279 04/03/2012 21:19:52 N/A  NROMANOFF User ShimCache Entry C:\Windows\PSEXESVC.EXE

-T Properties | v |Misce ~ | Artifact:

Executed: True
Executed: True
Executed: True
Executed: True
Executed: True
Executed: True
Executed: True
Executed: True
Executed: True

280 04/03/2012 22:40:25 N/A  NROMANOFF User ShimCache Entry c:\windows\system32\dllhost\svchost.exe
281|u4/o3/2012 22:40:25 N/A  NROMANOFF User ShimCache Ent:]C:\Users\vibranium\DownIoads\winclient.exe

|executed: False

282/04/03/2012 22:53:39 N/A  NROMANOFF User ShimCache Entry C:\Windows\system32\spinlock.exe
330/04/04/2012 01:00:45 N/A  NROMANOFF User ShimCache Entry C:\windows\system32\hydrakatz.exe
331/04/04/2012 01:46:37 N/A  NROMANOFF User ShimCache Entry C:\Windows\PSEXESVC.EXE

332

System_Shim

READY 13 OF 330 RECORDS FOUND

Executed: True
Executed: True
Executed: True

o x

v

H [«

ShimCat
ShimCaq
ShimCa(
ShimCar
ShimCa(
ShimCa(
ShimCat
ShimCat
ShimCat
ShimCar
ShimCat
ShimCaq
ShimCaq

i) M -——+ 100%

Figure 23. Winclient keyword hit. (Lee, 2014, digital case files)

Last, every entry from 04/03/2012 onward is a hit, except three files. Looking at

these three files, they appear suspicious and are flagged (Figure 24).
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H - 0D = NROMANOFF_ShimCache_Results.xlsx - Excel ?2 @ - 0O X
HOME  INSERT  PAGELAYOUT  FORMULAS  DATA  REVEW  VIEW O uspicious Entries n '-EI me)rame
ToplLZAGU... ¥ j‘\ C:\Windows\TopLZAGU.exe v
A B C D F G H [+
1 Date/Time ~ | Accg ¥ | Comp ~ | Description ~ | Properties |~ Miscq v |Artifact!
268/03/16/2012 21:36:21 N/A y R a\laca aller.exe  Fxecuted: True ShimCat
26p04/03/2012 18:08:50 W/A ANOFF User ShimCache Enfry C:\SRecycle.Bin\S-1-5-21-2036804247-3058324640-2116585241-1673\SRR3GW21.exe [Executed: False ShimCat
27p|04/03/2012 18:08:50 W/A™ NROMANOFF User ShimCache Enfry C:\dllhot.exe =xecuted: True ShimCa
270/04/03/2012 18:08:50 W/A  NROMANOFF User ShimCache Enjry C:\dllhost.exe Executed: True ShimCa(
272[04/03/2012 21:03:23 N/A  NROMANOF? User ShimCache En amu.exe Executed: True Shimcal
273/04/03/2012 21:11:07 N/A  NROMANOFF User ShimCache Entry C:\Windows\PSEXESVC.EXE Executed: True ShimCa(
274/04/03/2012 21:12:04 N/A  NROMANOFF User ShimCache Entry C:\Windows\PSEXESVC.EXE Executed: True ShimCar
275/04/03/2012 21:13:07 N/A  NROMANOFF User ShimCache Entry C:\Windows\PSEXESVC.EXE Executed: True ShimCar
276/04/03/2012 21:13:29 N/A  NROMANOFF User ShimCache Entry C:\Windows\PSEXESVC.EXE Executed: True ShimCa(
277 04/03/2012 21:14:56 N/A  NROMANOFF User ShimCache Entry C:\Windows\PSEXESVC.EXE Executed: True ShimCa(
278/04/03/2012 21:18:14 N/A  NROMANOFF User ShimCache Entry C:\Windows\oSCMpGpk.exe Executed: True ShimCa¢
279 04/03/2012 21:19:52 N/A  NROMANOFF User ShimCache Entry C:\Windows\PSEXESVC.EXE Executed: True ShimCa¢
280 04/03/2012 22:40:25 N/A  NROMANOFF User ShimCache Entry c:\windows\system32\dllhost\svchost.exe Executed: True ShimCar
281/04/03/2012 22:40:25 N/A  NROMANOFF User ShimCache Entry C:\Users\vibranium\Downloads\winclient.exe Executed: False ShimCar
222/04/02/201277-52:29 N/&  NROMANOFE Liser ShimCacha Fntn C\Windows\sustem3a\sninlock exe Fxacuted: Trie ShimCal ~
System_Shim [©) [« >

] -——+ 100%

Figure 24. Suspicious Entries found in the Time Frame. (Lee, 2014, digital case files)

Running the keywords against the MFT file shows us the paths of the artifacts of

interest on this system (Figure 25).

H ©- ¢ b = NROMANOFF_MFT_Results.xlsx - Excel ? @ - 0O X
HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW
sekurlsa_1 ~ f\ \Windows\System32\sekurlsa.dll v
A B C D E -
1 |Date/Time -T Acc ¥ Compute ¥  Descriptic v | Details ~ | Properties

114162 04/03/201221:03:30 N/A NROMANOI Create Date \Windows\Prefetch\TOPLZAGU.EXE-4EFD8FD3.pf Std Info - Create: 04/03/2012 21:
114166 04/03/201221:11:09 N/A NROMANOI Create Date \Windows\Prefetch\PSEXESVC.EXE-51BA46F2.pf Std Info - Create: 04/03/2012 21:
114167 04/03/201221:17:57 N/A NROMANOI Create Date \Windows\oSCMpGpk.exe Std Info - Create: 04/03/2012 21:
114168 04/03/201221:18:21 N/A NROMANOI Create Date \Windows\Prefetch\OSCMPGPK.EXE-DDCC6901.pf Std Info - Create: 04/03/2012 21:
114826 04/03/201222:59:43 N/A NROMANOI Create Date \Windows\System32\spinlock.exe Std Info - Create: 04/03/2012 22:|
114835 04/03/201223:09:17 N/A NROMANOI Create Date \Users\vibranium\AppData\Local\Temp\_MEI138842\spinlock.exe.manifest Std Info - Create: 04/03/2012 23:|
114836 04/03/2012 23:09:26 N/A NROMANOI Create Date \Windows\Prefetch\SPINLOCK.EXE-1610A75A.pf Std Info - Create: 04/03/2012 23:
114843 04/03/2012 23:54:46 N/A NROMANOI Create Date \Windows\Temp\a.exe Std Info - Create: 04/03/2012 23:|
114844 04/03/2012 23:54:48 N/A NROMANOI Create Date \Windows\Prefetch\A.EXE-8D56B1C4.pf Std Info - Create: 04/03/2012 23:.
114856 04/04/201200:01:45 N/A NROMANOI Create Date \Users\vibranium\AppData\Local\Temp\_MEI57722\spinlock.exe.manifest Std Info - Create: 04/04/2012 00:
114866 04/04/201200:06:41 N/A NROMANOI Create Date \Users\vibranium\AppData\Local\Temp\_MEI111242\spinlock.exe.manifest Std Info - Create: 04/04/2012 00:/
114877 04/04/201201:00:07 N/A NROMANOI Create Date \Windo 2\hydrak exe Std Info - Create: 04/04/2012 01:/
114878 04/04/201201:01:15 N/A NROMANOI Create Date \Windo 2\pe.exe Std Info - Create: 04/04/2012 01:
114879' 04/04/2012 01:02:10 N/A NROMANOI Create Date |\ \ 2\sekurlsa.dll |std Info - Create: 04/04/2012 01

114220 04/04/72017 M1+09:02 N/ NROMANOI Create Date \Windnws\Prafetch\HYDRAKATZ FXF-ANDADASS nf Std Infn - Create: 04/04/2012.01: 7

MFT_NRomanoff <« »

F 115585 RECORDS FO! 100%

e —

Figure 25. File paths for keyword hits. (Lee, 2014, digital case files)

Running the keywords against the Application Event Viewer log produced two
hits (Figure 26).

Ho 2 D -
HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW
E13587 - I v
A B C D E F G H -
1 |Date/Time |+ | Account ¥ | ¢ p ~ | Description ~  Details ~ |Properties [o7] ~ | Artifact 7

12985 04/04/2012 01:18:15 -
12986 04/04/2012 01:18:15 -
13581

NROMANOFF Application Error -
NROMANOFF Application Error -

c:\windows\system32\dllhost\svchost.exe |
c:\windows\system32\dllhost\svchost.exe |

Evt ID: 1000 | Evt Record #: 6103 Application Event Log
Evt ID: 1000 | Evt Record #: 6103 Application Event Log

Figure 26. The keyword hits in the Application Event Viewer log. (Lee, 2014, digital case files)
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The Security Event Viewer log has several keywords in it (Figure 27).

H - O -
HOME INSERT
E25157 M
A B
1 |Date/Time v|Ac~

25168 04/03/2012 21:11:08 -
2524804/03/2012 21:12:07 -
2532004/03/2012 21:13:08 -
25375/04/03/2012 21:13:29 -
25430/04/03/2012 21:14:56 -
25519/04/03/2012 21:19:53 -
25539/04/03/2012 21:19:53 -
25553/04/03/2012 21:19:53 -
37730/04/05/2012 05:19:11 -
37743/04/05/2012 05:19:11 -
37751/04/05/2012 05:19:11 -
37764/04/05/2012 05:19:11 -
37777/04/05/2012 05:19:11 -
63933

/2934

Sheetl

Sheet2

Highlighted_NROMANOFF_Security_EventLog_XML_Standard_Format.xlsx - Excel

PAGELAYOUT ~ FORMULAS ~ DATA  REVIEW  VIEW
fx || oxco00006d
c b) E

Compute ¥ | Descriptior ¥ | Details

7?7 @ - O X
v
F G -
T Propertie v | Miscellaneous v | Arti

NROMANOI Microsoft-Wit C:\Windows\PSEXESVC.EXE

NROMANOI Microsoft-Wit C:\Windows\PSEXESVC.EXE

NROMANOI Microsoft-Wit C:\Windows\PSEXESVC.EXE

NROMANOI Microsoft-Wit C:\Windows\PSEXESVC.EXE

NROMANOI Microsoft-Wit C:\Windows\PSEXESVC.EXE

NROMANOI Microsoft-Wit C:\Windows\PSEXESVC.EXE

NROMANOI Microsoft-Wit C:\Windows\PSEXESVC.EXE

NROMANOI Microsoft-Wii C:\Windows\PSEXESVC.EXE

NROMANOI Microsoft-Wit \device\harddiskvolumel\windows\system32\dllhost\svchost.exe
NROMANOI Microsoft-Wit \device\harddiskvol 1\windo! 2\dllhost\svchost.exe
NROMANOI Microsoft-Wit \device\harddiskvol 1\windo! y 2\dllhost\svchost.exe
NROMANOI Microsoft-Wit \device\harddiskvolumel\users\vibranium\appdata\local\temp\a.exe
NROMANOI Microsoft-Wit \device\harddiskvolumel\users\vibranium\appdata\local\temp\a.exe

\
\Sy

Sheet3 ® <

READY 13 OF 63931 RECORDS FOUND

ProcessNam Evt ID: 4625 | Evt Record #: 526080 Sec
ProcessNam Evt ID: 4625 | Evt Record #: 526086 Sec
ProcessNar Evt ID: 4625 | Evt Record #: 526092 Sec,
ProcessNar Evt ID: 4625 | Evt Record #: 526097 Sec
ProcessNarr Evt ID: 4625 | Evt Record #: 526102 Sec
ProcessNar Evt ID: 4624 | Evt Record #: 526111 Sec
ProcessNarr Evt ID: 4624 | Evt Record #: 526110 Sec
ProcessNarr Evt ID: 4648 | Evt Record #: 526109 Sec
Application Evt ID: 5156 | Evt Record #: 527370 Sec
Application Evt ID: 5158 | Evt Record #: 527369 Sec
Application Evt ID: 5156 | Evt Record #: 527368 Sec
Application Evt ID: 5156 | Evt Record #: 527367 Sec
Application EvtID: 5158 | Evt Record #: 527366 Sec

B M -——+ 100%

Figure 27. The keyword hits in the Security Event Viewer log. (Lee, 2014, digital case files)

And finally, the System Event Viewer log has a bunch of hits (Figure 28).

H ©- [
HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW

dilhost 1~ f‘ c:\windows\system32\cmd.exe /k c:\windows\system32\dllhost\svchost.exe | v

A B C D E F G [2]
1 |Date/Time ~ Account |~ Comp! ~ |Description | v Deta v | Properties T/ Mi: ~ | Artif
8882 04/03/2012 21:03:27 S-1-5-21-2036 NROMANOFF Service Control - %SYSTEMROOT%\TopLZAGU.exe | Evt ID: 7045 | Evt Record #: 14789 Syst(
8899 |04/03/2012 21:11:07 S-1-5-21-2036 NROMANOFF Service Control - %SystemRoOt%\PSEXESVC.EXE | Evt ID: 7045 | Evt Record #: 14794 Syst(
8910 04/03/2012 21:12:04 S-1-5-21-2036 NROMANOFF Service Control - %SystemRoOt%\PSEXESVC.EXE | Evt ID: 7045 | Evt Record #: 14797 Syst(
8924 04/03/2012 21:13:08 S-1-5-21-2036 NROMANOFF Service Control - %SystemRoOt%\PSEXESVC.EXE | Evt ID: 7045 | Evt Record #: 14800 Syst(
8935 04/03/2012 21:13:29 S-1-5-21-2036 NROMANOFF Service Control - %SystemRoot%\PSEXESVC.EXE | Evt ID: 7045 | Evt Record #: 14803 Syst
8946 04/03/2012 21:14:56 S-1-5-21-2036 NROMANOFF Service Control - %SystemRoot%\PSEXESVC.EXE | Evt ID: 7045 | Evt Record #: 14806 Syst(
8952 04/03/2012 21:18:18 S-1-5-21-2036 NROMANOFF Service Control - %SYSTEMROOT%\0SCMpGpk.exe | Evt ID: 7045 | Evt Record #: 14809 Syst(
8966 04/03/2012 21:19:53 S-1-5-21-2036 NROMANOFF Service Control - %SystemRoot%\PSEXESVC.EXE | Evt ID: 7045 | Evt Record #: 14813 Syst(
907104/03/2012 23:52:47 S-1-5-21-2036 NROMANOFF Service Control - |c:\windt, \ 2\cmd.exe /k c:\windows)\ 2\dllhost\s|Evt ID: 7045 | Evt Record #: 14848 Systi
9092 |04/04/2012 00:07:23 S-1-5-21-2036 NROMANOFF USER32 = spinlock.exe | EvtID: 1074 | Evt Record #: 14856 Syst
10485/04/04/2012 18:52:11 S-1-5-21-2036 NROMANOFF Service Control - %SystemRoot%\PSEXESVC.EXE | Evt ID: 7045 | Evt Record #: 15316 Syst
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Figure 28. The keyword hits in the System Event Viewer log. (Lee, 2014, digital case files)

Examining the Event Viewer logs using Event IDs instead of keywords, also
yields some information that was not previously known. Pivoting on Event ID 5156
(“The Windows Filtering Platform has permitted a connection”) shows an outbound
connection from one of the suspicious executables to IP address 12.190.135.235 (Figure
29). This address will be added to the keyword list and possibly added to the company’s

network devices to log or block any connections still going to this location.
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H ©- @ [ = Pivot NROMANOFF Security_EventLog_XML_Standard_Format.xisx -... PIVOTTABLE TOOLS
HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW ANALYZE DESIGN
A58 - Jf¢ || tayerrTiD | -
A B C D E F
44| = Evt ID: 5156
45| CApolication | -
46 \device\harddiskvolumel\users\vibranium\appdata\local\temp\a.exe
47 \device\harddiskvolumel\windows\system32\dllhost\svchost.exe
48| ='DestAddress | -
49 12.190.135.235
50 127.0.0.1
51 =DestPort| -
52 52924
53 5678 .
s Network({€onnections
55 #Direction | -
56| @ FilterRTID | -
57 __#layerName | -
58| @layerRTID | - |
L #Processid | -
Sheetd | Sheetl | Sheet2 | Sheet3 @ <

READY CALCULATE

? @ - O X
v
PivotTable Fields v X
Choose fields to add to report: &~
Date/Time [+]
Account —
Drag fields between areas below:
Y FILTERS Il COLUMNS
= ROWS 3 VALUES
Miscellan... v ||+
Properties v |~
Defer Layout Update

B M -—F—+ 100%

Figure 29. Outbound connection. (Lee, 2014, digital case files)

Examining the Event IDs in the CSV output of the Event Viewer Security log

shows us some other activity that could be related to the intrusion. First, we filter on

Event ID 4624 (“An account was successfully logged on”) Type 10

(“Remotelnteractive’), which shows us possible lateral movement using the Remote

Desktop protocol (Figure 30).

H ©- b = NROMANOFF_Security_EventLog_CSV_Export.xlsx - Excel i ? B - O X
HOME INSERT  PAGELAYOUT  FORMULAS DATA  REVEW  VEW Rossible/Lateral Movement
D2695 v f\ An account was successfully logged on. / v
A B C D E F G H =
1 Date/Time ~ | Account ~ Comp ~ | Description ~ |Details |~/ perti ¥ Mi: -T|Artifact b

2547|04/03/2012 20:37:40 rsydow NROMANOFF An account was successfully logged on. 10.3.58.4 ogonType:10  EvtID: 4624 Security Event Log
2569|04/03/2012 20:47:39 nromanoff NROMANOFF An account was successfully logged on. 10.3.16.5 ogonType:10  EvtID:4624 Security Event Log
2695|M/03/2012 22:08:05 vibranium NROMANOFF |An account was successfully logged on. —|10.3.58.7 ogonType: 10  EvtID:4624 Security Event Log
2696/04/03/2012 22:08:05 vibranium NROMANOFF An account was successfully logged on. 10.3.58.7 ogonType: 10  EvtID:4624 Security Event Log
3063|04/04/2012 02:03:59 nromanoff NROMANOFF An account was successfully logged on. 10.3.16.5 ogonType:10  EvtiD:4624 Security Event Log
3103/04/04/2012 02:17:48 vibranium NROMANOFF An account was successfully logged on. 10.3.58.7 ogonType:10  EvtID: 4624 Security Event Log
3104/04/04/2012 02:17:48 vibranium NROMANOFF An account was successfully logged on. 10.3.58.7 ogonType:10  EvtID: 4624 Security Event Log
3167/04/04/2012 03:31:50 rsydow NROMANOFF An account was successfully logged on. 10.3.58.4 ogonType:10  EvtID:4624 Security Event Log
3168/04/04/2012 03:31:50 rsydow NROMANOFF An account was successfully logged on. 10.3.58.4 ogonType:10  EvtID:4624 Security Event Log
3293/04/04/2012 12:20:42 rsydow NROMANOFF An account was successfully logged on. 10.3.58.4 ogonType:10  EvtID:4624 Security Event Log
3294/04/04/2012 12:20:42 rsydow NROMANOFF An account was successfully logged on. 10.3.58.4 ogonType: 10  EvtID:4624 Security Event Log
3330/04/04/2012 12:29:11 SRL-Helpdesk NROMANOFF An account was successfully logged on. 10.3.58.4 ogonType:10  EvtID: 4624 Security Event Log
3331/04/04/2012 12:29:11 SRL-Helpdesk NROMANOFF An account was successfully logged on. 10.3.58.4 ogonType:10  EvtID: 4624 Security Event Log
3479/04/04/2012 12:42:03 SRL-Helpdesk NROMANOFF An account was successfully logged on. 10.3.58.4 ogonType:10  EvtID: 4624 Security Event Log

2420104/04/2017 12-42-02  SRI-Helndesk  NROMANOFE _An account was successfully lngged on | 102524 lnoonTune- 10 FutiN-4624 Security Fuent Log |~
Security ©) Kl | »

READY 35 OF 6184 RECORDS FOUND

Ml -——F———+ 100%

Figure 30. Possible lateral movement. (Lee, 2014, digital case files)

Next, we apply a filter on Event IDs 4717, 4724, 4732, 4733, and 4738. These

Event IDs relate to changes made to user accounts. The results of the filter show activity

by account RSYDOW against account SRL-Helpdesk (Figure 31).
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H - 0O = NROMANOFF_Security_EventLog_CSV_Export.xlsx - Excel ? H - O X
HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW
F6190 - f v
A B C D E F G [«
1 Date/Time ~ |Accou ¥ Comp ~ | Description ~ | Details ~ | Properties ~ | Miscellane
2531/04/03/2012 20:26:18 rsydow NROMANOFF A member was added to a security-enabled local group. BUILTIN\Administrators Target Account: SRL-Helpdesk EvtID: 4732
2532/04/03/2012 20:26:18 rsydow NROMANOFF A member was removed from a security-enabled local group. BUILTIN\Users Target Account: SRL-Helpdesk EvtID: 4733
2533/04/03/2012 20:26:18 rsydow NROMANOFF A member was removed from a security-enabled local group. BUILTIN\Administrators Target Account: SRL-Helpdesk EvtID: 4733
2561/04/03/2012 20:40:38 SYSTEM NROMANOFF System security access was granted to an account. SeRemotelnteractiveLogon Target Account: Everyone Evt ID: 4717
3314/04/04/2012 12:22:15 rsydow NROMANOFF An attempt was made to reset an account's password. Target Account: SRL-Helpdesk Evt ID: 4724
3315/04/04/2012 12:22:15 rsydow NROMANOFF A user account was changed. Password Last Set: 4/4/2012 Target Account: SRL-Helpdesk Evt ID: 473§
3466/04/04/2012 12:35:57 rsydow NROMANOFF An attempt was made to reset an account's password. Target Account: SRL-Helpdesk Evt ID: 4724
3467/04/04/2012 12:35:57 rsydow NROMANOFF A user account was changed. Password Last Set: 4/4/2012 Target Account: SRL-Helpdesk Evt ID: 473§
6186

Figure 31. User account changes. (Lee, 2014, digital case files)

Finally, examining the System Event Viewer log by Event ID produces several
more keywords. The Event ID filtered on is 7045 (“A service was installed in the
system”). This filter shows us hits on several suspicious executables that we’ve already
seen, but also provides us with unique Service Names of Mys, winsvchost, and
MqIXmtLRaYQDMsv]jY (Figure 32). We added these three new terms to the keyword
list.

d O = NROMANOFF_System_EventLog_CSV_Export.xls - Excel - ? B - O %X
HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW NA .e.W. (\SAQQ/.!QS Nl a m .e.s
oy X, - .- = = E - 2 A
[ oy [catbr JuCJA A =& ®- EewapTet General - r M. T Y ik
Paste B I U- B A Bl== e=s= B Merge Center ~ <% » 498 Condiiog A Sort & Find &
st ¢ u - A EdMerge & Center - § © 30 omadB- Ta I Format~ &~ Fijer+ Select -
Clipboard 1 Font [F] Alignment ] Number Cells Editing ~
F2967 v f\ c:\windows\system32\cmd.exe /k c:\windows\system32\dllhogi v
A B c D 3 F G [«]

1 |Date/Time -T| Accot ¥ | Compute v | Description ~ Details ~ | Miscell .Y\
2909 04/03/2012 21:03:27 NROMANOF A service was installed 7%\TopLZAGU.exe Evt ID: 7045
2914/04/03/2012 21:11:07 NROMANOF A service was installe@Name: 601% \PSEXESVC.E Evt ID: 7045
291704/03/2012 21:12:04 NROMANOF A service was installed Name: PsExec Ro0t%\PSEXESVC.EXE Evt ID: 7045
292104/03/2012 21:13:08 NROMANOF A service was installed Name: PsExec stemRoot%\PSEXESVC.EXE Evt ID: 7045
2924 04/03/2012 21:13:29 NROMANOF A service was installed Name: PsExec 7 SystemRoot%\PSEXESVC.EXE Evt ID: 7045
2927|04/03/2012 21:14:56 NROMANOF A service was installegblamas 2 amBoot®iD Evt ID: 7045
2929 04/03/2012 21:18:18 NROMANOF A service was installed Name: Mys %SYSTEMROOT%\0SCMpGpk.exe Evt ID: 7045
2933/04/03/2012 21:19:53 NROMANOF A service was installed Name: PsExec %SystemRoot%\PSEXESVC.EXE Evt ID: 7045
2967'04/03/2012 23:52:47 NROMANOF A service was install* Name: winsvchost | c:\windows\system32\cmd.exe /k c:\windows\systemal\dIlhost\svlqu 1D: 7045
3567

System < »

READY FILTERMODE CALCULATE &3 | M -————+ 100%

Figure 32. The keyword list has Service names added to it. (Lee, 2014, digital case files)

5.1.3. Win7-64-NFURRY (WKS-WIN764BITB)

Running our keyword list against workstation WKS-WIN764BITB (10.3.58.6)
Autorun entries shows us Scheduled Tasks that run two of the suspicious executables that

we have seen on other machines on this network (Figure 33).
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H ©- @ 0 = NFURY_Autoruns_Results.xlsx - Excel ? B - O X
h DATA  REVEW  VIEW ScheduledfiTiasks

HOME INSERT PAGE LAYOUT FORMULAS

ol f— € se - -
B % [Catir u A E=E »- Swepte General | & % [y Eren s X by ik
paste B & = ¢ d | Formgtes cat | Beete - B L ia
ate. o B I U~ . H-A- E== &35 EMerge& Center - %3 £§ Conditional Formatas Cell .., ort & Fin
. ¥ 4 9 ® 2% Formatting~ Table~ Styles~ (%Format= &~ Firers elect-
Clipboard 1 Font r. Alignment Number r. Styles Cells Editing ~
dilhost 1~ j\ Launch String: "emd" /cc: s\system32\dllhost\svchost.exe v
A B C D F G -
1 |Date,-T Acc ¥ Compi ¥ | Description hd ~ | Properties hd
576 N/A N/A NFURY [Task Scheduler-\Atl Windows C d P c:\windows\sy 2\cmd.exe Launch String: "ecmd" /c c:\windows\system32\spinlock.exe
577IN/A N/A NFURY [Task Scheduler-\At2 Windows C d P c:\windows\sy 2\cmd.exe |Launch String: "emd" /c c:\windows\system32\dllhost\svchost.exe
921

Figure 33. Suspicious scheduled tasks. (Lee, 2014, digital case files)

A search against NFurry’s Shellbag entries shows the directory

C:\Windows\System32\dllhost\ where several suspicious executables reside (Figure 34).

H - @- 0 - NFury_NFURY_Shellbag_Results.xlsx - Excel 2 @ - O %X
HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW
oy ¥, L. = Solnsert + 2 v A
. ibri - - == - £ - "F 4 4
D _ Calibri 111 A A = ¥/ =# Wrap Text General 2 =4 E" Delete - . ZY H
Paste B I U- A B== e Merge & Center ~ .9 s 3 g Conditional Formatas Cell .., Sort & Find &
. ¥ =T 4 erge & Center - $ ® 2% Formatting~ Table~ Styles~ =3 Format &~ Fijer~ Select~
Clipboard 1 Font n Alignment & Number [ Styles Cells Editing ~
G161 - I v
A B C D E F G H -~
1 Date/Time -T|Account ~ | Comp ~ | Description |~ Details v perties | ¥ Miscell ~ | Artifacts
118 04/05/201217:13:58  NFury NFURY First d My Comp \C:\Windi \Sy 2\dllhost\ Shellbags
131/04/06/2012 18:43:43 NFury NFURY Last A d My Computer\C:\Windows\Sy 2\dllhost\ Shellbags
158

Figure 34. Shellbag keyword hits. (Lee, 2014, digital case files)

A keyword search against the MFT entries on the system shows the suspicious

WINCLIENT.REG file in a user’s Recycle Bin (Figure 35).

H ©- ¢ 0O = NFURY_MFT_Results.xlsx - Excel 2 3 - O %X
HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW
ey X _— . e = _ =, B Golnsert v > v A
Calibri lu cA s =2 - EwepTet General - P i ] \ 4
Oy | 2 % Bpdee - []- 2 ith
Paste B I U- R &= 5= [ Merge & Center .9 s <3 % Conditional Formatas Cell ., Sort & Find &
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Figure 35. Winclient in user’s recycle bin. (Lee, 2014, digital case files)

When we look at the Application Event Viewer log, two entries show up for the

suspicious SVCHOST.EXE file (Figure 36).
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Figure 36. Keyword hits in the Application Event Viewer log. (Lee, 2014, digital case files)
And finally for this host, in the System Event Viewer log, several instances of
PSEXEC and PSEXESVC are found running as services (Figure 37).
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Figure 37. Keyword hits in the System Event Viewer log. (Lee, 2014, digital case files)

5.1.4. Win2008R2-Controller (CONTROLLER)
The last host (IP Address 10.3.58.4) examined in this case study is the domain

controller. When we look at the Autorun entries, we discover a scheduled task to run

SPINLOCK.EXE (Figure 38).
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Figure 38. Suspicious scheduled task. (Lee, 2014, digital case files)

Examining the MFT log shows PSEXEC and Spinlock on the system (Figure 39).
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Figure 39. Keyword hits in MFT file. (Lee, 2014, digital case files)

The Application Event Viewer records the same SPINLOCK.EXE file in
Windows Error Reporting (WER) (Figure 40).
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Figure 40. Keyword hits in the Application Event Viewer log. (Lee, 2014, digital case files)
The Security Event Viewer log (Figure 41) and the System Event Viewer log
(Figure 42), both show the PSEXESVC.EXE service running.
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Figure 41. Keyword hits in the Security Event Viewer log. (Lee, 2014, digital case files)
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Figure 42. Keyword hits in the System Event Viewer log. (Lee, 2014, digital case files)

5.1.5. Master IOC Spreadsheet

Taking all the hits found from each of the workstations and combining them into
one master spreadsheet allows the responder to see, among other benefits, what the
adversary is doing chronologically; what artifacts they used across systems; and what
capabilities they deployed. To demonstrate the techniques outlined in this paper, the
standard output in the below images have been manipulated to fit the relevant

information into the screenshots.

When we look at the timeline of events, the incident appears to have started on
04/03/2012 with the exploitation of host TGUNGAN (WKS-WINXP32BIT), then
laterally moving to host NROMANOFF (WKS-WIN732BITA), then on to the Domain
Controller (CONTROLLER) and finally to NFURY (WKS-WIN764BITB) (Figure 43).
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Figure 43. A timeline of events. (Lee, 2014, digital case files)
Tools used across hosts by the adversary include svchost.exe (Figure 44), a.exe
(Figure 45), spinlock.exe (Figure 46), winclient (Figure 47), and psexesvc (Figure 48).
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Figure 44. SVCHOST.EXE keyword hits. (Lee, 2014, digital case files)
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Figure 45. A.EXE keyword hits. (Lee, 2014, digital case files)
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42 04/03/2012 22:59:43 NROMANOFF C:\Windows\System32\spinlock.exe FN Info - Modify: 04/03/2012 22:59:43, Entry: 04/03/201 MFT Entry
|43 04/03/2012 23:09:26 NROMANOFF C:\Windows\Prefetch\SPINLOCK.EXE-1610A75A. pf FN Info - Modify: 04/03/2012 23:09:26, Entry: 04/03/201 MFT Entry
51 04/04/2012 00:01:45 NROMANOFF C:\Users\vibranium\AppData\Local\Temp\_MEI57722\spinlock.exe.manifest ~FN Info - Modify: 04/04/2012 00:01:45, Entry: 04/04/201 MFT Entry
53 04/04/2012 00:06:41 NROMANOFF C:\Users\vibranium\AppData\Local\Temp\_MEI111242\spinlock.exe.manifest FN Info - Modify: 04/04/2012 00:06:41, Entry: 04/04/201 MFT Entry
5_504/04/2012 00:07:23 NROMANOFF spinlock.exe USER32 Application Event Log |~
| 65 04/04/2012 01:46:40 NROMANOFF C:\Users\vibranium\AppData\Local\Temp\_MEI39242\spinlock.exe.manifest FN Info - Modify: 04/04/2012 01:46:40, Entry: 04/04/201 MFT Entry
81 04/04/2012 15:07:33 NROMANOFF C:\Users\vibranium\AppData\Local\Temp\_MEI25602\spinlock.exe.manifest ~ FN Info - Modify: 04/04/2012 15:07:33, Entry: 04/04/201 MFT Entry
84 04/04/2012 17:04:44 TDUNGAN C:\WINDOWS\system32\spinlock.exe FN Info - Modify: 04/04/2012 17:04:44, Entry: 04/04/201 MFT Entry
85 04/04/2012 17:06:37 TDUNGAN C:\WINDOWS\system32\spinlock.exe Executed: N/A ShimCache
ﬁM/M/ZOlZ 18:28:42 CONTROLLER spinlock.exe Windows Error Reporting Application Event Log
204/04/2012 18:54:51 NROMANOFF SPINLOCK.EXE-1610A75A.pf Number of Time Run: 16 Prefetch Entry =
| 93 04/04/2012 18:54:52 NROMANOFF C:\Users\vibranium\AppData\Local\Temp\_MEI29562\spinlock.exe.manifest FN Info - Modify: 04/04/2012 18:54:52, Entry: 04/04/201 MFT Entry
1100 04/05/2012 16:54:26 NFURY C:\Windows\System32\spinlock.exe FN Info - Modify: 04/05/2012 16:54:26, Entry: 04/05/201 MFT Entry
104 04/05/2012 17:15:57 TDUNGAN C:\WINDOWS\Prefetch\SPINLOCK.EXE-1F9810CF.pf FN Info - Modify: 04/05/2012 17:15:57, Entry: 04/05/201 MFT Entry
110504/05/2012 17:16:02 TDUNGAN |C:\Documents and Settings\vibranium\Local Settinﬁ\TemE) MEIIZZSGZ\SEinleN Info - Modify: 04/05/2012 17:16:02, Entry: 04/05/201 MFT Entry
ﬁM/OG/ZOlZ 13:25:01 TDUNGAN SPINLOCK.EXE-1F9810CF.pf Number of Time Run: 4 Prefetch Entry
133 3
K <> ¥ Sheett 1 DKl z L4
Ready 17 of 131 records found | M- O &) A
Figure 46. SPINLOCK.EXE keyword hits. (Lee, 2014, digital case files)
Stark 10C_All_Modifiedxisx - Microsoft Excel
Home | Insent  Pagelayout Formuas Data  Review View Tesm c@o @
2 & cu Casbri AN F=EE Y S General . A w } cm T jj X autoSum - Ag
‘J Ry Copy - A A . S virap Text ) ’ (g :?‘ 22 I 9’ ﬂ
P g formapainee B L U L S A EE I iR Evegencons $ - % 0 8 R Condtond o Cel et Delte Fomol g St T
Clipboard ont Alignment Number Styles Cells Eda
Cc102 ot S C:\SRecycle.Bin\$-1-5-21-2036804247-3058324640-2116585241-1673\SR6S0DDB\winclient.reg Z
A B c ) -
1 Date/Time ¥ | C ~ Details ¥ Properties ~ Artifa
6 04/03/2012 00:35:10 TDUNGAN C:\WINDOWS\system32\dilhost\winclient.reg FN Info - Modify: 04/03/2012 00:35:10, Entry: 04/03/201 MFT €
| 40 04/03/2012 22:40:25 NROMANOFF C:\Users\vibranium\Downloads\winclient.exe False Shim(
102 04/05/2012 17:13:57 NFURY |C:\$REI9.Bin\S-I'S-Zl~1035804147-3055324§40~2115535241-1573\$RGSODDB\winc|i9nt.E‘ IFN Info - Modify: 04/05/2012 17:13:57, Entry: 04/05/201 MFT E
133

Figure 47. WINCLIENT keyword hits. (Lee, 2014, digital case files)
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a9 o= [N Stark_|OC_All_Modified.xIsx - Microsoft Excel -0
Home | Insert Pagelayout Formulas Data Review View Team c@o @R
==X Calibri 1 C AN == ¥ Swepten General . E 13‘:%‘ 0 it ; 3 AutoSum © v 3
~ ¥ Format Painter ERATEEM = | 2R Merge & Center - MR feahs Formatting - as Table ~ Styles~ |~ - o | @Cear e Selecte
Clipboard g Font . Alignment g Number g Styles Cells Editing |
\ cs7 - fe  C:\Windows\PSEXESVC.EXE v
| A B I c D N
1 Date/Time ~ Computer  ~ | Details ¥ |Properties ~ |Artifa
31 04/03/201221:11:09 NROMANOFF C:\Windows\Prefetch\PSEXESVC.EXE-51BA46F2.pf FN Info - Modify: 04/03/2012 21:11:09, Entry: 04/03/201 MFT E
32 04/03/2012 21:14:56 NROMANOFF C:\Windows\PSEXESVC.EXE Executed: True Shim(
37 04/03/2012 21:19:52 NROMANOFF C:\Windows\PSEXESVC.EXE Executed: True Shim(
38 04/03/2012 21:19:53 NROMANOFF Service Name: PsExec %SystemRoot%\PSEXESVC.EXE Syster
64 04/04/2012 01:46:37 NROMANOFF C:\Windows\PSEXESVC.EXE Executed: True Shim¢
66 04/04/2012 01:48:01 NROMANOFF PsExec Service Control Manager Applic
80 04/04/2012 14:37:19 NROMANOFF PSEXESVC Service Control Manager Applic
EM/OA/ZDH 18: CONTROLLER IC:\Windows\PSEXESVC.EXE |PrccessName Securi
90 04/04/2012 18:52: NROMANOFF C:\Windows\PSEXESVC.EXE FN Info - Modify: 04/04/2012 18:52:11, Entry: 04/04/201 MFT E 1
91 04/04/2012 18:52:11 NROMANOFF PSEXESVC.EXE-51BA46F2.pf Number of Time Run: 9 Prefet
101 04/05/2012 17:07:15 NFURY %SystemRoot%\PSEXESVC.EXE Service Control Manager Applic
106 04/05/2012 17:23: NFURY %SystemRoot%\PSEXESVC.EXE Service Control Manager Applic
117 04/06/2012 18:09:48 NFURY %SystemRoot%\PSEXESVC.EXE Service Control Manager Applic
128 N/A NROMANOFF PsExec Service %SystemRoot%\PSEXESVC.EXE Autor

Figure 48. PSEXESVC.EXE keyword hits. (Lee, 2014, digital case files)

The capabilities of the adversary are also significant to know to defend and
respond to the intrusion. Figure 48 has already shown that the intruder is likely using
PSEXEC from Microsoft to assist in moving laterally. There is also evidence that the
adversary is running malware through Scheduled Tasks (Figure 49) and is using the tool

Mimiatz tool to steal user credentials (Figure 50).

Stark_I0C_All_Modified.xIsx - Microsoft Excel -0 “

formuas  Dats  Review

General

iRiR Merge&Ceners $ - % 0

86 - £ C\WINDOWS\Prefetch\AT.EXE-2770DD18.pf v

A B c D E =

1 Date/Time * Computer ~ Details X Properties ~ Artifacts

86 04/04/2012 17:24:44 TDUNGAN ICv\WINDOWS\Plefetch\AYAEXE-277ODDI&p' |FN Info - Modify: 04/04/2012 17:24:44, Entry: 04/04/2012 17:24:44 MFT Entry

114 04/06/2012 13:41:09 NROMANOFF AT.EXE-E31318D4.pf Number of Time Run: 9 Prefetch Entry

119 04/06/2012 18:55:35 TDUNGAN AT.EXE Number of Time Run: 14 Prefetch Entry

130 N/A NFURY Task Scheduler - \At1 "emd" /c c:\windows\system32\spinlock.exe Autoruns

131 N/A NFURY Task Scheduler - \At2 "emd" /c c:\windows\system32\dllhost\svchost.exe Autoruns

132 N/A Controller Task Scheduler - \At2 “emd" /c c:\windows\system32\spinlock.exe Autoruns

133

Figure 49. Scheduled Tasks. (Lee, 2014, digital case files)

a9 - S Stark_IOC_All_Modified.xIsx - Microsoft Excel - O
Home | Insert Pagelayout Formulas Data Review View Team c@o @R
== % cut ibri S L= . ) ) Fhe R X Autosum - 2 3
B ;{;(Opyv Calibri S LA = » Shwrap Text General E j;;tﬁ _L_’ﬂ & EJ S ﬁ lﬁ
e i B 1 U7 7 9 A reracomne §7 % + W Codtow o G| e oo o - i
Clipboard « Font . Alignment . Number - Styles Cells Editing |
| co - fe  C:\WINDOWS\system32\hydrakatz.exe v
| A B I c I D E A
1 Date/Time ~ Computer - Details ¥ Properties ~ | Artifacts -
T|O4/03/2012 15:. TDUNGAN C:\WINDOWS\system32\hydrakatz.exe lFN Info - Modify: 04/03/2012 15:20:27, Entry: 04/03/2012 15:20:27 MFT Entry
11 04/03/2012 15:30:13 TDUNGAN  C:\WINDOWS\system32\sekurlsa.dIl FN Info - Modify: 04/03/2012 15:30:13, Entry: 04/03/2012 15:30:13  MFT Entry
12 04/03/2012 15:33:20 TDUNGAN C:\WINDOWS\Prefetch\HYDRAKATZ.EXE-27B49502. pf FN Info - Modify: 04/03/2012 15:33:20, Entry: 04/03/2012 15:33:20 MFT Entry
45 04/03/2012 23:30:35 TDUNGAN HYDRAKATZ.EXE-27B49502.pf Number of Time Run: 4 Prefetch Entry
59 04/04/2012 01:00:45 NROMANOFF C:\windows\system32\hydrakatz.exe Executed: True ShimCache
61 04/04/2012 01:02:10 NROMANOFF C:\Windows\System32\sekurlsa.dll FN Info - Modify: 04/04/2012 01:02:10, Entry: 04/04/2012 01:02:10 MFT Entry
62 04/04/2012 01:09: NROMANOFF C:\Windows\Prefetch\HYDRAKATZ.EXE-AODADASS. pf FN Info - Modify: 04/04/2012 01:09:03, Entry: 04/04/2012 01:09:03 MFT Entry
97 04/05/2012 13:20:48 NROMANOFF HYDRAKATZ.EXE-AODADASS.pf Number of Time Run: 2 Prefetch Entry L
133

Figure 50. Mimikatz artifacts. (Lee, 2014, digital case files)
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6. Conclusion

Using Microsoft Excel in your investigation during an incident can help bring lots
of different data sources together into one location with a standard format for quick and
easy analysis of the data. It also allows the analyst to manipulate the data in ways that can
bring out indicators of compromise missed when buried in unrelated events contained in
the original log files. This paper only touched on a few of Microsoft Excel’s features and
capabilities. The more you can automate the processes involved in analyzing the data, the
better the tool becomes. To take it to a higher level, consider learning more advanced
concepts in programming in VBA and taking advantage of add-ins/plugins that Microsoft

and third party entities offer that can expand the analysis of your data even further.
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8. Appendix

8.1. Appendix A - Open Source Tools

Here is a listing of the tools used in this document:
* NOTEPAD++, v7.3.2 (https://notepad-plus-plus.org/)
¢ Shellbags Explorer, v0.7.0.0 (http://binaryforay.blogspot.com/p/software.html)
*  Bro, v2.5 (https://www.bro.org/)
* Snort, v2.9.9.0 (https://www.snort.org/)
e [PTables, v1.6.1 (https://git.netfilter.org/iptables/)
*  Wevtutil.exe, v6.1.7600.16385 (Native Windows 7 tool)
* Autorunsc.exe, v13.7 (https://technet.microsoft.com/en-us/sysinternals/bb842062)
* Shimcacheparser.py, v1.0 (https://github.com/mandiant/ShimCacheParser)
* Pasco.exe, v1.0 (https://www.mcafee.com/us/downloads/free-tools/pasco.aspx)
e analyzeMFT, v2.0.18 (https://github.com/dkovar/analyzeMFT)
* parse prefetch info, v1.5 (http://redwolfcomputerforensics.com — dead link)
*  Wireshark, v2.2.4 (https://www.wireshark.org/)
* CYGWIN, v2.7.0. (https://www.cygwin.com/)
Within CYGWIN Environment:
o SED - https://www.gnu.org/software/sed/
o CUT — part of https://www.gnu.org/software/coreutils/coreutils.html

o CAT — part of https://www.gnu.org/software/coreutils/coreutils.html
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8.2. Appendix B — Resources
Here is a listing of books and blog web sites that I have found beneficial in

learning Excel and VBA Programming:

Excel 2013 Power Programming with VBA by John Walkenback
e Excel 2013 Bible by John Walkenback
* http://analysistabs.com/
* https://powerspreadsheets.com/
* http://stackoverflow.com/
* http://wellsr.com/
* https://www.ablebits.com/
* http://www.mrexcel.com/
* https://www.techonthenet.com/excel/index.php
* https://www.thespreadsheetguru.com

8.3. Appendix C — Files Available on GitHub

I have provided code to automate much of the processes described in this

document. If there are issues running the code, check to make sure you are using the

same version of software listed in Appendix A.

The VBA code is separated up into two categories. One category contains
individual code for each of the log files mentioned in this document along with a few
miscellaneous scripts for specific tasks. The other category contains two ‘Master’
spreadsheets that comprise many of the individual scripts into one document for ease of
execution. You can find the code at https://github.com/gregory-lalla/GCIH_Gold under
the ‘Code’ directory. Each category has two sub-categories. The sub-categories are

explained below.

Module Files:
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The files under this sub-category are individual modules that can be added
to macro-enabled spreadsheets (see Section 3.5 for directions on adding
macros to a spreadsheet). You can find the code at GitHub site under the
Code/Singles/Module BAS Files directory. Each log file has code
designed specifically for the output shown in this paper. There are four
types of modules. The first type will search the data for specific keywords
and will have the word ‘keyword’ in the file name. The second type will
search the data for specific Event IDs and will have the word ‘EventID’ in
the file name. The third type will format the data per the instructions
provide in this paper and will contain the words ‘Standard Format’ in the
file name. The last type will be code which is designed to perform a
specific task and will not have any of the words mentioned above in the
file name. The following is a list of the task specific macros and a

description of each:
* Binary Hex2Ascii_Conversion_Module:

This script will convert a column of hexadecimal encoded
characters to human readable ASCII encoding. This script
will work on an XML export of Microsoft Event Viewer

data.
* Insert Headers Module:

This script will insert the standard headers described in this

paper to the spreadsheets first row.
* EventLogs Application CSV_Unique IDs per Sheet Module:

This script will take each unique Event ID and create an
individual spreadsheet (tab) containing only those Event
IDs. This script will work on a CSV export of Microsoft
Event Viewer Application log data.

* EventLogs Security CSV_Unique IDs per Sheet Module:
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This script will take each unique Event ID and create an
individual spreadsheet (tab) containing only those Event
IDs. This script will work on a CSV export of Microsoft

Event Viewer Security log data.
* EventLogs System CSV_Unique IDs per Sheet Module:

This script will take each unique Event ID and create an
individual spreadsheet (tab) containing only those Event
IDs. This script will work on a CSV export of Microsoft

Event Viewer System log data.
Macro Files:

The files under this sub-category also contain individual scripts designed
specifically for each log file. The scripts here, however, are contained
within a Macro-enabled Excel file. There is a button on the first
spreadsheet that will prompt the user to specify the log file they wish to
process. The script will then run and produce a unique output file name
based on the hostname that produced the log. These Excel files contain the
same types of scripts mentioned above, except there are no task-specific
modules for hexadecimal to ASCII conversion or inserting of headers.
You can find the code at the GitHub site under the

Code/Singles/Excel Macro Files directory.
Singles Combined:

The file under this sub-category is named ‘Master-Single.xIsm’ and
combines all the code from the Macro Files sub-category. Each log file
has its own button that when pushed will run the same code as the Macro
Files sub-category. This file is available on the GitHub site at
https://github.com/gregory-
lalla/GCIH_Gold/blob/master/Code/Combined/Singles Combined/Master

-Single.xIsm.

Master IOC Combined:
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The file under this sub-category is named ‘Master-IOC.xIsm’ and has two
differences from the ‘Master-Single.xlsm’ document. First, the result of
the script not only writes to a unique file, but is appended to an overall
Master IOC Excel file. When opening the document, the user is prompted
to either select a previously created Master IOC file or to create a new
one. This file is then used to hold the results of all the scripts run. The
other difference is that instead of a standard format button, there is a
button to filter the results of each log file by date to remove data that is
outside the timeframe of an incident. This file is available on the GitHub
site at https://github.com/gregory-
lalla/GCIH_Gold/blob/master/Code/Combined/Master IOC Combined/M

aster-I0OC.xIsm.

There is also a documents directory located at https://github.com/gregory-
lalla/GCIH_Gold/blob/master/Docs with several subdirectories. The ‘Supplement’
subdirectory contains a document named
‘Additional Log Formatting_Instructions.docx’ which covers instructions for formatting
the logs mentioned in Section 4.2 of this paper. It also contains a file named
‘Pivote_Table Example.docx’ which shows examples of the content discussed in Section
3.6 of this paper. Last, there is a file named
‘Complete GTIAC_GCIH_Gold Paper Greg Lalla.docx’ which is the original document
before it was edited to fit the requirements of a GIAC Gold Paper (Because of file size
limits on Github, the document has been compressed and split into three files. You can
recombine the compressed files with 7-zip). The ‘Template’ subdirectory contains an
Excel Macro-Enabled Template named ‘standard format.xltm’ you can use when
manipulating data from log files not discussed in this paper. The last subdirectory in the
‘Docs’ folder is “Worksheet Functions.” This folder contains a document named
‘Worksheet Functions_in_Paper.docx’ which contains the worksheet functions used in

this paper, along with a description of what each one accomplishes.

The last directory at the root of the GitHub page is named ‘Misc’ and contains the

SED script file named ‘months.sed,” which fixes the Date/Time fields of Linux system
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logs. You can find the SED script at https://github.com/gregory-
lalla/GCIH_Gold/blob/master/Misc/SED Month Replacement Filter/months.sed.

8.4. Appendix D: Windows Logs Explained
For brevity, anything discussed previously will be not be explained again but only

referenced.

8.4.1. Event Viewer Logs

Because Event Viewer logs can contain hundreds of thousands of entries, it is
essential to reduce the data to a manageable level before importing it into Excel. One way
to do this is to use XML filtering in Event Viewer Custom Views which is more efficient
than filtering through the GUI. There are many types of expressions you can use, but two
of the more useful are sorting by timeframe and sorting by a username (See Figure 51 and
52). For more information about XML filtering, see the article at
https://blogs.technet.microsoft.com/askds/2011/09/26/advanced-xml-filtering-in-the-

windows-event-viewer/.

ls) Create Custom View “ -0
File Action View Help Fiter | ML | si— S clect’ XML Tab
< 20 B
To provide an event filter in XPath form, click the “Edit query manually” checkbox below.
{8 Event Viewer (Local) m ) . Ao
4 3 Custom Views | |[<Quentlist> — :
¥ Alinistrative Events || No™e <Query Id="0" Path="file://C:\Users\Profile\ Desktop\ Cases\win7-64-nfury\Parsed Custom Views -
& Wind@s Logs Administrativf|  [\Eventlogs\Security\Security.evtx"> Open Saved Log.
. <Select Path="file://C:\Users\Profile\Desktop\ Cases\win7-64-nfury
Appliditions and Services Lo \Parsed\EventLogs\Security\Security.evtx > *[System[ TimeC reated[ @System Time&gt; ¥ Create Custom View
Saved flogs ='2012-04-08T00:00:00.000Z and @SystemTimedit;='2012-04-08T23:59:59.999Z']]] </Select> mport Custom View..
y Subscribtions </Query>
</QuenyList>| View »
‘ 3 Refresh
\ H Hep »
l \ | Administrative Events -
Right.Clicksfor \ Open
New,Custom Timeframe,Eilter. Properties
View. B Hep
¥ Edit query manually
\\
< > D )
A8 (=2 LY (= (15 oK Cancel

Figure 51. Event Viewer XML Timeframe Filter. (Lee, 2014, digital case files)
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| Create Custom View n - g
File Action View Help Fater | XML
“a dv‘ - ﬂ -
To provide an event filter in XPath form, click the “Edit query manually” checkbox below.
(@ Event Vews: (Locah [ Custom Views | I [ Actions
4 9 Custom Views <Quenylist> - .
" Administrative Events || No™e <Query Id="0" Path="file://C:\Users\Profile\ Desktop\ Cases\win7-64-nfury\Parsed Custom Views >
) Administrativi \Eventlogs\Security\Security.evtx"> Open Saved Lo
¥ Fiker Log By Date sy <Select Path="file://C:\Users\Profile\Desktop\Cases\win7-64-nfury 9
& Windows [figs iter Log By | |\ parsed\EventLogs\Security\Security.evtx"> “[EventData[ (Data= nfury}]] < /Select> ¥ Creste Custom View
Applicatiog and Services Lo </Query> P
SavedlLog /0 > ‘ mport Custom View..
3 Subscriptifihs , View »
/) i Refresh
’ H Hep >
! | Administrative Events -
Open
To/Run Custom UsernameFiltersfordUseranfury; Properties
Filter; Double H Hep
Clickqlt
V| Edit query manually
< >

oK Cancel

Figure 52. Event Viewer XML Username Filter. (Lee, 2014, digital case files)

An even easier method, avoiding the slow GUI, is to use the native command line
utility called WEVTUTIL.EXE to export the logs. This tool comes with its challenges
such as producing XML files that Excel cannot open. When running the command, there
are several options to massage the data to a format that Excel accepts. To get the correct
results, you may need to mix and match the switches until you get an XML file that
imports into Excel. Here is an example of a command that you can run which filters the

data based on a timeframe:

wevtutil ge "<path _to_system.evtx>"/lf:true
/q:"*[System[TimeCreated[(@SystemTime>="2015-07-10T00:00:00.000Z' and
@SystemTime<="2015-07-13723:59:59.999Z']]]" /f:Rendered XML /e:root > System.xml

A final way to get the output you want from Event Viewer logs is to use

Powershell, which is a topic beyond this paper, but well worth the effort to try and learn.

Once you have reduced the data, you should then export it from the utility. Event
Viewer offers four different formats to export the data: .EVTX, .TXT, .CSV, and . XML
(See Figure 33). This paper will look at the .CSV format and the . XML format. Neither of
these formats includes all the information from the Event Viewer logs, and the data may

need to be combined to get a full picture of what occurred during each event.
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Event Viewer

Take a backup of the events visible in this view.

Figure 53. Save Filtered Event Viewer logs. (Lee, 2014, digital case files)
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In this section, two event logs are shown, each with a slightly different output.

With these two examples, you can manipulate other Event Viewer logs in a similar

manner. First, the Security.evtx log, when exported as a .CSV file produces cells with

newline and carriage returns, which makes the data unwieldy. You will remove the

carriage return character (ASCII Code 13), and replace the newline character (ASCII

Code 10) with the ‘#’ character which will be used as a delimiter to split the data into

columns. You can automate this task with the following Excel Function:

=SUBSTITUTE(SUBSTITUTE(F2,CHAR(13),""),CHAR(10),"#")

Place the above function in an empty cell adjacent to the cell that needs to have

the newline and carriage return characters replaced (Figure 54). The blank cell will then

contain the new contents as its value, but will also contain the formula used in the

function.

Microsoft Office UserMicrosoft Office UserGreg Lalla, greg.lalla@mail.comMicrosoft

Office User

© 2017 The SANS Institute

Author retains full rights.



© 2017 The SANS Institute

Hunting through Big Data with Excel | 4

Security_Function.xlsx - Microsoft Excel

Wome Inset  Pegelmcut  somulss  Dms  Hevew  view | Uevelopsr  lssm

__ s IJJLL:JH“' [¥ Formuls gar ~\ _& EJ EED“' -1-3""': o

Nurml Mige Fagefrosk Cstem Pl [ Grilies [ Headings | 709m 100% Zoom to M\/ Arange Frecre

Swhch lew

c@o@
==

Layout Freview  Views Screen Selecticn Window NI Panez » (] Urhide /mks;n Windenws ~
vicekbock views Shew Loom viincon Mscros
G2 v & =SUBSTITUTE{SUBSTITUTE(F2,CHAR(13),""), CHAR{10},"#"} b
D E % 'K [ G H | 1 -
1 EventID Task Category L
& e ens Shise \ Excel|Functionto/Replace
Subject: Newline, @."ri&i“ 3)iand
Security ID:LOCAL SERVICE Garriage Returns, (Q.hif\\,ﬁ'ﬂ ),
Account Name:LOCAL SERVICE with ak# 'Characterto Actas
Account Domain:NT AUTHORITY al Delimiter,
Logon ID:0x3ES
(o]:}m:Se s “This CellContains
ject Server:| B 5 B
T ———— Newllnt; :tr:j(:n((iamage
Qbject Name:- A etm—
Object Handle:0x0 An operation was attempted on a privileged
object. #4Subject:#Security ID:LOCAL SERVICE#Account
Process Information: Name:LOCAL SERVICE#Account Domain:NT
Process ID:0x228 AUTHORITY#Logon ID:0x3ES##0bjact: #Object
Process Name:C:\Windows\ exe Server LSA#Objact Type: —#Ob;ect Name:-#0bject
Infor 1D:0x2;
Requested Operation: Name:C:\Wi \ 2'\I5as:
Desired Access: 16777216 Operation:#Desired
2 | 4574 Sensitive Privilege Use Privileges:SeSecurityPrivilege Accass; 167772164 Privilege ityPrivilege E
W 4% W] Security 37 MTonimimmmenmemednden o e 14 § ID
s ~ [EEERES L I
A S - |

Figure 54. Remove Newline and Carriage Return Characters from Cell Contents. (Lee, 2014, digital case files)

To produce a similar result in every cell in the column, highlight the cell with the
function and double-click on the bottom right-hand corner of the cell. This action will
copy the function to every cell in the column. The arguments used by the function will be

updated to reflect the correct cell locations (Figure 55).
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Figure 55. Copy Function to All Cells in Column. (Lee, 2014, digital case files)

To prevent the function from being accidently changed and to make it easier to

manipulate the contents of the cell, the values within the new cells will be copied and
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pasted over the formula. To perform this action, select the entire column that contains the
functions, right click the highlighted cells, select ‘Copy,’ right click the highlighted cells
again and select the ‘Paste Value’ icon which has the numbers 123 in the image (Figure
56).
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Figure 56. Copy and Paste Value of cell over the Function in the cell. (Lee, 2014, digital case files)
With the data copied to a new column in the correct format, you can delete the
original column. Since the new column has a delimiter of ‘#’ in the data, the ‘Text to

Column’ feature on the ‘Data’ ribbon can be used to separate the data into multiple

columns (Figure 57).
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Figure 57. Text to Columns. (Lee, 2014, digital case files)

On the ‘Text to Columns’ wizard, select the defaults on Step 1 and 3. On ‘Convert
Text to Columns Wizard — Step 2 of 3° only check ‘Other:” under ‘Delimiters.” In the box
next to ‘Other:’ type the ‘#’ character. Also, make sure the ‘Treat consecutive delimiters

as one’ checkbox is unchecked to keep data of a similar nature in the same columns

(Figure 58).
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Figure 58. Text to Columns Delimited (Lee, 2014, digital case files)
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The result should look like Figure 59 after “Wrap Text’ has been removed from

the worksheet cells.
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Figure 59. Text to Columns Result. (Lee, 2014, digital case files)

These actions should line up most of the data correctly, but you will find there are

some columns with extra data or missing data. Here you’ll need to do some manual work

to get the data correctly aligned. First, run the Standard Format macro to better view the

data. You need to keep in mind the data you want to retain, relative the Column Header

names. Of the five headers already present, keep the ‘Date and Time’; ‘Source’; and

‘Event ID’ columns. The other two columns can be deleted (Figure 60).
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Figure 60. Keep the ‘Date and Time’ column and ‘Event ID’ column. (Lee, 2014, digital case files)

Change the ‘Date and Time’ column header to ‘Date/Time,’ the ‘Source’ header
to ‘Artifact’ and the ‘Event ID’ header to ‘Properties.” To understand what the value of
the cells under ‘Properties’ represent, prefix each cell with the string ‘Event ID: * (Figure

61). You can do this by using the following function:

=“Event ID: "&B2
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Figure 61. Prefix cell value with a string. (Lee, 2014, digital case files)
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Follow the steps outlined previously (the substitute function instructions near

Figure 54) to get the desired results as shown in Figure 62.
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4 04/08/2012 11:32:37 Microsoft-Windows-Security-Auditing Event ID: 4674 An operation was attempted on a privileged object. Subject: Security ID:LOCAL SERVI
5 04/08/2012 11:32:36 Microsoft-Windows-Security-Auditing Event ID: 4634 An account was logged off. Subject: Security ID:SYSTEM
6 04/08/2012 11:32:36 Microsoft-Windows-Security-Auditing Event ID: 4624 An account was successfully logged on. Subject: Security ID:NULL SID
7 04/08/2012 11:32:36 Microsoft-Windows-Security-Auditing Event ID: 4672 An account was successfully logged on. Subject: Security ID:NULL SID
8 04/08/2012 11:12:35 Microsoft-Windows-Security-Auditing Event ID: 4634 Special privileges assigned to new logon. Subject: Security ID:SYSTEM
9 04/08/2012 11:12:35 Microsoft-Windows-Security-Auditing Event ID: 4624 An account was logged off. Subject: Security ID:SYSTEM
10 04/08/2012 11:12:35 Microsoft-Windows-Security-Auditing Event ID: 4672 An account was successfully logged on. Subject: Security ID:NULL SID
11 04/08/2012 11:12:35 Microsoft-Windows-Security-Auditing Event ID: 4648 Special privileges assigned to new logon. Subject: Security ID:SYSTEM
12 04/08/2012 11:12:34 Microsoft-Windows-Security-Auditing Event ID: 4634 A logon was attempted using explicit credentials. Subject: Security ID:SYSTEM
13 04/08/2012 11:12:34 Microsoft-Windows-Security-Auditing Event ID: 4624 An account was logged off. Subject: Security ID:SYSTEM
14 04/08/2012 11:12:34 Microsoft-Windows-Security-Auditing Event ID: 4672 An account was successfully logged on. Subject: Security ID:NULL SID
15 04/08/2012 11:12:34 Microsoft-Windows-Security-Auditing Event ID: 4648 Special privileges assigned to new logon. Subject: Security ID:SYSTEM
16 04/08/2012 11:12:31 Microsoft-Windows-Security-Auditing Event ID: 4985 A logon was attempted using explicit credentials. Subject: Security ID:SYSTEM
17 04/08/2012 11:12:31 Microsoft-Windows-Security-Auditing Event ID: 4985 The state of a transaction has changed. Subject: Security ID:SYSTEM
18 04/08/2012 11:12:31 Microsoft-Windows-Security-Auditing Event ID: 4985 The state of a transaction has changed. Subject: Security ID:SYSTEM
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Figure 62. Date/Time and Properties columns. (Lee, 2014, digital case files)

Using the filter dropdown arrows in each column header cell, delete columns that
clearly don’t contain information of value. Next, find the columns that correspond to the
remaining Column Headers and label them accordingly. Finally, delete the columns that
are not labeled. Remember, to make this process immensely easier, reduce as much data
first by getting rid of rows based off the timeframe, keywords, and Event IDs you know
will not contain information related to the intrusion. The final output would look like

Figure 63 after putting the columns in the correct order.
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Figure 63. The final output of the CSV export data. (Lee, 2014, digital case files)

The second type of export from an Event Viewer log that we will look at is the
XML format. This output is a lot easier to examine since there are already tags defining
each column. As before, you export Event Viewer logs in the XML format by selecting
‘Save All Events As...” or ‘Save Filtered Log File As...” and choosing XML in the 'Save
as type' dropdown list (Figure 53). Import the resulting . XML file into Microsoft Excel.
You will get a popup box asking how to import the data. Select ‘As an XML Table’ and
click on the OK’ button (Figure 64).
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Figure 64. Open .xml file as an XML Table. (Lee, 2014, digital case files)

Once you have imported the data, it will look like Figure 65.
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Figure 65. Imported XML file as a Table. (Lee, 2014, digital case files)

One issue is the Date/Time format, which separates the date and time with the
letter ‘T’ and includes milliseconds followed by the letter ‘Z.” A function will be used to
get the correct format of ‘mm/dd/yyyy hh:mm:ss’. To make manipulating the data easier,

you will convert the table to a normal range. This conversion can be done by selecting the

‘Convert to Range’ button on the ‘Table Tools’ ribbon and selecting ‘Yes’ on the popup

window (Figure 66).
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Figure 66. Convert Table to a Range. (Lee, 2014, digital case files)

In order prevent confusion from the highlighting of artifacts related to the

incident, you should remove the formatting left over from the table layout (Figure 67).
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Figure 67. Clear Table Formatting. (Lee, 2014, digital case files)

To fix the Date/Time formatting, you can use the following function (Figure 68):

=0+SUBSTITUTE(SUBSTITUTE((MID(I2,1,19)),"T"," "),"-","/")
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Figure 68. Function for Date/Time Formatting. (Lee, 2014, digital case files)

This function will display the Date/Time in number format. Apply the
‘mm/dd/yyyy hh:mm:ss’ format to the column for proper display.

Another issue you may run into is that some of the data is hex encoded (Figure
69). To convert the hex data to human readable ASCII data, you can run the
‘Binary Hex2Ascii_Conversion_Module.bas’ code (https://github.com/gregory-
lalla/GCIH_Gold/blob/master/Code/Singles/Module BAS Files/Misc/Binary Hex2Ascii
_Conversion_Module.bas) (Figure 70).
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Figure 69. Hex Encoded Data. (Lee, 2014, digital case files)
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Figure 70. Hex Data Converted to ASCII Data. (Lee, 2014, digital case files)

Once you have fixed all the data conversion issues, it is a simple matter of finding
the columns to keep, applying the headers, formatting the spreadsheet and putting the
columns in the correct order (Figure 71). Once complete, you can begin to search for

artifacts of interest.
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304/08/201211:32:37 WKS-WIN764BITB.shieldb local Privil ist SeSecurityPrivilege
12 04/08/2012 11:32:37 WKS-WIN764BITB.shieldbase.local Processid 0x228
13 04/08/2012 11:32:37 WKS-WIN764BITB.shieldb local Pr C:\Windows\System32\Isass.exe
EM/OS/ZOIZ 11:32:37 WKS-WIN764BITB.shieldbase.local SubjectUserSid $-1-5-19
15 04/08/2012 11:32:37 WKS-WIN764BITB.shieldbase.local SubjectUserName LOCAL SERVICE
EM/OS/201211:32:37 WKS-WIN764BITB.shieldb local SubjectD: inName NT AUTHORITY
EM/OS/ZOH 11:32:37 WKS-WIN764BITB.shieldbase.local SubjectLogonid 0x3e5
18 |04/08/2012 11:32:37 WKS-WIN764BITB.shieldbase.local ObjectServer LSA
19 04/08/2012 11:32:37 WKS-WIN764BITB.shieldbase.local ObjectType - =
|4 4> W[ Sheetl Sheet2 ~Sheet3 /%3 ~ el w ] »
Ready“ = @ 100%@—0—@d

Figure 71. Final Formatted Spreadsheet from XML Data. (Lee, 2014, digital case files)

One last note on XML exported data. Each row does not correspond with only
one Event Viewer log entry. There are multiple rows for each Event Viewer log entry
identified by an ‘EventRecordID’ as shown in Figure 72. Therefore, when there is a hit

on a keyword search, don’t just copy over that one row to the master IOC file, but all the

rows that have the same ‘EventRecordID’ number.

TR Book2 - Microsoft Excel
Home Insert Page Layout Formulas Data Review View Developer Team
1 * Calibri S A A % - Siwrap Text General - ﬁ L@ i- @ z - ZY m
Paste = I S A~ EMerge & Center = | $ ~ % » | %8 ;% Conditional Format Cell | Insert Delete Format @- Sort & Find &
&4 - = ° 0 >0 | Eormatting ~ as Table ~ Styles ~ - - < T Filter~ Select~
Clipboard 1 F] Alignment ] Number w Styles Cells Editing
[ v (- f< | Miscellaneous &
D | E F H -
1 |Descripti Details Properti [mi Artifact ElE |
|104|TargetDomainName SHIELDBASE.LOCAL Event ID: 4648 EventRecordID: 981770 |Microsoft-Windows-Security-Auditing
1105|TargetLogonGuid {E8B09E1A-5ABD-2B38-DF63-943347931D69} Event ID: 4648 :981770 [Microsoft-Windows-Security-Auditing
1106|TargetServerName wks-win764bitb$ Event ID: 4648 : 981770 [Microsoft-Windows-Security-Auditing
1107|Targetinfo wks-win764bitb$ B -ventRecordID: 981770 |Microsoft-Windows-Security-Auditing
1108|Processid 0x514 : EventRecordID: 981770 [Microsoft-Windows-Security-Auditing
1109|ProcessName C:\Windows) \taskhost.exe Event ID: 4648 EventRecordID: 981770 |Microsoft-Windows-Security-Auditing
1110|IpAddress - D|fferent,Event Event ID: 4648 EventRecordID: 981770 |Microsoft-Windows-Security-Auditing
111|IpPort - Nttt =ttt Event ID: 4648 EventRecordID: 981770 [Microsoft-Windows-Security-Auditing
112|TargetUsersid siss record IDs . EventRecordID: 981769 [Microsoft-Windows-Security-Auditing
113 TargetUserName WKS-WIN764BITBS EventID: ID: 981769 |Microsoft-Windows-Security-Auditing
1114/ TargetDomainName SHIELDBASE Event ID: 4634 : 981769 |Microsoft-Windows-Security-Auditing
|115|TargetLogonld 0x881120 : EventRecordID: 981769 |Microsoft-Windows-Security-Auditing
116/ LogonType 3 EventRecordID: 981769 [Microsoft-Windows-Security-Auditing
1117|SubjectUserSid $-1-0-0 Event ID: 462 entRecordID: 981768 |Microsoft-Windows-Security-Auditing
|118|SubjectUserName - Event ID: 4624 ID: 981768 |Microsoft-Windows-Security-Auditing
119/ SubjectDomainName - Event ID: 4624 :981768 |Microsoft-Windows-Security-Auditing
1120|SubjectLogonlid 0x0 Event ID: 4624 EventRecordID: 981768 [Microsoft-Windows-Security-Auditing
121 |TargetUserSid $-1-5-18 Event ID: 4624 EventRecordID: 981768 |Microsoft-Windows-Security-Auditing o
|4 » M| Sheet1 Sheet2 ~Sheet3 /¥3 ~ 0K [ il
Ready | | Count: 11150 |

Figure 72. Event Record IDs in XML Exported Data. (Lee, 2014, digital case files)
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8.4.2. ShimCache Entries
We produced the ShimCache output used in this example by running the

ShimCacheParser python tool against a Windows 7 SYSTEM registry file:

ShimCacheParser.py -i system -o System_Shim.csv

Open the .CSV output file in Excel and then save it as an Excel macro-enabled

workbook file with an .XLSM file extension. Apply the Standard Format macro for a

consistent look. (Figure 73).

Ed9-e-= System_Shim.xism - Microsoft Excel - olEN
m Home Insert Formulas Data Review View Developer Team a@coF R
3 ‘(’ | Gl - A S Wrap Text General Pﬁi‘ J:ﬁd g jm :;’\ ;’J E: ﬁ}? L}a
ey miu-o Sueseace| $ % 0 WS Gute [om G| e oo foms | g puas
Clipboard 1 Font g Alignment Number Styles Cells Editing
€8 - TRUE j
A C D E -
1 Last Modified v Last Update | v Path ~ File Size v ExecFlag ~ E
2 | 01/12/201112:08:00 N/A C:\Program Files (x86)\McAfee\VirusScan Enterprise\mfeann.exe N/A TRUE
| 3 | 11/20/201013:24:52 N/A C:\Windows\system32\LogonUl.exe N/A TRUE
| 4 | 05/04/201105:19:28 N/A C:\Windows\system32\SearchFilterHost.exe N/A TRUE
5 | 05/04/201105:19:28 N/A C:\Windows\system32\SearchProtocolHost.exe N/A TRUE
6 | 07/14/2009 01:39:11 N/A C:\Windows\system32\gpscript.exe N/A TRUE
7 | 12/29/2011 08:06:20 N/A C:\Program Files (x86)\Jetico\BCWipe\BCWipeTM.exe N/A TRUE
’Tl 03/28/2011 11:26:14 N/A C:\Program Files (x86)\Jetico\BCWipe\BCWipeSvc.exe N/A | TRUE .I
9 | 06/23/201103:08:24 N/A C:\Windows\BCUnlnstall.exe N/A TRUE
| 10 | 07/14/2009 01:14:18 N/A C:\Windows\SyswOW64\DIIHost.exe N/A TRUE
11 | 07/14/2009 01:39:06 N/A C:\Windows\system32\DlIHost.exe N/A TRUE
12 11/20/2010 13:32:57 N/A C:\Windows\system32\consent.exe N/A TRUE
| 13| 11/20/201013:24:22 N/A C:\Windows\System32\appwiz.cpl N/A FALSE
14 | 01/04/2012 10:44:20 N/A C:\Windows\System32\ntshrui.dll N/A FALSE
15 11/20/2010 13:25:59 N/A C:\Windows\System32\cscui.dll N/A FALSE
| 16 07/14/2009 01:40:36 N/A C:\Windows\System32\EhStorShell.dll N/A FALSE
17 | 07/14/2009 01:39:46 N/A C:\Windows\System32\svchost.exe N/A TRUE
18 | 11/20/2010 13:25:27 N/A C:\Windows\system32\vssvc.exe N/A TRUE
| 19| 11/20/201013:27:24 N/A C:\Windows\System32\remotepg.dll N/A FALSE =
M 4> »| System_Shim J 0K L4
| Ready | 73 | |[E@m 100% (o) 0 )

Figure 73. Parsed ShimCache Data Standard Look. (Lee, 2014, digital case files)

In this data, there are a few things to note. First, since the date and time represent

the Last Modified date of the executable, in the ‘Miscellaneous’ column it will be noted

as such so that there is less confusion when looking at the final data in a timeline of

events. Second, the ‘Exec Flag” column needs to express that statement to understand

what the “TRUE’ and ‘FALSE’ entries represent. Third, since there are not enough

columns to match the headers we want, it is OK to leave the cells blank under those extra

headers. Finally, we need to insert a column for the name of the computer. The final view

of the ShimCache Excel spreadsheet should look like Figure 74.
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1d9- =

System_Shim.xlsm - Microsoft Excel

-] |

07/14/2009 01:14:42
07/14/2009 01:14:42
07/14/2009 01:14:45
18 07/14/2009 01:15:14
| 19 07/14/2009 01:38:52
20 07/14/2009 01:38:53
21 07/14/2009 01:38:57
22| 07/14/2009 01:39:01
23| 07/14/2009 01:33:02
24| 07/14/2009 01:39:06
07/14/2009 01:33:06
07/14/2009 01:39:07
07/14/2009 01:33:08
07/14/2009 01:39:08
07/14/2009 01:38:09
30 07/14/2009 01:38:11
31 07/14/2009 01:39:13
M 4>

Ready | I3 |

=

B w

2
2
2
2

3B ® NG

System_Shim

'WKS-WIN764BITB
WKS-WIN764BITB
'WKS-WIN764BITB
WKS-WIN764BITB
'WKS-WIN764BITB
WKS-WIN764BITB
'WKS-WIN764BITB
WKS-WIN764BITB
'WKS-WIN764BITB
'WKS-WIN764BITB
'WKS-WIN764BITB
WKS-WIN764BITB
'WKS-WIN764BITB
'WKS-WIN764BITB
'WKS-WIN764BITB
'WKS-WIN764BITB
'WKS-WIN764BITB

File Execution: TRUE  C:\Windows\SysWOWe64\tasklist.exe

File Execution: FALSE C:\Windows\system32\tasklist.exe

File Execution: TRUE  C:\Program Files (x86)\Windows Mail\WinMail.exe
File Execution: FALSE C:\Windows\SysWOW64\EhStorShell.dll

File Execution: FALSE IC:\Windows\szstemsl\wscuimpl 1
File Execution: TRUE  C:\Windows\system32\scrnsave.scr

File Execution: FALSE C:\Windows\system32\calc.exe

File Execution: TRUE  C:\Windows\system32\control.exe

File Execution: TRUE  C:\Windows\system32\defrag.exe

File Execution: TRUE  C:\Windows\system32\DIIHost.exe

File Execution: FALSE C:\Windows\system32\displayswitch.exe

File Execution: TRUE  C:\Windows\system32\Drvinst.exe

File Execution: TRUE  C:\Windows\system32\Dwm.exe

File Execution: FALSE C:\Program Files\DVD Maker\DVDMaker.exe

File Execution: FALSE C:\Windows\ehome\ehshell.exe

File Execution: TRUE  C:\Windows\system32\gpscript.exe

File Execution: FALSE C:\Windows\system32\iscsicpl.exe

Home Insert Page Layout Formulas Data Review View Developer Team 2 @o&@ R
T - T - ) 7 Tem T FEH T Autosum -
| B o Calibri 1 » S Wrap Text General *jgl ?‘Tﬁ _L;'d a0 | - t? L?a
Paste B 7 U- - EadMerge & Center~ | $ + % 9 | % ;% | Conditional Format Cell | Insert Delete Format Sort & Find &
- = EMerg ° 90 >0 | Eormatting ~ as Table » Styles~ |+ - - QClear~  Fijter~ Select~
Clipboard 1 Font K Alignment % Number % Styles Cells Editing
E19 v & ﬁ-‘ C:\Windows\System32\wscui.cpl v
A B c D [ E F G -
1 Date/Time ¥ Account | v | Ce ~ Description ~ Details ~ Properties | | Mi =
14 07/14/2009 01:14:31 WKS-WIN764BITB File Execution: TRUE  C:\Windows\SysWOW64\rundlI32.exe Date/Time reflects Last Modified date

Date/Time reflects Last Modified date
Date/Time reflects Last Modified date¢
Date/Time reflects Last Modified date¢
Date/Time reflects Last Modified dat¢
Date/Time reflects Last Modified date
Date/Time reflects Last Modified dat¢
Date/Time reflects Last Modified date
Date/Time reflects Last Modified dat¢
Date/Time reflects Last Modified date
Date/Time reflects Last Modified dat¢
Date/Time reflects Last Modified date¢
Date/Time reflects Last Modified dat¢
Date/Time reflects Last Modified date¢
Date/Time reflects Last Modified date¢
Date/Time reflects Last Modified date
Date/Time reflects Last Modified dat¢
Date/Time reflects Last Modified date,

<l i

| >

|G R ——C

Figure 74. ShimCache Final Formatting. (Lee, 2014, digital case files)

8.4.3. Shellbags
We produced the Shellbags output used in this example by running the Shellbags
Explorer tool against a Windows 7 USRCLASS.DAT registry file:

Shecmd.exe --timezone="UTC” —d <path to directory containing usrclass.dat>

The output of the above command produces a tab delimited file with a . TSV
extension. Import the file into Excel, choose TAB as the delimiter in the ‘Text Import

Wizard’ and save it as an .XLSM file to run Macro’s against the data (Figure 75).

EA9-&-|= nfury.xlsm - Microsoft Excel -0
Home | Insert  Pagelayout  Formulas  Data  Review  View  Developer  Team 2@co@ R
= . = ) ] | B EE X AutoSum +
B : . Calibri c11 v AT A v SiWrapText General - ijﬁ‘l % _L;'d - E‘ - %? @a
g B za B oA eseaco $ % o W8 Sodtow fume e ookt G0 e fos
Clipboard 1 Font ] Alignment % Number % Styles Cells Editing
A1 (| Bagpath Z
A B C D E F G H I J K L M N o P Q R S I?
1 BagPath Slot NodeSlot MRUPosit Absolutef ShellType Value ChildBags CreatedO1 Modified( Accessed(LastWrite’ MFTEntry MFTSeque FirstExplo L i
2 BagMRU 0 0 3 Desktop\(Root folde Control Pz 5 4/6/2012 0
3 BagMRU 1 0 5 Desktop\¢Root folde Shared Dc 3 4/6/2012 5 0
4 |BagMRU 2 0 7 Desktop\(Root folde Computer 3 4/6/2012% 0
5 BagMRU 3 0 0 Desktop\! Root folde My Compt 3 4/6/2012 5 0 4/6/2012 7:52:10 PM +01:00
6 BagMRU 4 0 1 Desktop\l Root folde User Libra 7 4/6/2012% 0
7 BagMRU 5 0 8 Desktop\F Root folde Recycle bi 0 4/6/2012 5 0 8/22/2011 5:59:13 PM +01:00
8 |BagMRU 6 0 6 Desktop\f Root folde Recent Pl: 0 4/6/2012 7 0 4/1/2012 2:35:32 PM +01:00
9 BagMRU 7 0 4 Desktop\(Root folde Common | 0 4/6/2012 5 0 4/1/2012 2:36:20 PM +01:00
10 BagMRU 8 0 2 Desktop\$ Users proj Search Fol 0 4/6/2012 7 3 4/6/2012 7:42:33 PM +01:00
11 BagMRU\C 0 5 1 Desktop\( Control Pz Appearan 2 4/6/2012 2 0
12 BagMRU\C 1 8 4 Desktop\( Control Pz All Contro 2 4/6/2012 % 0
13 BagMRU\C 2 15 0 Desktop\( Control Pz System an 2 4/6/2012 2 0 4/6/2012 2:10:45 PM +01:00
14 BagMRU\C 3 33 2 Desktop\( Control Pz Programs 1 4/6/2012 % 0
15 BagMRU\C 4 32 3 Desktop\( Control Pz Hardware 0 4/6/2012 2 0 9/8/2011 9:48:12 PM +01:00
16 BagMRU\C 0 1 0 Desktop\(GUID: Con Personaliz 1 3/15/2012 0 3/15/2012 10:12:38 PM +00:00
17 BagMRU\C 1 0 1 Desktop\(GUID: Con Display 1 3/15/2012 0
18 BagMRU\C 0 2 0 Desktop\(Variable: | Desktop B 0 11/10/201 0 11/10/201 11/10/2010 7:53:42 AM +00:0C
19 |BagMRU\C 0 6 0 Desktop\( Variable: IScreen Re 0 11/10/201 0 11/10/201 11/10/2010 7:59:38 AM +00:0C,
W 4 » M| UsrClass_win7-64_nfury.dat /%3 0Nl ||
Ready | 73 | |[E@m 100% ) 0 @)

Figure 75. Shellbags .TSV file imported into Excel. (Lee, 2014, digital case files)
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Apply the Standard Format macro and delete the following columns in this order:
R,O,N,M, J,I,H, G, F, D, C, B, A. You’ll notice that the dates include a UTC offset
value of ‘+00:00” (Figure 76). This value will need to be removed to have the Date/Time
column properly formatted. The removal of the offset can be done with a simple search

and replace.

A9~ c-= nfury.xlsm - Microsoft Excel =
Home | Insert  Pagelayout  Formulas  Data  Review  View  Developer  Team 2@ @R
—— = = . - . % = Fg] = Autosum - A
| B o Calibri 1 A A » S Wrap Text General ij‘l g S ?‘ [1‘ - ﬂ [‘.ﬁ
g |nzu B oA eseaco| $ % o W8 Sodtow fume e ookt G0 e o
Clipboard 1 Font % Alignment % Number ;5 Styles Cells Editing
B29 - Fe | 11/10/2010 07:50:38 +00:00 Iv]
A B c D E &
1 ~ |CreatedOn - |vdifiedOn don vl ime
23 Desktop\Control Panel\System and Security\Windows Update Remove 03/05/2012 13:41:3:
;: g::t::p\cantrol Panel\System and Secur?ty\syetem : U ﬂ'@ @ffset 03/05/2012 13f41: ’
p\Control Panel\System and Security\Windows Update\Change settings N N 09/08/2011 20:54:3(
26 Desktop\Control Panel\System and Security\Windows Update\Select updates to install 09/08/2011 20:54:3(
27 Desktop\Control Panel\Programs\Programs and Features 09/08/2011 20:48:13=|
28 Desktop\Shared Documents Folder (Users Files)\Downloads 04/01/2012 13:33:2
E Desktop\Shared Documents Folder (Users Files)\AppData 11/10/2010 07:50:38 +00:00 '11/10/2010 07:50:40 +00:00 11/10/2010 07:50:40 +00:00 04/01/2012 13:33:2"
30 Desktop\Shared Documents Folder (Users Files)\Documents 04/01/2012 13:33;
31 Desktop\Shared Documents Folder (Users Files)\AppData\Roaming 11/10/2010 07:50:38 +00:00 08/28/2011 20:38:04 +00:00 08/28/2011 20:38:04 +00:00 08/28/2011 22:42:
32 Desktop\Shared Documents Folder (Users Files)\AppData\Roaming\Skype 08/25/2011 21:52:38 +00:00 08/28/2011 22:41:58 +00:00 08/28/2011 22:41:58 +00:00 08/28/2011 22:42:
33 Desktop\Shared Documents Folder (Users Files)\AppData\Roaming\Skype\Pictures 08/25/2011 21:56:24 +00:00 08/25/2011 21:56:24 +00:00 08/25/2011 21:56:24 +00:00 08/28/2011 22:42:
34 Desktop\Shared Documents Folder (Users Files)\Documents\StarFury 04/01/2012 13:34:
35 Desktop\Shared Documents Folder (Users Files)\Documents\StarFury\StarFury 03/12/2012 20:50:08 +00:00 03/12/2012 20:50:16 +00:00 03/12/2012 20:50:16 +00:00 03/12/2012 20:50:1¢
36 Desktop\Computers and Devices\controller 03/15/2012 22:12:3¢
37 Desktop\Computers and Devices\System and Security 03/15/2012 22:12:3¢
38 Desktop\Computers and Devices\All Control Panel Items 03/15/2012 22:12:3¢
39 Desktop\Computers and Devices\controller\controller\WebDavShare 03/15/2012 22:12:3¢
40 Desktop\Computers and Devices\controller\Network Connections 03/15/2012 22:12:3¢
W 4 » M| UsrClass_win7-64_nfury.dat /¥ 0Kl i ] >
Rescy | £ | [EFER A ==

Figure 76. Dates contain a UTC Offset. (Lee, 2014, digital case files)

After removing the offset and formatting the date and times correctly, the result

should look like Figure 77.

-] |

P AR nfury.xism - Microsoft Excel
Home | Insert  Pagelayout  Formulas  Data  Review  View  Developer  Team c@co@ R
= inn) == [ -
= S Caiibri 11 v AT A N Siwrap Text Custom - ﬂ % lﬂ cmm ?‘ | = Autosum ﬁ Cﬁ
=l gy = =) - @ Fin - 7!
Paste B Z U- - ~A- Merge & Center~ | § = % 3 | %3 ;9 Conditional Format Cell | Insert Delete Format | _ Sort & Find &
- = = e ¢ % >% | Eormatting + as Table ~ Styles~ |+ - ~ | @cear~  Fiter~ Select~
Clipboard 1 Font % Alignment 5 Number % Styles Cells Editing
B22 v (- F« | 03/15/2012 22:07:00 v
A B c D E F >
1 v CreatedOn v On v dOn v Last) i 57 vl

20 Desktop\Control Panel\All Control Panel Items\System
21 Desktop\Control Panel\All Control Panel Items\Security Tools
E Desktop\Control Panel\All Control Panel Items\Security Tools\BC Wipe
23 Desktop\Control Panel\System and Security\Windows Update
24 Desktop\Control Panel\System and Security\System
25 Desktop\Control Panel\System and Security\Windows Update\Change settings
26 Desktop\Control Panel\System and Security\Windows Update\Select updates to install
27 Desktop\Control Panel\Programs\Programs and Features
28 Desktop\Shared Documents Folder (Users Files)\Downloads
29 Desktop\Shared Documents Folder (Users Files)\AppData
30 Desktop\Shared Documents Folder (Users Files)\Documents
31 Desktop\Shared Documents Folder (Users Files)\AppData\Roaming
32 Desktop\Shared Documents Folder (Users Files)\AppData\Roaming\Skype
33 Desktop\Shared Documents Folder (Users Files)\AppData\Roaming\Skype\Pictures
34 Desktop\Shared Documents Folder (Users Files)\Documents\StarFury
35 Desktop\Shared Documents Folder (Users Files)\Documents\StarFury\StarFury
36 Desktop\Computers and Devices\controller
37 Desktop\Computers and Devices\System and Security
WM 4 » M| UsrClass_win7-64_nfury.dat %3
Ready | 3 |

@

N

08/24/2011 16:47:00_03/15/2012 22:07:04

I03/ 15/2012 22:07:00 !03/ 15/2012 22:07:08

11/10/2010 07:50:38 11/10/2010 07:50:40
11/10/2010 07:50:38 08/28/2011 20:38:04
08/25/2011 21:52:38 08/28/2011 22:41:58
08/25/2011 21:56:24 08/25/2011 21:56:24

03/12/2012 20:50:08 03/12/2012 20:50:16

03/15/2012 22:07:04
03/15/2012 22:07:08

11/10/2010 07:50:40
08/28/2011 20:38:04
08/28/2011 22:41:58
08/25/2011 21:56:24

03/12/2012 20:50:16

03/15/2012 22:12:38
03/15/2012 22:12:38
03/15/2012 22:12:38
03/05/2012 13:41:32
03/05/2012 13:41:32
09/08/2011 20:54:30
09/08/2011 20:54:30
09/08/2011 20:48:15
04/01/2012 13:33:27
04/01/2012 13:33:27
04/01/2012 13:33:27
08/28/2011 22:42:03
08/28/2011 22:42:03
08/28/2011 22:42:03
04/01/2012 13:34:55
03/12/2012 20:50:19
03/15/2012 22:12:38
03/15/2012 22:12:38

11/10/2010 08:16:02
03/15/2012 22:12:38

03/05/2012 13:41:32
08/15/2011 14:32:06
09/08/2011 20:52:24
08/28/2011 22:57:24
03/15/2012 22:12:38

o

08/28/2011 22:42:03

03/12/2012 20:50:19

M4l

[EEm o

Figure 77. Standard Format with Dates and Times fixed. (Lee, 2014, digital case files)
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There are six columns of Dates and Times. For this paper, the information sought
is the first date the resource was accessed and the last date the resource was accessed.
Manually going through all the entries and getting those two dates for each resource
would consume too much time. To make finding the two dates and sorting the Date/Time
column easier, we have provided VBA code on the GitHub site called
‘Shellbags Standard Format Module.bas’ (https://github.com/gregory-
lalla/GCIH_Gold/blob/master/Code/Singles/Module BAS Files/Shellbags/Shellbags Sta
ndard Format Module.bas) which will automatically do the work for you. The script will
produce two rows for each entry. One for the first time it was accessed and one for the
last time it was accessed. If there is only one date for the entry or the dates shown are the
same or within 3 seconds of each other, then only one row will be produced for that

entry. Figure 78 shows the result of running the VBA code.

“lld®- o= N nfuryxlsm - Microsoft Excel -0 “
File Heme | Vingert PageGaycot | Formulas ' Uata | Review | iew | Team 2@ o 3
{ ¢ = - o o]= . - — 1 ] 3 w0 e © MutoSum v N
:":’.:w b - - A A == ¥ Zwnpien Cermral - rgﬂ lﬁ' L _Im &1 __:_J ;:IP ’ }( ﬂ
Frormetpointer, B T U7 B A TS S w0 mhtegeaCone-| §- % 1 | 385 A (i=tgodns R D e S ]
Da v £ Lest Accessed x
A B [S D E F G H -
1 Date/Time * Account - Computer - Description v Detalls v Properties * Miscellaneous ~ Artifact -
2 04/05/2012 18:52:10 nfury Win764bitb  Last Accessed Desktop\Contral Panel Shellbags
3 04/06/2012 18:52:10 nfury Win764bitb  Last Accessed Desktop\Shared Documents Folder [Users Files) Shellbags
4 04/06/2012 18:52:10 nfury Win764bitb |Last Accessed |Desktop\Computers and Devices Shellbags
5 04/06/2012 18:52:10 nfury Win764bitb  Last Accessed Desktop\My Computer Shellbags
6 04/06/2012 18:52:10 nfury Win764bitb  Last Accessed Desktop\User Libraries Shellbags
7 |04/06/2012 18:52:10 nfury Win754bitb  Last Accessed Desktop\Recycls bin 0 Shellbags
8 |08/22/2011 16:59:13 nfury Win764bith  First Accessed Desktop\Recycle bin Shellbags
o 'O80B/2012 18:52:10 Afary Win76abith Last Accessed Desktop\Recent Places Shellbags
10 04/01/2012 13:35:32 nfury Win764bith  First Accessed Desktop\Recent Places Shellbags
11 04/06/2012 18:52:10 nfury Win764bith Last Accessed Desktop\Commen Places Shellbags
12 04/01/2012 13:36:20 nfury Win764bitb  First Accessed Desktop\Common Places Shellbags
13 04/06/2012 18:52:10 nfury Win764bitb Last Accessed Desktop\Search Folder Shellbags
14 04/06/2012 18:42:33 nfury Win764bitb  First Accessed Desktop\Search Folder Shellbags
15 04/06/2012 13:10:45 nfury Win764bitb Last Accessed Desktop\Control Panel\Appearance and Personalization Shellbags
16 04/06/2012 13:10:45 nfury Win764bitb  Last Accessed Desktop\Central Panel\All Control Panel items Shellbags
17 04/05/2012 13:10:45 nfury Win784bith Last Accessed Desktop\Control Panel\System and Security Shellbags
18 04/05/2012 13:10:45 nfury Win764bith Last Accessed Desktop\Control Panel\Programs Shellbags
19 04/06/2012 13:10:45 nfury Win7864bith B0 t Accessed Desktop\Control Panel\Hardware and Sound Shellbags -
> | nfury 24 4 >

Ready =423 1003 (= ¥ (+

Figure 78. Shellbags View after running Shellbags_Date_Sorter code. (Lee, 2014, digital case files)

8.4.4. AutoRun Entries
To parse autorun data, we run the autorunsc.exe command against the registry
files of a system. This parsing can be done offline by mounting an image of the system

and pointing the tool to the mapped drive:

Autorunsc.exe -a * -c¢ -m -s -z M:\Windows M:\Users\<profilename> >

autoruns_profilename.csv

The options in the above command are:
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Open the resulting .CSV file in Excel and apply the standard formatting (Figure

79).

A9~ c-= autoruns-win7-64-nfury.xlsm - Microsoft Excel =
Home | Insert  Pagelayout  Formulas  Data  Review  View  Developer  Team 2@ @R
) . e = . 7 7 T E? EEH = Autosum ~ é\T
- Calibri 1 : A A S Wrap Text General ijﬁ‘l ?2 _L;'d S |;J - 7 ﬂ
s |®ru-E A Seseaconn=| § <% 0 |3 Grow foml Cu | oo rom| 5o, g fnod
Clipboard 1 Font g Alignment Number Styles Cells Editing
H543 - fe | HKCR\CLSID\{79eac9e3-baf9-11ce-8c82-002a004bag0b} []
A B C D E F =
1 Entry Location ~ | Entry ~ Enabled - Category ~ Description ~ |Publisher
535 HKLM\SOFTWARE\Classes\Protocols\Filter application/octet-stream  enabled  Explorer Microsoft .NET Runtime Execution Engine (Verified) Microsoft Windows
536 HKLM\SOFTWARE\Classes\Protocols\Filter application/x-complus enabled  Explorer Microsoft .NET Runtime Execution Engine (Verified) Microsoft Windows
537 HKLM\SOFTWARE\Classes\Protocols\Filter application/x-msdownload enabled  Explorer Microsoft .NET Runtime Execution Engine (Verified) Microsoft Windows
538 HKLM\SOFTWARE\Classes\Protocols\Filter text/xml enabled  Explorer Microsoft Office XML MIME Filter (Verified) Microsoft Corporation
539 HKLM\SOFTWARE\Classes\Protocols\Handler  about enabled  Explorer Microsoft (R) HTML Viewer (Verified) Microsoft Windows
540 HKLM\SOFTWARE\Classes\Protocols\Handler  cdl enabled  Explorer OLE32 Extensions for Win32 (Verified) Microsoft Windows
541 HKLM\SOFTWARE\Classes\Protocols\Handler  dvd enabled  Explorer ActiveX control for streaming video (Verified) Microsoft Windows
542 HKLM\SOFTWARE\Classes\Protocols\Handler file enabled  Explorer OLE32 Extensions for Win32 (Verified) Microsoft Windows
E HKLM\SOFTWARE\Classes\Protocols\Handler  ftp enabled  Explorer OLE32 Extensions for Win32 (Verified) Microsoft Windows
544 HKLM\SOFTWARE\Classes\Protocols\Handler  http enabled  Explorer OLE32 Extensions for Win32 (Verified) Microsoft Windows E
545 HKLM\SOFTWARE\Classes\Protocols\Handler  https enabled  Explorer OLE32 Extensions for Win32 (Verified) Microsoft Windows
546 HKLM\SOFTWARE\Classes\Protocols\Handler its enabled  Explorer Microsoft® InfoTech Storage System Library  (Verified) Microsoft Windows
547 HKLM\SOFTWARE\Classes\Protocols\Handler  javascript enabled  Explorer Microsoft (R) HTML Viewer (Verified) Microsoft Windows
548 HKLM\SOFTWARE\Classes\Protocols\Handler local enabled  Explorer OLE32 Extensions for Win32 (Verified) Microsoft Windows
549 HKLM\SOFTWARE\Classes\Protocols\Handler mailto enabled  Explorer Microsoft (R) HTML Viewer (Verified) Microsoft Windows
550 HKLM\SOFTWARE\Classes\Protocols\Handler ~ mhtml enabled  Explorer Microsoft Internet Messaging APl Resources  (Verified) Microsoft Windows
551 HKLM\SOFTWARE\Classes\Protocols\Handler ~mk enabled  Explorer OLE32 Extensions for Win32 (Verified) Microsoft Windows
552 HKLM\SOFTWARE\Classes\Protocols\Handler ~ ms-help enabled  Explorer Microsoft® Help Data Services Module (Not verified) Microsoft Corporation 3
W < » ¥ | autoruns-win7-64-nfury /¥J el w ]
Ready | P2 | [E@m 100% (o) v (+)

Figure 79. Autoruns Standard Formatting. (Lee, 2014, digital case files)

You should delete the following columns: Enabled, Category, Publisher, MDS5,

SHA-1, and SHA-256. Two columns, ‘Entry Location’ and ‘Entry’ can be combined into

one column to preserve data that might not fit into the suggested columns used in this

paper (Figure 80).
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’ -
autoruns-win7-64-nfury.xlsm - Microsoft Excel

6

Home | Insert  Pagelayout  Formulas Data  Review  View  Developer  Team a@c@
= % " . A == L= . % H L@ = Q( EEH = Autosum ~ ﬂ
B . Calibri : 11 A A = [% .y/ . S Wrap Text General = @ G- [ﬁ
g Bru-E oA BE MomeaCote=| $ - % » | %8| Sodmia fot Ct | v o romt| G, G foan
Clipboard 7 | (Font Alignment = nCt'On't Comblne)\ColumnS Editing
c2 & E 2 B2 I i b 2

1 Entry Location |~ |Entry [+] |~ Description E
| 2 |HKLM\System\CurrentControlSet\Control\Sessitautocheck autochk * [kLM\System\CurrentControlSet\Control\Session Manager\BootExecute: autocheck autochk * !Auto Check Utility
| 3 HKLM\System\CurrentControlSet\Control\S systemroot%\syst \scext.dll Service Control Mar

4 |HKLM\System\CurrentControlSet\Services okupSve Processes applicatic
| 5 HKLM\System\CurrentControlSet\Services Provides support fo

6 HKLM\System\CurrentControlSet\Services Appln\ \ Determines and ver
| 7 HKLM\System\CurrentControlSet\Services Appinfo \ Facilitates the runn

8 HKLM\System\CurrentControlSet\Services AppMgmt \ Processes installatit
| 9 HKLM\System\CurrentControlSet\Services AudioEndpointBu Manages audio dev

10 HKLM\System\CurrentControlSet\Services AudioSrv \ A Manages audio for\
|11 HKLM\System\CurrentControlSet\Services AxInstsv Combine)VValues Provides User Accot

12 HKLM\System\CurrentControlSet\Services BDESVC BDESVC hosts the B
| 13 HKLM\System\CurrentControlSet\Services BFE OﬂW 5 The Base Filtering E
14 HKLM\System\CurrentControlSet\Services BITS Transfers files in th:

15 HKLM\System\CurrentControlSet\Services Browser Maintains an updat
|16 HKLM\System\CurrentControlSet\Services bthserv The Bluetooth servi

17 HKLM\System\CurrentControlSet\Services CertPropSvc Copies user certifici
18 HKLM\System\CurrentControlSet\Services clr_optimization_v4.0.30319_32 Microsoft .NET Fran

19 HKLM\System\CurrentControlSet\Services clr_optimization_v4.0.30319_64 Microsoft .NET Fran .

<> ¥ autoruns-win7-64-nfury /¥3_~ [«f ]

Ready \ E[

»
ERIC =0

Figure 80. Combine Entry Location and Entry. (Lee, 2014, digital case files)

The combined columns should look like Column A in Figure 81.

- .
autoruns-win7-64-nfury.xism - Microsoft Excel

Home [T T e T e en— Result{of(€ombining
E * Calibri A S=(=l Yy Sweete General - L@ GOIUmnSj = Autosum - ﬂ )
- i Fill ~
meg | Biu-iE- oo | 8 - g Gy s Gt o o GO s e
Clipboard 7 | Font = Alignment ) er ) Styles | Cells Editing
D4 - (- f.‘ % \ 2\ psve.dll v
[ A B [ C [ D -
|1, -] ion |~ | Properti [+]
231|HKLM\System\CurrentControlSet\Services: intelide intel PCI IDE Driver c:\wi \ 2\drivers\intelide.sys  system32\drivers\intelide.sys
|232|HKLM\System\CurrentCt \Services: i Device Driver 2\ \ 2\drivers\i ys system32\DRIVERS\intelppm.sys
233JHKLM\System\CurrentControlSet\Services: IpFilterDriver |P Traffic Filter Driver c\ \ 2\drivers\ipfitdrv.sys  system32\DRIVERS\ipfltdrv.sys
|234|HKLM\System\CurrentControlSet\Services: IPMIDRV WMI IPMI DRIVER c \W|ndows\systemSZ\dnvers\lpm|drv sys \SystemRoot\systemSZ\drivers\lPMIE
235|HKLM\System\CurrentControlSet\Services: IPNAT P Network Address Translator c:\ \ 2\drivers\ipnat.sy: System32\drivers\ipnat.sys
1236|HKLM\System\CurrentControlSet\Services: IRENUM R Bus Enumerator c\W|ndows\systemSZ\dnvers\lrenum sys systemsz\drlvers\lrenum sys
237|HKLM\System\CurrentControlSet\Services: isapnp PNP ISA Bus Driver c:\ \ 2\drivers\i sy \ 32\drivers\isapr
238|HKLM\System\CurrentControlSet\Services: iScsiPrt Microsoft iSCSI Initiator Driver \ 2\drivers\ i.sy: \ \system32\drivers\msis

\system32\drivers\kbdh

32\drivers\kstht

239HKLM\System\CurrentControlSet\Services: kbdclass Keyboard Class Driver c \W|ndows\system32\dnvers\kbdclass sys \SystemRoot\system32\dnvers\kbdc
240|HKLM\System\CurrentControlSet\Services: kbdhid HID Keyboard Filter Driver 3 2\drivers\kbdhid.sy:
241JHKLM\System\CurrentControlSet\Services: KSecDD ernel Security Support Provider Interface 2\ \ 2\drivers\ksecdd.sys  System32\Drivers\ksecdd.sys
1242|HKLM\System\CurrentControlSet\Services: KSecPkg ernel Security Support Provider Interface g ] \ 2\drivers\k kg.sys SystemSZ\Drlvers\ksecpkg Sys
243|HKLM\System\CurrentControlSet\Services: ksthunk ernel Streaming WOW Thunk Service 2\ 2\drivers\ksthunk.sys \syst
44{HKLM\System\CurrentControlSet\Services: litdio ink-Layer Topology Mapper I/O Driver dows\ 2\drivers\litdio.sys systemsz\DRIVERS\lltdw sys
245|HKLM\System\CurrentControlSet\Services: LSI_FC | SI Fusion-MPT FC Driver (StorPort) c: \W|ndows\systemsz\dnvers\lsl fe.sys \SystemRoot\system32\DRIVERS\Isi
46|HKLM\System\CurrentControlSet\Services: LSI_SAS S| Fusion-MPT SAS Driver (StorPort) c:\windows\system32\drivers\Isi_sas.sys \SystemRoot\system32\drivers\|:
247|HKLM\System\CurrentControlSet\Services: LSI_SAS2 S| SAS Gen2 Driver (StorPort) c:\windows\system32\drivers\Isi_sas2.sys \SystemRoot\system32\DRIVERS\Isi_
8|HKLM\System\CurrentControlSet\Services: LSI_SCSI LSI Fusion-MPT SCSI Driver (StorPort) c:\windows\system32\drivers\Isi_scsi.sys  system32\drivers\Isi_scsi.sys
[l ‘autoruns-win7-64-nful L= [« il
Ready \ | j

Figure 81. The result of Combining Columns. (Lee, 2014, digital case files)

8.4.5. Web Browser Logs

The example in this section will use the tool PASCO to parse the Internet

Explorer files:

pasco.exe <path>
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After you run the above command, open the resulting TSV file in Excel using tab
as the delimiter. You should manually delete the first two rows which are not needed

(Figure 82).

d9-c-s nromanoff_temp_int.tsv - Microsoft Excel — = -

Home | Insert  Pagelayout  Formulas  Data  Review  View  Developer  Team c@oc@ =

=% cut . = .= . ﬂ H ) Cem E?( 2 X AutoSum v A

7j o - Calibri 1 A A fj » S Wrap Text General & Sﬂ = /ETJ @ %T cﬁ

P romatpainter | B £ U7 EMergeacenter= | $ - % 2 | | ® i Tomie- sy« | e T Qe e saed

Clipboard 0 Font % Alignment 0 Number 0 Styles Cells Editing
A2 - £ v
[ © D E F G H 1 J K L ™M N o 3 Q R B T =

1 | g File: C:\Users\User\Desktop\Cases\win7-32 f-10.3.58.5\Artifacts\ie\ anoff\index.dat Version: 5.2 E
2

3 MODIFIED ACCESS TI FILENAME DIRECTOR HTTP HEADERS

4 je #uussasy #asssssg favicon[1] 33FNAWD HTTP/1.1 200 OK ETag: A. 9E81 E P3P: CP="NON UNI COM NAV STA LOC CURa DEVa PSAa PSDa OUR IND", policyref="

5 URL https #spes fancy_sha 33FNAWD HTTP/1.1 200 OK Content-Type: image/png Content-Length: 103 X-ServerName: tor-web-apps1 ~U:nromanoff

6 |URL https://ap #HHHHH GreenButi ZHNVHYS( HTTP/1.1200 OK Content-Type: image/png Content-Length: 10856 X-ServerName: tor-web-apps2 ~U:nromanoff

7 |URL http://al. s ] o | IK Content-Type: image/jpeg ETag: "1dd2d781cc0c9390faalcfcdbf007318" x-amz-id-2: S2mK4FIxxw8LP8GQDNLGBE+7f/kSECXIXEOWQjmGest

8 |URL http://a2. mam%srﬁ tljl;ﬂsv?tzr]!;vv!yvs%wRW??\{‘Vmsmx x-amz-id-2: i+VDXNDGK2DIEYA/MQDXL74ngibECRwY04fDpa+spTgQTg0DHSFPUAZVXAI93jPy x-amz-request-id: 1E87AAF7AF3A2C41 ETag:

9 |URL http://a0. #usssss #autese a_normal| OWEBFPO HTTP/1.1200 OK x-amz-id-2: GDgp. IYQYi/ahbQy 1UpOPPE3U1+I9bLBOsSINtDfRA x-amz-request-id: 9A37C5390510918A ETag: "87
10 URL http://a0. st #arsssss gdfsgwee ZHNVHYS(HTTP/1.1200 OK x-amz-id-2: guPMy gdoa7A13gy, D JOgVJIAIGQARi quest-id: 5A92C09357333954 ETag: "cd
11 URL https://ap ks e fancy_sha 33FNAWD HTTP/1.1 200 OK Content-Type: image/png Content-Length: 347 X-ServerName: tor-web-apps2 “U:nromanoff

12 URL https://pi #usssss #asssses ping[S).giZHNVHYS(HTTP/1.1200 OK Content-Type: image/gif Content-Length: 43 ~U:nromanoff

13 URL https://pi #usssss #assssss ping[S).gi OWEBFPO HTTP/1.1200 OK Content-Type: image/gif Content-Length:43 ~U:nromanoff

14 URL http://a3. #usssss #asss youngadu 33FNAWD HTTP/1.1200 OK x-amz-id-2: kSSTUGZC7FPrde7hQbbPf7w+MUHPQ iEIS7qt quest-id: 755A12080FD3B9A1 ETag: '
15 URL #ararass books-2_r OWEBFPO HTTP/1.1200 OK fps+4e)/14Kq7d])W6jSriUCOOtC+x9XwWLg0bOXdj1HQ29d j / quest-id: AL ETag: "d98
16 URL http: #araraE 3NYQQ_nc 201RVRNCHTTP/1.1200 OK : Lbb9/55]VjaAaulTv3ieaqa67vgCNz7uHYhMA7YoxQ7s1ujFvI1Fy603ngprvei2 x-amz-request-id: S6BF15772471C8E1 ETag: "1d9¢
17 URL http://a0. #usssss #amsesss image_no 33FNAWD HTTP/1.1200 OK x-amz-id-2: dmjZUJ8w+SKR/ug08]xks8fHSKTGaSkysQW2C1IRNhCWGZUCQB014aK)+CQCRYSO0p x-amz-request-id: 28BEC5728037C63C ETag:
18 URL http://a3. #sssuss sasssss default_p OWEBFPO HTTP/1.1200 OK x-amz-id-2: tp/ILY+1dm+ADyWt+2V. yzmIbV16VESASZIPTUANWSSQFILe7ylAaDX x-amz-request-id: 635523C50D72EC27 ETag:

19 URL https://ap ##sssss #arsass index-con ZHNVHYS(HTTP/1.1200 OK Content-Type: text/css X-ServerName: tor-web-apps2 Content-Length: 39081 ~U:nromanoff

R temp_int /¥ M4l [m ]

Ready | 7 | | =

Figure 82. Delete first two rows. (Lee, 2014, digital case files)

You should delete the following columns: Modified Time, and Directory. Change
the ‘ACCESS TIME’ column formatting to ‘mm/dd/yyyy hh:mm:ss’ and move that
column to Column ‘A.” Apply the standard formatting and headers and then manually fill
in the missing values in the empty columns. Once complete, it should appear like Figure

&3.

d-c-s nromanoff_temp_intxlsm - Microsoft Excel — = -
Home | Inset  Pagelayout  Formulas  Data  Review  View  Developer  Team s @@=
=0 % cut . Ay == o = m H 7, Cm E?( FE X Autosum + A
| B . Calibri 1 A A == » S Wrap Text General }g‘ Sd = /ETJ @ %—r cﬁ
P S romateainter | B 4 U v I Emergeacenter= | S - % 2 | B T sy o e T Qe fe saed
Clipboard o Font o Alignment " Number o Styles Cells Editing
£ G £ | https://apps.skype.com/home/images/ X _bg.png 2
A B c D [ E | F G H -
1 Date/Time ~ Account ~ Computer hd iption v | Details ~ Properties ~ | Mi ~ | Artifact v@
2 111/10/2010 08 nromanoff WK https://ieonline. .com/favicon.ico  favicon[1].ico HTTP/1.1200 OK ETag: A2B3D508B964F0SDEE92: E Browser Cache
3 104/06/201219:43:57 nromanoff https://apps.skype.com/home/images/fancyt fancy_shadow_w[1].png HTTP/1.1200 OK Content-Type IE Browser Cache
| 4 |09/17/201112:57:56 nromanoff WKS- s.skype.com/home/images/buttolGreenButtons_transparent_bg[ HTTP/1.1200 OK Con ge/png Content IE Browser Cache
5 08/28/201121:27:32 nromanoff WKS-WIN732 ://al.twimg.com/profile_images/1495466 IMG_9265_normal[1].jpg HTTP/1. ent-Type: image/jpeg ETag: "1IE Browser Cache
6 09/17/201116:03:54 nromanoff WKS-WIN732BITA img.com /profile im~7es/1S46n62 Sin_t_tulo-2_normal[1].j "1200 OK x-amz-id-2: i+VDXNDGK2DIEYA/MQ IE Browser Cache
7 09/17/201116:03:56 nromanoff WKS-WIN732BITA g.(lvlanuallys Add a_normal[1].j HTTP/1.1200 OK x-amz-id-2: GDgpJfIBKzhhIYQYi/aht IE Browser Cache
8 09/17/201116:04:02 nromanoff WKS-WIN732BITA m‘VT = fnormal[1].jpg  HTTP/1.1200 OK x-amz-id-2: guPMytweSGOyEX+40F! IE Browser Cache
9 104/06/201219:43:57 nromanoff WKS-WIN732BITA k /_shadow_ne[1].png HTTP/1.1200 OK Content-Type: image/png Content IE Browser Cache
10 09/17/201117:27:54 nromanoff WKS-WIN732BITA URL https://ping.chartbeat (v 0| || 1) ) S deck pingls] HTTP/1.1200 OK Content-Type: image/gif Content-| IE Browser Cache
11 09/17/201117:32:10 nromanoff WKS-WIN732BITA URL https://ping.chartbeat.netyping?A=tweetdeck ping[s).gif HTTP/1.1200 OK Content-Type: image/gif Content-| IE Browser Cache
12 09/18/201101:24:38 nromanoff WKS-WIN732BITA URL http://a3.twimg.com/profile_images/1258115 youngadult_normal[1].jpg  HTTP/1.1200 OK x-amz-id-2: kSSTUGZc7FPrde7hQbb IE Browser Cache
13 09/18/201107:15:05 nromanoff WKS-WIN732BITA URL http://a0.twimg.com/profile_i HTTP/1.1200 OK x-amz-id-2: fps+4e)/14Kq7djJwejSril IE Browser Cache
14 03/05/2012 20:37:30 nromanoff WKS-WIN732BITA URL http://a0.twimg.com/profile_images/1863404 3NYqQ_normal[2].gif HTTP/1.1200 OK x-amz-id-2: Lbb9/55]VjaAau0Tv3iea IE Browser Cache:
15 03/05/201223:15:26 nromanoff WKS-WIN732BITA URL http://a0.twimg.com/profile_images/1859327 image_normalCA4NCVXA.jpg  HTTP/1.1200 OK x-amz-id-2: dmjZUJ8w+SKR/ug08jxk IE Browser Cache:
16 09/17/201116:46:16 nromanoff WKS-WIN732BITA URL http://a3.twimg.com/sticky/default_profile_iidefault_profile_0_normal[1].pr HTTP/1.1 200 OK x-amz-id-2: tp/ILY+1dm+ADyWt+2V IE Browser Cache
17 09/08/201120:56:16 nromanoff WKS-WIN732BITA URL https:// kype he /p ion/iniind ined[1].c: HTTP/1.1200 OK Content-Type: text/css X-ServerNa IE Browser Cache
18 04/06/201219:43:31 nromanoff WKS-WIN732BITA URL https:// kyps home/images/Spinne¢Spinner_light[1].gif HTTP/1.1200 OK Content-Type: image/gif Content-1IE Browser Cache
19 04/06/2012 19:43:57 nromanoff WKS-WIN732BITA URL https://apps.skype.com/home/images/fancyk fancy_shadow_e[1].png HTTP/1.1200 OK Content-Type: image/png Content IE Browser Cache
TR temp_int /%3 [«] ] ] >
Ready | 23 | | =) 0% (00— )

Figure 83. Final look. (Lee, 2014, digital case files)
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8.4.6. MFT Entries
We produced the MFT output used in this example by running the analyzeMFT
python tool against a Windows 7 $MFT file:

C:\Python27\python.exe analyzeMFT.py -f SMFT -w —o MFT.csv

After running this command and importing the .CSV output file into Excel, you’ll
notice that there is a lot of data. You’ll also notice that the Date/Time values are not in

the correct format which will need to be corrected (Figure 84).

=] ORI MFT.csv - Microsoft Excel -0
Home | Insert Pagelayout Formulas Data Review View Developer Team a@o @ =
=X cut - S = )  Cam T FEE X Autosum - A A
% Calibri S - A A - =i Wrap Text General - ! " 2
— B Copy ~ = =l o D o e ‘ @rin- id
Paste BIU-|ii- &A= SE EEMergeaCenters $ - % 3 | 49 % Conditional Format Cell | lnsert Delete Format Sort& Find &
X 0Pl A- = 5 Merge & Center o %0 %60 N Clear ~ y
~ ¥ Format Painter Formatting + as Table - Styles ~ - - | @Cear Filter » Select »
Clipboard Font Alignment Number Styles Cells Editing
‘ Al - Jfe| Record Number v

A B © D E F G H o Q 'f'
Record NYGood Active Record tyySequence Parent File Parent File Filenam@iStd Info CiStd Info MStd Info AcStd Info ErFN Info Cr FN Info M FN Info AcFN Info En @bject ID B - |

1

2 0 Good Active File 1 5 5 \SMFT 37:26.5 37:26.5 37:26.5 37:26.5 37:26.5 37:26.5 37:26.5 37:26.5

B 1 Good Active File 1 5 5\SMFTMIr  37:26.5 37:26.5 37:26.5 37:26.5 37:26.5 37:26.5 37:26.5 37:26.5

4 2 Good Active File 2 5 5 \SLogFilé

5 3 Good Active File 3 5 5\$Volume 37:26.5 37:245 2736\ 2790 nh, 7965 R7T06L. 37:26.5  37:26.5 663224a8-0
6 4 Good Active File 4 5 5 \SAttrDef  37:26.5 37:29%216%\!3'39‘?6@ Dss—ﬂze\-:/.-:l-l‘mne:ZG.S 37:26.5

7 5 Good Active Folder 5 5 5\. 07:54.9 47:38.9 47:38.9 47:53@73226.5 37:26.5 37:26.5 37:26.5

8 6 Good Active File 6 5 5\$Bitmap  37:26.5 37:26.5 37:26.5 37:26.5 37:26.5 37:26.5 37:26.5 37:26.5

9 7 Good Active File 7 5 5 \$Boot 37:26.5 37:26.5 37:26.5 37:26.5 37:26.5 37:26.5 37:26.5 37:26.5

10 8 Good Active File 8 5 5\$BadClus 37:26.5 37:26.5 37:26.5 37:26.5 37:26.5 37:26.5 37:26.5 37:26.5

1 8 Good Active File 8 5 5\$BadClus 37:26.5 37:26.,5 37:26.5 37:26.5 37:26.5 37:26.5 37:26.5 37:26.5

12 9 Good Active File + Unki 9 5 5\$Secure  37:26.5 37:26.,5 37:26.5 37:26.5 37:26.5 37:26.5 37:26.5 37:26.5

13 9 Good Active File + Unki 9 5 5 \$Secure:{ 37:26.5 37:26.,5 37:26.5 37:26.5 37:26.5 37:26.5 37:26.5 37:26.5

14 10 Good Active File 10 5 5\$UpCase 37:26.5 37:26.5 37:26.5 37:26.5 37:26.5 37:26.5 37:26.5 37:26.5

15 11 Good Active Folder 11 5 5\$Extend  37:26.5 37:26.5 37:26.5 37:26.5 37:26.5 37:26.5 37:26.5 37:26.5

16 12 Good Active File 12 NoParent NoParent NoFNReco 37:26.5 37:26.5 37:26.5 37:26.5 NoFNReco NoFNReco NoFNReco NoFNRecord

17 13 Good Active File 13 NoParent NoParent NoFNReco 37:26.5 37:26.5 37:26.5 37:26.5 NoFNReco NoFNReco NoFNReco NoFNRecord v
4 > M| MFT 42 K [ ] 20
Ready | £ ||ES|E £ 100% (=) 7} (+

Figure 84. Correct Date/Time values. (Lee, 2014, digital case files)

You will delete most of the columns in this spreadsheet as they will not be used in
the analysis. The only columns you should keep are those titled: Record Number;
Filename #1; Std Info Creation date; Std Info Modification date; Std Info Entry date; FN
Info Creation date; FN Info Modification date; and FN Info Entry date (Figure 85).
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SRR KEEpiThessiealuning ———
Home | Insert Pagelayout Formulas Data Review View m oo @R
¥ cut - . AT Do & FEFY S AutoSum ~ A g
N Calibri 11 - A A & E?\ |£J = é&
- BIU- Delete For:nal Q Clear~ S_ort&: Find Bi
Filter ~ Select
Clipboard Editing
c2
A B C D E . G
1 Record Number Filename #1 Std Info Creation date Std Info Modification date Std Info Entry date  FN Info Creation date FN Info Modification date FN Info Entry date
2 0 \SMFT I 11/10/2010 17:37:26] 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26
B 1 \SMFTMirr 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26
4 2 \$LogFile 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26
5 3 \$Volume 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26
6 4 \$AttrDef 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26
7 5\. 07/14/2009 02:07:55 04/04/2012 11:47:39 04/04/2012 11:47:39 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26
8 6 \SBitmap 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26
9 7 \$Boot 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26
10 8 \$BadClus 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26
11 8 \$BadClus:$B  11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26
12 9 \$Secure 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26
13 9 \$Secure:$SD  11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26
14 10 \$UpCase 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26
15 11 \$Extend 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26
16 12 NoFNRecord ~ 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 NoFNRecord NoFNRecord NoFNRecord
17 13 NoFNRecord 11/10/2010 17:37:26 11/10/2010 17:37:26 NoFNRecord NoFNRecord NoFNRecord -
o MFT "J - ' T e [i‘ ] T ' }D
Ready Calculate | 3 | [EEmE 100% () [ (+)

Figure 85. Columns to keep. (Lee, 2014, digital case files)

The output from parsing the MFT file will most likely contain missing or corrupt
information. You can identify rows containing this bad data by examining the ‘Filename
#1° column for cells that contain either the string “NoFNRecord” or “Corrupt MFT
Record” (Figure 86).

- “EFEilter, OutiMissing|FileJNames) MFT.xIsx - Microsoft Excel = = -
Home | Insert  Page Layoul rmulas  Data Review View Developer Team oo @R
¥ cut . . A = . = B ) 7 Cmm Tk PRl = Autosum- A 3
N copy- Calibri A A ¥ SiwrepText General E} f% _L_"g & E?\ |_EJ e é&
dramarurr B 1 0 f2- -2 s aconc-| § 7% |38 24| ot S 08| e o | Qo 0t 22
Clipboard nt Alignment Number Styles Cells Editing
B16 v Jfe| NoFNRecord v
A By | C D E F G H =
1 Record Number - Filenamel¥ v Std Info Creation daf v |Std Info Modification di ~ Std Info Entry date ~ FN Info Creation di ~ FN Info Modification dat ~ FN Info Entry date - [
8 6 \$Bitmag 11/10/2010 17:37:26  11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26
9 7 \$Boot 11/10/2010 17:37:26  11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26
10 8 \$BadClfs  11/10/201017:37:26  11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26
118 \$BadClIfis:$B11/10/2010 17:37:26  11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26
12 9 \$Secur] 11/10/2010 17:37:26  11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26
13 9 \$Secun#:$SD11/10/2010 17:37:26  11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26
14 10 \$Up 11/10/2010 17:37:26  11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26
15 11 1/10/201017:37:26  11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26
16 |12 NoFNRecord _|11/10/2010 17:37:26  11/10/2010 17:37:26 11/10/2010 17:37:26 NoFNRecord NoFNRecord NoFNRecord
17 13 NoFNRecord 1{1/10/2010 17:37:26  11/10/2010 17:37:26 11/10/2010 17:37:26 NoFNRecord NoFNRecord NoFNRecord
18 14 NoFNRecord 1[1/10/2010 17:37:26  11/10/2010 17:37:26 11/10/2010 17:37:26 NoFNRecord NoFNRecord NoFNRecord
19 15 NoFNRecord 1[1/10/2010 17:37:26  11/10/2010 17:37:26 11/10/2010 17:37:26 NoFNRecord NoFNRecord NoFNRecord
20 16 NoFNRecord NoSIRecord NoSIRecord NoSIRecord NoFNRecord NoFNRecord NoFNRecord
2117 NoFNRecord NoSIRecord NoSIRecord NoSIRecord NoFNRecord NoFNRecord NoFNRecord
22 18 NoFNRecord NoSIRecord NoSIRecord NoSIRecord NoFNRecord NoFNRecord NoFNRecord
23 19 NoFNRecord NoSIRecord NoSIRecord NoSIRecord NoFNRecord NoFNRecord NoFNRecord -
CIREDNCIN (2 =), s R Tt T LI T ot >
Ready Calculate | 3 | |[EEE 100% (=) W] (+)

Figure 86. Corrupt data. (Lee, 2014, digital case files)

These entries can easily be removed by using the filter button on the ‘Filename

#1° column and filtering on those two phrases (Figure 87).
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BEd9- |- MFT.xIsx - Microsoft Excel -0
leme | sl Pagelayoul  Tormulss  Dals Review  View  Developer  Tean 2@oP R

Calibri <11

= Wiep Text

. sert Delete Fo Sort& Find &
araa | B 1 U e O T Qo I
¢ ront Colls tditing
v fe NoFNRecol v
A [ B F G H -
1 Record Number - Fllenamﬂ Info Creation dai - Std Info Modifi date ~ FN Info Creation di ~ FN Info Modifi dat - FN Info Entry date ~ (=]
8 6 \$Bitmap =4 — 2 11/10/2010 17:37:26
97 \$Boot 11/10/2010 17:37:26
10 8 \$BadClus Show rows where: 11/10/2010 17:37:26
18 \$BadClus:$B||  Mename #1 11/10/2010 17:37:26
12 9 \$Secure contains v NoFNRecord v 11/10/2010 17:37:26
139 \$Secure:$SD| i And (8 0Or 11/10/2010 17:37:26
14 10 \$UpCase conlains v Conupl MIT Resord v 11/10/2010 17:37:26
15 11 \$Extend 11/10/2010 17:37:26
16 12 Use ? to represent any single character NoFNRecord
17 13 NoFNRecord || 1€ ™ 1o represent any serics of chararters NoFNRecord
18 14 NoFNRecord oK cancel NoFNRecord
19 15 NoFNRecord NoFNRecord
20 16 NoFNRecord N d NoSIR d NoSIRecord NoFNRecord NoFNRecord NoFNRecord
21 17 NoFNRecord NoSIRecord NoSIRecord NoSIRecord NoFNRecord NoFNRecord NoFNRecord
22 18 NoFNRecord NoSIR d NoSIR d NoSIRecord NoFNRecord NoFNRecord NoFNRecord
23 19 NoFNRecord NoSIR d NoSIR d NoSIRecord NoFNRecord NoFNRecord NoFNRecord 3
RPN urr S P rra—— . mam . mam . T —— . P . >
Ready Calcutate | B3 Emm 100 (= O )
Figure 87. Filter out corrupt data. (Lee, 2014, digital case files)
Once you identify all the rows with those phrases, merely select them all and
delete them (Figure 88).
a9« = MFT.xIsx - Microsoft Excel = B “
- Home | Insert Review View Developer Team oo @R
% Cut = ) = FE 3 AutoSum~ A
A T o ows - B 5 ) I
i macene §7% + 338 Dot [ G| v e o G S T
Clipboard Fon ] Alignment E Number = Styles Cells Editing
B16 - ' NoFNRecord v
A B © D E E G H =
—21— Record Number ~ Filenadﬁx Std Info Creation dai ~ Std Info Modification d: ~ |Std Info Entry date ~ FN Info Creation di * |FN Info Modification dat ~ FN Info Entry date - E
- 16 |12 cord !11/10/2010 17:37:26  11/10/2010 17:37:26 11/10/2010 17:37:26 NoFNRecord NoFNRecord NoFNRecord
17 |13 cord 11/10/2010 17:37:26  11/10/2010 17:37:26 11/10/2010 17:37:26 NoFNRecord NoFNRecord NoFNRecord
18 |14 11/10/201017:37:26  11/10/2010 17:37:26 11/10/2010 17:37:26 NoFNRecord NoFNRecord NoFNRecord
19 |15 11/10/201017:37:26  11/10/2010 17:37:26 11/10/2010 17:37:26 NoFNRecord NoFNRecord NoFNRecord
20 |16 d d NoSIRecord NoFNRecord NoFNRecord NoFNRecord
21 |17 d d NoSIRecord NoFNRecord NoFNRecord NoFNRecord
22 |18 d d NoSIRecord NoFNRecord NoFNRecord NoFNRecord
23 |19 d ord NoSIRecord NoFNRecord NoFNRecord NoFNRecord
24 |20 NoFNRecord d ord NoSIRecord NoFNRecord NoFNRecord NoFNRecord
25 |21 NoFNRecord NoSIRecord NoSIRecord NoSIRecord NoFNRecord NoFNRecord NoFNRecord
26 |22 NoFNRecord NoSIRecord NoSIRecord NoSIRecord NoFNRecord NoFNRecord NoFNRecord
27 |23 NoFNRecord NoSIRecord NoSIRecord NoSIRecord NoFNRecord NoFNRecord NoFNRecord
128111275 NoFNRecord NoSIRecord NoSIRecord NoSIRecord NoFNRecord NoFNRecord NoFNRecord
1286|1280 NoFNRecord NoSIRecord NoSIRecord NoSIRecord NoFNRecord NoFNRecord NoFNRecord
1601|1595 NoFNRecord NoSIRecord NoSIRecord NoSIRecord NoFNRecord NoFNRecord NoFNRecord
2837|2831 NoFNRecord NoSIRecord NoSIRecord NoSIRecord NoFNRecord NoFNRecord NoFNRecord -
LRI & T T e R K HE Tt >
Ready |422 of 116007 records foundlcaloulate =N \E\@ RO —C

Figure 88. Delete corrupt data. (Lee, 2014, digital case files)

There are still too many columns to fit into our standard layout and too many
timestamps to incorporate them all in a timeline chronology. To fix the layout, we select
the ‘FN Info Creation date’ column to represent the chronology of the MFT entries, and
we combine the remaining timestamps into two columns, one for the ‘Std Info’

timestamps and one for the remaining ‘FN Info’ timestamps (Figure 89).
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Had9- |+ MFT.xIsx - Microsoft Excel = =
- Home | Insert Pagelayout Formulas Data Review View Developer Team al@ o & B
o cut Calibri S LAY S=E Y Swepten General 5| ) ) e Tk [ = Auosum- A?
Paste = Copy - B A 9 <0 0 Coigé\’:;lna\ ;f%z ‘Zf Een [)Eeltt\e |F_o‘:aJl - Sort& ?nda&
& Formatpainer| B 1 U T[T [ & A FMergesienter = $ - % 3 8 W8 Formaning'as Table~ Styles~ |+ - e | @Cars G Selecte
Clipboard Font Alignment Number tyles Cells Editing
A2 -~ AN Move to] F|rst Column ol
A WS S S S S S S G H o
1 Record Number - Filename # v Std Info Creation daf v |Std Info Modification di - Std Info Entry date ~ [FN'Info Creation di ~ |FN Info Modification dat ~ FN Info Entry date ~ [
20 |\$MFT 11/10/2010 1g:37:26  11/10/2010 11/10/2910 17:37:26|11/10/2010 17:37:26 |11/10/2010 17:37:26 11/10/2010 17:37:26
31 \$MFTM|rr 11/10/2010 7:26  11/10/201 :37:26|11/10/2010 17:37:26 |11/10/2010_ 7:37:26 11/10/4 210 17:37:26
4 2 \SLogFile 11/10/2010 1787:26  11/10/2010 11/10/2010 17:37:26 |11/10/2010 1 :37:26 11/10//.010 17:37:26
53 \$Volume 11/10/2010 17:97:26  11/10/2010 11/10/2010 17:37:26 |11/10/2010 17 37:26 11/10 2010 17:37:26
6 4 \SAttrDef 11/10/2010 17:3§:26  11/10/2010) 11/10/2010 17:37:26 |{11/10/2010 17:7:26 11/10/2010 17:37:26
75 \. 07/14/2009 02:08%55 04/04/2012 11/10/2010 17:37:26 |{11/10/2010 17:37:26 11/1)/2010 17:37:26
8 6 \$Bitmap  11/10/201017:37%6  11/10/201( 11/10/2010 17:37:26 |11/10/2010 17:37 26 11/10/2010 17:37:26
97 \$Boot 11/10/2010 17:37: 11/10/201 11/10/2010 17:37:26 |11/10/2010 17:37:26 11/10/2010 17:37:26
10 8 \$BadClus  11/10/2010 17:37: 11/10/201 11/10/2010 17:37:26 |11/10/2010 17:37:25 11 10/2010 17:37:26
1 8 \$BadClus:$B 11/10/2010 17:37:2 11/10/201 11/10/2010 17 37 26|11/10/2010 17:37:26 |11/10/2010 17:37:2¢ 1:/10/2010 17:37:26
129 \$Secure 11/10/2010 17:37:2 11/10/201 11/10/2010 17:37:26|11/10/2010 17:37:26 |11/10/2010 17:37:26 11/10/2010 17:37:26
139 \$Secure:$SD 11/10/2010 17:37:26 § 11/10/201 11/10/2010 17:37:26|11/10/2010 17:37:26 |11/10/2010 17:37:26 .1/10/2010 17:37:26
14 10 \$UpCase 11/10/2010 17:37:26 §11/10/201 11/10/2010 17:37:26|11/10/2010 17:37:26 |11/10/2010 17:37:26 11/10/2010 17:37:26
15 11 \$SExtend 11/10/2010 17:37:26 1/10/201 B 11/10/2010 17:37:26|11/10/2010 17:37:26 11/1(‘_"2010 17:37:2¢ 123 ’10/2':10 17-37:26
16 24 \$Extend\$Q:11/10/2cCombine TheseyThree 0lumns 0/2010 17:37:58|11/10/2010 17:37:58 |11/ 1byzose-wreor:Sd=r-l)rordotoaroros
17 25 \$SExtend\$0111/10/2010 17:37:58 11/10/2010 1 8 11/10/2010 1 :58|11/10/2010 17:37:58 |11/10/2010 17:37:58 11/10/2010 17:37:58 E
ORI 2 CT ot eT T mmemem s T '['4"""'“_7_" T B
Ready Calculate | 3 | |EEE 100% (=) 0 o

Figure 89. Combining Date/Time columns. (Lee, 2014, digital case files)
To combine the columns of timestamps and to display those timestamps in the

correct format, a function will be used that specifically tells Excel how the values should

look. The first function will combine the ‘Std Info’ timestamps (Figure 90).

="Std Info - Create: " & TEXT(D2, "mm/dd/yyyy hh:mm:ss") & ", Modify: " &
TEXT(E2, "mm/dd/yyyy hh:mm:ss") & ", Entry: " & TEXT(F2, "mm/dd/yyyy hh:mm:ss")

Edo-e-|- MFT.xIsx - Microsoft Excel - o
Home | Insert Pagelayout Formulas Data Review View Developer Team o @ o @ R
=X cut Calibri AT - SwmpTen Custom 5| = FEh X AutoSum ~ A?
Paste B Copy - B I U S-A o «0 ».0 Coz%na\ FEEH:‘; ‘;f ien [gt\e |F_0‘:'n:;|l 0 A Sort & ?nda&
- I Format Painter 2T T S e FMergesienter = $ - % 3 8 W8 Formatting + as Table » Styles~ |~ - e | @Cars G Selecte
Clipboard Fopt Alignment Number iyles slis £diting
G2 v I ="Std Info - Create: " & TEXT(D2, "mm/dd/yyyy hh:mm:ss") & ", Modify: " & TEXT(E2, "mm/dd/yyyy hh:mm:ss") & ", Entry: " & TEXT(F2, "mm/ v
A B C I D E T - T G ! =
1 FN Info Creation date Recor - Filename # ~ |Std Info Creation dai - Std Info Modification d: ~ |Std Entry date ~ ~ [FN In{:
2 11/10/2010 17:37:26 0 \SMFT 11/10/201017:37:26  11/10/2010 17:37:26 11/10/2840 17:37:26 Std Info - Create: 11/10/2010 17:37:26, Modify: 11/10/20111/1C
3 11/10/201017:37:26 1 \SMFTMirr  11/10/2010 17:37:26  11/10/2010 17:37:26 11/10/201017:37:26 11/1C
4 11/10/2010 17:37:26 2 \SLogFile 11/10/201017:37:26  11/10/2010 17:37:26 11/10/2010 7:26 11/1¢C
5 11/10/201017:37:26 3 \$Volume 11/10/2010 17:37:26  11/10/2010 17:37:26 11/10/2010 17:3%; 11/1C
6 11/10/201017:37:26 4 \SAttrDef 11/10/2010 17:37:26  11/10/2010 17: 11/1C
7 11/10/201017:37:26 5 \. 07/14/2009 02:07:55 04/04/2012 11: 11/1C
8 11/10/201017:37:26 6 \$Bitmap  11/10/201017:37:26  11/10/2010 17:37:26 11/1C
9 11/10/201017:37:26 7 \$Boot 11/10/201017:37:26  11/10/2010 17:37:26 11/1C
10 11/10/201017:37:26 8 \$BadClus  11/10/201017:37:26  11/10/2010 17:37:26 11/10/2010 17:37: 26 11/1C
11 11/10/2010 17:37:26 8 \$BadClus:$B11/10/2010 17:37:26  11/10/2010 17:37:26 11/10/2010 17:37:26 11/1C
12 11/10/2010 17:37:26 9 \$Secure 11/10/201017:37:26  11/10/2010 17:37:26 11/10/2010 17:37:26 11/1C
13 11/10/2010 17:37:26 9 \$Secure:$SD 11/10/2010 17:37:26  11/10/2010 17:37:26 11/10/2010 17:37:26 . . . 11/1C
14 11/10/2010 17:37:26 10 \$UpCase  11/10/201017:37:26 11/10/2010 17:37:26 11/10/2010 17:37:26 Gomblnmg Columnsywithja|Runction,  13/1¢
15 11/10/201017:37:26 11 \$Extend 11/10/201017:37:26  11/10/2010 17:37:26 11/10/2010 17:37:26 11/1C
16 11/10/2010 17:37:58 24 \$Extend\$Q:11/10/2010 17:37:58  11/10/2010 17:37:58 11/10/2010 17:37:58 11/1C
17 11/10/2010 17:37:58 25 \$Extend\$0/11/10/2010 17:37:58  11/10/2010 17:37:58 11/10/2010 17:37:58 11/1(v
O MR AT T T Tttt rmmmmem T e mem e
Ready Calculate | 3 | |EEEE 100% (=) 0 O

Figure 90. A function to combine columns. (Lee, 2014, digital case files)

The second function performs the same action, just on the ‘FN Info’ timestamps:
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="FN Info - Modify: " & TEXT(G2, "mm/dd/yyyy hh:mm:ss") & ", Entry: " &

TEXT(H2,

"mm/dd/yyyy hh:mm:ss")

When dealing with a large set of data and filling a column with a function, you

may run into an issue where the values in the cells do not match the formula applied to

that cell (Figure 91 — Number 1). To fix this issue, on the ‘Formula’ ribbon, select the

‘Calculate Now’ button to refresh/recalculate the function formulas (Figure 91 — Number

2).

Edo-e|- MFT.xlsx - Microsoft Excel R calculate)to)Refresh|Function 9 -
Home Insert Pagelayout | Formulas = Data Review View Developer ~Team c@o@ R
f:\f b ﬁj @ @ \AJ ﬁ @ m@ Eﬁ i3 Define Name - ‘j;i'Trace Precedents 1] Show Formtﬂas J‘ j -
. = £2Use in Formula =3 Trace Dependents ¥ Error Checking = |
Insert | AutoSum Recently Financial Logical Text Date & Lookup & Math&  More Name e _ | Watch | Caleulation [ Calculate Sheet
Function ~ *  Usedv  ~ - ~  Time~ Reference~ Trig~ Functions~ Manager B Create from Selection | %, Remove Arrows ~ (fy) Evaluate Window | Options ¥
Function Library Defined Names Formula Auditing Calculation
G2 v Je | ="FN Info - Modify: " & TEXT(E2, "mm/dd/yyyy hh:mm:ss") & ", Entry: " & TEXT(F2, "mm/dd/yyyy hh:mm:ss") v
D E B G H Jo =
1 ~ |FN Info Modification dat ~ FN Info Entry date ~ [
395 Std Info - Create: 04/04/2012 00:12:19, Modify: 0£04/04/2012 00:12:19 04/04/2012 00:12:19 FN Info - Modify: 11/10/2010 17:37:26, Entry: 11/10/2010 17:37:26
396 Std Info - Create: 04/04/2012 12:35:50, Modify: 0£04/04/2012 12:35:50 04/04/2012 12:35:50 FN Info - Modify: 11/10/2010 17:37:26, Entry: 11/10/2010 17:37:26
397 Std Info - Create: 04/04/2012 00:07:38, Modify: 0¢04/04/2012 00:07:38 04/04/2012 00:07:38 FN Info - Modify: 11/10/2010 17:37:26, Entry: 11/10/2010 17:37:26
398 Std Info - Create: 03/15/2012 22:36:50, Modify: 0:03/15/2012 22:36:50 03/15/2012[)ate/[Tifmes:DosNot VAt 10 17:37:26, Entry: 11/10/2010 17:37:26
399 Std Info - Create: 07/05/2011 20:29:52, Modify: 0303/15/2012 22:31:57 03/15/2012 22:31:57 FN Info - Modify: 11/10/2010 17:37:26, Entry: 11/10/2010 17:37:26
400 Std Info - Create: 03/22/2012 14:50:19, Modify: 0:03/22/2012 14:50:19 03/22/2012 :19 FN Inf lodify: 11/10/2 :37:26, Entry: 11/10/2010 17:37:26
401 Std Info - Create: 03/15/2012 22:36:50, Modify: 0:03/15/2012 22:36:50 OW:SO FN Info - Modify: 11/10/2010 17: Entry: 11/10/2010 17:37:26
402 Std Info - Create: 03/15/2012 22:36:54, Modify: 0:03/15/2012 22:36:54 0. /2012 22:36:54 FN Info - Modify: 11/10/2010 17:37:26, Entry: 11/10/2010 17:37:26
403 Std Info - Create: 04/04/2012 15:20:56, Modify: 040470472012 15:20:56 0470472012 15:20:56 |FN Info - Modify:| 737726, Entry: 37"
404 std Info - Create: 04/01/2012 00:06:46, Modify: 0404/01/2012 00:06:46 04/01/2012 00:06:46 |FN Info - Modify:{11/10/2010 17:37:26, Entry: 11/10/2010 17:37:26
405 Std Info - Create: 03/22/2012 06:42:29, Modify: 0303/22/2012 06:42:29 03/22/2012 06:42:29 |F ol MO*/ 11/10/2010 17:37:26, Entry: 11/10/2010 17:37:26
406 Std Info - Create: 09/08/2011 20:57:55, Modi 403/15/2012 22:32:43 03/15/2012 22:32:43 |FN Info - Modify:{11/10/2010 17:37:26, Entry: 11/10/2010 17:37:26
407 Std Info - Create: 03/15/2012 23:13:28, Modify: 0:03/15/2012 23:13:29 03/15/2012 23:13:29 FN Info - Modify: 11/10/2010 17:37:26, Entry: 11/10/2010 17:37:26
408 Std Info - Create: 03/15/2012 23:12:01, Modify: 0:03/15/2012 23:12:01 03/15/2012 23:12:01 FN Info - Modify: 11/10/2010 17:37:26, Entry: 11/10/2010 17:37:26
409 Std Info - Create: 03/22/2012 07:13:20, Modify: 0:03/22/2012 07:13:20 03/22/2012 07:13:20 FN Info - Modify: 11/10/2010 17:37:26, Entry: 11/10/2010 17:37:26
410 Std Info - Create: 03/22/2012 13:48:05, Modify: 0:03/22/2012 13:48:05 03/22/2012 13:48:05 FN Info - Modify: 11/10/2010 17:37:26, Entry: 11/10/2010 17:37:26 E
O MR g T T e e 1 X [ I R >
Ready Calculate | B3] | Count: 115585 |[EE|EN E 100% (=) W) (+)

Figure 91. Recalculate function values. (Lee, 2014, digital case files)

The recalculated combined columns should look like Figure 92.
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Ed9-e- |- MFT.xIsx - Microsoft Excel - o
Home Insert Pagelayout | Formulas = Data Review View Developer ~Team c@o@ R
fi_ 2 ﬁj @ ﬁ U ﬂ ﬁ ﬁ m ﬁ i3 Define Name - i Trace Precedents 5] Show Formulas @ B calculte Now
=3 Trace Dependents ¥ Error Checking = <
Insert | AutoSum Recently Financial Logical Text Date & Lookup & Math&  More Watch | Calculation (7% Calculate Sheet
Function v Usedr - ~  Time~ Reference~ Trig~ Functions~ Manager ﬁoea(efmm Selection 7, Remove Arrows ~ (£ Evaluate Formula  window | Options ~
Function Library Defined Names Formula Auditing Calculation
D2 v J | Std Info - Create: 11/10/2010 17:37:26, Modify: 11/10/2010 17:37:26, Entry: 11/10/2010 17:37:26 v
D E E =
1 - (=]
2 Std Info - Create: 11/10/2010 17:37:26, Modify: 11/10/2010 17:37:26, Entry: 11/10/2010 17:37:26  FN Info - Modify: 11/10/2010 17:37:26, Entry: 11/10/2010 17:37:26
3 Std Info - Create: 11/10/2010 17:37:26, Modify: 11/10/2010 17:3 :11/10/2010 17:3 FN Info - Modify: 11/10/2010 17:37:26, Entry: 11/10/2010 17:37:26
4 Std Info - Create: 11/10/2010 17:37:26, Modify: 11/10/2010 17:37: :11/10/2010 17:37: FN Info - Modify: 11/10/2010 17:37:26, Entry: 11/10/2010 17:37:26
5 Std Info - Create: 11/10/2010 17:37:26, Modify: 11/10/2010 17:3 :11/10/2010 17:3 FN Info - Modify: 11/10/2010 17:37:26, Entry: 11/10/2010 17:37:26
6 Std Info - Create: 11/10/2010 17:37:26, Modify: 11/10/2010 17:37:. :11/10/2010 17:37:. FN Info - Modify: 11/10/2010 17:37:26, Entry: 11/10/2010 17:37:26
7 Std Info - Create: 07/14/2009 02:07:55, Modify: 04/04/2012 11:4 1 04/04/2012 11:4 FN Info - Modify: 11/10/2010 17:37:26, Entry: 11/10/2010 17:37:26
8 Std Info - Create: 11/10/2010 17:37:26, Modify: 11/10/2010 17:37:. :11/10/2010 17:37:. FN Info - Modify: 11/10/2010 17:37:26, Entry: 11/10/2010 17:37:26
9 Std Info - Create: 11/10/2010 17:37:26, Modify: 11/10/2010 17:3 :11/10/2010 17:3 FN Info - Modify: 11/10/2010 17:37:26, Entry: 11/10/2010 17:37:26
10 Std Info - Create: 11/10/2010 17:37:26, Modify: 11/10/2010 17:37:. FN Info - Modify: 11/10/2010 17:37:26, Entry: 11/10/2010 17:37:26
11 Std Info - Create: 11/10/2010 17:37:26, Modify: 11/10/2010 17:37:26, Entry: FN Info - Modify: 11/10/2010 17:37:26, Entry: 11/10/2010 17:37:26
12 Std Info - Create: 11/10/2010 17:37:26, Modify: 11/10/2010 17:37:26, Entry: B FN Info - Modify: 11/10/2010 17:37:26, Entry: 11/10/2010 17:37:26
13 Std Info - Create: 11/10/2010 17:37:26, Modify: 11/10/2010 17:37:26, Entry: 11/10/2010 17:37:26  FN Info - Modify: 11/10/2010 17:37:26, Entry: 11/10/2010 17:37:26
14 Std Info - Create: 11/10/2010 17:37:26, Modify: 11/10/2010 17:37:26, Entry: 11/10/2010 17:37:26  FN Info - Modify: 11/10/2010 17:37:26, Entry: 11/10/2010 17:37:26
15 Std Info - Create: 11/10/2010 17:37:26, Modify: 11/10/2010 17:37:26, Entry: 11/10/2010 17:37:26  FN Info - Modify: 11/10/2010 17:37:26, Entry: 11/10/2010 17:37:26
16 Std Info - Create: 11/10/2010 17:37:58, Modify: 11/10/2010 17:37:58, Entry: 11/10/2010 17:37:58  FN Info - Modify: 11/10/2010 17:37:58, Entry: 11/10/2010 17:37:58
17 Std Info - Create: 11/10/2010 17:37:58, Modlfy 11/10/2010 17:37:58, Entry: 11/10/2010 17:37:58  FN Info - Modify: 11/10/2010 17:37:58, Entry: 11/10/2010 17:37:58 E
OO MEr g T T T ottt 1 K R R L >

Ready Calculate | B3] |

Figure 92. Date/Time column results. (Lee, 2014, digital case files)

[EEm 0 & .

A few final changes need to be made such as entering in the standard headers;

creating and filling in the Artifacts column; moving the old ‘Record Number’ column to

the ‘Miscellaneous’ column; and adding a prefix to the ‘Miscellaneous’ column for

clarity (Figure 93).
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FN Info - Modify: 11/10/2010 17:37:26, Entry: 11/10/2010 17:37:26
FN Info - Modify: 11/10/2010 17:37:26, Entry: 11/10/2010 17:37;26
FN Info - Modify: 11/10/2010 17:37:26, Entry: 11/10/2010 17:37:26
FN Info - Modify: 11/10/2010 17:37:26, Entry: 11/10/2010 17:37:26
FN Info - Modify: 11/10/2010 17:37:26, Entry: 11/10/2010 17:37:26
FN Info - Modify: 11/10/2010 17:37:26, Entry: 11/10/2010 17:37:26
FN Info - Modify: 11/10/2010 17:37:26, Entry: 11/10/2010 17:37:26
FN Info - Modify: 11/10/2010 17:37:26, Entry: 11/10/2010 17:37:26
FN Info - Modify: 11/10/2010 17:37:26, Entry: 11/10/2010 17:37:26
FN Info - Modify: 11/10/2010 17:37:26, Entry: 11/10/2010 17:37:26
FN Info - Modify: 11/10/2010 17:37:26, Entry: 11/10/2010 17:37:26
FN Info - Modify: 11/10/2010 17:37:26, Entry: 11/10/2010 17:37:26
FN Info - Modify: 11/10/2010 17:37:26, Entry: 11/10/2010 17:37:26
FN Info - Modify: 11/10/2010 17:37:26, Entry: 11/10/2010 17:37:26
FN Info - Modify: 11/10/2010 17:37:58, Entry: 11/10/2010 17:37:58
FN Info - Modify: 11/10/2010 17:37:58, Entry: 11/10/2010 17:37:58
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Figure 93. Moving ‘Record Number’ column and adding a prefix to columns. (Lee, 2014, digital case files)

The final output should look like Figure 94.
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Ed»-e-|- MFT.xlIsx - Microsoft Excel - O
Home | Insert Pagelayout Formulas Data Review View Developer Team c@o@ R
& Cut Calibri 2 - ShWrap Text Custom . 1 ) ) e Tk [ = Auosum- 'f‘? 3
= Copy - BIU M- A 9 <0 >0 Co%na\ fr%t -Cf %en [\)_;I; F:;:v;! - an& fda&
¥ Format Painter ERAREE = B MergeseCenter~| § ~ % 3 | 58 %8 Formatting ~ as Table - Styles~ |~ - o2 e Select-
Clipboard Font Alignment Number Styles Cells Editing
A2 v Je| 11/10/2010 17:37:26 v
A B © D E E G H =
1 Date/Time ~ | Accoun: ~ Compute ~ Description -  Details ~ |Properties ~ Miscell ~ |Artifacts v| =
2 11/10/201017:37:26 \SMFT Std Info - Create: 11/10/2010 17:37:26, Mod FN Info - Modify: 11/10/2010 1 Record #: 0 MFT File Create Date
3 11/10/201017:37:26 \SMFTMirr  Std Info - Create: 11/10/2010 17:37:26, Mod FN Info - Modify: 11/10/2010 1Record #: 1 MFT File Create Date
4 11/10/2010 17:37:26 \SLogFile Std Info - Create: 11/10/2010 17:37:26, Mod FN Info - Modify: 11/10/2010 1 Record #: 2 MFT File Create Date
5 11/10/2010 17:37:26 \$Volume Std Info - Create: 11/10/2010 17:37:26, Mod FN Info - Modify: 11/10/2010 1 Record #: 3 MFT File Create Date
6 11/10/201017:37:26 \SAttrDef Std Info - Create: 11/10/2010 17:37:26, Mod FN Info - Modify: 11/10/2010 1 Record #: 4 MFT File Create Date
7 11/10/2010 17:37:26 \. Std Info - Create: 07/14/2009 02:07:55, Mod FN Info - Modify: 11/10/2010 1 Record #: 5 MFT File Create Date
8 11/10/201017:37:26 \$Bitmap Std Info - Create: 11/10/2010 17:37:26, Mod FN Info - Modify: 11/10/2010 1 Record #: 6 MFT File Create Date
9 11/10/201017:37:26 \$Boot Std Info - Create: 11/10/2010 17:37:26, Mod FN Info - Modify: 11/10/2010 1 Record #: 7 MFT File Create Date
10 11/10/2010 17:37:26 \$BadClus Std Info - Create: 11/10/2010 17:37:26, Mod FN Info - Modify: 11/10/2010 1 Record #: 8 MFT File Create Date
11 11/10/2010 17:37:26 \$BadClus:$Ba Std Info - Create: 11/10/2010 17:37:26, Mod FN Info - Modify: 11/10/2010 1 Record #: 8 MFT File Create Date
12 11/10/2010 17:37:26 \$Secure Std Info - Create: 11/10/2010 17:37:26, Mod FN Info - Modify: 11/10/2010 1 Record #: 9 MFT File Create Date
13 11/10/2010 17:37:26 \$Secure:$SDS Std Info - Create: 11/10/2010 17:37:26, Mod FN Info - Modify: 11/10/2010 1 Record #: 9 MFT File Create Date
14 11/10/2010 17:37:26 \$UpCase Std Info - Create: 11/10/2010 17:37:26, Mod FN Info - Modify: 11/10/2010 1 Record #: 10 MFT File Create Date
15 11/10/2010 17:37:26 \$Extend Std Info - Create: 11/10/2010 17:37:26, Mod FN Info - Modify: 11/10/2010 1Record #: 11 MFT File Create Date
16 11/10/2010 17:37:58 \$Extend\$Qu: Std Info - Create: 11/10/2010 17:37:58, Mod FN Info - Modify: 11/10/2010 1Record #: 24 MFT File Create Date
17 11/10/2010 17:37:58 \$Extend\$SObStd Info - Create: 11/10/2010 17:37:58, Mod FN Info - Modify: 11/10/2010 1Record #: 25 MFT File Create Date -
O MET R S 1 | T T B T T >
Ready Calculate | 23] | ||EEE @ 100% (= 'y (+)

Figure 94. Final output. (Lee, 2014, digital case files)

8.4.7. Prefetch Entries

We produced the Prefetch output used in this example by running the

parse_prefetch_info tool against the prefetch directory of a Windows 7 system:

parse_prefetch_info.exe —p <Path to Prefetch Directory> -d <database name> -

w Vista -o <Path to Output Directory> -r csv

One of the files generated when running the above command is

prefetch_file info.csv which contains a nice summary of the prefetch file activities on the

system. When you open the file and apply the standard formatting, you’ll notice that the

‘UTC time’ column is not formatted properly (Figure 95).

Microsoft Office UserMicrosoft Office UserGreg Lalla, greg.lalla@mail.comMicrosoft
Office User

© 2017 The SANS Institute

Author retains full rights.



Hunting through Big Data with Excel

7

FA™ AR prefetch_file_info.xlsm - Microsoft Excel - o
Home | Inset  Pagelayout  Formulas Data Review  View  Developer  Team 2 @o&@ R
3 i' Calibri c1 - A === o SiwepTte General - 13] Efé _L;'d] EI.- . 'IJ ;:Tfsum N %? L?a
SRR NERERS Bowcoracone: | § -0 88| oo Fomt G | e od Fomt | 53t ot
Clipboard Font 2 Alignment Number Styles Cells Editing
A6 - fe | AT.EXE-E31318D4.pf [v]
A B c D £ F G H 1 1~
1 Prefetch File Name ~ | Actual File Name ~ | Number Time Run | v | UTC time v
2 A.EXE-8DS6B1CA.pf A.EXE 2 Wed Apr 4 00:43:06 2012 5
3 A.EXE-F91CBAOE.pf A.EXE 1541 Sat Apr 716:22:10 2012
4 ACRORD32.EXE-33939BD1.pf ACRORD32.EXE 4 Sun Apr 114:17:38 2012
5 ADOBEARM.EXE-ACAO0A4A.pf ADOBEARM.EXE 6 Fri Apr 619:43:04 2012
6 [AT.EXE-E3131BD4.pf JaT.ExE 9 Fri Apr 613:41:09 2012
7  ATBROKER.EXE-FF58B71D.pf ATBROKER.EXE 4 Wed Apr 412:21:04 2012
8 AUDIODG.EXE-DOD776AC.pf AUDIODG.EXE 4834 Fri Apr 619:42:18 2012
9 CMD.EXE-89305D47.pf CMD.EXE 25 Fri Apr 619:00:47 2012
10 CONHOST.EXE-3218E401.pf CONHOST.EXE 1436 Sat Apr 707:00:13 2012
11 CONSENT.EXE-65F6206D.pf CONSENT.EXE 27 Wed Apr 4 20:05:23 2012
12 | CONTROL.EXE-9459D5A0.pf CONTROL.EXE 1 Wed Apr 420:03:16 2012
13 CSC.EXE-4EF173D0.pf CSC.EXE 4 Sun Apr 105:00:38 2012
14 CSRSS.EXE-8C04D631.pf CSRSS.EXE 39 Fri Apr 619:42:07 2012
15 CVTRES.EXE-419E4E46.pf CVTRES.EXE 4 Sun Apr 105:00:38 2012
16 DEFRAG.EXE-738093E8.pf DEFRAG.EXE 67 Thu Apr 5 11:54:26 2012
17 DLLHOST.EXE-6202E8F2.pf DLLHOST.EXE 2 Wed Apr 415:37:11 2012
18 | DLLHOST.EXE-6D52477E.pf DLLHOST.EXE 1 Wed Apr 4 02:25:39 2012
19 DLLHOST.EXE-71214090.pf DLLHOST.EXE 21 Thu Apr 5 15:51:47 2012 5
W 4> ¥ prefetch_file_info /%3 0N I ] »
Ready | 73 | |[ED@ @ 100% &) y! &)

Figure 95. Fix date and times to match our standard format. (Lee, 2014, digital case files)

Unfortunately, Excel does not recognize these values as Dates or Times, so we’ll

need to fix it so that it does. All the information is there, but the order in which it appears

is not quite right. To correct this, we will reorder the data. First, we highlight the ‘UTC

time’ column and then click the ‘Text to Columns’ button on the ‘Data’ ribbon to

separate the items using a ‘Space’ character as the delimiter (Figure 96).
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e el prefetch_file_info.xlsm - Microsoft Excel
Home  Insert  Pagelajout  Formulas | Data | Review  View  Developer  Team
Convert Text to Columns Wizard - Step 1 of 3 ? = = > Eg‘)
& 9 =a = &= &
s || The Text Wizard has determined that your data is Fixed Width. e e e
If this s correct, choose Next, or choose the data type that best describes your data. Columns nalysis ~
Original data type
D1 type that best describes your data:
racters such as commas or tabs separate each field. c E
1 |prefetch Fi T e e i ar Time Run | ~ | UTC time
2 |AEXE-8DS! Wed Apr 400:43:06 2012
3 |AEXE-FINS [sat Apr 716:22:10 2012
4 |ACRORD32) [Sun Apr 114:17:38 2012
5 |ADOBEARN]|  Preview of selected data: Fri Apr 619:43:04 2012
6 |AT.EXE-E31 K
— 1] uTC cime
7 |ATBROKER!| [r}iea apr 4 00:43:0
8 |AUDIODG.E| [s)ec 2p=
9 |ovp.exes [SE 2P . Fri Apr 619:00:47 20;
10 | CONHOST.! [sat Apr 707:00:13 2012
11 | CONSENT.! Wed Apr 420:05:23 2012
12 |CONTROL| Cancel Einish Wed Apr 420:03:16 2012
13 |CSC.EXE-4F [Sun Apr 105:00:38 2012
14 | CSRSS.EXE-8C04D631.pf CSRSS.EXE 39 Fri Apr 619:42:07 2012
15 | CVTRES.EXE-419E4E46. pf CVTRES.EXE a [Sun Apr 105:00:38 2012
16 | DEFRAG.EXE-738093E8.pf DEFRAG.EXE 67 Thu Apr 511:54:26 2012
17 | DLLHOST.EXE-6202€8F2.pf DLLHOST.EXE 2 Wed Apr 415:37:11 2012
18 | DLLHOST.EXE-6D52477E.pf DLLHOST.EXE 1 Wed Apr 402:25:39 2012
19 | DLLHOST.EXE-71214090.pf DLLHOST.EXE 21 Thu Apr 515:51:47 2012
44 » ¥| prefetch_file_info /%0

0K —

Delimited

by/Space

Ready | 3 |

Figure 96. Text to columns to fix Date/Time. (Lee, 2014, digital case files)

Count: 121 |[EB|T @ 100% (=)

Once each Date/Time item is in its own column, the following formula can be

used to add them back together in the proper order (Figure 97):

=DATE(H2,MONTH(1&E2),F2) + G2
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3 A.EXE-F91CBAOE.pf
4 ACRORD32.EXE-33939BD1.pf
5 ADOBEARM.EXE-ACAQ0A4A.pf
6 AT.EXE-E3131BD4.pf
7 ATBROKER.EXE-FF58B71D.pf
8 AUDIODG.EXE-DOD776AC.pf
9 |CMD.EXE-89305D47.pf
10 CONHOST.EXE-3218E401.pf
11 CONSENT.EXE-65F6206D.pf
12 CONTROL.EXE-9459D5A0.pf
13 CSC.EXE-4EF173D0.pf

14
15
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CSRSS.EXE-8C04D631.pf
CVTRES.EXE-419E4E46.pf
DEFRAG.EXE-738093E8.pf
DLLHOST.EXE-6202E8F2.pf

18 DLLHOST.EXE-6D52477E.pf
19 DLLHOST.EXE-71214090.pf
W < » ]| prefetch_file_info /%3

i Gl c
~ | Actual File Name ~ | Number Time Run |~
AEXE 26 wed
AEXE 1541 sat
ACRORD32.EXE 4 sun
ADOBEARM.EXE 6 Fri
ATEXE s Fri
ATBROKER.EXE a wes Month
AUDIODG.EXE 484 Fri
CMD.EXE 2 Fri
CONHOST.EXE 1436 sat
CONSENT.EXE 27 wed Day
CONTROL.EXE 1 wed —))
CSC.EXE 4 sun
CSRSS.EXE 39 Fri
CVTRES.EXE 4 sun
DEFRAG.EXE 67 Thu
DLLHOST.EXE 2 wed
DLLHOST.EXE 1 wed
DLLHOST.EXE 2 Thu

- utc time
[7]
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Ready | P |

Figure 97. Reorder date and time fields. (Lee, 2014, digital case files)

After copying the cell values over the functions in the new column, you can delete

the delimited columns you just created. Next, move the new Date/Time column to the

beginning of the spreadsheet, insert columns where needed and modify the column

headers to match our standard headers. Finally, prepend ‘Number Time Runs’ to the new

‘Properties’ column entries and manually enter the Artifact and Computer column values

for a final result (Figure 98).

dw-e-s prefetch_file_info.xlsm - Microsoft Excel — =
Home | Insert  Pagelayout  Formulas  Data  Review  View  Developer  Team 6@ @ =
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P romatpointer | B 4 U7 L Euergeacenter= | $ - % 2 | S| e i Tomer swise | o e T Qe Fners sae
Clipboard i Font i Alignment 7 Number 7 Styles Cells Editing
A4 - fe | 03/21/2012 15:15:01 =
A [ c D E F G H 1 5 -
1 Date/Time ~ | Account |~ Computer - iptic ~ Details v, ~ Miscellaneous i H
2 03/15/201221:17:39 I‘wxs-wmnzam\ MUAUCLT.EXE-aaoBccm.pf WUAUCLT.EXE
"WKS-WIN732BITA MMC.EXE-94CB0423.pf MMC.EXE Der Time Run: 2 ’ prefetch
WKS-WIN732BITA VDYIRE-AD27FODC.pf VDS.EXE ‘ Number Time Run: 2 ¢ prefetch
WKS-WIN732BITA WS S.EXE-E2CE6542.pf WSQMCONS.EXE Number Time Run: 1 , prefetch
WKS-WIN732BITA NAPRDMG$ 5F08014.pf NAPRDMGR.EXE , Number Time Run:Z’ prefetch
WKS-WIN732BITA SCRNSAVE.S 7D32.pf SCRNSAVE.SCR Number Time Ru; prefetch
WKS-WIN732BITA SDIAGNHOST.E} %74# SDIAGNHOST.EXE Numberleg prefetch
WKS-WIN732BITA CSC.EXE-4EF173D0.pf CSC.EXE Number, Run:4 prefetch
WKS-WIN732BITA CVTRES.EXE-419E4E46.pf \ CVTRES.EXE Nut dmeRunM prefetch
WKS-WIN732BITA ACRORD32.EXE-33939BD1.pf \ ACRORD32.EXE , P}bernme Run:4 prefetch
WKS-WIN732BITA MMC.EXE-2E157AES. pf \ MMC.EXE ’NumberTlmeRuntl prefetch
WKS-WIN732BITA TOPLZAGU.EXE-4EFDSFD3. pf TOPLZAGU.EXi ’ Number Time Run: 1 prefetch
WKS-WIN732BITA OSCMPGPK.EXE-DDCC6901.pf Add:toiColumns Number Time Run: 1 prefetch
WKS-WIN732BITA RUNDLL32.EXE-6706170E.pf S RUNDLLZZEXE Number Time Run: 2 prefetch
WKS-WIN732BITA DLLHOST.EXE-C85DDD7D.pf DLLHOST.EXE Number Time Run: 2 prefetch
17 04/03/2012 21:50:44 WKS-WIN732BITA WMIC.EXE-B77E8CD6.pf WMIC.EXE Number Time Run: 2 prefetch
18 04/03/2012 22: WKS-WIN732BITA DLLHOT.EXE-9BB7786D.pf DLLHOT.EXE Number Time Run: 4 prefetch
19 04/03/2012 22: WKS-WIN732BITA DLLHOST.EXE-7D218388.pf DLLHOST.EXE Number Time Run: 1 prefetch 3
W 4> ]| prefetch_file_info /¥J [l [ ] 3
Ready | 3 | 100 00—

Figure 98. Prefetch results. (Lee, 2014, digital case files)
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