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MyWorkPC

Corporate Firewall

Porn Sites , Gambling Sites , 

Malicious Sites , etc..

Web Filtering Avoidance

HTTP request using public proxy site

Web Filtering Server enforces policy 

using URL database

Is this site OK ? Allow

HTTP request using public proxy site

proxy server listening on port 80

proxy server listening on port 8080

Web site request highlighted in blue may succeed if “proxy avoidance” category not filtered or if proxy server not categorized in URL database

Web site request highlighted in green may succeed if firewall is not configured to block port used by public HTTP proxy server .  

Web filtering typically interrogates traffic on http /https ports only
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Web Browser

TOR Client

Privoxy HTTP Proxy

Encrypted TOR traffic over port 443

Localhost :8118

Localhost :9050

MyWorkPC

Corporate Firewall or 

Proxy Server

Porn Sites , Gambling Sites , 

etc..

AOL , MSN , Yahoo IM Traffic

Using TOR for Proxy Avoidance 

IM Client

Localhost :9050

TOR Network

Traffic identified by blue arrows is encrypted
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MyWorkPC

Corporate Firewall

Porn Sites , Gambling Sites , 

Malicious Sites , etc..

Blocking Access to Public Proxy Servers using Web Filtering

HTTP request using public proxy site

Web Filtering Server enforces policy 

using URL database

Is this site OK ? No

HTTP request using public proxy site

proxy server listening on port 8080

Web site request highlighted in blue will fail if “proxy avoidance” category filtered and requested proxy server has been categorized in URL database

Web site request highlighted in green will fail if firewall is configured to block ports used by public HTTP proxy server .  

Web filtering typically interrogates traffic on http /https ports only

proxy server listening on port 80
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MyWorkPC

Corporate Firewall

Porn Sites , Gambling Sites , 

Malicious Sites , etc ..

Blocking Access to Public /Private Proxy Servers using Corporate Proxy Server

Corporate Proxy enforces policy using 

URL database or other criteria

HTTP request using public /private 

proxy site

Web site request will succeed if request if for legitimate site that is not blocked by the corporate proxy server .  Proxy server filters request through policy 

rules based on web site categorization (similar to web filtering ) or other criteria

No traffic is allowed through the firewall except traffic originating from the corporate proxy server .  

Browser can only assign single proxy server

Corporate proxy server 

Allowed Web Sites

Public or Private proxy server 
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Sample network-status document request 
The network-status published by a host with fingerprint 
   <F> should be available at: 
      http://<hostname>/tor/status/fp/<F>.z 
 

 
Sample Cisco IDS “TOR Client Activity” Alert 
 

  signature:   description=TOR Client Activity  id=5816  version=S256   
    subsigId: 0   
    sigDetails: /tor/status/fp/   
    marsCategory: Info/Misc   
  interfaceGroup: vs0   
  vlan: 0   
  participants:    
    attacker:    
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      addr: 10.XXX.XXX.XXX  locality=Inside   
      port: 3200   
    target:    
      addr: 213.161.192.240  locality=Outside   
      port: 80   
      os:   idSource=unknown  type=unknown  relevance=relevant   
  context:    
    fromAttacker:  
000000  47 45 54 20 2F 74 6F 72  2F 73 74 61 74 75 73 2F  GET /tor/status/ 
000010  66 70 2F 33 38 44 34 46  35 46 43 46 37 42 31 30  fp/38D4F5FCF7B10 
000020  32 33 32 32 38 42 38 39  35 45 41 35 36 45 44 45  23228B895EA56EDE 
000030  37 44 35 43 43 44 43 41  46 33 32 2E 7A 20 48 54  7D5CCDCAF32.z HT 
000040  54 50 2F 31 2E 30 0D                              TP/1.0. 

 

 
 
Sample router descriptor request 
The most recent descriptors for servers with identity fingerprints 
   <F1>,<F2>,<F3> should be available at: 
      http://<hostname>/tor/server/fp/<F1>+<F2>+<F3>.z 

 
Sample URL Filtering “Proxy Avoidance” Alert (simulated by entering 
any domain name with /tor/server/ in the path) 
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Squid HTTP Proxy

WinSocks SOCKS Proxy

freeSSHd SSH Server

Web Browser

Instant Messaging Client

Putty SSH Client SSH Tunnel over port 443

Localhost :3000

SSH Client Port Forwarding Rules

127.0.0.1:3000 -> MyHomePC :3128

127.0.0.1:3010 -> MyHomePC :1080

Localhost :3010

MyWorkPC MyHomePC

Corporate Firewall

MyHomePC :1080

MyHomePC :3128

Porn Sites , Gambling Sites , 

etc..

AOL , MSN , Yahoo

Using SSH Tunneling to Bypass Firewalls
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SLAVE
Corporate Firewall

Backdoor using Reverse WWW Shell

HTTP request informing MASTER the backdoor is active

MASTER listening on 

port 80 for web 

requests

HTTP request returning results of command

HTTP response with desired 

command to run on SLAVE
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# GENERAL CONFIG  
$MODE="GET";    # GET or POST 
$CGI_PREFIX="/cgi-bin/orderform";# should look like a valid cgi. 
$MASK="vi";    # for masking the program's process name 
$PASSWORD="THC";   # anything, nothing you have to rememeber 
     # (not a real "password" anyway) 
# 
# MASTER CONFIG (specific for the MASTER) 
$LISTEN_PORT=80; # on which port to listen (80 [needs root] or 8080) 
$SERVER="localhost"; # the host to run on (ip/dns) (the SLAVE needs this!) 
# 
# SLAVE CONFIG (specific for the SLAVE) 
# 
$SHELL="/bin/sh -i"; # program to execute (e.g. /bin/sh) 
$DELAY="3";  # time to wait for output after your command(s) 
#$TIME="14:39";  # time when to connect to the master (unset if now) 
#$DAILY="yes";  # tries to connect once daily if set with something 
#$PROXY="127.0.0.1"; # set this with the Proxy if you must use one 
#$PROXY_PORT="3128"; # set this with the Proxy Port if you must use one 
#$PROXY_USER="user"; # username for proxy authentication 
#$PROXY_PASSWORD="pass";# password for proxy authentication 
#$DEBUG="yes";  # for debugging purpose, turn off when in production 
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$BROKEN_RECV="yes"; # For AIX & OpenBSD, NOT for Linux & Solaris 
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Ping Tunnel Proxy

SSH Client

Ping Tunnel Client ICMP Tunnel using ICMP requests and replies

Localhost :8000

Ping Tunnel Client

./ptunnel -p myhomepc -lp 8000 -da {SSH Server IP } -dp 22

MyWorkPC

MyHomePCCorporate Firewall

Using Ping Tunnel to Bypass Firewalls

SSH Server

Destination Host

SSH Server :22
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Sample Cisco IDS “SSH over Non-standard Ports” Alert 

evIdsAlert: eventId=1183701598144406163  vendor=Cisco  severity=informational   
  originator:    
    hostId: ISE_NIPS01   
    appName: sensorApp   
    appInstanceId: 384   
  time: August 30, 2007 2:39:51 AM UTC  offset=60  timeZone=GMT-05:00   
  signature:   description=SSH Over Non-standard Ports  id=11233  

version=S258   
    subsigId: 0   
    sigDetails: SSH Over Web Ports   
    marsCategory: Info/Misc   
  interfaceGroup: vs0   
  vlan: 0   
  participants:    
    attacker:    
      addr: 10.21.141.83  locality=Inside   
      port: 4527   
    target:    
      addr: 10.21.39.79  locality=Inside   
      port: 443   
      os:   idSource=learned  type=windows-nt-2k-xp  relevance=relevant   
  context:    
    fromTarget:  
000000  53 53 48 2D 32 2E 30 2D  57 65 4F 6E 6C 79 44 6F  SSH-2.0-WeOnlyDo 
000010  20 31 2E 34 2E 30 0D 0A                            1.4.0.. 
 
    fromAttacker:  
000000  53 53 48 2D                                       SSH- 
 
  riskRatingValue: 26  targetValueRating=medium  

 attackRelevanceRating=relevant   
  threatRatingValue: 26   
  interface: ge0_0   
  protocol: tcp   

’
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’

 
Sample Cisco IDS “ICMP Flood” Alert 

 

evIdsAlert: eventId=1183701598144394830  vendor=Cisco  severity=medium   
  originator:    
    hostId: XXXXX   
    appName: sensorApp   
    appInstanceId: 384   
  time: August 27, 2007 11:35:27 PM UTC  offset=60  timeZone=GMT-05:00   
  signature:   description=ICMP Flood  id=2152  version=S1   
    subsigId: 0   
    marsCategory: DoS/Network/ICMP   
  interfaceGroup: vs0   
  vlan: 0   
  participants:    
    attacker:    
      addr: 10.xxx.xxx.xxx  locality=Inside   
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    target:    
      addr: 198.xxx.xxx.xxx  locality=Inside   
      os:   idSource=unknown  type=unknown  relevance=relevant   
  riskRatingValue: 85  targetValueRating=medium     

 attackRelevanceRating=relevant   
  threatRatingValue: 85   
  interface: ge0_0   
  protocol: icmp   

\\xD5\\x20\\x08\\x80.  

 

 

Sample Cisco IDS “Ping Tunnel ICMP Tunneling” Alert 
 
 
evIdsAlert: eventId=1183701598144394829  vendor=Cisco  severity=high   
  originator:    
    hostId: XXXX   
    appName: sensorApp   
    appInstanceId: 384   
  time: August 27, 2007 11:34:48 PM UTC  offset=60  timeZone=GMT-05:00   
  signature:   description=PingTunnel ICMP Tunneling  id=5543  version=S176   
    subsigId: 0   
    sigDetails: \\xD5\\x20\\x08\\x80   
    marsCategory: Penetrate/Backdoor/CovertChannel   
  interfaceGroup: vs0   
  vlan: 0   
  participants:    
    attacker:    
      addr: 10.XXX.XXX.XXX  locality=Inside   
    target:    
      addr: 198.XXX.XXX.XXX locality=Inside   
      os:   idSource=unknown  type=unknown  relevance=unknown   
  riskRatingValue: 80  targetValueRating=medium   
  threatRatingValue: 80   
  interface: ge0_0   
  protocol: icmp   
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