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Investigative Tree Models 

How much money does it take to respond to an incident? 

"#$%&'(!)&*+,-!./#*0,1!'&*+,-23/#*0,4-/%&&53&6!
"*789&'(!)83:!;/++,'!

"33,<$,*(!"<'80!=+*1!=>>?!

"@9$'/3$!

!"#$%&'(&)*+%*(&,%-./+(%&*#"01-(+2*(&0('"&+#*(&*+%'/23#*0%.$4"5*'()(+/4*"&6(-%&."&+*

requires extensive preparation and planning.  The current six step approach to incident 

response provides a broad framework but leaves the population of details up to the 

individual investigator.  The broad unstructured approach to incident response produces 

inconsistent results, unpredictable timeframes and uncontrolled costs.  Investigative tree 

models  provide a structured approach to identifying the questions that need to be 

answered, identifying the location of data needed to answer the questions and prioritizing 

the collection of this data during incident response.  The structured tree model approach 

to defining how questions are answered allows the incident response team to respond 

consistently with predictable results.  The structured approach also provides for 

definable, reproducible structures to be created facilitating controlled cost exposure 

during an incident response cycle.  For more information on investigative tree models 

and to join the community effort visit http://www.investigativetrees.com.  
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1. Introduction 

Bruce Schneier first wrote about attack trees in his book SE C R E TS & L I ES: D I G I T A L 

SE C U R I T Y I N A  N E T W O R K E D W O R L D (Schneier, 2000).  Attack trees can provide a 

graphical depiction of the defenses of a system and the countermeasures defending the 

system.  Mr. Schneier describes an attack tree as providing 7a methodical way of 

describing threats against, and countermeasures protecting, a system8 (Schneier, 2000).   

However, developing an attack tree can be a time-consuming effort for a finished product 

with a relatively short useful lifetime.   If the attack tree is not maintained with emerging 

threats and defenses, the effectiveness of the attack tree will decrease quickly. 

 
F igure 1: A ttack T ree ! Safe 

Figure 1 provides an example of an attack tree used by Mr. Schneier (Schneier, 2000).  

The attack tree provides a visualization of different attacks which can be used to gain 

access to a safe.  The attack tree is further broken down with multiple variations showing 

possible and impossible attacks, cost of performing an attack and other variations on the 

same theme. 

The attack tree !"#$%&'(!")*#%+#+%,(#$%&'%-)-."/##01)#+!(".#$%&'%-)-.#!"#$233)*#.1)#4(%%.#

-%*)5/##01)#(%%.#-%*)#&26)"#,'#.1)#+,-*2&)-.23#%78)$.!9)#()'()")-.)*#7:#.1)#2..2$6#.())/##
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The second component i"#$233)*#2#43)2+#-%*)5/##01)#3)2+#-%*)#!"#2#-%*)#;!.1!-#.1)#.())#.12.#

has no children.  A leaf node represents the beginning of a path to determine one possible 

'2.1#.1(%,<1#2-#2..2$6#.())/##01)#.1!(*#$%&'%-)-.#!"#$233)*#2-#4=>--%*)5/##01)#=>-node 

is used to join the outcome of two or more leaf nodes using a logical OR.  The fourth and 

+!-23#$%&'%-)-.#!"#$233)*#2-#4?@A--%*)5/##01)#?@A-node is used to join the results of 

two or more leaf nodes using a logical AND.  These four components make up the most 

commonly seen nodes within an attack tree structure.!

Another aspect of attack trees that needs to be discussed is the localized perspective.  

Every attack tree presents a perspective of the creator(s) of the tree, i.e., the objective or 

root node.  The creator(s) are normally focused on a local problem when defining the 

attack tree.  The example in Figure 1 provides a good representative overview for a 

generic safe.  However, more details must be known, before the attack tree can be used to 

design security for a specific safe.  What requirements are needed to actually pick the 

lock?  What is the assurance surrounding the training of installation technicians?  Can the 

safe be breached by cutting through the metal sides, top, bottom or hinges?  The answers 

to these questions depend upon the manufacturer of the safe, model of safe and 

specifications of the safe.  In short, additional parameters are needed for each node of the 

attack tree. 

2. Background 

More recent work on attack trees has begun to view the attack tree as a multi-variable 

problem.  Ahto Buldas, Peter Laud, Jaan Priisalu, Mart Saarepera, and Jan Willemson put 

+%(.1B#!-#.1)!(#'()")-.2.!%-#+%(#C>D0DE#5FG, put forth, in their paper !"#$%&"'()*%$+,(%-(

.,+/0$#1(2,"3/0,3(4$"(2/'#$56"0"7,#,0(8##"+9(:0,,3(;<==>?, that the determination of 

whether an IT infrastructure is protected (a) sufficiently, (b) reasonably or (c) not 

protected adequately can be made by using attack trees with interdependent parameters.  

They stated that the rational attack would occur only if the attack was profitable and the 

attacker would choose the attack with the highest outcome.  This approach works well for 

rational attacks with well-known and quantifiable probabilities.  However, this approach 

fails to adequately handle targeted attacks such as spear phishing or social engineering, or 
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against unknown and zero-day attacks.  Never the less, this approach does provide for a 

mathematical approach for determine the optimal Outcome of an attack tree. 

Rinku Dewri, Nayot Poolsappasit, Indrajit Ray and Darrel Whitley proposed an 

alternative question in their paper titled Optimal Security Hardening Using Multi-

Objective Optimization on Attack Tree Models of Network (2007).  They proposed that 

the problem faced by system administrators !"#Hhow to select a subset of security 

hardening measures so as to be within the budget and yet minimize the residual damage 

+%*+9"*#2#+".*0/1#"'*:2*&%+*$41))(&)*/44*-";1(-"'*#"01-(+2*9%4"#<8 (Dewri, et. al., 2007)  

Their methodology uses a set of strict rules to build the attack tree including: the 

()".(!$.!%-#%+#2#-%*)5"#923,)#.%#2#I%%3)2-#923,)#J0(,)#%(#K23")L#2-*#3!&!.!-<#2-#-%--leaf 

node to only combine a maximum of two nodes.  These restrictions simplify the 

calculations in an attack tree but cause the attack tree to increase in size and number of 

levels.  All calculations, such as the total cost of a given path, are calculated using 

attributes of the nodes rather than the result or value of the node like in the previous 

approach used by Buldas, etc.  However, this approach does provide some capabilities for 

handling known unknowns and targeted attacks that might be encountered in building an 

attack tree. 

Both approaches to defining attack trees provide for representing an attack and a 

defensive posture (preventative or otherwise) within the attack tree structure.  However, 

in both instances the perspective of the attack tree is to assume that the attack is occurring 

at the instance in time the attack tree exists.  For incident response, the normal 

perspective is framed around an attack having occurred sometime in the past.  This 

difference in temporal perspective can be problematic in representing attack-defend-

respond within the same attack tree.  However, this difference can be rectified by 

assuming a temporal perspective aligned with that of the attack-defend attack tree.  This 

new perspective considers the attack occurring at that instance in time and considers 

M,)".!%-"#3!6)#HN12.#)9!*)-$)#!"#$()2.)*#7:#.1!"#2$.!%-#when it occursOP/##01!"#$12-<)#!-#

perspective allows alignment of information critical to incident response within the attack 

tree. 
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To understand the uses of adding the respond perspective to an attack tree, or more 

accurately, using an attack tree to build a response tree, consider  that one of the primary 

challenges facing incident response professionals is time and a second is money.  

Promptly responding to an incident can yield more information due to the degradation 

inherent to electronic evidence.  For example, the timestamps available on a subject file 

might be overwritten by a later attempt to access the file.  Such spoliation issues are a 

common concern when analyzing electronic evidence.  Responding quickly and 

accurately to an incident can reduce the monetary impact that an incident can cause.   

A key criterion to effective execution is adequate preparation prior to execution.  

Response trees provide an organized approach to collecting the nuggets of information 

pertaining to a particular incident.  The tree structure provides for a logical arrangement 

of information and methods for collecting the information.  This allows the responder to 

make decisions and exclude avenues quickly if, in the case of a logical AND, one branch 

renders several others false.  However, traditional tree structures are not adequate to 

capture the intricacies of incident response.  New features and functionality need to be 

introduced which will handle challenges such as feedback loops, availability of 

information, and critical path decisions. 

3. Attack , Defend, Respond 
?..2$6B#*)+)-*B#()"'%-*Q#.1())#"!*)"#%+#.1)#"2&)B#237)!.#".(2-<)B#$%!-/##01)#2..2$6)("#

attack a system targeting vulnerabilities or weaknesses.  The security controls provide 

deterrence, prevention, detection and corrective capabilities.  The security control may 

reduce the probability of an attack occurring, provide detection of potential attacks, 

nullify or reduce the effectiveness of a particular attack vector, or provide assistance with 

minimizing the impact of an attack.  The following picture provides a visualization of 

these relationships. 
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@$3/"'$A"#$%&(%-(#*,(!,'"#$%&3*$B3(%-(.,+/0$#1()%&#0%'3(

The detective controls present within an environment record information about the 

attacks detected and/or the conditions of the environment.  These controls may be 

embedded within an application or operating system requiring another detective control 

to monitor the information to produce alerts.  The information produced by the detective 

controls is critical to effective incident response.  The response is an investigation into 

what has occurred driven by the information available, the timeframe to complete the 

!-9)".!<2.!%-#2-*#.1)#+,-*!-<#292!3273)/##C12-<!-<#.1)#-2&)#+(%&#H()"'%-")#.())P#.%#

H!-9)".!<2.!9) .())P#;%,3* be more accurate
1
. 

3.1. Tree Models 

In reality, the construction of a tree models deal with answering questions.  The attack 

tree focuses on answering questions about the most probable avenues of attack to reach a 

particular outcome.  The discussion above (Dewri, et. al., 2007), justifies the use of 

multiple parameters to determine an answer.  Some parameters considered in an attack 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
C!K(%&#.1!"#'%!-.#+%(;2(*#.1)#.)(&#H()"'%-")#.())P#will be treated as identical in meaning to the term 

H!-9)".!<2.!9)#.())P/!
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tree are available funding, timeframe to secure, profiles of potential attackers, vectors of 

communication and many others.  Dewri, et. al., defines an attack using a mathematical 

statement based upon a known set of all possible attacks. 

!"#!$!%"!&!'"#!()!&##*+%,#"'"!!-"!.")+/"!0##!#(!%"!&!1&22+/3!!
0###$ $ $ 4 5#*,"%)&6'"7!&/.!0##8'9% '2: & #*,#;!<&6,"!()!'2"!

& & 0##8'9% '2:+'!&/!&##&9=!+)!'9 > '2 !? !&
@ '9 A '2"!!'9!&/.!'2!&*"!#;"/!!
*"'2"9#+<"6B!9&66".!&!2*"9(/.+#+(/!&/.!2('#9(/.+#+(/!()!#;"!&##&9=%!
."/(#".!%B!2*"C&D&/.!2('#!C&D*"'2"9#+<"6B"(

"+!,D/6<0,!89!+,,*,*!$&!#+*,'9$/+*!$%89!6/$%,6/$83/0!9$/$,6,+$5!!"99#6,!$%,',!89!

/!7#0+,'/@808$-!$%/$!,D89$9!&+!/!9#@E,3$!9-9$,61!/+!/3$8&+!$%/$!89!&33#''8+F!$&!&'!&+!

$%,!F87,+!9-9$,6!/+*!/!',9#0$/+$!3&+*8$8&+!&G!F/8+8+F!<'8780,F,*!/33,99!&+!$%,!

9#@E,3$!9-9$,65!!H87,+!$%89!9,$!&G!3&+*8$8&+91!3+!89!$%,!#+,D<0&8$,*!7#0+,'/@808$-!$%/$!

,D89$9!&+!$%,!9#@E,3$!9-9$,61!"!89!$%,!/3$8&+!$%/$!89!&33#''8+F!/+*!3B!89!$%,!',9#0$/+$!

3&+*8$8&+!&G!F/8+8+F!<'8780,F,*!/33,99!&+!$%,!9#@E,3$!9-9$,65!!"33&'*8+F!$&!$%,!

9$/$,6,+$!/@&7,!$%,',!/',!$I&!3&+*8$8&+9!$&!@,!6,$!G&'!$%,!/3$8&+!"($&!@,!3/00,*!/+!

/$$/3:5!!J%,!G8'9$!3&+*8$8&+!3/009!"!/+!/$$/3:!8G!3+!89!+&$!$%,!9/6,!/9!3B5!!K+!$%,!,D/6<0,!

9,$!&G!3&+*8$8&+91!$%89!89!$'#,5!!J%,!9,3&+*!3&+*8$8&+!3/009!"!/+!/$$/3:!8G1!F87,+!$%/$!

/3$8&+!"!89!&33#''8+F1!3B!3/+!&+0-!@,!#0/,!8G!3+!89!/09&!#0/,5!!L&I,7,'1!$%89!9$/$,6,+$!

*&,9!+&$!<',30#*,!/+&$%,'!/3$8&+!G'&6!,D89$8+F!$%/$!68F%$!',9#0$!8+!$%,!9/6,!<&9$!

3&+*8$8&+5!!KG1!F87,+!/3$8&+!"1!@&$%!3&+*8$8&+9!/',!$'#,!$%,+!$%,!/3$8&+!"!3/+!@,!

3&+98*,',*!/+!/$$/3:5!!!

The second type of tree model is a variation of the first type of model.  Kenneth Edge, 

>!$12(*#>2!-)"B#R!$12)3#S(!&2!32#2-*#>,".:#I23*;!-#".2.)*#!-#.1)!(#'2')(#Hattack trees 

highlight the weaknesses in a system and protection trees provide a methodical means of 

.(+()/+(&)*+9"#"*="/>&"##"#8.  (Edge, et. al., 2007)  Given a sample attack tree showing 

the possible ways to reach a particular outcome, the protection tree adds security controls 

to nullify a particular attack vector, minimize the impact of a particular vector, reduce the 

probability of an attack occurring, or detect the presence of an attack.  Dewri, et. al., 

stated the question best in their paper (Dewri, et. al., 2007) 2"T#HU%;#*%#:%,#")3)$.#2#

subset of all possible security controls to maximize the effectiveness of your defensive 
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posture, stay within the given budget, and minimize the residual damage caused by not 

'3,<<!-<#233#")$,(!.:#1%3)"OP  Given the definition of an attack above, the security control 

must only nullify the change between 3B and 3+ initiated by action a.  M,I'81!,$5!/051!

*,G8+,9!/!9,3#'8$-!3&+$'&0!/9(!

E+<"/!&/!&##&9=!#*""!C'*((#%$% F% GD% #;"!1&22+/3!$H#!I"J#"*/&6 !

4 ! 5#*,"%)&6'"7!+'!&!'"9,*+#B!9(/#*(6!+)!K'+ L I"J#"*/&6'$HC'+D & )&6'"!

!"#$%&'()$*%)+,-$.$,(/0)1&2$/%#&)%3$1,$.$4)(5(#&15($6(.,0)($&%$7.3,172$%#($%)$6%)($

.&&)180&(,$1#$&'($.&&./9$&)((-$,%$.,$&%$,&%4$.#$.&&./9()$7)%6$)(./'1#:$1&,$:%.3;<!NM,I'81!

,$5!/051!=>>OP5!!J%89!89!$&!9/-!/!9,3#'8$-!3&+$'&01!3+1!89!,GG,3$87,!8+!*,G,+*8+F!/F/8+9$!/+!

/$$/3:!"!8G1!F87,+!$%,!+&'6/0!<&9$!3&+*8$8&+!N3BP!I%,+!/3$8&+!"!&33#'91!8G!/3$8&+!"!

&33#'9!8+!$%,!<',9,+3,!&G!9,3#'8$-!3&+$'&0!3+1!$%,!',9#0$/+$!<&9$!3&+*8$8&+!9<!89!$%,!

9/6,!/9!$%,!<',3&+*8$8&+!3+5!!QGG,3$87,0-!$%89!6,/+9!$%/$!$%,!/3$8&+!"!3/+!+&!0&+F,'!@,!

3&+98*,',*!/+!/$$/3:!@,3/#9,!$%,!$I&!3&+*8$8&+9!6,+$8&+,*!<',78&#90-!/',!+&$!6,$5!!

J%89!89!/!F&&*!*,G8+8$8&+!G&'!/+!,GG,3$87,!9,3#'8$-!3&+$'&05!!L&I,7,'1!,7,'-!3&+$'&0!

3&6,9!/$!/!3&9$!/+*!M,I'81!,$5!/05!N=>>OP!/998F+9!/!3&9$!)$!$&!,/3%!+&*,!8+!$%,!/$$/3:!

$',,5!!M,I'81!,$5!/05!N=>>OP!&+0-!<'&78*,9!$I&!&<$8&+9!G&'!$%,!3&9$!&G!/!9,3#'8$-!

3&+$'&0(!3&+98*,',*!N/998F+9!/00!3&9$P!&'!+&$!3&+98*,',*!N/998F+!+&!3&9$P5 

J%,',!/',!9,7,'/0!F/<9!8+$'&*#3,*!@-!$%89!*,G8+8$8&+!$%/$!+,,*!$&!@,!8*,+$8G8,*5!!J%89!

*,G8+8$8&+!/99#6,91!@#$!*&,9!+&$!9$/$,1!$%/$!&+0-!<',7,+$/$87,!3&+$'&09!/',!

3&+98*,',*5!!M,$,3$87,!9,3#'8$-!3&+$'&09!/',!&+0-!3&+98*,',*!/9!/+!8+30#*,*!3&9$!&G!/!

<',7,+$/$87,!3&+$'&05!!K+!/**8$8&+1!$%89!/<<'&/3%!/<<08,9!$%,!,+$8',!3&9$!&'!+&!3&9$!G&'!

$%,!9,3#'8$-!3&+$'&05!!J%89!89!,GG,3$87,!G&'!/+!,+78'&+6,+$!I%,',!$%,!3&9$9!&G!9,3#'8$-!

3&+$'&09!/',!G8D,*!/+*!I,00!:+&I+5!!L&I,7,'1!$%,-!*&!+&$!3&+98*,'!/!',0/$8&+9%8<!

@,$I,,+!,GG,3$87,+,99!&G!/!9,3#'8$-!3&+$'&0!/+*!$%,!3&9$!&G!$%,!9,3#'8$-!3&+$'&05!!J%,!

/99#6<$8&+!$%/$!$%89!',0/$8&+9%8<!',9,6@0,9!/!9$,<!G#+3$8&+!8+9$,/*!&G!/!9<08+,!

G#+3$8&+!89!8+/33#'/$,5 

J%,!$%8'*!$-<,!&G!$',,!6&*,01!<'&<&9,*!8+!$%89!</<,'1!G&3#9,9!&+!$%,!',9<&+9,!$&!/+!

/$$/3:5!!J%,!8+7,9$8F/$87,!$',,!3&+98*,'9!/!@'&/*!9<,3$'#6!&G!R#,9$8&+9!I8$%!G8+,'!

+#/+3,95!!QD/6<0,9!&G!R#,9$8&+9!$%/$!+,,*!$&!@,!%/+*0,*!I8$%!$%89!6&*,0!&G!$',,!
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!
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8+30#*,(!!!"#$%&'('&)#$&$*$%)&+(,-)&.//0,121!!"#.&(-&,$-3.%-(45$&+.,&)#(-&$*$%)12!/+*!

!6('&7&-3$/(+(/&7/)(.%&.//0,12!!L&I,7,'1!/00!&G!$%,!R#,9$8&+9!3/+!@,!9#66/'8S,*!@-!/!

-(%85$&4,.7'&90$-)(.%:&&!;(*$%&7&+(<$'&7=.0%)&.+&,$-.0,/$->&?#7)&(%*$-)(87)(.%&?(55&

-8,0*!$%,!',9#0$9!I8$%!$%,!6&9$!3&+G8*,+3,!+.,&7&8(*$%&.0)/.=$12!

),F/'*0,99!&G!$%,!$-<,!&G!$',,!6&*,0!8+!#9,1!$%,',!/',!3,'$/8+!3%/'/3$,'89$839!$%/$!/',!

3&+989$,+$!$%'&#F%&#$5!!J%,!G&00&I8+F!89!/!9,$!&G!'#0,9!$&!G&00&I!I%,+!3&+9$'#3$8+F!/!

$',,!6&*,0(!

C5 )&&$!+&*,!89!$%,!F&/0!&'!&#$3&6,!;.+*&,$,0C(DEEE?!

=5 T,/G!+&*,9!',<',9,+$!3&+*8$8&+9!I%83%!6#9$!@,!$'#,!$&!',/3%!$%,!*,98',*!F&/0!

1!9#@UF&/0!&'!&#$3&6,5!

V5 "!0,/G!+&*,!89!3&+98*,',*!/!9#@UF&/0!8G!$%,!0,/G!+&*,!%/9!3%80*',+!+,9$,*!

#+*,'+,/$%5!!

W5 !@A2&N9#@UF&/0P!+&*,9!',<',9,+$!*8GG,',+$!I/-9!$&!/3%8,7,!$%,!9/6,!F&/0!

;.+*&,$,0C(DEEE?!

X5 !BC62&N9#@UF&/0P!+&*,9!',<',9,+$!*8GG,',+$!9$,<9!8+!/3%8,78+F!$%,!F&/0!

;.+*&,$,0C(DEEE?!

Y5 Z+3,!3',/$,*1!/**8$8&+/0!7/0#,9!&'!</'/6,$,'9!3/+!@,!/998F+,*!$&!$%,!0,/G!

+&*,9!/00&I8+F!G&'!6#0$8<0,!<,'9<,3$87,95!

O5 "!0,/G!+&*,!6/-!@,3&6,!/!'&&$!+&*,!G&'!/!+,I!$',,!6&*,0!/00&I8+F!$%,!

3&+9$'#3$8&+!&G!/!08@'/'-5!

[5 Z+3,!$%,!$',,!89!3',/$,*1!*8GG,',+$!7/0#,9!N</'/6,$,'9P!3/+!@,!/998F+,*!$&!

,/3%!+&*,!&G!$%,!$',,5!;.+*&,$,0C(DEEE?!
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!

:0,,(2%F,'(=(G,&,0$+()%7B%&,&#3(

J%,!*893#998&+9!/@&7,!',+*,'!$%,!3&+30#98&+!$%/$!$',,!6&*,09!/',!@,+,G838/0!8G!

3&+9$'#3$,*!I8$%!\&&0,/+!7/0#,9!G&'!0,/G!+&*,9!/+*!0&F83/0!3&6@8+/$8&+9!G&'!9#@U

F&/09!/+*!$%,!'&&$!+&*,5!!J%,!#9,!&G!\&&0,/+!7/0#,9!8+!$%,!/$$/3:!$',,!I800!@,+,G8$!$%,!

3&+9#6,'!@-!*'878+F!$%,!F'/+#0/'8$-!$&!/!0&I!,+&#F%!0,7,0!$%/$!86<&'$/+$!*,$/809!

I800!+&$!@,!6899,*5!!K+!/**8$8&+1!$%,!#9,!&G!\&&0,/+!7/0#,9!<'&78*,!G&'!/!7/9$!/''/-!&G!

$,9$,*!0&F83/0!6,$%&*9!$&!@#80*!8+$&!$%,!$',,!9$'#3$#',5!!L&I,7,'1!G&'!986<0838$-1!$%89!

373$,&?(55&'$75&?()#&.%5D&)#$&!@A2&7%'&!BC62&5.8(/75&=$)#.'-&+.,&/.=4(%(%8&5$7+&

+&*,95!

]&'!/+!8+7,9$8F/$8&+!$',,!$%,!6&9$!86<&'$/+$!3&+98*,'/$8&+!89!$&!/+9I,'!$%,!

R#,9$8&+9!<&9,*!@-!$%,!8+7,9$8F/$&'!&'!308,+$5!!\#80*8+F!$%,!$',,!6&*,0!#98+F!

R#,9$8&+9!$%/$!3/+!@,!/+9I,',*!@-!/!7/0#,!&G!$'#,!N^Q_P!&'!G/09,!N`ZP!/08F+9!I8$%!$%,!

9$'#3$#',!*893#99,*!/@&7,5!!Z+3,!$%,!$',,!9$'#3$#',!89!*,G8+,*!$%,!$,9$9!/+*!

<'&3,*#',9!$%/$!+,,*!$&!@,!,D,3#$,*!3/+!@,!8*,+$8G8,*!/+*!30,/'0-!6/':,*!$&!',/3%!/!

3&+30#987,!',9#0$!G&'!$%,!*,98F+/$,*!&#$3&6,5!
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3.2. Node Parameters 

]#'$%,'!,D</+98&+!&G!$%,!$',,!6&*,0!$%'&#F%!$%,!/**8$8&+!&G!</'/6,$,'9!/00&I9!$%,!

8+7,9$8F/$&'!$&!3&+9$'#3$!*8GG,',+$!<,'9<,3$87,95!!J%,!</'/6,$,'9!#9,*!3/+!<'&78*,!

8+98F%$!8+$&!$%,!3&9$!&G!/+!8+7,9$8F/$8&+1!',0/$87,!3&+G8*,+3,!8+!$%,!&#$3&6,!&G!$%,!

8+7,9$8F/$8&+!/+*!&$%,'!<,'9<,3$87,9!$%/$!/9989$!/+!8+7,9$8F/$&'5!!"**8$8&+/00-1!&+3,!

$%,!$',,!6&*,0!89!3&+9$'#3$,*!$%,!3'8$83/0!/+*!68+86/0!</$%!3/+!@,!8*,+$8G8,*!G&'!$%,!

8+7,9$8F/$8&+5!

J%,!</'/6,$,'9!$%/$!+,,*!$&!@,!8*,+$8G8,*!I800!*,<,+*!#<&+!$%,!G&3#9!&G!$%,!

R#,9$8&+9!$%/$!+,,*!$&!@,!/+9I,',*5!!L&I,7,'1!/!3&',!9,$!&G!F,+,'83!</'/6,$,'9!3/+!

@,!8*,+$8G8,*!/9!<,'$/8+8+F!$&!/00!$',,!6&*,095!!J%,!G&00&I8+F!089$!&G!</'/6,$,'9!3/+!

<'&78*,!/**8$8&+/0!8+G&'6/$8&+!G&'!/00!+&*,9!I8$%8+!/+!8+7,9$8F/$8&+!$',,!6&*,05!

!"#$% &$'()*+,*-.% /0+$%

.&+G8*,+3,! J%,!#+U86</3$,*!3&+G8*,+3,!0,7,0!/9!

/!',9#0$!&G!$%,!/3$8&+9!3&6<0,$,*!$&!

',/3%!$%89!@'/+3%!&G!$%,!$',,!6&*,05!

`#6@,'!N>5>>!$&!C5>>P!

.&+G8*,+3,8! J%,!86</3$,*!3&+G8*,+3,!0,7,0!/9!/!

',9#0$!&G!*893&7,'-!&G!&$%,'!/'$8G/3$9!

$%'&#F%&#$!$%,!8+7,9$8F/$8&+5!

`#6@,'!N>5>>!$&!C5>>P!

K6</3$,*! "!\&&0,/+!7/0#,!',G0,3$8+F!I%,$%,'!

$%,',!89!/+!/'$8G/3$!$%/$!86</3$9!$%,!

3&+G8*,+3,!0,7,05!

\&&0,/+!N>!&'!CP!

;,8F%$! J%,!I,8F%$,*!7/0#,!&G!$%,!+&*,!/9!

3&6</',*!$&!/00!<,,'95!

K+$,F,'!N>!$&!C>>P!

./$,F&'-! J%,!3/$,F&'-!&G!/3$8&+!$%89!+&*,!

',<',9,+$95!

_$'8+F!

1$.$)"2%3")"#$,$)'%4"22%.-5$'6%

J%,!<',3,*8+F!089$!&G!</'/6,$,'9!G&3#9!&+!$%,!+,,*!G&'!,9$/@089%8+F!/!3&+G8*,+3,!

0,7,0!@/9,*!&+!$%,!',9#0$9!&G!$%,!8+7,9$8F/$8&+5!!J%,!3/03#0/$8&+!&G!$%,!3&+G8*,+3,!
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!

)&*+,-!./#*0,!A'&*+,-23/#*0,4-/%&&53&6B! ! !

0,7,0!*,<,+*9!#<&+!$%,!$-<,!&G!+&*,!N0,/G!+&*,1!'&&$!+&*,!&'!9#@UF&/0P5!!]&'!/!0,/G!

+&*,!$%,!3&+G8*,+3,!7/0#,!89!3/03#0/$,*!@-!6#0$8<0-8+F!$%,!I,8F%$!@-!$%,!',9#0$!&G!$%,!

/3$8&+5!!]&'!/!9#@UF&/0!+&*,!#98+F!/!0&F83/0!Z)!3&++,3$8&+!G&'!$%,!3%80*',+!+&*,91!$%,!

3&+G8*,+3,!0,7,0!89!3/03#0/$,*!@-!$/:8+F!$%,!6/D86#6!3&+G8*,+3,!7/0#,!&G!/00!

3%80*',+!+&*,9!6#0$8<08,*!@-!$%,!I,8F%$!&G!$%,!9#@UF&/0!+&*,5!!]&'!/!9#@UF&/0!#98+F!/!

0&F83/0!"`M!3&++,3$8&+!G&'!$%,!3%80*',+!+&*,9!$%,!3&+G8*,+3,!0,7,0!89!3/03#0/$,*!@-!

$/:8+F!$%,!7,()#=$)(/&=$7%&.+&)#$&/#(5',$%E-&/.%+('$%/$&*75#,!6#0$8<08,*!@-!$%,!

I,8F%$!&G!$%,!9#@UF&/05!!KG!$%,!$',,!6&*,0!89!3&+9$'#3$,*!/<<'&<'8/$,0-1!/9!/+!

8+7,9$8F/$8&+!<'&F',99,9!$%,!$',,!6&*,0!$%,!&7,'/00!3&+G8*,+3,!0,7,0!9%&#0*!@,3&6,!

F',/$,'!I8$%!$%,!%8F%,9$!7/0#,!',9#0$8+F!/$!$%,!'&&$!+&*,5!

J%,!86</3$,*!3&+G8*,+3,!7/0#,!N.&+G8*,+3,8P!89!$%,!6&*8G8,*!3&+G8*,+3,!0,7,0!

/99#68+F!$%,!8+7,9$8F/$8&+!$#'+,*!#<!/'$8G/3$9!$%/$!I&#0*!',9#0$!8+!/!',*#3,*!

3&+G8*,+3,!0,7,0!G&'!$%89!+&*,!&'!@'/+3%5!!J&!#+*,'9$/+*!$%,!3&+3,<$!&G!86</3$1!

3&+98*,'!$%,!<',9,+3,!&G!/!0&F!',3.,'&-)7)(%8&!F-$,B&5.88$'&(%&).&G7/#(%$&H&7)&II:JK&

BG2L&&M+&)#$&(%*$-)(87)(.%&(-&+./0-$'&.%&)#$&7//.0%)&F-$,BE-&7/)(.%-&'0,(%8&7&)(=$&

G'/6,!$%/$!8+30#*,*!CC(V>!"a!$%89!I&#0*!@,!/!F&&*!/'$8G/3$!$&!%/7,!#+3&7,',*!

*#'8+F!$%,!8+7,9$8F/$8&+5!!L&I,7,'1!8G!$%,!8+7,9$8F/$8&+!$#'+,*!#<!,78*,+3,!&G!/!0&F!

6&*8G83/$8&+!#$808$-!&+!$%,!6/3%8+,!I%,',!$%,!0&F!',3&'*!I/9!',3&7,',*!$%,!&7,'/00!

3&+G8*,+3,!8+!$%89!/'$8G/3$!9%&#0*!@,!0&I,',*!/33&'*8+F0-5!!J%,!86</3$,*!3&+G8*,+3,!

0,7,0!<'&78*,9!/!I/-!$&!',G0,3$!$%,!3%/+F8+F!3&+G8*,+3,!$%'&#F%!/+-!G,,*@/3:!0&&<9!

$%/$!6/-!,D89$!8+!$%,!$',,!6&*,05!!KG!86</3$,*1!$%,!.&+G8*,+3,8!7/0#,!89!3/03#0/$,*!@-!

6#0$8<0-8+F!$%,!.&+G8*,+3,!7/0#,!&G!$%,!86</3$,*!+&*,!@-!$%,!86</3$!7/0#,!&G!$%,!

0,/G!+&*,!$%/$!$%,!86</3$!&'8F8+/$,*!G'&65!!!

J%,!9&#'3,!&G!$%,!86</3$!89!86<&'$/+$!/+*!3/+!@,!3&+$'&00,*!#98+F!$%,!3/$,F&'-!

</'/6,$,'5!!J%,!3/$,F&'-!89!/+!86<&'$/+$!</'/6,$,'!$%/$!/00&I9!G&'!9&'$8+F!&G!9#@U

F&/09!/+*!0,/G!+&*,9!/33&'*8+F!$&!/'@8$'/'-!&'F/+8S/$8&+!9$'8+F95!!"+!,D/6<0,!&G!/!

3/$,F&'-!G&'!/!+&*,!I.05'&4$&!"(%'.?-&N.8&A$/.,'2L&&O.55.?(%8&)#$&3,$*(.0-&

,D/6<0,!&G!$%,!86</3$,*!3&+G8*,+3,!*#,!$&!$%,!<',9,+3,!&G!0&F!6&*8G83/$8&+!$&&091!/!

3%,3:!G&'!0&F!6&*8G83/$8&+!$&&09!3&#0*!@,!3&+G8F#',*!$&!86</3$!/00!3&+G8*,+3,!0,7,09!
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!
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.+&)D3$&!"(%'.?-&N.8&A$/.,'2L!!J%89!0,/*9!$&!$%,!+,D$!3&+3,<$!&G!',3/03#0/$8&+!&G!$%,!

$',,!6&*,05!

J%,!$',,!6&*,0!89!+&$!8+$,+*,*!&'!*,98F+,*!$&!@,!/!9$/$83!7/0#,5!!J%,!+/$#',!&G!/+!

8+7,9$8F/$8&+!0,+*9!8$9,0G!$&!3&+9$/+$!G0#3$#/$8&+!/9!+,I!/'$8G/3$9!/',!#+3&7,',*!/+*!

/**8$8&+/0!86</3$9!/',!3/03#0/$,*5!!L&I,7,'1!',3/03#0/$8&+!3/+!0,/*!$&!0&F83/0!0&&<9!8G!

3&+9$'#3$,*!86<'&<,'0-5!!J%,!*,98F+,'!&G!$%,!8+7,9$8F/$87,!$',,!6&*,0!6#9$!@,!

/I/',!&G!$%,!<&998@808$-!&G!0&F83/0!0&&<9!/+*!$/:,!9$,<9!$&!/7&8*!$%,9,!689$/:,9!<'8&'!

$&!@,F8++8+F!/+!8+7,9$8F/$8&+5!

;8$%!$%,!3/03#0/$8&+!&G!$%,!3&+G8*,+3,!0,7,0!3&6<0,$,*1!$%,!9,3&+*!6&9$!&G$,+!/9:,*!

R#,9$8&+!89!&G!/!G8+/+38/0!+/$#',5!!_<,38G83/00-1!I%/$!0,7,0!&G!G#+*8+F!G&'!/+!

8+7,9$8F/$8&+!I800!',9#0$!8+!$%,!%8F%,9$!3&+G8*,+3,!0,7,0b!!J%89!R#,9$8&+!89!*8GG83#0$!$&!

/+9I,'!8+!+&'6/0!38'3#69$/+3,95!!J%,!G&00&I8+F!089$!&G!</'/6,$,'9!3/+!<'&78*,!

/9989$/+3,!G&'!8*,+$8G-8+F!R#,9$8&+9!',0/$,*!$&!G8+/+38/0!/9<,3$9!&G!$%,!8+7,9$8F/$8&+5!

!"#$% &$'()*+,*-.% /0+$%

.&9$! J%,!3&9$!$&!<,'G&'6!$%,!<'&3,*#',5! `#6@,'!N=!*,386/09P!

J86,! J%,!,0/<9,*!$86,!$&!<,'G&'6!$%,!

<'&3,*#',5!N9,3&+*91!68+#$,91!

%&#'9P!

`#6@,'!N=!*,386/09P!

)/$,! J%,!/6&#+$!$&!@800!<,'!#+8$!$&!

3&6<0,$,!$%,!<'&3,*#',5!

`#6@,'!N=!*,386/09P!

c+8$9! J%,!+#6@,'!&G!#+8$9!$%/$!$%89!

<'&3,*#',!',<',9,+$95!

`#6@,'!N=!*,386/09P!

7*.".(*"2%3")"#$,$)'%

P#$&37,7=$)$,-&!Q.-)2&7%'&!P(=$2&7335D&).&755&%.'$-L&&P#$&37,7=$)$,-&!A7)$2&7%'&

!F%()-2&.%5D&7335D&).&5$7+&%.'$-L!!P#$&37,7=$)$,&!Q.-)2&(-&/75/057)$'&'(++$,$%)5D&

'$3$%'(%8&.%&)#$&)D3$&.+&%.'$L&&O.,&5$7+&%.'$->&)#$&!Q.-)2&*750$&(-&/75/057)$'&4D&

=05)(35D(%8&)#$&!A7)$2&37,7=$)$,&4D&)#$&!F%()-2!</'/6,$,'5!!]&'!9#@UF&/0!+&*,91!$%,!
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!Q.-)2&(-&/75/057)$'&4D&)7R(%8&)#$&=7<(=0=&*750$&.+&)#$&37,7=$)$,&!Q.-)2&+.,&755&)#$&

3%80*',+!+&*,95!!@)#$,&*7,(7)(.%-&.%&)#$&37,7=$)$,&!Q.-)2&3/+!@,!/**,*!$&!3/03#0/$,!

$%,!6/D86#6!3&9$!/+*!68+86#6!3&9$!+,,*,*!$&!',/3%!$%,!9#@UF&/05!

P#$&37,7=$)$,&!P(=$2&+.,&5$7+U+&*,9!3/+!@,!/!9$/$83!7/0#,!&'!3/03#0/$,*!/9!$%,!$86,!

',R#8',*!G&'!3&6<0,$8+F!/!98+F0,!#+8$5!!]&'!,D/6<0,1!3&6<0,$8+F!$%,!G&',+983!

/3R#898$8&+!&G!/!%/'*!*'87,!89!*,<,+*,+$!&+!$%,!98S,!&G!$%,!%/'*!*'87,!8+!R#,9$8&+5!!

J%,!37,7=$)$,&!P(=$2&+.,&-04UF&/0!+&*,9!#98+F!/!0&F83/0!Z)!3&++,3$8&+!G&'!$%,!

3%80*',+!+&*,91!89!3/03#0/$,*!/9!$%,!6/D86#6!$86,!+,,*,*!$&!',/3%!$%,!9#@UF&/05!!

J%89!',R#8',9!$%,!*,$,'68+/$8&+!&G!/00!<&998@0,!</$%9!$%/$!',9#0$!8+!',/3%8+F!$%,!9#@U

F&/0!/9!I,00!/9!$%,!8*,+$8G83/$8&+!&G!$%,!3'8$83/0!</$%5!!J%,!3'8$83/0!</$%!89!*,G8+,*!8+!

$%,!S,.T$/)&G7%78$=$%)&U)0'D&;0('$&7-&!&'($3%#:(,&$7033$4.&'$%#$&'($4)%>(/&;$

;H,'F7"&C(<==I?J!!J%,!3'8$83/0!</$%!G&'!',/3%8+F!/!</'$83#0/'!9#@UF&/0!3/+!@,!

3/03#0/$,*!G&00&I8+F!$%,!3'8$83/0!</$%!6,$%&*!G'&6!<'&E,3$!6/+/F,6,+$!I8$%!$%,!

/**8$8&+!&G!/!G,I!/**8$8&+/0!</'/6,$,'95!!J%,9,!/**8$8&+/0!<'&E,3$!6/+/F,6,+$!

</'/6,$,'9!I800!@,!*893#99,*!8+!$%,!+,D$!9,3$8&+5!

P#$&37,7=$)$,&!P(=$2&+.,&-04UF&/0!+&*,9!#98+F!/!0&F83/0!"`M!3&++,3$8&+!G&'!$%,!

3%80*',+!+&*,91!89!3/03#0/$,*!/9!$%,!3#6#0/$87,!$86,!',R#8',*!G&'!3&6<0,$8+F!/00!

3%80*',+!+&*,95!!L&I,7,'1!$%,!+/$#',!&G!$%,!"`M!0&F83/0!3&++,3$8&+!68F%$!-8,0*!/!

+,F/$87,!',9#0$!G/9$,'!8G!&+,!&G!$%,!3%80*',+!+&*,9!%/9!/!G/80,*!',9#0$5!!]&'!$%89!',/9&+!

)#$&37,7=$)$,&!P(=$2&(-&%$$'$'&(%'$3$%'$%)&.+&)#$&37,7=$)$,&!Q.-)2L!

J%,!</'/6,$,'9!*893#99,*!9&!G/'!<'&78*,!8+98F%$!8+$&!/+9I,'8+F!$%,!R#,9$8&+!&G!%&I!

6#3%!G#+*8+F!$&!<'&78*,!/!</'$83#0/'!8+7,9$8F/$8&+!&'!8+38*,+$!',9<&+9,5!!L&I,7,'1!

*#,!$&!$%,!+/$#',!&G!8+38*,+$!',9<&+9,!/+*!8+7,9$8F/$8&+9!$%,!G8+*8+F9!#+3&7,',*!

$%'&#F%&#$!$%,!8+7,9$8F/$8&+!6/-!',9#0$!8+!9%8G$9!8+!$%,!93&<,!/+*d&'!3&9$95!!J&!

G/3808$/$,!$%,!$'/3:8+F!&G!$%,!8+7,9$8F/$8&+!<'&E,3$!6/+/F,6,+$!</'/6,$,'9!/',!

+,,*,*5!!J%,!G&00&I8+F!089$!&G!</'/6,$,'9!3/+!<'&78*,!/9989$/+3,!G&'!%/+*08+F!/+!

8+7,9$8F/$8&+!/9!/!<'&E,3$5!

!
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!

)&*+,-!./#*0,!A'&*+,-23/#*0,4-/%&&53&6B! ! !

!"#$% &$'()*+,*-.% /0+$%

M,<,+*,+3-! "!089$!&G!*,<,+*,+$!$/9:9!',R#8',*!$&!

@,!3&6<0,$,*!@,G&',!$%89!$/9:!3/+!

@,F8+5!

T89$!

Q/'0-!_$/'$! J%,!,/'08,9$!7/0#,!&G!,0/<9,*!$86,!

I%,+!$%89!+&*,!3/+!@,F8+5!

`#6@,'!N=!*,386/09P!

Q/'0-!]8+89%! J%,!,/'08,9$!7/0#,!&G!,0/<9,*!$86,!

I%,+!$%89!+&*,!3/+!@,!3&6<0,$,*5!

`#6@,'!N=!*,386/09P!

T/$,!_$/'$! J%,!0/$,9$!7/0#,!&G!,0/<9,*!$86,!

I%,+!$%89!+&*,!3/+!@,!9$/'$,*5!

`#6@,'!N=!*,386/09P!

T/$,!]8+89%! J%,!0/$,9$!7/0#,!&G!,0/<9,*!$86,!

I%,+!$%89!+&*,!3/+!@,!3&6<0,$,*5!

`#6@,'!N=!*,386/09P!

_0/3:!J86,! J%,!/6&#+$!&G!$86,!/7/80/@0,!

@,$I,,+!$%89!+&*,!/+*!$%,!+,D$!$/9:5!

`#6@,'!N=!*,386/09P!

3)-8$(,%9".":$#$.,%3")"#$,$)'%

J%,!<'&E,3$!6/+/F,6,+$!</'/6,$,'9!/',!G&3#9,*!#<&+!$%,!.'8$83/0!e/$%!a,$%&*!/9!/!

I/-!$&!3&+$'&0!$%,!G0&I!&G!$%,!<'&E,3$5!!"**8$8&+/0!6,$%&*9!/',!/7/80/@0,!/+*!3/+!@,!

8+3&'<&'/$,*!I8$%!$%,!/**8$8&+!&G!/!*8GG,',+$!9,$!&G!</'/6,$,'9!*,<,+*8+F!#<&+!$%,!

6,$%&*!3%&9,+5!!L&I,7,'1!$%,!0&F83/0!9$'#3$#',!&G!$%,!$',,!6&*,0!0,+*9!8$9,0G!$&!$%,!

.'8$83/0!e/$%!a,$%&*5!

J%,!.'8$83/0!e/$%!a,$%&*!N.eaP!<'&78*,9!9#<<&'$!G&'!93%,*#0,!3&6<',998&+!$%'&#F%!

$%,!3&+3,<$!&G!3'/9%8+F!/+*!G/9$!$'/3:8+F5!!J&!9#<<&'$!$%,9,!3&+3,<$91!$%,!</'/6,$,'!

!6$3$%'$%/D2&(-&7&5(-)&.+&755&'$3$%'$%/($9!G&'!$%89!+&*,5!!;%,+!3&+9$'#3$8+F!$%,!

I&':!@',/:*&I+!9$'#3$#',!N;\_P!G&'!$%,!8+7,9$8F/$8&+!$%,9,!*,<,+*,+38,9!3/+!@,!

$/:,+!8+$&!/33&#+$5!!K+!/**8$8&+!$%,!*,<,+*,+38,9!I800!/09&!86</3$!$%,!9$/'$!/+*!

G8+89%!*/$,9!8+!$%,!<'&E,3$!6/+/F,6,+$!</'/6,$,'95!

J%,',!/',!6/+-!6&',!</'/6,$,'9!$%/$!3/+!@,!/**,*!$&!$%,!$',,!6&*,0!$&!<'&78*,!

8+$,'<',$/$8&+!/+*!6,$%&*&0&F8,95!!a&78+F!G&'I/'*!$%,!3&+9$'#3$8&+!&G!/!$',,!6&*,0!
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!

)&*+,-!./#*0,!A'&*+,-23/#*0,4-/%&&53&6B! ! !

/+*!8*,+$8G83/$8&+!&G!',0,7/+$!</'/6,$,'9!I800!@,!<,'G&'6,*!#$808S8+F!/!93,+/'8&!

9#''&#+*8+F!,U6/80!$,3%+&0&F-!/$!/!3&6</+-5!!J%89!,D/6<0,!I800!%,0<!$&!#+*,'9$/+*!

%&I!$%,!9,0,3$8&+!&G!</'/6,$,'9!I800!F#8*,!$%,!8+7,9$8F/$&'!$&!9#33,99G#0!3&9$U

,GG,3$87,!8+7,9$8F/$8&+95!

4. Case Example: Corporate E-Mail Investigation 

J&!G/3808$/$,!$%,!3&+9$'#3$8&+!&G!/!$',,!6&*,0!#9,*!$&!*,G8+,!/+*!$/'F,$!/+!

8+7,9$8F/$8&+1!$%,!G&00&I8+F!9$,<9!/',!#9,*!8+!$%89!</<,'5!!]8'9$1!*,G8+,!$%,!&#$3&6,!

N'&&$!+&*,P5!!_,3&+*1!9$/$,!/+-!',0,7/+$!8+G&'6/$8&+!<'&78*,*!/$!$%,!9$/'$!&G!$%,!

8+7,9$8F/$8&+5!!J%8'*1!*,$,'68+,!$%,!089$!&G!/$$'8@#$,9!$&!@,!<&<#0/$,*!G&'!,/3%!0,/G!

+&*,5!!]8+/00-1!@,F8+!<&<#0/$8+F!$%,!$',,!6&*,0!I8$%!$%,!/<<'&<'8/$,!R#,9$8&+95!!

.&+$8+#,!/**8+F!0,7,09!$&!$%,!$',,!#+$80!,7,'-!R#,9$8&+!3/+!@,!/+9I,',*!/+*!$%,!

&#$3&6,!3/+!@,!',+*,',*!I8$%!/!\&&0,/+!',9#0$!N$'#,!&'!G/09,P5!

J%89!*&3#6,+$!I800!3&+9$'#3$!/!*,3898&+!$',,!@/9,*!#<&+!/!93,+/'8&!#98+F!$%,!

3&66&+0-!G&#+*!$,3%+&0&F-!&G!,0,3$'&+83!6/801!&'!,U6/805!!J%,!G8'9$!9$,<!$&!

3&+9$'#3$8+F!$%,!$',,!6&*,0!G&'!/+!8+7,9$8F/$8&+!89!$&!3%&&9,!$%,!'&&$!+&*,5!!"9!

9$/$,*!/@&7,1!$%,!'&&$!+&*,!89!$%,!&#$3&6,!$%/$!89!*,98',*5!!J%89!*,G8+8$8&+!G&'!$%,!

'&&$!+&*,!89!7,'-!98680/'!$&!$%,!$-<,!*,G8+,*!G&'!/+!/$$/3:!$',,5!!J%,!'&&$!+&*,!&G!$%,!

,D/6<0,!$',,!6&*,0!I800!9$/$,!$%,!G&00&I8+F(!

;<!"#$%#&%&'()%*+,!%-.&"(/&%!"#$0,12%

J%,!G&00&I8+F!8+G&'6/$8&+!89!',0,7/+$!$&!$%,!8+7,9$8F/$8&+5!!]8'9$1!_#9/+!89!$%,!.QZ!G&'!

%,'!3&6</+-5!!_,3&+*1!9%,!30/869!$&!+&$!@,!$%,!&'8F8+/$&'!&G!$%,!,U6/805!!_,3&+*1!

$%,',!I,',!9,7,'/0!,U6/809!9,+$!&+!$%,!*/$,!8+!R#,9$8&+!I8$%8+!/!9%&'$!$86,G'/6,!

&'8F8+/$8+F!G'&6!%,'!6/80@&D5!!]8+/00-1!#<&+!',$#'+8+F!$&!$%,!&GG83,!$%,!G&00&I8+F!*/-1!

$%,!,U6/809!I,',!+&$!8+!%,'!_,+$!K$,691!M,0,$,*!K$,69!&'!&$%,'!,U6/80!G&0*,'95!!J%,9,!

G/3$9!/',!3'8$83/0!$&!$%,!8+7,9$8F/$8&+!8G1!*#'8+F!$%,!8+7,9$8F/$8&+1!$%,-!3/+!@,!7,'8G8,*!

$%'&#F%!$%,!<'&*#3$8&+!&G!/'$8G/3$95!
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!

)&*+,-!./#*0,!A'&*+,-23/#*0,4-/%&&53&6B! ! !

J%,!+,D$!9$,<1!&+3,!$%,!&#$3&6,!89!*,G8+,*!/+*!$%,!<,'$8+,+$!8+G&'6/$8&+!8*,+$8G8,*1!

89!$&!@,F8+!<&<#0/$8+F!$%,!$',,!6&*,0!I8$%!$%,!R#,9$8&+9!$%/$!+,,*!$&!@,!/+9I,',*!

/+*!$%,!$,9$9!/99&38/$,*!I8$%!$%,!/+9I,'95!!K+!$%89!,D/6<0,1!$%,!866,*8/$,!R#,9$8&+9!

9#''&#+*8+F!$%,!'&F#,!,6/80!/',(!

/5 L&I!I,',!$%,!,U6/809!9,+$b!

@5 ;%83%!/33&#+$!I/9!#9,*!$&!9,+*!$%,!,U6/809b!

J%,',!/',!&$%,'!R#,9$8&+9!$%/$!+,,*!$&!@,!/+9I,',*1!@#$!G&'!$%,!<#'<&9,!&G!$%89!

,D/6<0,!G&3#98+F!&+!$%,9,!$I&!/00&I9!G&'!/!'83%!*,6&+9$'/$8&+!&G!@#80*8+F!/+!

8+7,9$8F/$8&+!$',,!6&*,05!!L&I,7,'1!$%,9,!R#,9$8&+9!I800!+,,*!$&!@,!',9$/$,*!/9!9#@U

F&/09!$&!G8$!$%,!\&&0,/+!+/$#',!&G!$%,!$',,!6&*,05!!J%,!9#@UF&/09!/',!$%,!

',R#8',6,+$9!$&!6/:,!$%,!&#$3&6,!$'#,5!!),9$/$8+F!$%,!$I&!R#,9$8&+9!/9!9#@UF&/09!

$%,!R#,9$8&+9!@,3&6,(!

/5 ./+!I,!7,'8G-!$%,!7,3$&'!G&'!*,087,'8+F!$%,!,U6/80b!

@5 Q7%&?$&*$,(+D&7//$--&).&)#$&QV@E-&7//.0%)1!

J%,!'&&$!+&*,!89!/0I/-9!/!0&F83/0!"`M!3&++,3$8&+!G&'!$%,!9#@UF&/095!!J%89!6,/+9!$%/$!

@&$%!&G!$%,!9#@UF&/09!+,,*!$&!%/7,!/!7/0#,!&G!$'#,!G&'!$%,!&#$3&6,!$&!@,!$'#,5!!J%89!

<'&78*,9!/!$/'F,$!G&'!$%,!8+7,9$8F/$8&+!&G!8*,+$8G-8+F!/!7,3$&'!G&'!*,087,'8+F!$%,!,U

6/80!/+*!8*,+$8G-8+F!%&I!/33,99!).&)#$&QV@E-&7//.0%)&?7-&7//.=35(-#$'L!



© SANS Institute 2009, Author retains full rights.

©
 S

AN
S 

In
st

itu
te

 2
00

   
   

   
   

   
   

   
   

   
   

   
 

   
   

   
   

   
   

   
   

   
   

   
 

   
   

   
   

   
   

   
   

   
   

   
 9

, A
ut

ho
r r

et
ai

ns
 fu

ll 
rig

ht
s.

Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

Investigative Response Decision Trees! 18 

!

)&*+,-!./#*0,!A'&*+,-23/#*0,4-/%&&53&6B! ! !

!

:0,,(2%F,'(=()%0B%0"#,(K7"$'(KL"7B',(

]&3#98+F!&+!$%,!G8'9$!9#@UF&/01!$%,!7,3$&'9!/7/80/@0,!G&'!9,+*8+F!/+!,U6/80!8+30#*,!

G&#'!<&998@808$8,95!!J%,!G8'9$!89!$&!9,+*!$%,!,U6/80!$%'&#F%!/+!/<<083/$8&+!9#3%!/9!

Z#$0&&:!=>>O!I%83%!#9,9!/+!)e.U@/9,*!<'&$&3&0!$&!3&++,3$!$&!/!a83'&9&G$!QD3%/+F,!

_,'7,'5!!J%,!9,3&+*!89!$&!9,+*!$%,!,U6/809!#98+F!$%,!I,@U@/9,*!Z;"!/<<083/$8&+5!!

J%,!$%8'*!89!$&!9,+*!$%,!,U6/809!#98+F!/!6&@80,!*,783,!9#3%!/9!/!@0/3:@,''-5!!J%,!

G&#'$%!89!$&!9,+*!$%,!,U6/809!$%'&#F%!/!_aJe!F/$,I/-!,8$%,'!8+$,'+/0!&'!,D$,'+/0!$&!

$%,!+,$I&':5!!Z+0-!&+,!&G!$%,9,!6,$%&*9!89!',R#8',*!$&!9#33,99G#00-!9,+*!$%,!,U6/8095!!

J%89!6/:,9!$%,!9#@UF&/0!/!0&F83/0!Z)!3&++,3$8&+!G&'!$%,!3%80*',+!+&*,95!

!

.&+$8+#,!$&!,D</+*!$%,!$',,!9$'#3$#',!#98+F!R#,9$8&+9!/+9I,',*!@-!\&&0,/+!

',9<&+9,9!#+$80!&+0-!$/9:9!$&!3',/$,!/+9I,'9!',6/8+5!!.&+98*,'8+F!R#,9$8&+!NC5*P1!
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!

)&*+,-!./#*0,!A'&*+,-23/#*0,4-/%&&53&6B! ! !

*,$,'68+8+F!8G!$%,!,U6/809!I,',!9,+$!$%'&#F%!/!_aJe!F/$,I/-!3/+!%/<<,+!I8$%!

9,7,'/0!$,9$95!!J%,!G&00&I8+F!89!$%,!$',,!9$'#3$#',!I8$%!&+,!<&998@0,!@'/+3%!G#00-!

<&<#0/$,*!I8$%!$%,!',6/8+8+F!R#,9$8&+95!!K+!/**8$8&+1!$%,!$,9$9!G&'!<'&3,998+F!$%,!

/+9I,'9!$&!$%,!R#,9$8&+9!&+!$%,!98+F0,!@'/+3%!%/7,!@,,+!/**,*!$&!$%,!$',,!6&*,05!

!
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!

)&*+,-!./#*0,!A'&*+,-23/#*0,4-/%&&53&6B! ! !

J%89!9/6<0,!$',,!I800!F87,!,+&#F%!*,$/809!$&!G#00-!G0#9%!&#$!$%,!</'/6,$,'9!/+*!

*,6&+9$'/$,!$%,!<&I,'!&G!$',,!6&*,095!!J%,!+,D$!9$,<!89!$&!<&<#0/$,!$%,!</'/6,$,'9!

G&'!$%,!$',,!6&*,05!!J&!<&<#0/$,!$%,!</'/6,$,'9!9$/'$!I8$%!$%,!0,/G!+&*,91!*,98F+/$,*!

4D&)#$&)$<)&!WBX2>&7%'&?.,R&03&)#$&),$,!#+$80!',/3%8+F!$%,!'&&$!+&*,5!

_,0,3$8+F!$%,!789#/00-!0&I,9$!@'/+3%!8+!$%,!$',,!<'&78*,9!/!9$/'$8+F!<&8+$5!!]&'!$%,!

9/6<0,!$',,!6&*,0!/@&7,!$%,!9$/'$8+F!<&8+$!89!fC5*5885=g5!!J%,!G&00&I8+F!89!/!089$!&G!

</'/6,$,'9!/+*!7/0#,9!$%/$!I800!@,!#9,*!$&!*,6&+9$'/$,!$%,!3&+3,<$9!<',9,+$,*!8+!

$%89!</<,'5!!Q+9#',!$%/$!/00!*,<,+*,+38,9!/',!3/',G#00-!3&+98*,',*!/+*!$%/$!/00!

9&#'3,9!&G!7/0#,9!/',!',3&'*,*!G&'!G#$#',!#9,5!

J%,!G8'9$!9,$!&G!</'/6,$,'9!89!$%,!H,+,'/0!</'/6,$,'95!!J%,!F,+,'/0!</'/6,$,'9!/',!

',R#8',*!G&'!/00!+&*,9!',F/'*0,99!&G!$-<,5!!L&I,7,'1!$%,!0,/G!+&*,9!I800!%/7,!&'8F8+/0!

7/0#,9!,+$,',*!G&'!/00!</'/6,$,'95!!J%,!9#@UF&/0!/+*!'&&$!+&*,9!I800!@,!3/03#0/$,*!

@/9,*!&+!$%,!7/0#,9!&G!$%,!#+*,'0-8+F!+&*,95!!]'&6!9,3$8&+!=5=!$%,!089$!&G!H,+,'/0!

</'/6,$,'9!8+30#*,9!.&+G8*,+3,1!.&+G8*,+3,81!K6</3$,*1!;,8F%$!/+*!./$,F&'-5!!J%,!

$I&!</'/6,$,'9!$%/$!/',!3'8$83/0!/$!$%89!$86,!/',!$%,!;,8F%$!/+*!$%,!./$,F&'-5!!`&*,!

YIL'L((LZ[&(-&7&90$-)(.%&'$75(%8&?()#&5.8&$*$%)-L&&B--(8%(%8&7&*750$&.+&!JQhJ!TZH!

)Q.Z)M2&).&)#$&Q7)$8.,D&37,7=,$,'!I800!3/<$#',!$%89!',08/+3,!#<&+!*/$/!G'&6!/!0&F!

,7,+$!9&#'3,5!

P#$&37,7=$)$,&!"$(8#)2&(-&3.3057)$'&4D&'$)$,=(%(%8&)#$&,$57)(.%-#(3&.+&)#(-&5$7+&

+&*,!$&!/00!&$%,'!0,/G!+&*,95!!J&!#+*,'9$/+*1!3&+98*,'!$%,!7/0#,!&G!:+&I8+F!$%,!

/+9I,'!$&!$%89!R#,9$8&+1!$%,+!<'&78*8+F!/!'/+:8+F!7/0#,!N>555C>>P5!!J%,!7/0#,!&G!$%89!

</'/6,$,'!I800!+,,*!$&!@,!',G8+,*!/9!$%,!$',,!6&*,0!F'&I95!!.&+98*,'!#98+F!/!'&008+F!

I/7,!<0/++8+F!6,$%&*&0&F-!$&!',G8+,!$%,!7/0#,9!&G!/00!;,8F%$!</'/6,$,'9!$%'&#F%!

9#33,9987,!8$,'/$8&+95!!K+!F,+,'/01!$%,!9#6!&G!/00!;,8F%$!</'/6,$,'9!G&'!0,/G!+&*,9!8+!

$%,!$',,!6&*,0!9%&#0*!$&$/0!C>>5!!]&'!$%,!9/6<0,!$',,!6&*,0!/@&7,1!+&*,!fC5*5885=g!

I800!%/7,!/!7/0#,!&G!CX!/<<08,*!$&!$%,!;,8F%$!</'/6,$,'5!

P#$&37,7=$)$,&!Q.%+('$%/$2&(-&7&/75/057)$'&37,7=$)$,&'$)$,=(%$*!@-!6#0$8<0-8+F!

$%,!;,8F%$!NCXP!@-!$%,!),9#0$5!!J%,!',9#0$!89!$%,!\&&0,/+!7/0#,!N>!&'!CP!*,$,'68+,*!
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)&*+,-!./#*0,!A'&*+,-23/#*0,4-/%&&53&6B! ! !

@-!I%,$%,'!$%,!3%80*',+!$/9:9!I,',!3&6<0,$,*!9#33,99G#00-5!!c<&+!$%,!3&6<0,$8&+!&G!

/00!3%80*',+!$/9:9!9#GG838,+$!*/$/!9%&#0*!@,!/7/80/@0,!$&!*,*#3,!$%,!7/0#,!&G!),9#0$5!!

"0$,'+/$87,0-!$%,!',9#0$9!9%&#0*!*,G8+,!&+,!/+9I,'!/+*!&+0-!&+,!/+9I,'!G&'!$%89!

R#,9$8&+5!!J%,!9/6<0,!$',,!6&*,0!I800!%/7,!/!7/0#,!&G!CX!G&'!$%,!.&+G8*,+3,!

</'/6,$,'!8G!9#33,99G#0!/+*!/!7/0#,!&G!>!8G!#+9#33,99G#05!

]&'!$%,!9/6<0,!$',,!6&*,0!089$,*!/@&7,1!$%,!G&00&I8+F!$/@0,!3&+$/8+9!$%,!<&<#0/$,*!

9,$!&G!</'/6,$,'95!!P#$&*750$&!/75/057)$'2&=$7%-&)#$&*750$&.+&)#(-&37,7=$)$,&?(55&4$&

F,+,'/$,*!G'&6!$%,!7/0#,9!&G!&$%,'!</'/6,$,'95!!J%,!</'/6,$,'!*750$&!P\62&

8+*83/$,9!$%89!</'/6,$,'!3/++&$!@,!<&<#0/$,*!#+$80!8+G&'6/$8&+!G&'!$%,!

*,<,+*,+38,9!%/9!@,,+!<&<#0/$,*5!

!"#$% =$(,*-.% >"2?$%

.&+G8*,+3,! H,+,'/0! +"'+/'"#,F(

.&+G8*,+3,8! H,+,'/0! +"'+/'"#,F!

K6</3$,*! H,+,'/0! +"'+/'"#,F!

;,8F%$! H,+,'/0! CX!

./$,F&'-! H,+,'/0! JQhJ!TZH!)Q.Z)M!

.&9$! ]8+/+38/0! +"'+/'"#,F!

J86,! ]8+/+38/0! +"'+/'"#,F!

)/$,! ]8+/+38/0! iC>>!d!#+8$!

c+8$9! ]8+/+38/0! C!#+8$!d!H\!

M,<,+*,+3-! e'&E,3$!a/+/F,6,+$! fC5*5885Cg!

Q/'0-!_$/'$! e'&E,3$!a/+/F,6,+$! J\M!

Q/'0-!]8+89%! e'&E,3$!a/+/F,6,+$! J\M!

T/$,!_$/'$! e'&E,3$!a/+/F,6,+$! J\M!

T/$,!]8+89%! e'&E,3$!a/+/F,6,+$! J\M!

_0/3:!J86,! e'&E,3$!a/+/F,6,+$! J\M!

P#$&37,7=$)$,&Q.-)&(%'(/7)$-&)#$&*750$&.+&!+"'+/'"#,F2&(%'(/7)(%8&)#$&7/)075&*750$&(-&

/75/057)$'&0-(%8&.)#$,&37,7=$)$,-L&&M%&)#(-&(%-)7%/$>&)#$&*750$&+.,&!Q.-)2&(-&/75/057)$'&
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#98+F!$%,!G&00&I8+F!,R#/$8&+!/+*!89!*,<,+*,+$!#<&+!$%,!98S,!&G!$%,!*/$/!9&#'3,!@,8+F!

#9,*5!

H('# & M&#" N O/+#' N $+P"!()!Q&#&!$(,*9"!!

O.55.?(%8&)#$&-7=$&)D3$&.+&$907)(.%&)#$&*750$&.+&)#$&37,7=$)$,&!P(=$2&/7%&4$&

3/03#0/$,*!*,<,+*,+$!#<&+!$%,!98S,!&G!$%,!*/$/!9&#'3,!@,8+F!#9,*5!!Z+3,!$%,!

</'/6,$,'9!/',!G#00-!<&<#0/$,*!$%,!<'&E,3$!6/+/F,6,+$!</'/6,$,'9!3/+!@,!

<&<#0/$,*!/9!I,005!!J%,!<'&E,3$!6/+/F,6,+$!</'/6,$,'9!',7&07,!/'&#+*!$%,!

37,7=$)$,&!P(=$2&7%'&7--./(7)$'&'$3$%'$%/($-L!!K+!$%,!8+9$/+3,!/@&7,!+&*,!

fC5*5885=g!*,<,+*9!#<&+!$%,!3&6<0,$8&+!&G!+&*,!YIL'L((LI[L&&N$)E-&7--0=$&)#7)&+.,&)#$&

,D/6<0,!/@&7,!$%/$!$%,!+&*,!fC5*5885Cg!I800!$/:,!/!7/00$&.+&-(<&#.0,-&+.,&)#$&!P(=$2&

37,7=$)$,&7)&7&*750$&.+&IZKK&+.,&)#$&!Q.-)2&37,7=$)$,L!!"99#68+F!+&!/**8$8&+/0!

*,<,+*,+38,9!G&'!+&*,!fC5*5885Cg1!/!I&':!'/$,!&G!=XH\!d!%&#'!/+*!/!0&F!G80,!9/6<0,!&G!

C>>H\1!$%,!',9#0$8+F!9,$!&G!</'/6,$,'9!G&'!+&*,!fC5*5885=g!I800!@,!/9!*,$/80,*!8+!$%,!

G&00&I8+F!$/@0,5!!]&'!$%89!+&*,!$%,',!89!+&!90/3:!$86,5!

!"#$% =$(,*-.% >"2?$%

.&+G8*,+3,! H,+,'/0! CX!&'!>!

.&+G8*,+3,8! H,+,'/0! UU!

K6</3$,*! H,+,'/0! >!

;,8F%$! H,+,'/0! CX!

./$,F&'-! H,+,'/0! JQhJ!TZH!)Q.Z)M!

.&9$! ]8+/+38/0! iC>>>!

J86,! ]8+/+38/0! W5>!%&#'9!

)/$,! ]8+/+38/0! iC>>!d!#+8$!

c+8$9! ]8+/+38/0! C!#+8$!d!H\!

M,<,+*,+3-! e'&E,3$!a/+/F,6,+$! fC5*5885Cg!

Q/'0-!_$/'$! e'&E,3$!a/+/F,6,+$! _J")J!j!Y!%&#'9!

Q/'0-!]8+89%! e'&E,3$!a/+/F,6,+$! Q_jW!%&#'9!

T/$,!_$/'$! e'&E,3$!a/+/F,6,+$! Q_!
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T/$,!]8+89%! e'&E,3$!a/+/F,6,+$! Q]!!

_0/3:!J86,! e'&E,3$!a/+/F,6,+$! >!

P#$&+(%75&3($/$&.+&)#(-&)745$&(-&)#$&37,7=$)$,-&!M=37/)$'2&7%'&!Q.%+('$%/$82L&&J%,!

37,7=$)$,&!M=37/)$'2&,$+5$/)-&)#$&3,$-$%/$&.+&'7)7&3.(%)-&?#(/#&?.05'&3,.*('$&7%&

86</3$!$&!$%,!&7,'/00!3&+G8*,+3,!<'&78*,*!@-!$%89!+&*,5!!K+!$%89!,D/6<0,1!$%,!+&*,!89!

.+&7&)D3$&!PVHP&N@;&AVQ@A62&-.&'7)7&3.(%)-&?#(/#&'(-/.*$,&)..5-&0-$'&).&-04*$,)&

.,&$,7-$&)$<)&70'()&5.8-&?.05'&(=37/)&)#(-&%.'$E-&37,7=$)$,-L&&Q.%*$,-$5D>&)#$&57/R&.+&

/!<',9,+3,!G&'!$%,9,!$&&09!68F%$!<'&78*,!/!<&98$87,!@&&9$!$&!$%,!&7,'/00!3&+G8*,+3,!&G!

)#(-&%.'$E-&,$-05)-L!!J%,!<,'9&+/0!<',G,',+3,!G&'!$%,!8+7,9$8F/$&'!9%&#0*!@,!',G0,3$,*!

8+!$%,!#9,!&G!$%,9,!</'/6,$,'95!

),3/<<8+F!$%89!8+7,9$8F/$8&+!$',,!,D/6<0,1!$%,!R#,9$8&+9!/+9I,',*!@-!$%89!,D/6<0,1!

/99#68+F!$%,!/3R#898$8&+!/+*!8+G&'6/$8&+!I/9!<',9,+$!8+!+&*,9!fC5*5885Cg!/+*!

fC5*5885=g!/',!$%,!G&00&I8+F!N8+!',7,'9,!&'*,'P(!

;,!7,'8G8,*!$%,!<',9,+3,!&G!$%,!,U6/80N9P!8+!$%,!0&F!,7,+$9!G'&6!$%,!_aJe!

F/$,I/-!9,'7,'!@-!N/P!',3&7,'8+F!$%,!0&F!,7,+$9!G'&6!$%,!9,'7,'!/+*!N@P!

*899,3$8+F!$%,!0&F9!$&!',3&7,'!9<,38G83!',3&'*9!&G!8+$,',9$5!!J%,!9#33,99G#0!',9#0$!

G'&6!$%89!+&*,!<'&78*,9!<&98$87,!3&+G8'6/$8&+!$%/$!$%,!,U6/809!I,',!9,+$!78/!

_aJe!$%'&#F%!/!F/$,I/-!<'&78*8+F!<&98$87,!8*,+$8G83/$8&+!G&'!$%,!*,087,'-!7,3$&'5!

J%89!,D/6<0,!9%&I9!/!986<0,!$,9$!/+*!7,'8G83/$8&+!3-30,!I%83%!<'&78*,*!G&3#9,*!

/+/0-989!G&'!/+!8+38*,+$!',9<&+9,!8+7,9$8F/$8&+5!!"9!$%,!8+7,9$8F/$8&+!$',,9!/',!

*,7,0&<,*!/+*!F'&I+1!$%,!',$#'+9!I800!@,!9,,+!6&',!R#83:0-!/9!/+9I,'9!/',!

*893&7,',*!,GG,3$87,0-5!

5. Conclusion 

J%89!</<,'!%/9!9%&I+!%&I!$&!3&+9$'#3$!/+!8+7,9$8F/$87,!$',,!6&*,0!$&!G&'6#0/$,!/!

',<,/$/@0,!/<<'&/3%!$&!8+38*,+$!',9<&+9,5!!J%,!G8'9$!9$,<!89!$&!*,$,'68+,!$%,!'&&$!

R#,9$8&+5!!]&00&I8+F!$%,!*,$,'68+/$8&+!&G!$%,!'&&$!R#,9$8&+1!$%,!+,D$!8$,'/$8&+9!

9%&#0*!3&+$8+#,!$&!@#80*!&#$!$%,!0,7,09!&G!$%,!$',,!6&*,0!#+$80!$%,!R#,9$8&+9!/',!/@0,!
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!

)&*+,-!./#*0,!A'&*+,-23/#*0,4-/%&&53&6B! ! !

$&!<'&78*,!G&3#9!$&!$/:8+F!/3$8&+5!!Z+3,!$%,!$',,!6&*,0!89!<&<#0/$,*!I8$%!R#,9$8&+91!

$%,!+,D$!9$,<!89!$&!/**!$,9$9!&'!<'&3,*#',9!I%83%!I800!<'&78*,!$%,!+,3,99/'-!

/+9I,'95!!]8+/00-1!$%,!</'/6,$,'9!/',!<&<#0/$,*!G&'!$%,!$',,!6&*,0!$&!*,$,'68+,!$%,!

3&9$9!/+*!$86,!3&+9$'/8+$95!!]#00-!<&<#0/$,*1!$%,!$',,!6&*,0!<'&78*,9!G&'!/!*,$/80,*!

6,$%&*&0&F-!G&'!<0/++8+F!/+*!,D,3#$8+F!8+38*,+$!',9<&+9,!/+*!8+7,9$8F/$8&+95!!

Q+'83%8+F!$%,!$',,!6&*,0!/9!$%,!8+38*,+$!',9<&+9,!$,/6!6/$#',9!<'&78*,9!G&'!/!

+/$#'/0!8+G&'6/$8&+!',<&98$&'-5!

J%89!</<,'!,D<',99,*!$%,!+,,*!$&!,D<,+*!,GG&'$9!$&!*,7,0&<!/<<'&<'8/$,0-!I&'*,*!

R#,9$8&+95!!_&6,!$-<,9!&G!R#,9$8&+9!*&!+&$!0,+*!$%,69,07,9!$&!/!$',,!6&*,0!/+*!I800!

+,,*!$&!@,!',9$/$,*5!!L&I,7,'1!$%,!R#,9$8&+9!,D<',99,*!8+!/+!8+7,9$8F/$87,!$',,!

6&*,01!<'&<,'0-!/+9I,',*1!3/+!<'&78*,!9&08*!,78*,+$8/'-!*/$/!G&'!G#'$%,'!/3$8&+!

&+3,!8+38*,+$!',9<&+9,!89!3&6<0,$,*5!

]8+/00-1!8+7,9$8F/$87,!$',,!6&*,09!/00&I!/+!8+38*,+$!',9<&+9,!$,/6!$&!/+9I,'!$%,!

90$-)(.%:&&!].?&=0/#&=.%$D&(-&%$$'$'&).&,$-3.%'&).&)#(-&(%/('$%)12L&&P#(-&90$-)(.%&

89!I%/$!3&6</+8,9!/',!*,9<,'/$,0-!9,,:8+F!/9!/+!/+9I,'!/00&I9!$%,6!$&!6/:,!

8+G&'6,*!'89:U@/9,*!*,3898&+9!/@&#$!$%,8'!@#98+,995!

M%0(7%0,($&-%07"#$%&(%&($&4,3#$N"#$4,(#0,,3(4$3$#(*##BOPPQQQJ$&4,3#$N"#$4,#0,,3+%7J((

!

6. Future Trends 

J%89!</<,'!%/9!9%&I+!$%,!6/+-!#9,9!&G!8+7,9$8F/$87,!$',,!6&*,09!$&!G&'6#0/$,!/!

',<,/$/@0,!/<<'&/3%!$&!8+38*,+$!',9<&+9,5!!J%,!K+7,9$8F/$87,!$',,!6&*,0!#9,*!8+!$%89!

</<,'!I/9!986<089$83!8+!+/$#',!,7,+!8G!$%,!<'&@0,6!<&9$,*!I/9!+&$5!!J,3%+&0&F8,9!/',!

F'&I8+F!6&',!3&6<0,D!/9!@#98+,99!+,$I&':8+F!,+78'&+6,+$9!3&+$8+#,!$&!,D</+*!

/+*!6,'F,5!!Q7,+!$,3%+&0&F8,9!/9!3&66&+!<0/3,!/9!,0,3$'&+83!6/80!89!7,'-!

3&6<083/$,*!/+*!3/+!8+7&07,!6#0$8<0,!*/$/!9&#'3,95!!J%,!$'/3:8+F!&G!6#0$8<0,!*/$/!

9&#'3,9!/3'&99!6#0$8<0,!F,&F'/<%83/00-!9,</'/$,!0&3/$8&+9!',R#8',9!/*,R#/$,!

<',</'/$8&+!/+*!<0/++8+F5!!K+7,9$8F/$8&+!$',,!6&*,09!<'&78*,!/!9$'#3$#',*!/<<'&/3%!
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