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abstract

The sysl og protocol has been inplemented across nmpst nodern conputing
pl atforms, where it is widely used to | og and route operating system and
application event nessages. The ability to configure syslog to route nessages
fromrenote hosts to a secure central |oghost can provide inportant security
advant ages, but the resultant vol um nous store of messages from di verse hosts
and nessagers makes prolematic the extracti on of nmessages of particul ar
i nportance originating froma subset of |ogging hosts. This paper describes a
means for inproving the gathering of syslog entries fromonly those hosts of
interest and for then hunting anong these sheperded entries for only those
entries of particular inportance.

i ntroduction

The generation, collection, exam nation and archiving of syslogs is an
i mportant part of system admi nistration and security, and at ny site a centra
secured | oghost has been established for this purpose. Hosts with syslog
capabilities not only generate | ocal syslogs, but are also configured to relay
all syslog entries to this |oghost, which host collects these entries and
manages their archiving through a suite of hone-grown archiving tools.

The collection of syslog entries froma multitude of diverse architectures
on a central |oghost spares the Information System Security O ficer (1SSO
fromhaving to visit each machi ne under his purview for syslog exam nation,
and this relaying capability is an inportant feature of syslog. Aside from
this convenience, the real tinme forwarding of syslog nmessages to a secure
central store makes it far nore difficult for an intruder to cover his tracks
by altering syslogs on a conpronmi sed host, and is an inportant security
feature.

This arrangenment is not w thout its drawbacks, however. Consider, for
i nstance, the nultitude of applications that use syslog. For the devel oper,
the syslog facility provides a standard, portable, and conveni ent | oggi ng
facility, elimnating the need for platform dependent proprietary |ogging
systens. For the adm nistrator, it provides a highly configurable, centralized
| og managenent tool, which in its sinplest configuration can enable the
routing of multitudi nous | og messages to a few central log files. For these
reasons, syslog is widely used by nost nodern operating systens, by tools
bundl ed with these operating systens, and by increasing nunbers of third party
applications.

Consi der al so how the typical application uses syslog. Messages may be
| ogged at various priorities by these applications, ranging fromtop priority
enmergency nessages, to the |lowest priority debug nessages, intended for use
only during code devel opnent or installation. Like a pyramid, high priority
messages are few and far between, while at the | owest |evel debuggi ng nessages
my be emitted by seemingly every non-trivial |line of code. Some applications,
i ke named(1M, spew out enormous quantities of informational nmessages of | ow
signal to noise ratio, of only occasional interest.

Finally, at ny site we have a hundred or so machi nes rel aying these nessages
to our central | oghost. Due to storage considerations, each renote machine is
configured to retain locally only those | og entries deenmed of particular
interest. For security reasons, however, _all_ syslog entries of whatever
priority and for all facilities (*.debug) are forwarded to | oghost. Arriving
at | oghost, they are then postpended to one of only six logfiles, five of
whi ch coll ect nessages generated by specific facilities (e.g., mail) with the
si xth gathering the reminder.

The problemthen, for an 1SSO, is to extract fromthese volum nous | ogs only
those entries pertaining to security, and fromthese only those originating
fromthose platfornms under his purview.

The objective of this paper is to develop a strategy for dealing with this
problem and to inplenment a solution. First, however, a quick |ook at the
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under | ying sysl og tool

sysl og(3)

The sysl og protocol was developed by Eric Allman at UCB as a general purpose
l ogging facility, and is used wi dely by nost nodern operating systens and
applications. Following is a brief exposition of the use of this tool insofar
as it pertains to the subject of this paper. Man pages are available for the
sysl og daenon, syslogd(1M, the syslog configuration file, syslog.conf(4), and
the various syslog library routines, syslog(3). Details of the underlying
prot ocol are the subject of RFC3164, available at ww.ietf.org/rfc/rfc3164.txt

Appl i cations invoke syslog through the syslog(3) library routine, supplying
(1) the text of the nessage, and (2) an encoding of the nmessage priority and
the type of facility generating the nmessage. Wth this information, syslog(3)
prepares a packet (sent to UDP port 514) consisting of three parts: the
encoding of the priority/facility; message origin data (originating host and
ti mestanp, inserted by syslog); and the nmessage itself. Listening to port 514
is syslogd(1M, which routes this nessage according to syslog.conf(4).

O these three principal parts, only syslog.conf is of particular inportance
to the problem at hand. Basically, this file consists of |ines specifying
actions for nessages arriving with differing facility/encodi ng encodi ngs.
Actions of interest for the purposes of this paper are (1) appending to a
file, and (2) relaying to a renote host. Facilities and priorities are defined
in syslog.h, but are comonly given as follows (shown along with their Irix
6.5.12 one-character encodings):

priorities facilities
energ 0 kern A <reserved> M
alert 1 user B <reserved> N
crit 2 mai | C <reserved> O
error 3 daenon D cron P
warning 4 aut h E | ocal O Q
notice 5 sysl og F | ocal 1 R
info 6 | pr G | ocal 2 S
debug 7 news H | ocal 3 T
uucp I | ocal 4 U
<reserved> J | ocal 5 \%
<reserved> K | ocal 6 W
<reserved> L | ocal 7 X

A quick exanple, showing two lines froma syslog.conf file simlar to that in
use at ny site:

* . debug @ oghost . nysite. edu
aut h. notice [ var/ adm SYSLOG. aut h

See the man page for syslog.conf(4) for details, but the essence of the above
two lines is that ALL nessages are to be forwarded to 'loghost' (the facility
portion of the selector fieldis "*", signifying all facilities, and the
priority portion of the selector field is 'debug', signifying all priorities
equal to or greater than debug - they all are - are to be relayed to | oghost),
and that all facility=auth nmessages of priority 'notice' or greater are to be
appended to the SYSLOG auth file.

probl em specifics

In what follows we | ook at the specific problem of gathering at nysite's SG
| oghost sysl og nmessages generated by all eighteen Sun workstations at ny site
with these four requirenments:

(1) Sun syslog nessages are to be separated from messages originating from

ot her hosts and routed to Sun-specific log files.
(2) Sun syslog nessages generated by facilities of interest are to be further
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separated from messages generated by other facilities and routed to
facility-specific Sun log files.

(3) Al such sheperded nessages nust retain the five parts of the origina
sysl og packet:

facility

- priority

- host nane
- time stanp
- nessage

(4) No nessage to retain artifacts of the sheperdi ng process.

nmeeting requirement (1)

The selector field of syslog.conf lines permts only the specification of
facility.priority for routing syslog nmessages; no nmechanismintrinsic to the
sysl og protocol provides for routing nmessages according to other criteria.
There are, however, sonme facility values provided specifically for |ocal use,
and the approach taken to neeting this first requirement is to specify that

messages arriving at |loghost with facility=local3 will be recognized as having
originated at a Sun, and then be routed to a Sun-only syslog on | oghost.
A line such as the following in | oghost's syslog.conf will acconplish this

on the | oghost end:
| ocal 3. debug [ var/ adm SYSLOG. sun

The probl em now becomes how, on the originating host end. to route all Sun
sysl og nessages to |loghost with the local facility changed to | ocal 3. Note
that the choice of |ocal 3 was sonewhat arbitrary, it just being one of the
local [0-7] facilities not already in use.

The sol ution chosen was to re-syslog on the originating host all syslog
messages in the foll ow ng manner:

*_ debug; | ocal 3. none [usr/ | ocal / adnf pkg/ sysl og/ rel ay/ rel ay
| ocal 3. debug @ oghost . nysite. edu
*.notice;local 3. none [ var/adm SYSLOG

The first line routes all nmessages (*.debug) to 'relay', a named pipe (FIFO
behi nd which sits a program which sinply re-syslogs the received nmessage with
the facility changed to | ocal 3. The second line then forwards the nmessage to
| oghost with the local3 facility, signaling that it originated on a Sun. The
use of local3.none inthe first line is necessary to prevent a |ogging |oop.
That is, a nmessage "send help!" sent to the relay pipe would be resent

endl essly to the pipe unless specifically excluded. The use of local 3.none in
the third Iine prevents the sane nessage frombeing witten twice to the |oca
syslog; once with the original facility, then again with the message resent
with the local3 facility.

Note that this solution to requirenent (1) works also when a rempte Sun nust
relay its nmessages through an intermedi ary host due to network topol ogy. For
exanmpl e, consider a Sun console for a Cray supercomputer has a network
interface to that Cray only. The above second |line would be:

| ocal 3. debug @ray. nysite. edu
whil e the Cray sysl og.conf would have a corresponding |ine:
| ocal 3. debug @ oghost . nysite. edu
There could of course be a chain of internediate but connecting hosts.
Pi pe and reader are started/stopped by a startup script in /etc/init.d,
i nvoked by hard links to it in the various /etc/rc?.d directories.
The rel ayer code is straightforward C, and is included in Appendix A. The
startup script script is in Appendix B

nmeeting requirement (2)
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The solution to requirement (1) has the drawback that all Sun sysl og
messages arrive at | oghost with the facility reset to local 3; howthen to
route it by its originating facility to an appropriate file? For exanple, a
message originating with auth.crit would wind up in the sane (large) file as a
named. i nfo nessage - not a desirable situation, especially for security
pur poses, where auth nessages should nerit special attention, not be buried
am dst the naned infos.

As we have seen, the syslog selector field permts only the specification of
facility.priority, so we nmust again rely on a hel per application. This time we
choose Perl, for its text handling capabilities, and have it create another
named pipe (FIFO which it then nonitors. The revised enabling line in
| oghost' s sysl og.conf then becones:

| ocal 3. debug [usr/ | ocal / adnf pkg/ sysl og/ rel ay/ unw ap

where 'unwrap' is the FIFO. The Perl unw apper script then has the job of
determining the original facility.priority and on this basis route the nmessage
to the appropriate Sun syslog on | oghost.

The probl em now becomes how to preserve this facility.priority informtion
so that the unw apper script can extract it.

On sonme systens, such as Irix, this information is incorporated into the
message part of the syslog packet, making extraction easy. Consider the
foll owi ng sysl og nessage, generated by |oghost's syslogd itself:

Sep 19 01:40:11 6F:1 oghost syslogd: restart

Here we see the facility.priority (syslog.info) encoded as '6F and placed
directly in front of the originating host name, separated by a col on.

Wth Solaris 7, however, by default the priority.facility is not
i ncorporated into the actual nmessage:

Jun 17 03:10: 00 nettest syslogd: |ogs sync'ed

Fortunately, however, an option to include this information exists. The file
/ kernel /drv/1 og.conf configures the STREAMS kernel |ogging device driver
interface (man log(7D)). As shipped, the operative line in this file is:

name="1| og" parent="pseudo" instance=0;
Sinmply change this line to read:
msgi d=1 nanme="I| og" parent="pseudo" instance=0;

and reboot, in order to have a nessage ID of the following forminserted into
every sysl og nessage:

Sep 15 09:57:09 ns naned[ 147]: [ID 8605 | ocal 5. debug] no IPv6 interfaces found

This new nmessage ID is within brackets and contains the message | D nunber and
the originating facility and priority, which makes it easy for Perl to extract
this info for proper routing. So, we can now have on | oghost files such as

SUNLOG
SUNLCG. aut h
SUNLOG. mai |
SUNLOG. nanmed
SUNLQOG. t cpd

File names are arbitrary and set by the unwrapper script, giving us the
capability to group by facility our Sun-only syslog entries to files of our
choi ce.

Pi pe and reader are toggled by a startup script script in /etc/init.d,
i nvoked by hard links to it in the various /etc/rc?.d directories.

The unw apper script is in Appendix C.

The startup script script is in Appendix D
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nmeeting requirement (3)

In neeting requirement (2) we have in essence solved requirenment (3); the
entry now i ncorporates all five elenents: original facility, priority, host
name, time stanp, and actual nessage. However, we can condense the
presentation of the facility and priority nessage in the sane way chosen by
Irix: a two-character encoding prepended to the host nane and separated from
it by a colon. W discard the nmessage I D nunber, as it is not generally
useful . The unwrapper script thus transforns this nessage:

Sep 15 09:57:09 ns naned[ 147]: [ID 8605 | ocal 5. debug] no IPv6 interfaces found
i nto:
Sep 15 09:57:09 7V:ns nanmed[147]: no IPv6 interfaces found

Note that the priority here is given before the facility, in Irix fashion.
This makes for a shorter log entry, and is nore easily recognized by | og
processing scripts.

A notable failing of syslog tine stanps is its |lack of year data. Eric
Al Il mn has said that when he created sysl og he never imagi ned that anyone
woul d want to keep log files around for very long (!). The interested reader
can readily nodify the unw apper script to insert the year into the tine stanp
field, if desired. W have not done so at ny site, as our archived log files
have full date strings postpended to the file nane.

nmeeting requirement (4)

A consequence of the re-syslog'ing perforned by the relay code in neeting
requi rement (1) is that artifacts useful only for encapsul ation are prepended
to the original |og nmessage. Consider the foll ow ng nessage, created on sws
with the conmand 'l ogger -p auth.error "test ms 01"' before relogging it:

Sep 19 15:39:32 sws clark: [ID 702911 auth.error] test ms 01

Here we see nothing very remarkable; just a contrived nmessage with tine stanp,
host name, and the message ID we caused to have inserted. Here is the sane
message as it arrives at the unw apper script, after having been rel ogged and
relayed to | oghost through a Cray (line broken for clarity):

Sep 19 15:39:32 7T:cray.nysite.edu relayer[150]: [ID 677204 | ocal 3. debug] \
Sep 19 15:39:32 sws clark: [ID 702911 auth.error] test nms 01

Noti ce that the original nessage has sone new, not very useful, artifacts of
the relayi ng process prepended to the original nmessage:

By sws:

- New originating process (just the name and I D of the relaying process).
- New message I D

By cray:
- Not hi ng; message and headers are properly relayed as received to | oghost.
By | oghost:

- Prepends the originating host nane as it sees it (cray.nysite.edu).
According to the RFC, it should use just the (base) host name (sws)
supplied in the packet header (and never use domain nanes). This apparently
nonconf or mant behavi or does not matter for our purposes, as this relaying
artifact will be deleted |ater.

- Next, prepends the facility and priority contained in the packet PR
header, which in this case is that supplied by the rel ayer code
(1l ocal 3. debug), encoded into two characters and inserted before the host
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name, separated fromit by a col on.

- Next, prepends the tine stanp. This mght be the tine stanp found in the
packet PRI header, or its own view of the tinme; it does not use the
originating host nanme in the header packet, so may not use the packet
header date stanp either. But, as this whole artifact will be del eted
later, it does not matter. Besides, the tine stanp we are interested in is
the original time stanp, which is retained in the nmessage body.

After renoving the above sheperding artifacts, the unw apper script transformns
the message ID into an Irix-conpatible two-character code, inserted as before,
resulting in a nore conpact nessage correctly and succinctly incorporating al
the original nessage data:

Sep 19 15:39:32 3E:sws clark: test nms 01

As inplenmented, this ms would now be appended to | oghost:/var/adm SUNLOG. aut h.
This then conpletes an inplenentation of a gathering process satisfying our
four specified requirenments.

the hunting probl em
Now t hat we have gat hered together Sun- and facility-specific log entries in
these files:

SUNLOG
SUNLCG. aut h
SUNLOG. mmi |
SUNLOG. nanmed
SUNLQOG. t cpd

it remains to hunt down those entries of interest from anong the considerabl e
nunbers of entries within these files of no interest whatever.

This is not at all a new problem and there exist well-known tools devel oped
specifically for this task. ldeal solutions to this problem however, would
require:

(1) An on-demand tool that may be run against nmultiple arbitrary log files.
(2) Areal time tool for stream ng nmessages of interest fromnultiple
arbitrary log files as they arrive.

I n addition, nmechani sms nust be provided for easy specification of patterns
to include and exclude in the search space. The exclusion of patterns of no
interest is a better approach than the inclusion of just those patterns of
known interest, as the nessage space cannot reliably be predicted, but the
hi ghl i ghti ng and special handling of include patterns of great interest (e.g.,
"access denied") is also useful. Extant tools conmmonly conbine include and
excl ude patterns: excluding known entries of no interest, including all the
rest by default, with special include patterns to trigger action for those
entries of great interest.

An exanmple of a well-known tool neeting requirement (1) is Craig Row and's
| ogcheck. An exanple of a well-known tool neeting requirement (2) is Todd
Atkin's swatch

One drawback of swatch, however, is that only one file may be tail'd at a
tinme; this does not nmeet requirenment (2), although of course multiple
i nstances of swatch could be run. A drawback of |ogcheck is its use of egrep
regul ar expression syntax; much nore powerful regex syntaxes are avail abl e,
particularly that provided by Perl.

There are other mnor difficulties in installing and adapting these sonewhat
dated tools, and the problemin general is not a difficult one, so that the
approach taken here was to roll our own. This affords the opportunity of
buil ding into these tools sone post-processing capabilities lacking in both
| ogcheck and swat ch

nmeeting requirement (1)

A tool was developed, witten in Perl, that allows:

© SANS Institute 2000 - 2005 Author retains full rights.



- The specification of nultiple arbitrary log files to search. This can
i nclude archived log files, which my be specified as a date range.

- The specification of nultiple arbitrary configuration files. These files
contain the patterns to ignore, and may be variously combined according to
the files being searched, the degree of filtering desired, etc.

- The specification of nultiple arbitrary regular expression files. The use
of named regul ar expressions considerably sinplifies their use and is |ess
error-prone.

- Post-processing of those patterns not excluded, grouping themfirst by
originating process, then sorting these process-specific entries by
priority level, and finally listing only those inportantly unique entries
with a count of their appearance.

Brief sanmple output (lines broken for clarity):

28 sysnmon @ TTY=unknown ; PWD=/usr/| ocal /adnf home/sysnmon ; USER=r oot
COMMAND=/ usr/ | ocal /adm bin/fcat -etb

15 sysnmon @ TTY=unknown ; PWD=/usr/| ocal /adnf home/sysnmon ; USER=root ; \
COVMAND=/ usr /| ocal / adm bi n/ ft pcheck

2 sysnmon @ TTY=unknown ; PWD=/usr/| ocal /adnf home/sysnmon ; USER=r oot
COVMAND=/ usr /| ocal / adm sbi n/ fi ndww /t np

2 sysnmon @ TTY=unknown ; PWD=/usr/| ocal /adnf home/sysnmon ; USER=r oot
COMMAND=/ usr /| ocal / adm sbi n/fi ndww /u2

1 sysnmon @ TTY=unknown ; PWD=/usr/| ocal /adnf home/sysnmon ; USER=root ; \
COVMAND=/ usr /| ocal /f adm sbi n/ fi ndww /al | sys/ul

This particul ar tool operates by exclusion of known patterns of no interest
only, and is naned syslog.grepv as its primary action is to "grep -v" | ogs.

sysl og. grepv is included in Appendix E
syslog.grepv.cfg is included in Appendi x F
sysl og. group is included in Appendix G
sysl og. regex is included in Appendix H

nmeeting requirement (2)

A tool was developed, witten in Perl, that all ows:

- As with syslog.grepv, the specification of multiple arbitrary log files,
configuration files, and regul ar expression files.

- Non-excluded entries are printed to the screen in real tine.

- Included entries of interest may have arbitrary actions associated with
them such as printing the entry in inverse video, acconpanying the
printing of the message with a bell, sending a nessage to someone, etc.

Brief sanmple output (lines broken for clarity, and IPs obscured):

SUNLQOG. aut h: Sep 20 16:05: 03 6E: kdc sshd-adnf 4811]: Accepted publickey \
for sysnmon from 222.222.22.22 port 33331 ssh2

SUNLOG. named: Sep 20 16:05:06 6V:ns naned[ 152]: client 222.222.22.22#1037:\
query: vizsolutions.safeserver.comIN A

SUNLCOG: Sep 20 16:05: 17 6B: kdc ACESERVER: (14001) AUTHENTI CATION : \
Primary Requesting From Replica Changes for Table Token From Replica \
(222.222.22.22) CrossRealm ACM OK 0. [nsconmm c. 2951. 16086]

This particular tool operates by emulating a tail -f on specified log files,
and is consequently named syslog.tailf.
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syslog.tailf is included in Appendix I
syslog.tailf.cfg is included in Appendix J.

concl usi on

Log files tend to fill quickly with nostly repetitive nmessages of little
interest, yet are also the receptacles of error and event nessages of great
i nportance, such as system anommlies, failures, and security breaches.
Col l ecting and archiving these nessages in a secure central |ocation,
reviewi ng themboth offline and in real tine, and extracting those of interest
are inportant system admi nistration tasks. This paper has | ooked at sone of
the problens involved with these tasks and provi ded sone possible sol utions.
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