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Password and Network Logon Security in Windows NT 4.0.

A brief overview of the Windows NT security model.

The Windows NT security model is designed such that every Windows NT object
has its own security attributes which control user access to the object. These security
attributes comprise of an access-control list, and object description data; this combination
forms the Security Descriptor.

The access-control list (ACL) comprises two sections. First, the Discretionary
Access-Control List (DACL) details which specific users and groups have what level of
access to the object. Second, the System Access-Control List (SACL) details which
system objects and services have access to the list.

The DACL contains an entry for each user and group registered in the system, the
entries being called access-control entries (ACE). When an object is created by a user or
Windows NT service, a security descriptor is always created. If the creator does not
specify security attributes, Windows NT creates no access-control entries, which means
no one has access to the object. This falls in line with Class C security in that “what is not

explicitly permitted, is forbidden.”

The main components in the Windows NT security model are as follows:

User Interface (UI)
/'Y
\ 4
Security Account < > Local Security «—» Security Reference
Manager (SAM) Authority (LSA) Monitor (SRM)

The Local Security Authority (LSA) is the core component of the NT security
model, dealing with local security policy and user authentication. It is also responsible for
generating and logging of security audit messages.

The Security Account Manager (SAM) manages the user and group accounts, and

provides authentication services for the Local Security Authority.
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The Security Reference Monitor (SRM) provides access validation and auditing
for the Local Security Monitor. User access to files are passed or denied by the Security
Reference Monitor, which also generates audit records where appropriate. Resources are
protected uniformly throughout the system, regardless of resource type, using a copy of
the access validation code held by the Security Reference Monitor.

The User Interface is the view seen by the end-user.

The above description shows how the Windows NT security system offers a very
fine level of access-control for individual users and groups. Since user access rights can
be extensively customized, a user may have access rights beyond the normal, and thus all

users should be protected from loss of password integrity.

A review of the steps involved in a successful remote logon at a Windows NT Server.

1. The Domain and Username are sent in cleartext from the user’s computer to the
remote Windows NT server. The Password isn’t sent, a challenge-response protocol
is used to verify that the user supplied password is authentic. (Using NTLMv2,
discussed later, modifies this step slightly)

2. The authenticating Windows NT server’s Security Accounts Manager (SAM)
compares the logon username and challenge-response with information in the user
accounts database.

3. Ifaccess is authorized, the authenticating Windows NT server’s Local Security
Authority (LSA) constructs a security access token and passes it to the server process,
which creates a user ID (UID) referencing the security access token. This token
reflects both the user privileges and those of all groups that the user belongs to.

4. The User ID is then returned to the client computer for use in all subsequent requests

to the server.

After the session has been created, the client computer sends requests marked with
the user ID it received during session setup. The server provides access according to the

security access token held in the server’s internal tables, which was created in step 3.
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LAN Manager vs NT Passwords.
NT Server 4.0 and NT Workstation store both an NT and LAN Manager version

of the password for user accounts. The LAN Manager passwords are not case sensitive.
The LAN Manager password hash has a somewhat simple creation mechanism as
follows:
1) The password is converted to uppercase.
2) Itis truncated to 14 characters, halved into 2 parts, each of which are padded
and reversed.
3) The result is hashed with a “magic” number.
If the password is 7 or less characters, the last 7 characters of the LanMan Hash are the

same, as shown in the following LOphtCrack session:

#y C:\Program Files\LOphtCrack 2.5\pwd10D_ 1= /(I ISRCIEAY Nl IIIs]E 1RSI0 iE] Pr= eS|

File Edf Toolz ‘Window Help

EBrute F Hie ] Bate:
HESE SEEEIE F R el ¥ Done B H e H Left ate: 550938 Tries/sec

User Name ILanHan Pazsword |<8 |HT Password ILanHan Hazh

Administrator PAESTIORD EEZCACET419A9AFF423B108F3FASCEED
Guest HO PASSWORD N0 PASSWORD NO PASSWORD

GIACONES ODEDFEOARAZERENCEZE591D 76344910407
IUSR_GIACONE 14EFZDFEE4DZEOGE4FCAE44 51031144
nuser 7 character pwd ABCDEFG x abode fo EOCE1O0193CCEcARBDAAD ZE435EL1404EE
user 8 character pwd 77771774 TOElE254BCEDOBO47E84240BADECAFIE
user & character pwd ABCDEF o abcdef 1303EEFC4841CYELIARAD 3E42EBE1404EE
user 9 character pwd 7777777BA EEZ0lE82BEEDECYE20669279FFF44BF20
test passflt b4 38E743CECTAFFETSARD3E4S3EE51404EE
LAPTOPR: LAPTOP X laptop G4DEAdFBATCEECI4ARDIE4 3B 1404EE
BAN-sUPCMIKTE1 TS SECO93035E4ASDEFSECO23035E4ASDEF
user L character pwd ARCDE x ahcde C2334C1CDFEDE16ZEALAD B4 3EELE1404EE

1| | |
Cracking... 5 of 12 found [41%]. MUk

Note that Users “user 5 character pwd”, “user 6 character pwd” and “user 7 character

pwd” all have the last 16 bytes of the 32 byte hash the same AAD3B435B51404EE, as
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does the machine LAPTOPS. This has enabled LOphCrack to correctly identify these

accounts as ones having a password of 7 characters or fewer.

For comparison, here are the NT Hash passwords displayed:

#y C:\Program Files\LOphtCrack 2.5\pwd10D_I= /(I ISRCIEAY Nl IIIE]E 2SN ] Pr= eS|

File Edf Toolz ‘Window Help

Erute Fnrce:ﬁ?ﬁﬁ}g___ 0.4l o hone EE___H EE_H Le £t Rate:EEEEZE____TriESESEC
User Name ILanHan Pazsword |<8 |HT Password IHT Hazh
Administrator DPASEWORD 2246F7EAEESFELLIVADOCEDD220B7E2EC
Cuest NO PASSWORD NO PASSTIORD NO PASSTIORD
GCILCONES S4FRBAEFEZELIO1IZ0ADELZLZ29573COF
IUSE_GIACONE 3C3B433CEAIFIADIC4EEDS44ESZE4CER
user 7 character pwd ABCDEFG % abcdefg SLZDFESSIDEZ459EZ0345B73AZ 1 AZF3T
user 2 character pwd 22771774 lZ6Z266F12450E47208EC477F16117FDC
user & character pwd AECDEF % abeode £ BEFEEZDELO7CCEACE40432D42FEREFERR
user 9 character pwd ?777777BA 921794 2Be0eZ24BD 2 FELCEACCCFCEDOF
test passflt x A1EDZEE3FCEEDEBEE1IDE1Z1AZIEF1FER
LAPTOPR: LAPTOP k4 laptop 0ZES76EFCCEY7FEAFS0Z7ECEF4332006
SAN-sU7CHIKUELT$ ES1CE7835304945430450350713E36E38D
user § character pwd ABCDE % abode BFELGEE3RDICO2ICZE0IFRa320A40004
J | 0
Cracking... 5 of 12 found [41%). [ NOM [

The NT passwords are case sensitive, but can lose this attribute. If the client
computer is not running NT, the password will be treated as non case sensitive. If a non-
NT client computer issues the NET PASSWORD command to change the password, the
resulting password becomes case insensitive for any client computer Windows operating
system

The NT password is generated using the MD4 algorithm. In the default
(NTLMv1) mode, it uses no "salt", thus identical passwords generate identical NT
hashes. NTLMv2, available in Service Pack 4, can be enabled to avoid this condition
(default is disabled). NTLMv2 also brings several other features that should be
considered.

To enable NTLMv2 Authentication, the registry must be modified:
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Value:

Hive: HKEY LOCAL MACHINE

Key: \System\CurrentControlSet\Control\Lsa
Value Name: LMCompatibilityLevel

Value Type: REG _DWORD

Value Data:  0to 5

Values 0 through 3 apply to clients, Values 4 and 5 apply to domain controllers.

Meaning:

© SANS Institute 2000 -

This is the default if the value is undefined. The user's computer will authenticate
exactly as it did under Service Pack 3 and earlier. The User's computer will send
both LanManager and NT (MD4) responses to the domain controller. NTLMv2
will not be used.

The User's computer will attempt to negotiate the use of NTLMv2 with the
domain controller. If unsuccessful, LM and NT (MD4) authentication will be
used.

The user's computer will only use NT (MD4) authentication. LM and NTLMv?2
authentication will not be used. Domain Controllers must be at Service Pack 4 or
higher.

The user's computer will only use NTLMv2 authentication. Servers running
Windows 9x, Windows For Workgroups, and Windows NT Service Pack 3 can
still be accessed as long as the domain controllers have been upgraded to Service
Pack 4 or higher, and the user-level security is in use (or share-level with blank
passwords.) When clients are set to 4 or 5, the effective setting is 3.

This setting is used on domain controllers. When set, the domain controller will
refuse LM authentication requests from clients, but will accept NT (MD4) and
NTLMv?2 clients. Thus, the client computers must be Windows NT.

This setting is used on domain controllers. When set, the domain controller will
refuse both LM and NT (MD4) authentication request from clients, accepting only
NTLMv?2. Thus clients must be Windows NT with Service Pack 4 and NTLMv2
enabled in the registry.
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It should be remembered that Windows 9x and earlier clients require LAN Manager
authentication, thus limiting the scope of this feature. A suggested value of
"REG_WORD=1" would allow Windows 9x and Windows for Workgroup clients to
connect, and force appropriately configured Windows NT workstations and servers to use

the enhanced security afforded by NTLMv2.

Hacker techniques in acquiring passwords.

There are three main techniques for acquiring passwords: manual, automated, and

sniffing NT login exchanges right off the wire.

Manual password acquisition.

Manual password acquisition might be social engineering, guessing, or perhaps
even threatening (though that may be considered a variety of social engineering!)

Social engineering includes asking directly or subversively for the username and
password (or just the password if the username has already been acquired.) Many users
are unaware of the risks of giving out their password(s), and a comprehensive approach
to this problem is left to other resources discussing social engineering in detail.

Guessing is sometimes very rewarding — notice the preceding LOphCrack have
correctly identified the Administrator password as PASSWORD — not very secure! Some
low privilege role accounts may have no password while others use the company or
department name, or even their pets' or spouse's first name (more social engineering!)
Often, third party software have easy passwords, for example, a backup software
package, with wide privileges, may have a password of BACKUP.

The most common target for guessing attacks is known local accounts on stand-
alone NT servers or workstations. These tend to be more lax and reflect the culture of the
individual system administrators and users, compared with the (hopefully) more stringent

central IT organization.

Automated password guessing.

There are several widely available programs that automate password guessing.

These include Legion and NetBIOS Auditing Tool (NAT). NAT is based on code from

6
© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.



SANS GIAC Windows NT Security. May, 2000 Practical Assignment Alex Park

Andrew Tridgell’s SAMBA and is a command-line utility accepting a list of usernames, a
list of passwords, and a range of IP addresses. Rhino9NAT is a graphical interface to the
command-line utility, and has the same functionality. The program attempts to log onto
the remote hosts, and connect to the host shares. The results are logged to a text file.
Rhino9’s Legion is very similar, but has a GUI interface and the ability to scan multiple
Class C IP address ranges. Null passwords accounts can be enumerated using
NTInfoScan (also known as Mnemonix ) from David Litchfield.

The usernames can be targeted using NULL user sessions and NBTSTAT, while
the IP addresses can be reconnoitered using NSLOOKUP, Tracert, Ping and Port
scanning, NBTSTAT, Share scanning, and SNMP snooping, to name a few.

While the network provides one vector for automated password guessing, do not
forget data on Emergency Repair Disks (ERD), or backup copies of the SAM. The ERD
disks can contain the SAM, though it usually is too large to fit on a floppy and the SAM
on the ERD is often the original installation copy with just the ADMINISTRATOR and
GUEST accounts, whose passwords and account status have been appropriately secured.
The backup copy of the SAM is placed in the %SystemRoot%\Repair folder whenever
RDISK /S- is run. A hacker could attempt to run the RDISK /S- and then share the repair
folder or relocate the backup SAM to a shared folder such as the \wwwroot folder.
Another source of the SAM is backup tapes, which should be stored in a suitably secure

location.

SAM encryption using SYSKEY

A solution to this vulnerability is to strongly encrypt the SAM. Service Pack 3
contains the SYSKEY utility, which generates a 128-bit random key to encrypt the
password hashes in the SAM. This random key is then encrypted with another key, the
System key, and stored in one of several location choices. When the system boots, this
System Key must be available in order to decrypt the password hashes in the SAM, the
system will not boot without it. The choices of location are:

1) Using a “complex obscuring function” to conceal the System Key on the

computer. The convenience of having available for an unattended boot must
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be weighed against the possibility that the “complex obscuring function” may
someday be broken and the System Key penetrated by hackers.
2) The System Key can be stored on a floppy. This system will require the
floppy to boot. Failure of the floppy or acquisition of it by a hacker could be a
concern
3) The System Key can be generated using a MD5 method from a password up
to 128 characters. This password must be typed in at boot time for the system
to boot, so it must be securely protected against loss.
The SYSKEY process is one-way. Once the SAM has been SYSKEY’d, the only way to
return to an unencrypted version is to restore from backup, with the subsequent loss of
modifications to the SAM since the backup was created.
There is a danger of losing the System Key, and therefore the ability to reboot.
The process can be used on selected systems that are more vulnerable to attack, leaving
the SAM un-SYSKEY’d on some Domain Controllers, perhaps the Backup Domain
Controllers. LOphtCrack, Quackenbush Password Appraiser, and other password
decryption techniques cannot break the SYSKEY’d SAM at this time.
Two final notes:
1) Use the version dated after 12/99, since the previous version has reportedly
been compromised!
2) SYSKEY has no effect on the PWDUMP?2 tool, which reads directly from
RAM, thereby using the hashes with the SYSKEY encryption backed out.

Sniffing for passwords.

A user logging into a remote Windows NT host typically sends their username
and domain name across the network in cleartext, unless NTLMv?2 is configured (see
page 5 for details on NTLMv2). A challenge-response protocol is used to verify the
password entered at the client; the password itself is not sent. If a packet sniffer can
capture the complete authentication process, this challenge-response can be broken to
reveal the encryption hash of the user’s password. The encryption hash can then be

broken using dictionary-based or brute force methods. LOphtCrack from LOpht Heavy
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Industries can perform both the sniffing and the hash-breaking phases. A interesting note
is that while by default LOphtCrack (version 2.4) tries appending two digits in its brute
force attack, it doesn’t check for leading numerals.

With the increase in switching used in networks, the opportunity to sniff is

becoming significantly reduced.

A cautionary note:

Even without cracking the password, a skilled hacker could use a man-in-the-
middle attack to modify or capture NetLogon channel packets. The Netlogon channel is a
RPC channel used by Windows NT domain controllers to synchronize their user accounts
database, for pass-through authentication of users, and the creation of trusts between
domains. By default, only the password used to setup the channel is protected, leaving all
subsequent data unencrypted and not checked for integrity. Windows NT Service Pack 4
introduced the ability to add encryption and integrity checking for the NetLogon channel.
Using these options can add a 10% or higher CPU load to the host.

Hive: HKEY LOCAL MACHINE

Key: \System\CurrentControlSet\Services\Netlogon\Parameters

Value Name: - see below -

Value Type: REG _DWORD

Value Data:  Oor 1

Value Name: Effects:

SignSecureChannel When set to 1, all outgoing NetLogon channel packets will be
digitally signed for integrity checking.

SealSecureChannel ~When set to 1, all outgoing NetLogon channel traffic will be
encrypted. This option also forces digital signing.

RequiresSignOrSeal When set to 1, all outgoing NetLogon channel traffic must at least
be digitally signed, but may also be encrypted. These options will
be negotiated. Should a remote system support neither option, the

NetLogon connection to it will fail. Enable this value only if all
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domain controllers have been upgraded to Service Pack 4. This

mcludes domain controllers in trusted domains.

Securing passwords.

The first step in securing passwords is to review the account and password
policies for all domain users in the User Manager utility of Windows NT. It is found

under Policies — Account.

A.-::-::nunt Policy 5 |W|E||%|%. @|@|@|@|‘E|@|@|
Domain:  DOMAIN

— Pazswaord Restrictions Eereal |
— M axirmum Paszword Age — Minirmum Paszword Age
" Password Mever Expires " Allow Changes lmmediately ﬂl
= ExpitesIn | 90 Dang & &llow Changes In I 1 E Dang

— Minimum Pagzward Length — Pazgword Uniqueness

" Pemit Blank Password " Do Mot Keep Pazzword History

O .ﬁ.tl__eastl 8 E Characters fe Eemembml A E Passwords

™ Mo account lockout

— % Account lockout

Lockout after I 5 E bad logorn attempts
Rezet count after I 15 E minutes

Lockout Duration

" Forever [until admin unlocks)

% Duration 240 ririLibes:

¥ Farcibly disconnect remate uzers fram server when logon hours expire

‘ogoft 'W'l:ur...l Command F'rl:n...I @ Exploring - I:D...l E: C:4Program Fi...| |§;§H User Mana._.. |_

The following extract is from the SANS GIAC Windows NT Security workshop in May,
2000:

“Maximum Password Age determines how long a user can keep the same

password. In a medium-security network, set this value to no more than 45 to 90

days.
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Minimum Password Length determines how few characters a password may have.

Valid numbers are 0 to 14. In a medium-security network, set this value to at least
eight characters. The eight character limit is important due to the way Windows NT

stores the so called LanManager hash of the user’s password in the SAM database.

Password Uniqueness specifies the number of prior passwords (up to 24) domain

controllers should “remember” for each user account. When a user changes his or
her password, the new password is compared against the list of that user’s prior
passwords. If the domain controller can “remember” that the new password has
been used before, the user is forced to choose a different password. This policy is
important because users will recycle their favorite passwords. In a medium-security

network, set this value to keep a history of 8 to 13 prior passwords.

The Minimum Password Age is used in conjunction with the Password Uniqueness

policy. The purpose of the Minimum Password Age policy is to prevent users from
cycling through enough passwords such that the domain controller will not
“remember” their favorite password. Minimum Password Age compels a user to
keep a new password for a period of time (up to 999 days). This prevents users
from conveniently flushing out their password history list. In a medium-security

network, set this value to 1 to 5 days.

Lockout after Bad Logon Attempts. After a specifiable number of failed logon

attempts, an account can be locked out. A locked out account can only be re-
enabled in User Manager by an administrator. In a medium-security network,
enable account lockout after no more than five bad attempts, and perhaps as little as

three.

Lockout Duration. When an account is locked out, it can either be locked out

forever or for a specifiable number of minutes (up to 99999). If the account is
locked out forever, users will have to contact an administrator and request that the

account be re-enabled. In a medium-security network, set this value to 4 hours.
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This will prevent a hacker from guessing a significant number of passwords in an
evening, but still permit users to reacquire control of their accounts without
burdening administrators. Moreover, a one-hour lockout will limit the Denial of

Service attacks that aim at locking out all users.

Reset Counter. A domain controller will keep a counter of bad logon attempts for
each account. This counter can be reset to zero after a specifiable number of
minutes (1 to 99999). This is the maximum amount of time that can transpire
between bad logons and still trigger account logout. For example, if accounts are
locked out after five bad logon attempts, and a user has already tried four times, the
user should wait until the counter of bad logons is reset to zero before trying again.
If the user is a hacker, he will not know there is a lockout trigger and will quickly
cause the account to lock. In a medium-security network, configure this option to

reset the count of bad logon attempts to zero after fifteen minutes.

Remote User Disconnect. When a user on the LAN remains logged in after his or

her logon hours restrictions, that user is not forcibly logged out. This is to prevent
damage to application data. Because remote dial-in users represent a larger threat,
there is an option to “Forcibly disconnect remote from server users when logon

hours expire.” Beware that this may cause the remote user to lose application data.

In a medium-security network, this option should be enabled.”

The above explanation and suggested settings are fairly complete, yet do not cover all
potential problems. The Lockout mechanism relies upon a specifiable number of failed
logon attempts occurring within a certain time frame. The Reset Counter setting allows a
hacker to try one try less that the "Lockout After Bad Logon Attempts" value, pause for
Reset Counter value time, and continue, cycling thus until his or her goal is achieved. The
pause while hacking this account can be usefully filled with attacks on other accounts in
the same manner. Undoubtedly, this feature is used by many sniff and brute force crack
software methods. In order to utilize this feature, the hacker would need the appropriate

values, some of which he or she can acquire with a null user session. A Utility called
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NTUSER, available from www.pedestalsoftware.com, can enumerate most of the account

and password policy.

D:\ ntsec> ntuser —s 127.0.0.1 policy

MIN PASSWORD LENGTH 0 characters

MAX PASSWORD AGE 42d 22h 47m 31s
MIN PASSWORD AGE 0d Oh Om Os
FORCE LOGOFF False
PASSWORD HISTORY 1 changes
LOCKOUT DURATION 0d Oh 30m Os
LOCKOUT RESET 0d Oh 30m Os
LOCKOUT THRESHOLD Disabled

(This is an example from SANS GIAC NT Security Workshop, May 2000)

The NTUSER is a powerful utility in the very useful NTSEC suite from Pedestal
Software, though the "Lockout After Bad Logon Attempts" setting seems to be absent,
and naming convention differs from that in the User Manager-Policies-Accounts

mterface.

Securing the Administrator account password.

By the very nature of the privileges afforded the Administrator account, it
requires substantive password security. It alone is not locked out by bad logon attempts,
even if the User Manager account policies have been set to do so. This can be resolved
using the PASSPROP utility on Service Pack 3 or later. PASSPROP allows the account
to be locked out if failed logons over the network generates a "Lockout After Bad Logon
Attempts" condition. The Administrator will still be able to perform an interactive

console logon, as long as he or she has "log on locally" rights.
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PASSPROP is a command-line utility with the following qualifiers:
PASSPROP [/complex] [/simple] [/adminlockout] [/noadminlockout]
/complex Force passwords to be complex, requiring passwords to be

a mix of upper and lowercase letters and numbers or

symbols.
/simple Allow passwords to be simple.
/adminlockout Allow the Administrator account to be locked out. The

administrator can still log on interactively on domain
controllers.

/moadminlockout Don’t allow the administrator account to be locked out.

Additional properties can be set using User Manager or the NET ACCOUNTS command.

Another consideration is to use extended ASCII characters in the password, for example,
holding the Alt key and typing 145 (on the numeric keyboard), then releasing the Alt key
will generate a non-standard character not used by default in password cracking software.
It should be noted that some applications such as web-based ones cannot handle the

extended characters and thus this approach may prove problematic. In addition, Windows

9x and Windows for Workgroup clients seem to have trouble with the extended ASCII.

Remove “Access This Computer Over Network” right.

User Manager, under Policies — User Rights, allows the denial of the “Access
This Computer Over Network™ right. This can be used to prevent hackers attacking the
Administrator account on the server. It may be an appropriate response on the more
vulnerable servers, for example web servers. Obviously, the Administrator would have to
log on locally to perform his or her duties — ensure that the “Log On Locally” right is
given to them! An alternative is to leave the Administrator with the “Access This
Computer Over Network” right, but user the User Manager — User Properties — Logon

Workstations setting to limit the client to appropriate workstations.
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Other options:

While there are ways of identifying the name of the Administrator account, it is a
good idea to rename it as another way to mislead hackers. A honey-pot account can be
created by copying the rename Administrator account (to get its description field), and
naming the copy Administrator. Obviously, the bogus Administrator account should be
stripped of any significant rights, permissions, and group memberships. More
information about honey-pot accounts is available in other sources.

Administrative users should normally use a regular account for non-

administrative functions, using their administrative account only if its rights are required.

Secure against weak passwords.

Users can be forced to use a minimum password length using the User Manager —
Policies — Account settings. To force users to use complex passwords, the
PASSFILT.DLL password filter first seen in Service Pack 3 can be enabled. With the
Service Pack applied, the following settings need to be added to the registry:

HIVE: HKEY LOCAL MACHINE

Key: \System\CurrentControlSet\Control\Lsa
Value Name: NotificationPackages

Value Type: REG MULTI SZ

Value Data: PASSFILT

When a user changes their password across the network, the password filter enforces the
following attributes:
1. The new password must be six or more characters long.
(User Manager — Policies — Account can enforce a longer password)
2. The new password cannot contain any part of the user’s full name
3. The new password must contain at least three out of the following four characters:
Uppercase letters.
Lowercase letters.
Numbers.

Non-alphanumeric symbols.
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It is significant that passwords entered into User Manager — User Properties —
Password do not get filtered, and so Administrators can inadvertently still create user

passwords that are weak.

Conclusion.

The default security for password and network logon in Windows NT 4.0 can be
significantly enhanced. Many of these enhancements were made available with the
release of Service Packs 3 and 4.

One remaining significant concern is the social engineering aspect. Encryption
and other techniques work only if the user is educated about the need for security. The
implementation of complex passwords, password expiration limits, and such, require
willingness from the user. Perhaps even more pertinent, realization of appropriate

security requires the buy-in and strong support from management.

-End -
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