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1. Overview

This paper will begin by describing some of the risks with existing implementations of
Microsoft Point-to-Point Tunneling Protocol (PPTP). The purpose of presenting the
vulnerabilities of Microsoft’s PPTP is to encourage the user that implementing PPTP
poses a definite threat to the network infrastructure it should be protecting.

Next this paper will present Layer 2 Tunneling Protocol (L2TP) with Internet Protocol
Security (IPSec), as an alternative to the Microsoft’s PPTP. This paper will describe the
infrastructure requirements and how to implement L2TP with IPSec between two
Microsoft Windows 2000 hosts.

2. Microsoft’s Point-to-Point Tunneling Protocol

Microsoft released its PPTP implementation with Windows NT 4.0 Workstation and
Server. Microsoft’s initial implementation of PPTP supported MS-CHAP and PAP
authentication protocols.'

Microsoft encrypts the PPTP data by using a session key. The session key is produced as
the result of the MS-CHAP authentication. The session key is derived from the MD4
hash has of the user-supplied password. This MD4 hash of the user’s password is used to
as the 40-bit session key to perform RSA RC4 data encryption.'

In 1998, Bruce Schneier of Counterpane Systems and Mudge of LOpht Heavy Industries
performed an analysis of Microsoft’s PPTP implementation. The analysis found several
areas of concern, which were published in the 1998 paper.?

Schneier and Mudge’s paper describe how to break Microsoft’s MS-CHAP, how to break
RC4 data encryption, and how to attach the control channel. >

To enable data encryption in MS PPTP, MS-CHAP -challenge/response must be
implemented. A clear text and hashed password authentication method is also available,
but neither allows data encryption. *

Microsoft used 2 hash functions, Lan Manager and Windows NT. The Lan Manager hash
function uses DES encryption and Windows NT hash is based on MD4. The Windows
NT hash is significantly hard to break than Lan Manager, but, by default, the Lan
Manager hash is generally sent with the Windows NT hash. This allows an attacked to

! Point-to-Point Tunneling Protocol (PPTP) FAQ.
http://www.microsoft.com/ntserver/commserv/deployment/moreinfo/pptpfaq.asp. Posted: December 11,

1998

2 Schneier, Bruce, and Mudge. Cryptanalysis of Microsoft’s Point-to-Point Tunneling Protocol (PPTP).
http://www.counterpane.com/pptp.pdf. 1998
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break the weaker Lan Manager hash and use it to produced the stronger Windows NT
hash.

Based on the knowledge of how the hash functions are created, Schneier and Mudge
present how to produce the password, based on the hash value. 2

Microsoft uses Microsoft Point-to-Point Encryption (MPPE) to protect a stream of PPTP
data. MPPE relies on a pre-shared key and uses RC4 with either 40-bit or 128-bit key.
Schneier and Mudge found the security of the key to be no greater than the security of the
password. ?

Mudge and Schneier also found the PPTP control channel to be susceptible to Denial of
Service (DoS) attacks. In addition to others, Mudge and Schneier found that iterating
through the values for the Packet Type field in the PPTPPacketHeader cause a NT Kernel
panic, which resulted in a Blue Screen of Death. 2

Micorosft reviewed this paper released a significant update to their PPTP
implementation. Microsoft released Dial-Up Networking 1.3, which implemented MS-
CHAPvV2 and an updated version of MPPE. Schneier and Mudge reviewed the new
implementation and found significant improvements in security and performance. MS-
CHAPV2 no longer sends both the Lan Manager and Windows NT hashes, by default.
Mudge and Schneier also found the implementation to be more resistance to many of the
DoS attacks in the original implementation. *

Though Microsoft made several implementation improvements, Microsoft’s PPTP
implementation still relies on the user’s password as the basis for creating session keys
for authentication and encryption. This reliance on user password makes the
implementation, as weak as any user’s password.

3. Alternatives to PPTP

With the release of Windows 2000, Microsoft has provided a standard’s based
replacement to PPTP in Layer 2 Tunneling Protocol (L2TP). L2TP is a combination of
PPTP and Cisco’s Layer 2 Forwarding. L2TP does not define or negotiate any type of
data encryption. L2TP relies on Internet Protocol Security (IPSec) to provide data
encryption.

L2TP uses User Datagram Protocol (UDP) messages for both data and control messages.
Both the data and tunnel maintenance messages use UDP port 1701 for the client and
server. Because L2TP uses UDP vice TCP, a connection-based protocol, L2TP uses
message sequencing to ensure delivery of L2TP messages. When L2TP is combined with
IPSec, the L2TP packets are encapsulated inside IPSec packets.

3 Schneier, Bruce, David Wagner and Mudge. Cryptanalysis of Microsoft’s PPTP Authentication
Extensions (MS-CHAPv2). http://www.counterpane.com/pptpv2.pdf. October 19, 1999.
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3.1. Infrastructure Requirements:

L2TP with IPSec requires the following protocols: Encapsulating Security Payload
(ESP), Internet Key Exchange (IKE), and L2TP. As discussed earlier, L2TP using UDP
port 1701. Internet Key Exchange requires UDP port 500 and ESP requires IP Protocol
ID 50. Notice that ESP requires a different IP protocol, not a UDP or TCP port.

Assuming there is a firewall protecting the intranet from the Internet, the placement of
the L2TP server directly affects what IP filters are required on the firewall. If the L2TP
server is outside of the firewall, the firewall will have to filter IKE and LT2P. If the L2TP
is within the intranet, the firewall will have to filter IKE and ESP. The filtering
configuration is required because the L2TP packets are encapsulated with the ESP
packets.

RRAS filters are applied after the IPSec module removes the ESP header.
To use L2TP and IPSec, a computer certificate must be installed on both the VPN client

and server.

3.2. RRAS Filters for L2TP with IPSec

The following directions will demonstrated how to configure Routing and Remote
Access Server (RRAS) interface filters for L2TP and IPSec.

1. Start the MMC for Routing and Remote Access.

2. If the RRAS server you want to configure is not available, right-click Server
Status, and choose add server. Select the RRAS server and click OK. You should
see a screen similar to the following:
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':m RRAS - [Console Root'Routing and Remote Access\BRAK] - |EI|5|

J[%] Console  Window  Help |J = | =18 x|
J Action  Wiew  Eavorites J e = | | > | @
Tree I Favorites I Mame |
(] Consale Root ERDuting Interfaces
E‘E Routing and Remote Sccess gRethe Access Clients (30
; Server Status 2 parts

BRAK EIP Raouting
%Remute Access Policies
I:I Remote Access Logging

3. Expand the RRAS server object, expand the IP routing object, and select General,
as shown below:
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'fii RRAS - [Console Root'Routing and Remote Access'BRAKLIP Rouking',C =10] x|
J[%] Console  Window  Help J D = E | ;lilﬂ
J Action  Wiew  Eavorites J o = | | 7~ | E%
Tree I Favorites I Interface © | Tvpe | IP Address | Adrnini:
[ Console Root E?L'Z'pra':k Loopback. 127.0.0.1 Up
=B Routing and Remote Access Lu:u:aINet Dedicated 192,168.8.5 Up
‘. FH server Status Lo, =Tt Dedicated 24,13,250,189
El% BR &K E?Internal Internal 192.168.1.1 p
----- E Routing Interfaces
----- E Remote Access Client:
----- E Paorts
=-E IP Routing
B General
E Skatic Routes
B DHCP Relay Agenl
L, E IGMP
Eﬂ--% Remote Access Policie
EEl--l:l Remote Access Loggir
4| | i | i

4. Double-click the interface that will accept the VPN connections. (In this example

the Internet interface will accept the connections.)
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Internet Properties 2|

General I Eunfiguratinnl b ulticast Bnundariesl b uilticast Heartl:ueatl

I[P Interface

¥ Enable IP router manages

[~ Enable router discoveny advertisements

Advertizement lifetime [minutes): |3':' _%

Lewvel of preference: o _:I
Send out advertizement within this interyal:

Mirirmurn time [rinutes]; 7 =

b awirnum time [minutes); 10 _:I

Input Filters... Output Filkers. ..

™ Enable fragmentation checking

ak. I Cancel Spply

5. Click the Output Filters... button. You should see a window similar the window
shown below.
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Output Filters

2

Thesze filters control which packets are received for forwarding or proceszing on thiz interface.

{% Tiramsmit all packets except those that mest the eitera belaw

| [rop &l packets except those that meet the citera below

Filters:

Source Address | Source Mazk | Destination Address | D estination k aszk | Praotocol

Edit... Eemoyve |

2
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0k, I Cancel |
6. Click Add... to create a new filter.
7] x|

V¥ Source network

IP address: | 24 .13 .250. 189

Subret mask: | 255 . 255 . 255 . 255

[ Destination network:

IP address: I

Subnet masgk: I
Protocal; I LDP j
Source port: IEEIEI
Drestination port; I

o]

Cancel
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7. Enable the Source network check box and fill in the IP address of the interface
that will accept the L2TP connections. Set the protocol to UDP and supply a
source port of 500.

8. Click OK to return to the previous window.

9. Click Add... to create the filter for L2TP traffic as shown below.

¥ Source network

IP address: | 24 .13 .250. 189

Subret mask: | 255 . 255 . 255 . 255

[ Destination network:

IP address: I

Subnet masgk: I
Protocal; I LDP j
Source port: I'I 701|
D estination port; I

(] 4 I Cancel

10. Click OK to return to the previous screen.
11. Make sure the radio button to Drop all packets expect those that meet the criteria
below is selected. (This is depicted below.)
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Thesze filters control which packets are received for forwarding or proceszing on thiz interface.

™ Transmit all packets except those that meet the criteria below

% [Diop all packets except those that meet the criteria belows

Filters:

Source Address | Source Mazk | Destination Address | D estination k aszk | Praotocol

24.13.250.189 205,255,255, Any Ary LDP
24.13.250.189 205255255, Any Ay LUoP

< | i

Add. Edit. Remove |

(] I Cancel |

12. Repeat steps 5-11, choosing Input Filters..., instead of Output Filters. Instead of
supplies source IP address and port information, provide Destination IP address
and port information.

Note that although we intend to use IPSec to encrypt the data, we do not specify RRAS
input or output filters for ESP traffic (IP Protocol ID 50). We do not need to specify the
ESP information, because the IPSec module removes the ESP header, prior to the
enforcement of the RRAS filters.

3.3. Authentication Requirements

Windows 2000 can provide authentication to L2TP/IPSec sessions via certificates or
Microsoft’s integrated Kerberos.

The following directories will demonstrate how to ensure a computer certificate is
available for IPSec use.

Start an MMC, click Start, select Run, and type MMC on the command line.

. Select Add/Remove Snap-in from the Console menu.

3. Click Add, select Certificaties, click Add, select Computer Account, click Next
and choose the appropriate option. Provide the name of the computer and click
Finish.

4. Click OK to return to the MMC console. You should have a window similar to the

window shown below:

N =
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'fii Consolel - [Console Root]

Jkﬁ] Console  Window  Help

=10 %]

D™=

=18 %

@ Certificates ()ibrak)

J Action  Wiew  Favaorites J = =) | | | E%
Tree I Favarites I Mame I
= R " @Certiﬁcates Mibrak)

5. Expand the Certificates object, expand the Personal object, and click Certificates,

as shown below:

'Tii RRAS - [Console Root'Certificates (brak)brak’,Personal’,Certificates =10 x|
J[%] Console  Window  Help |J D = E | ;lilﬂ
J action  View  Eavorites J = = | | [ ! | | @

Tree I Favarites I Issued To | Issued By

I:l Zonsole Root
El@ Certificates ()ibrak)
ElI:I YibrakiPersonal

(23 Vibraki\Enterprise Trusk
(£ VibrakiIntermediate Certif
([ VibrakiREQUEST

------ [ Vibrakispo

< | |

Edbrak, virtual ids
Edbrak, virtual ids
Evirtual 105 Certificate Autharity

<

Wirtual IDS Certificate Authority
Wirtual IDS Certificate Authority
Wirtual IDS Certificate Authority

|'|,'|,I:urak'l,Persu:unaI store contains 3 certificates, |
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6. Notice there are 3 certificates available. Below are the certificate requirements for

IPSec:
- Certificate stored in computer account (machine store)

Certificate contains an RSA public key that has a corresponding private
key that can be used for RSA signatures

Used within certificate validity period
The root certification authority is trusted
A valid certification authority chain can be constructed by the CAPI module

IPSec does not require the machine certificate to be an IPSec type of
certificate because existing certificate authorities may not issue these type
of certificates’

Windows2000 supplies 2 certificate templates that can be used by group policy objects to
automatically issue certificates. Either the domain controller template or the computer
template will issue certificates that meet the above requirements.

To determine the template used for any of the certificates, double-click the certificate in
question and click the Details tab, as shown below:

4 Step-by-Step Guide to Internet Protocol Security (IPSec).
http://www.microsoft.com/windows2000/library/planning/security/ipsecsteps.asp. Posted 2/17/2000.
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Certificate 7| x|
General Details |Certificatinn Path I
Show:

Field | YWalue | :l
E'-.-'alid From Sunday, August 13, 2000 7:3...
[F]valid to Tuesday, August 13, 2002 7:0...
ESubject brak. virtual.ids
[Fpublic key RS54 (1024 Eits)

Ke':.f Usage Digital Signature , Key Enciphie. ..

Enhanced Key sage Client Authentication(1.3.6.1....

CertiFicate Template DomainiZontroller

[T subject Key Identifier DE14 ADEC 0204 D354 D36E ... 7|
Edit Properties. .. | Copy ko File. .. |

Notice the Certificate template field. This example is for a domain controller.

3.4. L2TP Server Configuration

To enable the Windows2000 RRAS server to be able to accept L2TP connection, the
server must have L2TP ports enabled. To verify there are L2TP ports available, start the
RRAS MMC console. If the RRAS server is not available under the Routing and Remote
Access object, right-click Server Status and click add. Follow the prompts to add a RRAS
server to the console. Once the server is available, expand the server so the Ports object is
displayed (see below).
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':m RRAS - [Console Root'Routing and Remote Access'ibrak] - |EI|5|

J[%] Console  Window  Help |J O =& | =121 x|
J action  View  Eavorites J o= | | X | E%
Tree I Favarites I Marme I

ERDuting Interfaces

[ Console Root =
) Remote Access Clients (1)

EPDrts
B 1P Routing
i B Routing Interfaces E¥ Remate Access Palicies
E Remate Access Clients (1) [ remote Access Logging

i E Parts

- B 1P Routing

% Remate Access Palicies
..{:| Remote Access Logging

Right-click the Ports object and select properties. The following window will be
displayed:
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Devices |
Raouting and Remate Access [RRAS] uzes the devices lizted below.
Device | |1zed By | Tupe | Mumb... |
Wwiahl Miniport [FPTF) MNone FPTP
Wwiakl Miniport [L2TF) Ras Routing L2TF ]
Direct Parallel Maone Parallel 1

Configure... |

ak. I Cancel Spply

Double-click any of the lines to configure the ports for RRAS access. The L2TP ports

should be configured for Remote access connections and Demand-dial routing.

Configure Device - WAN Miniport (L2TP) 7| x|

f'ou can use thiz device for remote access requests or demand-dial
connechons.

¥ Femote access connections [inbound onlyf

¥ Diemand-dial routing connections [inbound and outbound)

Phone number for thiz desvice: I

Y'ou can set a maximumm part limit for & device that supparts multiple paorts.

M astirum portz; 5 —

k. I Cancel

Now right-click the server object and select properties. The following dialog box will be

displayed:
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brak Properties

General I Securit_l.ll IF I FFF I Ewent Lnggingl

T
T

Routing and Remote Access

Enable thiz computer az a:

I Fouter
" Local area netwark [LAaM] rauting anly
' LAN and demand-dial routing

¥ Bemote access server

ak. I Cancel Spply

Configure the L2TP server to be a demand-dial router and a remote access server. Then
click the Security tab. Clicking the Windows Authentication button will display the
following screen:
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Authentication Methods 7| x|

The zerver authenticates remote systems by uzing the zelected methodsz in
the order zhown below.

¥ Estensible authentication protocol [E&PE

EAP bethods. ..

¥ Microzoft encrypted authentication version 2 [M5-CHAP 2]
v dicrosoit encrypted authentication (kS -CHAP]

[ Enciypted authentication [CHAF)

[ Shiva Pazzword Authentication Protocol [SPAP)

[ Urencrypted pazeword [FAF]

Ilhauthenticated access
|V [ Allow remote systems to connect without authentication

(] 4 I Cancel

Enable Extensible authentication protocol.

3.4.1. Remote Access Policy

Next a RRAS Remote Access Policy is required. To create a RRAS Remote Access
Policy, right-click the Remote Access Policies object and select New Remote Access
Policy. Name the policy and click Next. Add a condition. The condition can check
Windows group member, which is a good way to control access. If you have not create an
Active Directory group, create a local domain group called VPN users for example. Use
this group to create a condition based on Windows-Group. Click next and select Grant
remote access permission. Click Next, then Finish to complete the policy creation.

3.4.2. IP Security Policy

The last step to preparing the server is to create an IP Security policy on the RRAS
server. This policy will require IP Sec between the RRAS client and the RRAS server.
When the RRAS server starts, it is supposed to automatically create an IPSec policy on
the server. During the creation of this paper, neither the client nor the server
automatically create the IPSec policy. Both the policy on the client and server had to be
created.

To create the IPSec policy on the server, start an MMC console and add the snap-in for IP
Security Policy Management for the local computer. Notice that Windows2000 includes
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3 different policies: client, server, and secure server. Double-click the server policy to

display the following window:

server (Request Security) Properkties 7| x|

Rules | General I

=@ Security rules for communicating with other computers

T

IF Security Rules:

| Authentication... | Tu

IP Filter List | Fiter &sctian
All P Traffic Request Securty [0...  Ferberos
Al IEMP Traffic Permnit K.erberoz M
<Dynamics Default Rezsponze k.erberoz M

| i

Bemove | W Use Add wizard

Edi. |

Add...

Cancel | Spply

x|

Double-click All IP Traffic and double-click All IP Traffic a second time. The following

window should be displayed:
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- A P filker ligt iz compozed of mulkiple filkers. [n thiz wap mulkiple subnetz, [P
i: addrezzes and protocols can be combined into one [P filker.
Marme:
All [P Traffic
Dezeription: Ll
katches all [P packets from this computer to any other computer, ﬂ Edi... |
except broadcast, multicast, Kerberoz, BSYFP and [SAKMP [IKE]
ll Bemove |
Filtersz: V¥ Usze &dd wizard
kirrared | D escription | Protocal | Source Port | D estination
Tes AN AMNY AMNY

1| | i

(] I Cancel |
Y

Double-click the highlighted row and then click the Protocol tab. The following dialog
box will be displayed:
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Filter Properties

ey A

=

s Ef the | pratacall port:

LRIIFR=11};

=
L
L= T T [ rea—,
S I L1 R L3S BLSI L

o aty pork
- HAre -rh
o s pon:

" T
oy

.'.' [
Apply

Use the drop-down box to select UDP as the protocol. Then select the To This Port radio

button and fill in 1701 as the port. This is shown below.
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Filter Properties 2|

&ddressing  Protocol |Descriptinn|

Select a protocal bupe:

|uopP .

A

—Set the P protocol port:

= From any port
" From this port;

i~ Toany port

% Tothis port:
|1 701

ak. I Cancel Apply

Click OK, Close, Close, Close, Close to return the main IP Security Policy console.

3.5. L2TP Client Configuration

The L2TP Client can either be a demand-dial connection or a client VPN connection.
This section will describe how to create the demand-dial connection.

First the L2TP demand dial connection requires an IP Sec Policy. To create the IPSec

Policy, repeat the steps in section 3.4.2.

After the IPSec Policy is created, open the RRAS MMC on the demand-dial end-point.
Open the server object and select Routing Interfaces. The console should look similar to
the picture below.
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Jkﬁ] Console  Window  Help

J Action  Wiew  Fawvorites

Tree I Favorites I

[ Console Root

Server Status

[=]- [fa brak,

----- E Parts

- B 1P Routing

EE Routing and Remaote Access

. B Routing Interfaces
i Bl Remate Access Clients (1)

% Remote Access Policies
l:l Remote Access Logging

':m RRAS - [Console Root'Routing and Remote Access'brak'Routing Inte - |EI|5|
D || =181 x|
&= | an #0E| 2

L&M and Demand Dial Inkerf,,,  © | Type | Skatus | [}

E??Lu:u:upl:uack Loopback, Enabled i

E?Lu:u:alNet Dedicated Enabled i

E?Internet Dedicated Enabled i

E?Internal Inkernal Enabled i

4 | |

Right-click Routing Interfaces and select new Demand-Dial Interface. This will activate
the Demand Dial Interface Wizard. Click Next to continue. Provide a meaningful name
for the Demand Dial interface and click Next. The following dialog box will be

displayed.
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Demand Dial Interface Wizard

YPH Type
Select the type of YPN interface you want to create.

" Automatic selection

" Puaint ta Paint Tunneling Protocal [FPTP)

i* 5J__._ayer 2 Tunneling Protocal [L2TPE

< Back I Mest = I Cancel

Select Layer 2 Tunneling Protocol (L2TP). The Automatic selection choice is suppose to
first attempt an L2TP connection, and if that fails, try a PPTP connection. Based on
packet traces of the sessions, selecting Automatic did not initiate any L2TP packets.
Instead only data to create a PPTP session was captured.

Type the DNS name or IP address of the RRAS Server. Click Next. Accept the default to
only route IP packets and select Next. Now supply user name credentials that were
authorized as a RAS user. Click next and click Finish.

This completes the configuration.

4. Trouble-shooting Tips

Make sure the RRAS server is auditing logon events, success and failures. The
ISAKMP service, which performs the key exchanges, will post events to the
Security Event log, if logon events are audited. The events include information
such as which encryption algorithms were requested and which were sent. This is
especially useful in the event of an mismatch.

Make sure both the client and the server are using the high encryption pack or not.
This makes troubleshooting the key exchanges easier. If the client or server
request a higher level of security than available, an application is generated by the
ISAKMP/Oakley service.
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