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Introduction

With the ever increasing need for web presence a tremendous amount of new
web servers join the Internet everyday. These may be installed by security
conscious administrators or just the average person who wants to show off the
family photo album. The question is how secure are they? History shows that
web servers are one of the most popular targets for attackers, with their high
availability on the web, new exploits popping up every couple weeks or just the
reality that a lot of them are configured incorrectly. A default installation of
Internet Information Server (IIS) is very insecure. This paper will not tell you how
to take your default install of [IS and protect it against attackers. That has been
done before, and It will be assumed that a hardened install of Windows 2000
Server with 11S 5.0 all patched up and ready to go is done before we go on to the
next layer of protection, securing the |IS Metabase.

First we will go over what exactly the Metabase is, how it is used by IIS and how
it can be used by the web administrator or attackers if not properly protected. |
will discuss tools that are specifically designed to manipulate the Metabase and
how applications or scripts can be used to perform tasks that you can'’t easily
perform through other standard interfaces. Finally, we will go over steps to
tighten the security of the Metabase and in short, increase the overall security of
your web or FTP server.

The MetaBase

IS has always needed to be a highly configurable application. To be
configurable some storage space has to be put aside for configuration settings.
Pre 1IS 4.0 releases used the windows registry for this purpose along with many
other applications and Windows itself. This was not good enough, |IS needed to
have quicker access and more configuration than the registry could provide.
With the release of IIS 4.0, so came the IIS Metabase, a more sophisticated
more flexible “registry” used solely by IIS. This setup is smaller than the
windows registry has faster retrieval capabilities. Since |IS needed the ability to
configure many options at different levels, a hierarchical structure was used.
This structure mirrors the make up of the IIS installation, going down the
hierarchy with nodes, keys and subkeys. Like the windows registry it can hold
binary data as well as textual data. Unlike the registry, the Metabase uses
inheritance. Inheritance will carry a change on a key down the hierarchy onto all
of its subkeys, a very useful function. A key is a node in the hierarchy that
represents an object, such as a virtual directory. Each key holds properties that

© SANS Institute 2000 - 2005 3 Author retains full rights.



affect the configuration of its associated element. Subkeys can also exist in a
key, which could represent a subdirectory in a web or FTP site.

Local Machine

@CEESSS cript=Tru® f Web Service

AccessScript=True
ArccessExecute=False
Access\Wwrite=False

f Web Servern
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Directory
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This diagram depicts the flow of inheritance as it flows down the hierarchy.
Notice at the Web Service level AccessScript is set to TRUE. This setting will
flow into the hierarchy until it is changed to affect everything below it. At the
lower root level, the AccesssExecute is set to TRUE and carried on down from
there. Finally, the AccessWrite is set to TRUE at the File level.

Metabase ID’s
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The MetaBase’s properties are stored by numeric ID’s instead of textual names.
Each property will get a unique ID that is sorted into a range represented by a
specific component, which makes identification more efficient. The way the
range is divided is shown in the following table:

MetaBase ID Range Owning IIS Component

1000 — 1999 General Server

2000 — 2999 HTTP server

3000 — 3999 Virtual directories

4000 — 4999 Logging

5000 — 5499 FTP server

5500 — 5999 SSL

6000 — 6999 File and Directory Properties

7000 — 7499 ASP

7500 — 7999 WAM

0x8000 — Ox8FFF Microsoft FrontPage

0x9000 — Ox9FFF SMTP server

0xA000 — OXAFFF POP3 server

0xB000 — OxBFFF NNTP server

0xC000 — OxCFFF IMAP Mail server

0xDO000 — OxDFFF General Microsoft Commercial Internet
Systems IDs

This is just a guide, but if you are adding your own values to the MetaBase
values in these ranges should not be used because each property needs a
unique ID. Some property ID’s are not made public to ensure security of private
information for IIS or other applications

Eight types of properties that the Metabase stores are:
computer and web site properties
Logging properties
FTP Specific properties
HTTP Specific properties
Virtual directory and directory properties
File properties
Filter properties
Secure socket layer properties

Sample property 1 sample.property 4
Sample property 2 é sample.property S

Sample property 3 sample.property o
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Physically on your disk, the Metabase resides on your hard drive at
%SystemRoot%\system32\inetserv. The binary file is named METABASE.BIN
and is around 200 KB with the default install of IIS. “It is loaded from disk when
lIS starts, stored to disk when IIS shuts down, and saved periodically while IIS is
running” — Metabase Security and Reliability, 11IS 5.0 Documentation...saved

periodically?

MetaBase Namespace

The general structure of the IIS is called the NAMESPACE. The namespace
specifies the location of the Metabase properties it is organized as follows:

[ISComputer I

» IISI—‘I’F‘SEWice]
i [ISFTPInfo |
[ISFTPSeryer J

ISFTPVDIr |
# IISFTRVDIr |
SFTPVDIr |

® IISFTPServer |

» IISLDQMDI:ILJIES]
IISLDgMDduIEJ
I1SLogModule l
I15CustombLoghodule |
# IISMimeMap ]
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l IIS'-.-"-.-'EhSEF'-.-‘iCEJ

i sWehInfo |
[ISFilters |
& IISFilter ]
I [ISCom pressionSchermes )

[ISCor pressionSchern ESJ

& 1I15WehServer 1

IISWebDir l

ISWebDir )
» lSwebFile |
SWebFile )

IISCertMan r:nerl
[ISFilters ]
» TISFilter ]

» IISWEbServerj
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A logical interpretation of this would be as follows:
LM/Service/Website/Root/virtual directory/dir/file
Where:

LM = Local Machine — this would be the machine that you Web/FTP
server resides on

Service = Internet Service (W3SVC — Web Server or MSFTPSVC - FTP
Server)

Website = Web site — this will show up as a number, | will explain later
on how to relate this number to what site it actually is, if your hosting
more than one site

Root = virtual directory root — the root folder of that web site

Virtual Directory = virtual directory - each “sub-web” or Virtual Directory
dir = directory — directory residing in each web or Virtual Directory

file = file — your web pages or files in each directory

If we wanted to reference our default web page on the first web site on the
server, we could do it the following ways.

The namespace of this Metabase path
I1S://LM/W 3SVC/1/Root/file

would be associated with the path
D:\Inetpub\wwwroot

then the URL would be:
http:\\www.yourwebserver.com\default.ntm

the resulting physical path would be:
D:\Inetpub\wwwroot\default.htm
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Backing Up/Restoring the MetaBase

Editing the Metabase can be intimidating, all of the warnings that go with any
changes or modifications in the Windows registry also apply to the Metabase.
Every time you open the I[IS Manager (Start/Programs/Administrative
Tools/Internet Services Manager) or IS Snap-in (add Internet Information
Services to a Microsoft Management Console MMC) to make changes, you are
in fact changing settings for each site that are stored in the Metabase. There
are more than these two ways to make changes to a web site, but first a backup
of the Metabase should be made. Since the Metabase is separate from the
registry, it must be saved separately.

To create a backup from the IS Manager, right click your server and select
Backup/Restore Configuration.

" Consolel - [Console Root'Internet Information Services'

etk -0l x|
|':£n Console  Miindow  Help = & _|E|XI|

——|Consolel - [Console RooklInternet Inforn
J Action  Wiew  Eavarites “ e = | | | BT G | B

[2]> = 0]

Tree I Favarites i Description I Skake |

T Console Root sl Default FTP Site RuAning

= % Inkernet Infarmation Services o) Default Yieb Site Runiniing
SR |ordstanley o) Adrministratian Web Site Runring

E:

-5 Default FTP Site o8 13500 Runming
-8 Default Web Site
-l Administration Web Sike
Eé Jason

You now have the options Create backup, Restore or Delete (previous backups).
Once you click on the Create backup, you need to name it; the date or version of
your site is a good idea here, and your all set.
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Configuration Backup/Restore E]

= Previous backupz
Backups:
Location | # | Drated Tirme |
=| 05 26_01 1] BA272001 51823 P
-f‘g 06 1701 ] B/A7/2001 B:02:51 Pr
LCreate backup... | Heztore I DElete

Cloze I Help |

Now you can go back to this to restore your working Metabase anytime. There
is more than one way to do this. Using scripts this process could be automated,
to provide even more protection against a corrupt Metabase or to create
customized backup tools. This would also be useful to store multiple backup
versions and restore the version of choice. We will talk about scripting the
Metabase in the next section.

Manipulating the Metabase

Manipulating the Metabase can be done many ways. If you've used IIS, then
you have used one of the two most common tools: IIS Administration Console or
the IIS Administrative Snap-In. The most common changes can be made to the
Metabase through these consoles. They are also built to make the proper
changes to the appropriate keys to initiate a change. Some properties have
dependencies that need to be changed too. There are many tools that built to
make changes to the MetaBase and also programmatic interfaces in IS itself to
provide easy access for scripting or writing your own applications. In this
section we will talk about some of the most common tools, how to use them
and what to use them for.

The Internet Services Manager found in START/Administrative Tools/Internet
Services Manager is the most common tool used when working locally on the
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web-server. Any common and some more advanced tasks can be added,
deleted or modified through this interface.

¥g Internet Information Services - |0} x|
|.ﬁ.|:t||:|n wew || & = [B@| X FRNE 2|2 r = |
Tree | Mame | path
% Inkernet Information Services g Scripts ditinetpublscripts
=t ‘5 * |ordstanley @IISHEI;: cHiwinnkibelpiishelp
B- @ Default FTP Site #8115 Admin CAMWINNTI System32yinetsryliisadmin
@IISSamples dlinetpubiissamples
@MSADC c:hprogram fileshcormmon filesisystemimsads
I_| é Teams I:aF'rinters CWINMNT web printer s
@Jays CrdInetpub) davs
ﬂ help. gif

E iisskart, asp
LT j localstart . asp
1 Oilers J -

_'| pagerrar.gif
J prink, gif

i'l warnirg . gif
E web, gif

@] winz000, gi

A | i

Remote administration is done most commonly through the Internet Information
Services Snap-In, which provides the same interface as the 1IS Admin Console
except you can be on a remote system. This is used from a Microsoft
Management Console (MMC)
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An HTML Administrative site is also available, and by default, can be accessed
at http://localhost:15001 (the port number will differ according to your system).
This site has ALL of the functions of the Administrator Console so be very
careful to protect it. The best practice is to delete it all together. If it needs to be
used make it a secure site that only local administrators can access. By default,
the administrative web site is configured to only allow local access. To secure
access from remote machines IP Address Access Restrictions can be made
to specific IP addresses that you want to grant access.

} Microsoft Internet Services Manager - Microsoft Internct Explorer

J File  Edit Wwiew Favorites Tools Help

=10l

J 4= Back + = - @ @ it | @s.aarch (3] Favorites @Histnry ||%~' =

J Address I@ httpifflocathost: 15001 fiis.asp

Microsoft
nterne
information
Services

z El localhost
E43 Default FTP site
-8 Default Web Site
B Administrstion Wab Site

) New E‘ﬂ Teams
G Canucks
O Bt {:I Flarnes
(@) Rename W] Hsbs
& Properties B Leafs
CI Dilers

) start
O stop
(I Pause
&) Resume

.E]. Permissions
Wizard

{(5) Master Properties

x| P |Jtinks'”

IP Address and Domain Name Restrictions N

l_ ’_ 5 Local intranet

4

x|

— IP Address Access Restrictions
By default, all computers will be: & O Granted Access
Except those listed below: @ ' Denied Access

[P Address (Mask]/Domain Hame

Access

& Granted "r'g My Secure [P
&F Granted B 127.0.01

,I\d e

_bad |
Remove |

DK Cancel Help |
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MetaEdit

The Metabase editor can be used to change any value in the Metabase, that
some of the Administrative Consoles do not have options to edit. This program
can be found on the IIS Resource Kit and be installed with the MetaEdit setup
program. By default, it will install to \Program Files\MetaEdit. The RegEdit-like
interface is familiar and easy to navigate through. However, as | mentioned
earlier some properties have dependencies so do not change anything unless
you know exactly what it will affect. Consult Microsoft documentation for details
on specific properties. A single change could have disastrous effects on the
web server. A common question about the physical layout of a web server is,
“‘under the W3SVC folder there is all of these numbered folders, how do | relate
them to a specific site?” If we look under the \LM\W3SVCl\(site #) the key: ID -
1015 ServerComment is where the Description for each site is stored.

z,. Metabhase Editor _-J..E.l.li!
Metabase Edit Search Check Yiew Help

BB LM Id [ Mame | aributes [UT  [DT | Data

E"_:_i [I15A0MIN [ab] 1002 KeuType Server  Sting  |lgwiebSerer

EII‘—TI Logging ab] 1015 SererComment  Inh Server Shing  Teams |

!.:i Mimebd ap me| 1016 Serverstate Server Dword 2

E"___i MSFTPSVE Elj] 1023 ServerBindings Server MuliSz 81

Qs 10 v Samver Dt 0

::E:j 12 fh 2021 SecursBindings Server  MultiSz

- - RE 6263 Fle  Dwiord 4860

i [ Root

F-C0 Filkers

EI_] Info

- B Schema ( | +
(LM ASYCA3 7

The Adsutil is a command-line utility that uses VBScript with Active Directory
Service Interfaces (ADSI) to display or change Metabase content. The
documentation for Adsutii can be found on your web server here
http://localhost/iishelp/iis/htm/adminsamples/adsutil.htm.

Usage:
adsutil COMMAND <path> [<param>...]
Commands:

GET Path Display chosen parameter.
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SET Path Value
ENUM path ['/P" | "/A"]

ENUM_ALL [/P"| "/A"]

DELETE path

CREATE path [KeyType]
APPCREATEINPROC Path
APPCREATEOUTPROC Path
APPDELETE Path
APPUNLOAD Path
APPGETSTATUS Path
FIND Path
START_SERVER Path
STOP_SERVER Path
PAUSE_SERVER Path
CONTINUE_SERVER Path
HELP

Assign a new value.

Enumerate all parameters for the path.

/P - Enumerate the paths only (no data).
/A - Enumerate all data that can be set on the
node.

Enumerate all parameters.

/P - Enumerate the paths only (no data).
/A - Enumerate all data that can be set on the
node.

Delete the path or parameter.

Create the path and assign it the KeyType.
Create an in-process application.

Create an out-of-process application.
Delete the application (if present).

Unload an out-of-process application.

Get status of the application.

Find the paths where a parameter is set.
Starts the server.

Stop the Web site.

Pause the Web site.

Unpauses the Web site.

Prints all available commands.

Mdutil.exe is another great tool included with Windows 2000 (although it is not

new with Win2K, it is also included with the NT 4.0 Option Pack).

It can be

found in the i386 directory called mdutil.ex_. With a simple extract, you're ready

to go.
command line.

& | Command Prompt

C:5PMDUTIL ENUM AU3BUC-3-Aroot
Authorization
DirectoryBrowsing

tension LongDate LoadDefault?
Win32Error
Appizsolated
AccezsPerm
IzContentIndexed
UrPath
KeyType
AppRoot
2182

(R

This utility enables the manipulation with metabase parameters from

CDUWORD>
CDUWORD>

Bx5={Anonymous NI
Bx488BAA3e={Date Time Size Ex

] AxB={8>

4] Bx2=(2%

0 Bx281={Read Script>
BxB={8%>
"D:sInetpubsdays”
"IIsWeblirtualDir"
"ALMAISUC/3 - Root "
llTeamll
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The example above shows mdutil enumerating the properties of the
/W3Svc/3/root metabase path. The ENUM will enumerate all parameters for a
given path that doesn’t have inheritance turned on or that have be specifically
changed. The left-hand column shows the friendly name for each parameter ID.
All parameter IDs don’t have a friendly mapping in mdutil so only the ones listed
in a mdutil.exe —help, will show up named. Notice that the last mapping, ID
2102 isn’t represented by a friendly name, but since the ID is in the 2000 range
we know that it is owned by the HTTP server. It is actually the
AppFriendlyName property, notice the “Team” data stored. The second column
indicates the flags and the user types associated with each property. The
Authorization property, is inheritable with a File user type, shown by the [IF]
listing. The next column shows what type of data is stored in each metabase
record and the final column is the actual data. By using the mdutil.exe SET
command we can set metabase properties, as | mentioned earlier setting
individual properties could be hazardous to your system so use this cautiously.

If you don’t like any of these tools that we have talked about and if you have the
skill and the time, you can write your own applications to do anything that you
would ever wish to do to your IIS Server. The most powerful way to control your
IIS web server is through its programmatic interface. Scripts can be written to
perform a number of tasks that can’t be done easily through the other standard
interfaces. These can be executed in an ASP file, manually from the command
prompt or scheduled with the at.exe.

There are two ways to code against the Metabase: using IIS Admin Objects or
IIS Admin Base Objects. Although there is subtle difference in the names, they
provide two different levels of access to the Metabase from a programmer's
point of view.

Spplication

| 115 &Admin Chject .

Base Object fIVaM

Metabase
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IIS Admin Objects

IS Admin Objects are based on Microsoft Active Directory Service Interfaces
(ADSI), and can be easily accessed through scripting languages or any
language that supports automation. Languages like Visual Basic, VBScript or
JScript use the exposed properties and methods from llsWebServer for web
servers and lIsFtpServer for FTP servers, etc. From creating backup scripts; to
logging; or a script that will add a “boiler-plate” web site to the server, it can all
be done simply to automate any operation that would be needed. There are
many scripts included with |IS that use this interface to cover most of the basic
(and some advanced) actions. An example that we've already looked at is the
Adsutil.vbs; all of the functionality is achieved with the ADSI interface to the IIS
Admin Object. Also with the IIS Resource Kit there is all kinds of scripts
included, not to be used “as is” in your particular setup, but can be used as a
base to write more advanced scripts to meet you needs.

A simple example of a useful script is the following Backup Script:

‘initialize variables
Dim BUName, BUVersion, BUFlags, CompObj

‘default values

BUName = “Backup”

BUVersion = &HFFFFFFFF ‘use next available version number
BUFlags =0 ‘no special flags

Set CompObj = GetObject(“IIS://Localhost™)

CompObj.Backup BUName, BUVersion, BUFlags

Short and simple but still effective. First we declare some variables and set
values to them. Next, we create an instance of the 1IS://Localhost object. By
passing the GetObject function an ADSI name, the IIS: portion indicates the
name space provider that ADSI should use to get the object. Anything that
follows the Localhost will be the path within the name space. The Localhost is
the root object of the metabase hierarchy and in the IIS Admin Objects reference
section the Localhost object is referred to as the [IsComputer object. After we
obtain a reference to the llsComputer object for the machine, the Backup
method of that object is called. This method will make a backup copy of the
METABASE.BIN file and store it in C:\WINNT\system32\inetsrv\MetaBack.

A more advanced backup script is included with the default IIS install in the
Inetpubliisamples\sdk\admin folder. It is called metaback.js or metaback.vbs
and can be used as a template to automate versioned backups of your
Metabase to be restored if the situation arises.
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Scripts can only be run by Web Site Operators. Operators are added or
removed though the Operators tab in a web site’s properties. By default only
Administrator are added to this.

Teams Properties 2=

Documents I Directory Security I HTTF Headers | Cuistam Errars I
‘Web Site Operatars i Performance I ISAP| Filters I Hame Directary

—'Web Site Oparater

Grant operator privileges on this \Web Site only to thess YWindows User
Accounts,

Dperatars! Administiators
ﬁ LORDSTANLE " blubberpud

oK I Cancel | Lopty I Help |

Using IS Admin Objects from ASP pages could result in errors if proper
permissions aren’t assigned or if the Application is configured to run in its own
process space. Generally, applications should not be configured to run in its
own process space and anonymous authentication should not be used when
accessing any of the script files. If you do run your application Out-of-Process or
in its own area of memory, a “Server Application Error” message will be
returned. Trying to execute under an account without permissions will result in a
“Invalid Syntax” error.

1S Admin Base Objects

The second way to access the metabase is to write your own applications
written in C/C++. This provides a more “low level” entry point for your C/C++
applications for more advanced development choices.

A example of an application to change a virtual directory’s path property using
the IIS Admin Base Object:

‘from Running Microsoft Internet Information Server, Microsoft Press’

#define INITGUID

#include <windows.h>

#include <iadmw.h>

#include <iiscnfg.h>

void main()
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IMSAdminBase *plABase;

Colnitialize(NULL);
HRESULT hRes = CoCreatelnstance  (CLISD_MSAdminBase, NULL,
CLSCTX_ALL,
[ID_IMSAdminBase,
(void**)&plABase);
METADATA_HANDLE metaHandle;
plABase->OpenKey (METADATA_MASTER_ROOT_HANDLE,
L/,
METADATA_PERMISSION_WRITE,
5000,
&metaHandle);

W CHAR path[] = L"d:\\inetpub\\newdir”;
METADATA_RECORD MDRecord =  {MD_VR_PATH,
METADATA_INHERIT,
IS _MD_UT _FILE,
STRING_METADATA,
sizeof(path),
(UCHAR*)path,
0};
plABase->SetData (metaHandle,
L”/LM/W 3Svc/1/root/NewVRoot”,
&MDRecord);

plABase->CloseKey (metaHandle);

This application would change your virtual directory’s path property using the IIS
Admin Base Object. The Advanced Programmatic Administration section in the
Platform SDK or the Microsoft Internet Information Service 5.0 Documentation
Book is great references for more information.

From what we have talked about in the last section, we can see that there are
many different ways to manipulate the Metabase. Looking at the Microsoft
Internet Services Manger Console to programming a C/C++ application to
produce customizes applications; | have shown the spectrum that an
administrator or developer has offered to them to complete their tasks.

Securing the MetaBase
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Now you have your web server up and running. You've gone through a tedious
and detailed installation of Windows 2000, installed Internet Information
Services 5.0, applied all sorts of Service Packs and Hot fixes. Your web site has
been built and moved to the server, you've even written some custom scripts
and applications that manipulate the Metabase to manage you web server.
What should you do next? With security in mind, the last question should
always be “is your web server as secure as it can be?” Even after all of the work
that's been done on the server we cannot forget to lock down and secure the
Metabase. We wouldn’t forget to take the appropriate actions to secure the
Windows registry, so on a web server the next logical step is to lock down and
secure the Metabase.

NOTE: All of the following is a guide. Make sure that any changes made are
tested before they are put into a production environment. Take as much care as
you would doing anything to the windows registry.

One advantage that an attacker could have is familiarity with the product.
Obviously, if an attacker knows where all the critical files are this will provide
him/her with a great starting point. What we what to do to take this advantage
away is move and possible rename any file or program that could be dangerous
if used maliciously against our own web server.

Move HTTP/FTP folders

Double check that the HTTP/FTP root folders have been moved off the
%systemroot% volume. If they haven’t, move them to a different partition, and
adjust paths in the Internet Information Server Management Console.

Move the MetaBase

Moving the Metabase is an important step to securing it. Since |IS stores all of
its settings and configuration including passwords (in clear text), if copied an
attacker could get any information he/she could wish for.

Moving the Metabase, by default is installed in
%SystemRoot%\system32\inetserv folder. The location of the METABASE.BIN
file is determined by the following registry value:

Hive: HKEY_LOCAL_MACHINE

Key: \Software\Microsoft\InetMgr\Parameters

Value Name: MetadataFile

Value Type: REG_SZ

Value Data: <drive letter, path, and file name of the metabase
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make a backup of the MetaBase using any of the methods that we
discussed earlier

stop IIS using the net stop IISAdmin /y command

Using Regedt32, we can edit the MetadataFile value to the new location and
name you want.

While you have Regedit32 open change the security on the InetMgr Key to
Administrators - Full control

Copy the MetaBase.bin to the new location and rename it to what you would
like, something that doesn’t scream out “I'm important” is good, the
extension can also be changed (be careful, be sure to test with any of your
applications when done)

change the NTFS permissions on the new folder to Administrators — Full
Control, SYSTEM — Full Control

audit any failed attempts on this folder

restart the IIS Services

delete the original MetaBase.bin file

Secure the MetaBack folder

Secure the MetaBack folder located %systemroot%\system32\Inetsrv\MetaBack.
This is the default location that MetaBase backups are stored in a file with the
.MDO extension. A backup copy of the MetaBase could be just as valuable to
an attacker as the current one.

perform a backup, after IIS is configured

set NTFS permissions on the folder to Administrators — Full Control,

SYSTEM - Full Control

audit all failed access on the \MetaBack folder

Secure CScript.exe

Lockdown the Cscript.exe. This is the executable for .vbs files and could be
used to execute malicious scripts; Admin scripts or even your own scripts
against you.
set the NTFS permissions on %systemroot%\system32\cscript.exe to
Administrators — Full Control

Secure iissync.exe

There is an application called iissync.exe that is used in a cluster environment to
replicate MetaBase settings to a clustered node. Someone with access to the
box could use this command to send a copy of the MetaBase to any server
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running IIS on the network.
if the server is not in a cluster, delete the iissync.exe
if the server is in a cluster, it would be a good idea to move the file into a new
folder with NTFS permissions set to Administrators — Full Control, and
possibly rename it

If you are using or plan to use any of the AdminScripts, this folder contains all of
the administrative scripts for IIS.
move and rename the inetpub\AdminScripts folder and scripts to a new
folder
apply NTFS permissions to Administrators — Full Control
audit any failed attempts on this folder

If MetaEdit is installed it is installed to \program files\metaedit

using regsvr32 with the —u switch unregister the MetaUtil.dll — regsvr32 —u
MetaUtil.dll

move metaedit.exe and metaUtil.dll to the %systemroot%\system32\Inetsrv
folder

reregister the MetaUtil.dIl — regsvr32 — regsvr32 MetaUtil.dll

Conclusion

With an better understanding of the MetaBase and what it does, the tools
available to manipulate it, | hope, you will appreciate what needs to be protected
with the MetaBase in mind. Not only can your web server installations will be
more secure, administration can be simplified with the many tools we discussed
or automated with the many scripts available. So just remember, if you are
ready to let you IIS web server loose to the Internet, make sure it is as secure as
it can be.
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