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Introduction —

IPSec provides a transparent method of providing secure authentication and
encryption of network traffic over Tcp/lp. The Microsoft implementation of IPSec
was jointly developed by Cisco' and Microsoft based upon the IP security
protocol working group of the Internet Engineering Task Force (IETF) 2. IPSec
provides end-to-end protection that compliments the perimeter, access control,
and physical levels of security that may already exist in your networking
environment.

IPSec provides 3 primary functions —
Authenticity — non-repudiation of the sender of the data
Integrity — Ensures no in transit modifications have been made to the data
Confidentiality — Encrypts the data in transit and can hide the originating
IP address

The Microsoft implementation of IPSec can also provide a secondary function of
Packet or IP filtering. This provides some Firewall-like functions at a lower level
of the protocol stack than the Tcp/Ip filtering options found in the advanced
section of the protocol properties. IPSec filtering operates independently from
the authentication and encryption functions and can be used for added security
in situations where you cannot use the encryption and authentication
functionality because of compatibility reasons, like communications with foreign
systems where you have no control over that particular system.

This document will not cover advanced features of IPSec or a Public Key
Infrastructure (PKI), but will rather provide a background of what is necessary to
enable default IPSec policies using Certificates. The goal of this document is to
educate to a point of allowing the reader to easily setup a pilot or test
environment in which to explore the more advanced features of IPSec and allow
fine-tuning for your particular organization or network. IPSec can be configured
to use Certificates either inside or outside of Active Directory but the primary
focus of this document will be configuration outside of Active Directory, the main
difference being that many of the same things in this document configured
locally may be achieved using Group Policy inside Active Directory.

Authentication methods —

Microsoft provides three methods of authentication for enabling IPSec-
Kerberos, pre-shared key and certificates.

! http://www.cisco.com/warp/public/cc/techno/protocol/ipsecur/ipsec/tech/ipsec_wp.htm
2 http://www.ietf.org/html.charters/ipsec-charter.html
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1. Kerberos —is the authentication policy set by default and will only
function inside an Active Directory environment. Because of Active
Directory’s ability to manage computer settings with Group policy and
because of the strength of the Kerberos authentication method, this is the
best choice inside an AD environment. Group policy overrides local policy
in an AD setting, ensuring that the setting on any machine controlled by
group policy have not been altered, adding to the security of your
environment. When using Kerberos authentication the client machine will
be automatically configured to support this option when it joins and AD
enabled Domain. It is possible to use a combination of Kerberos and
Certificates in an advanced IPSec setup if needed for compatibility with
outside systems.

2. Pre-shared Secret — “Microsoft does not recommend frequent use of pre-
shared key authentication, because the authentication key is stored
unprotected, in the IPSec policy. Pre-shared key methodology is provided
ONLY for interoperability purposes and to adhere to the IPSec standards
set forth by the IETF3.”

New Authentication Method Pmperj 2=

Authentication Method |

The authentication method specifies hov trust iz establizhed
between the computers.

" Windows 2000 default (Kerberos Y5 protocal]

" Use a certificate from thiz certifizate authority [C4);

Eravwse.. |

{* Use this sting to protect the key exchange [preshared key):

99 = |

=
QK I Cancel | Apply |

Figure 1- setting the pre-shared password in IPSec policy

Setting the IPSec policy to pre-shared and placing 999 as the password,
we can easily navigate to the corresponding IPSec policy in the registry

and find that password. The password,is always preceded and followed
by the same hex values in the key named “IPSec Data” and thus figuring

3 Microsoft Windows 2000 resource kit - TCP/IP Core Networking Guide pg. 610
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out the actual password is an easy task. Knowing this password would
allow anyone with that knowledge to possibly view or compromise
transmitted data.

Example 1- IPSec policy registry entry exposing the pre-shared Key
password.

[HKEY_LOCAL_MACHINE\SOFTW ARE\Policies\Microsoft\Windows\IPS
ec\Policy\Local\ipsecNFA{E404D08E-A1A1-4148-A224-
10B8D31E1BD4}]
"ClassName"="ipsecNFA"
"ipsecID"="{E404D08E-A1A1-4148-A224-10B8D31E1BD4}"
"ipsecNegotiationPolicyReference"="SOFTW ARE\\Policies\\Microsoft\Wi
ndows\\IPSec\\Policy\\Local\\ipsecNegotiationPolicy{1B04FEC2-300F-
4DA0-9695-0177D20D6A9D}"
"ipsecName"="SOFTW ARE\\Policies\\Microsoft\Windows\\IPSec\\Policy\
\Local\\ipsecNegotiationPolicy{1B04FEC2-300F-4DA0-9695-
0177D20D6A9D}"
"ipsecDataType"=dword:00000100
"description"="e "
"ipsecData"=hex:00,ac,bb,11,8d,49,d1,11,86,39,00,a0,24,8d,30,21,30,00,
00,00,01,\
00,00,00,01,00,00,00,08,00,00,00,39,00,39,00,39,00,00,00,fd,ff,ff,ff,02,00
Al

00,00,00,00,00,00,00,00,00,00,00,00,01,00,00,00,02,00,00,00,00,00,00
"whenChanged"=dword:3b2fd724
"name"="ipsecNFA{E404D08E-A1A1-4148-A224-10B8D31E1BD4}"
"ipsecOwnersReference"=hex(7):53,00,4f,00,46,00,54,00,57,00,41,00,52,
00,45,00,\
5¢,00,50,00,6f,00,6¢,00,69,00,63,00,69,00,65,00,73,00,5¢,00,4d,00,69,00
,63,\
00,72,00,6f,00,73,00,6f,00,66,00,74,00,5¢,00,57,00,69,00,6e,00,64,00,6f,
00,\
77,00,73,00,5¢,00,49,00,50,00,53,00,65,00,63,00,5¢,00,50,00,6f,00,6¢,00
,69,\
00,63,00,79,00,5¢,00,4¢,00,6f,00,63,00,61,00,6¢,00,5¢,00,69,00,70,00,73
,00,\
65,00,63,00,50,00,6f,00,6¢,00,69,00,63,00,79,00,7b,00,32,00,32,00,32,00
43\
00,43,00,44,00,45,00,37,00,2d,00,38,00,41,00,43,00,30,00,2d,00,34,00,4
2,00,\
45,00,37,00,2d,00,39,00,37,00,32,00,35,00,2d,00,37,00,45,00,30,00,38,0
0,35\

00,36,00,42,00,32,00,41,00,33,00,31,00,32,00,7d,00,00,00,00,00
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Figure 2 - Displaying the password as stored in the registry

3. Certificates — You can also use certificates generated from 3™ party
vendors or from an existing PKI to enable IPSec. If you need to enable
IPSec for Windows 2000 outside of Active Directory, this is the preferred
method. Certificate Authentication can also be used inside Active
Directory taking full advantage of AD’s ability to auto-enroll computers for
certificates. You can create your own certificate server using Microsoft
Certificate Services. Creating your own Root authority can have a small
advantage in that you can control the distribution of the root certificate as
well as machine certificates. 3™ party vendors also offer many different
kinds of solutions such as Baltimore Technologies who offers a W2K
integrated solution that is compatible inside or outside of an Active
Directory environment *.

Requirements for Using Certificates -

In order to successfully use Certificates to enable IPSec some sort of Public Key
Infrastructure (PKI) must be in place. This can be a 3 party solution or you can
use Microsoft Certificate services to create your own PKI. Each machine will
need 2 certificates.

- Certificate Authority root certificate — This certificate contains the public
key of the Certification Authority you designate to use in the IPSec policy
and is also called the root certificate. You can set multiple CA’s if
required. Most 3™ Party root certificates come installed with Windows 200
by default, and additional ones may be included with your web browser
software. The root certificate identifies the organization or authority you
choose to “trust” as having proper private key management and protection
as well as the legal responsibility for it's authenticity.

4 http://www.baltimore.com/unicert/unicert/whatsnew.html
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Machine or User Certificate — This certificate contains a public/private key
pair created for the local machine or local user by the same Certificate
Authority you designated to use for your CA public key. While it is
possible to properly obtain and install a Private Key pair for an IPSec
Certificate stored in the User Certificate store, IPSec will use the Machine
(Local Computer) certificate store. ® The implications of this are that you
must have administrative access to the local machine to generate the
private key pair.

This pair of certificates will be used by IPSec to exchange keys used to
authenticate and encrypt the data. The exchange process called Diffie-Hellman
is mathematical formula used to agree upon a shared symmetric key without
ever exposing that shared key over the network.

Creating a Certificate Server —

If you already have a PKI solution in place you may want to skip this section.
This brief walkthrough of setting up Microsoft Certificate Services provides the
minimum necessary to enable IPSec and will be used further in this document
to show examples of how the PKI interacts with IPSec. This is not meant as a
guide for setting up a PKI, which should be researched separately to fit your
unique situation or organization.

To set up a CA add certificate services from the windows components area in
the ADD/REMOVE icon in the control panel. Simply adding the service will
invoke a wizard that will ask you the questions necessary to set up the CA. Itis
important to note that once the CA has been created the machine cannot be
renamed or join or be removed from a domain.

5 Microsoft Knowledge Base article Q253498
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Windows Components Wizard

Certification Authority Type
There are four types of certification authorities.

Certification Authority tupes: Description:
) Enterprize rant CA The most trusted Cé in a CA, ;I
hierarchy. Does not require
" Enterprise subordinate B Active Directamn.

& Stand-alone ook CA
" Stand-alone subordinate CA LI

To install an Enterprize Ca, the Active Directory must be accessible and wou muszt be a
member of the Domain Administrator group. Please go back to the previous screen and
deselect Certificate Services.

[ Advanced options

< Back I Mext » I Caticel |

Figure 3 -Step 1 in the wizard is to choose the type of CA you are creating

Step 2 - if the advanced options checkbox was selected you will have the
opportunity to choose the cryptographic service provider, hash algorithm, key
length or to use an existing key. Be sure whatever CSP you choose is supported
by any other 3 party hardware or software you may be integrating with. If you
are unsure or have no 3" party devices it is safe to choose the Microsoft Base
Cryptographic Provider as it will provide good functionality and compatibility with
most other systems. Choose SHA-1 as the Hash algorithm. SHA-1 is based
upon MD5 and is slightly better, though either SHA-1 or MD5 are good choices.
You also have the option to Import a key if you desire. This is available for
migration or disaster recovery purposes. You could then use an existing CA key
form a 3™ party Certificate Authority if you wished to change to Microsoft
Certificate services and retain the same CA private key pair.
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Windows Components Wizard

Public and Pnivate Key Par
Select a ciyptographic service provider [C5F) and the zettings o be uzed in
generating a key pair, or use an existing key pair.

C5F; Hazh algorithm:

Gemplus GemSAFE Card C5F +1.0 - D4 ;I
Microsoft Baze Cryptographic Provider +1.0 WOE

ticrozoft Baze 0SS Croptographic Provider
Schlumberqer Croptographic Service Provider ;I

F.ey length: IDefauIt ﬂ

[ Use existing keyz

Impaort... |

WS 115 DCOM Clisntidministrators-1-5-21-1 7085
M5 115 DCOM ClisntridpadmS-1-5-21-1708537 765 : -
M5 115 DCOM CligntS S TEMS-1-5-18 =l | ViewCerificate |

[T | Uze the associated certificate

< Back I Mest > I Cancel

Figure 4 - Step 2 choose the Cryptographic Provider

Name the CA. This cannot be changed later so be sure to choose wisely. For
example naming the organizational unit “finance” in some cases can cause
problems down the road so be as granular and specific as possible to avoid
future conflicts. Creating a new and unique organizational Unit for the CA may
be desirable if future growth of your organization is unknown and you want to
ensure minimal conflict with other departments. Also try to ensure the CA name
is completely unique. Choosing Verisign or even something similar to any
existing certificate authority will likely get you into legal trouble.
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Windows Components YWizard

CA ldentifying Information
Enter infarmation o identify this T

CA name: ITEST ROOT CA

Organization: ITEST COMPANY

Organizational unit: ITEST DEPARTMEMT

City: IﬂNYT 0w

State or province: ||:||:| Country/region; Ir
E-mail Iemailname@yuurdnmain.cu:um

CA description: Ithis iz a tast Chy

Walid for: |2 |YEE,,S v | Enpires: |E£1 R/2003 2416 Pi

< Back I MHext = I Cancel

Figure 5 - name the Certificate Authority

Select the data storage location. This must be an NTFS drive. The option is
given to split the database and log file locations. If your CA will have an
extremely high volume of traffic you may want to consider placing the database
on a RAID 5 partition and the Log files on a RAID 1 partition to increase
performance. Follow the same general rules you would for any database server
based upon sizing and transactions/second requirements. °

¢ For more information on performance tuning | highly recommend the book “Tuning and Sizing
Windows 2000” by Curt Aubley ISBN 0-13-089105-3
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Windows Components Wizard

Data Storage Location
Specify the storage location for the configuration data, database and log

Certifizate databage:
IE:'\EertLDg Browse. ..

Certifizate databaze log;
IE:hEertLDg Browse. ..

¥ | Stare configuration infarmnatian i a shared falder
Shared folder:
IE:"aE.-'l'-.Eu:unfig Browsze. ..

.y

™| Frezerve existing certifizate database

< Back I MHext = I Cancel

Figure 6 - Select the data storage location

Follow the prompts to finish setup. Once you have a CA and the capability for
providing PKI infrastructure you can install the necessary certificates needed to
enable IPSec.

Requesting Certificates —

In order for IPSec to function using certificates you need to install and verify both
a Root Certificate and a Machine or User certificate. If you are using a 3™ party
PKI you probably already have the Root certificate installed as many standard
ones are built into Windows 2000 and/or Internet Explorer and other browsers.
You should follow the manufacturers method of client, machine or user
certificate installation on 3™ party PKI systems. Lets look at an example of
certificate installation using the CA we setup in the previous section.

CA Root Certificate Install —

The public key for the CA must be installed as this is the particular selection
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made in the IPSec settings that tell the machine which certificates to use.
Having machine certificates of a particular CA will do you no good if you do not
have the root certificate for the same CA installed. Microsoft Certificate services
by default when installed will add a web site where you can conveniently
request and retrieve certificates. Browse to http://yourcertservericertsrv and
select “retrieve the CA certificate” option and press NEXT.

] Microsolt Certificate Services - Micr -0l x|
| Fle Edt View Favortes Took Help El
J =Ech - = - (5 il | ‘DhSearch [ Favorites =
| Addiess [#] M:\IPSec and PKI\Practicahssi\Microsof 7| @@ Bo | | Links 2|f
|
Microsoft Certificate Sendices - TEST ROOT CA Home
Welcome
You use this web site to request a certificate for your web
browser, e-mail client, or other secure program. Once you
acquire a cerificate, you will be able to securely identify
yourself to ather peaple aver the web, sign your e-mail
messages, encrypt your e-mail messages, and moare
depending upan the type of cerificate you request.
Select a task:
¥ Retrieve the CA cedificate or cenificate revocation list
" Request a cerificate
" Check on a pending certificate
[ -]
|@ Dane l_l_ = Local intranet i

Figure 7 - The MS Certificate Services home page

The CA certificate screen will be displayed. If you click on the first link to
automatically install the CA root certificate to the local machine | found in testing
it sometimes places the certificate in the Local User Certificate store.
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Microsoft Cerificate Services -- TEST ROOT CA

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA cerification path to allow your computer to trust
certificates issued from this certification authority.

It is not necessary to manually install the CA cerification path if you
request and install a certificate from this certification authority, because
the CA certification path will be installed for you automatically.

Choose file to download:
CA Certificate: EST ROOT CA

* DER encoded or " Base 64 encoded

Download CA certificate
Download CA certification path
Download latest certificate revocation list

Figure 8 - CA Root Certificate installation page

IPSec requires the root certificate in the Machine (Local Computer) Certificate
Store. To ensure the certificate gets placed in the proper store you should first
download the certificate. If you have a hierarchical CA you will need to download
the CA path. Once the Certificate is downloaded, simply double click on the
certificate and choose the “Install Certificate” button. In the Import wizard that is
presented to you instead of choosing the default “automatically select the
certificate store for this type of certificate”, choose the “place all certificates in
the following store” option. Hit the browse button and navigate to the Trusted
Root Certification Authorities\Local Computer location and install the certificate
at that location. This will ensure IPSec certificate functionality.

Select Certificate 5tore d |

Select the certificate store wou wank to use,

F-{_1 Personal -
ED Trusked Rook Certification Autharities

C L] registry

Bl Local Computer
(] Enterprise Trust
-1 Intermediate Certification Authorities
-7 Other Pranle =

[V Show physical stores

oK I Cancel |

Figure 9 - Selecting the Machine Store on Certificate Install

Machine Certificate —
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Next you will need a local certificate for the Machine with a public/private key
pair. Navigate to the http://yourcertserver/certsrv homepage again and select
‘request a certificate” and press NEXT. On the next screen since IPSec
certificates are not displayed select “advanced request” and press NEXT. Then
select “submit a certificate to this CA using a form” and press NEXT again. You
will use this form to request an IPSec certificate for the machine.

Fill out identifying information in the spaces provided. Make sure you select
IPSec certificate on the Intended purpose drop-down.

Intended Purpose:

IPSec Cerificate

Figure 10 - Selecting an IPSec certificate

Under Key options select Microsoft Enhanced Cryptographic Provider and set
the key size to at least 1024 bits to have a good key strength. Also notice the
option “Use local Machine store”. This is where you decide between a User
certificate or a Machine certificate. Select the box the to create a machine
certificate to ensure IPSec functionality. You must have local administrator
privileges to generate this key. If you wish to have the ability to move the key to
other locations you can select the “mark keys as exportable” option, but this also
could possibly allow key compromise, so don'’t select that option unless
absolutely needed.

Key Options:

CSF‘:l ticrosoft Enhanced Cryptographic Frovider +1.0
KeyUsage: © Exchange O Signature ™ Bath

key Size|1024 g:fm;g: (rommon key sizes: 812 1024 2048 4096 3192 16384

% Create new key set
™ Setthe container name
7 Use existing key set

™ Enahle strong private key protection
™ mark keys as exportahble

¥ Use local machine stare
You must be ah administrator fo generate
a ke in the focal maching store.

Figure 11 - Key options

Under additional options on the same form you can select the Hash type.
Choose SHA-1 or MD5. SHA-1 is slightly better than MD5, but either are
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acceptable and superior to the other choices. Press the submit button and you
request will be sent to the CA. You must then wait for the administrator of the
CA to approve or reject the certificate before you can complete the install.

Accepting the User’s request —

Once a certificate request has been sent to your CA, an administrator must
accept or reject that request. This is done using the Certificate Authority MMC
snap in, also present in the Administrative tools section on the server running
Certificate Services. Under pending requests, right-click on the requested
certificate and choose “issue”. Unfortunately on a stand-alone Microsoft CA the
information you get on the certificate request is somewhat less than complete.
The “certificate type” field will be blank as well as many others so you have no
information on what type of actual certificate the user has requested other than
the basic values entered on the form, which may or may not be valid. You will
receive no information on the key strength, hash value or many other settings.
There is also no policy settings within the stand-alone CA on which type of
certificates are presented as valid selections to the user.

Tree I Request ID | Request Organization | Request Organization Unik

@ Certification Autharity (Local) TEST DEFARTMEMNT

=7 TEST ROOT CA
i Revoked Certificates

------ (L7 Issued Certificates

Help

----- £ Pending Reguests

i Failed Requests

Figure 12 - Issuing a Certificate from the CA

There are steps you can take to help with this however. You can remove
anonymous access from the IIS server on the certserv web site. The logged in
user will be displayed in the request and you can dictate who does or does not
have access to the folders on the website.. Alternately you can accept or reject
based upon that login information as well, letting any user log into the server but
only accepting requests from specific accounts if you wish to track users who
are trying un-officially or illegally to receive a certificate. The CA itself also has
Security ACLs which can be modified to suit who can or cannot enroll or
accept/deny a request. Also remember to assign the certsrv website it's own
web certificate and enable SSL to ensure that all transactions are kept
confidential.

Author retains full rights.



Final Installation of the Machine Certificate —

Once the request has been approved you can go back to the Certificate Server
web site and choose “check on a pending certificate”. Any certificates that have
been requested will be visible. Select the desired certificate and press NEXT.

Microsoft Cerificate Sernices - TEST ROOT

A,

Home

Check On A Pending Certificate Request

Flease select the certificate request you want to
check:

IFSec Cerificate (06/19/2001 16:01:45)

Mext > |

13 - checking on a pending certificate

Simply click the link on the next page to install the certificate. You must use the
same browser that you previously used to request the certificate.

Microsoft Cerificate Services - TEST ROOT

A

Home

Certificate Issued

The certificate you requested was i1ssued to you.

=1 |nstall this certificate

14 - Install certificate link
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Verifying installation of certificates —

To see the certificates installed on your machine you use another MMC snap in.
Adding the certificates snap-in you can manage the local user certificates, the
machine certificates or a service account certificates. The personal folder will
hold machine account certificates or personal user account certificates
depending on how you loaded the MMC. You can load multiple certificate snap-
ins at once, including multiple machine stores from different computers is
necessary. You should be able to find the machine certificate you requested
and also the Root Certification Authority certificate of your CA in the Local
Computer store. If you cannot find the installed certificates here, check the
Current User store as they may have been installed to the wrong location.
Review the installation procedures and ensure that both the trusted root public
key and the machine private/public key pair in the personal folder are installed in
the Local Computer certificates store.

™ , o — —g—

Tree I Favortes I lgzued To # I lzzued By I E wpiration DateI Intended Purpozes I Friendly Mame
=-EP Certificates (Local Compter) = EMark Elister TEST ROOT Ca 7/25/2002 136150822 <Mone»
E[:l Personal
45 Cerificates
ElD Truzsted Root Cerification Autharitie:

[ Certificates
Cl Enterprize Trust

D Intermediate Certifization Autharities
[:l Other People

-] REQUEST

-3 SPC

=P Cetificates - Current User

ElCl Personal

i Certificates

[:l Trusted Rook Certification Autharities

—_— e - .

Figure 15 - certificates MMC snap-in showing local machine certificates
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Enabling IPSec -

Once the necessary certificates have been installed you use another MMC snap
in to configure IPSec. This MMC snap in is also contained in the Local Security
Policy Icon in the Administrative tools area. Windows 2000 comes with 3 default
IPSec policies. We will be modifying these basic policies to use certificates.
You can restore the original policy configuration at any time by selecting “restore
default policies” from the “all tasks” menu by right clicking on the IP security
policies Icon.

There are 3 default IPSec policies -
Client Respond — used to enable IPSec when connecting to another
machine that requests or requires IPSec.
Server Request — used to request IPSec from incoming connections but
does not require it.
Server Require (Secure Server) — Used to force IPSec on all
connections.

':m Console RootAP Security Policies on Local Machine

Tree I Favorites Mame ¢

_|:| Congole Root
@ [P Securty Paolicies on Lozal Machine

] Client [Respond Only)
#] Secure Server [Require Security]

[E] Server [Fequest Security)

Figure 16 - Default IPSec policies

Generally speaking you, unless you are going to force encryption within your
entire organization, you will enable the Client rule on workstations and then
either the Server Request or Server Require policy on servers. This allows
clients to communicate with other non-IPSec machines while encrypting data to
the required locations. Once IPSec set up the connection state is seamless to
the user and they can work as normal without knowing or needing to keep track
of which connections use IPSec and which do not.
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Client Respond Policy —

On a client workstation you wish to take part in IPSec (and also you have
already installed both the proper root and machine or user certificate) open the
properties on the Client IPSec policy. Select the dynamic filter and press the edit
button. The dynamic filter rule will be present in all of the default policies so

follow these steps to enable this rule on server policies as well.

lient [Reszpond Only] Properties

Rules I General I

—

mrm]  Security rules for communicating with other computers

IP Securty Rules:

IP Filter List
<Dynarnic:

Filter Action Authentication... | Tu

Default Rezponze k.erberos

| =

HEmmyE | v Lsze fdd 'wizard

2%

o]

Cancel | S

Figure 17 - The Dynamic filter list in the Default Client respond policy
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The security methods tab is first displayed. This tab configures AH Integrity
column and the ESP encryption methods. Custom modification of this area is
beyond the scope of this document, however you may want to remove any
encryption methods you know you will not be using. 3DES for ESP and SHA1
for AH are generally the best selections. Remember that to use 3DES you must
have the High Encryption pack for IE installed or Windows 2000 SP2. If you
wish to force 3DES then definitely remove the other standard DES settings so
the authentication will not be accidentally downgraded to a lower encryption
level. Do not remove the SHA1 (or the MD5 if you prefer that method) AH setting
unless you wish to disable packet integrity. Next click on the Authentication
methods tab.

Edit Rule Properties ﬂﬁl

Securty Methods | Authentication Methods I Connection Type I

Offer theze security methods when negotiating with another computer.

Security Method preference order:

Type | AH Integity | ESP Confidential | ES Add...
Cusztam £Manes ACES SH -
Cuztomn <Mones aDES ML Edi...
Custom {Maones DES SH
High <Mones DES ML Femove
Cuztom SHa1 <M ares: <N T
Custom MD5 <M anes <M

fl e
4 i o tove down

[ Session key Perfect Forward Secrecy

k. Cancel i

Figure 18 - Security methods tab
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The authentication Methods tab will be set to Kerberos by default. Select the
Kerberos method and hit the Edit button, or you can add a new authentication
method and leave the Kerberos method in place if needed. You can also add
several different types of Certificate Authentication from Different Root CA
certificates. These methods will be attempted in the order shown. The first
successful method will be used for that connection.

Edit Rule Properties

Figure 19 - The default Authentication Method setting - Kerberos

© SANS Institute 2000 - 2005 Author retains full rights.



On the Authentication method selection tab choose the Certificate Authority
selection and browse and find the Root certificate of the CA you wish to use to
enable IPSec, in this case the Test CA we created earlier. Close all property
windows.

[ A L L] L

2%

Authentication kethod

B The authentication method specifies how trust iz established

[ o bebween the computers.

oy

™ windows 2000 default [Kerberos W5 pratocal]

% Usze a certificate from this certificate authority [CA];

E=emailname@yourdomain. com, C=U5, 5=0F, L= Browse. .. |

Select Certificate : 2=

Select the Certificate Authority that ywou reguire for IPSec authentication when
using khis security rule,

Issued Lo | Issued by | Intende. .. | Friendl: ... B
GI:::I:uaISign Rook C4& Globalsi...  SecureE... Globalsi...
TEST RiDT A TEST RO,  =all= Mone
Certipnste Serveur Certipos,.,  Secure E...  Certipos...
'-.-'eriSign Trust Metwork VeriSign ... Secure E...  VeriSign ...
[E1ps SERVIDORES IPSSER... SecureE... IPSSER...

'-.-'eriSign Commercial Software ... WeriSign ... Secure E...  Verisign ...

sl

F‘:I:'ll‘_nnurinhl' =t 1007 MicencaFF — i Aarorin Timr Ska MlirkncnF _|;I
4 ]

(04 I Cancel | Yieww Certificate |

Figure 20 - select the Root Certificate Authority

Navigate back to the policy screen and Right-click on the policy you modified
and select “assign”. This will enable IPSec for the Client when any other
machine using the came Authentication scheme requests encryption.
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For all IP traffic, always...
For all IP traffic, alwavs... Mo

Mo
Mo

Server Request and Require Policy —

The Server policies will check for and either request or require IPSec for any
incoming connections. The Request policy allows you to have simultaneous
IPSec and non-IPSec connections. This can be helpful during migration or when
you have a few clients that for some reason cannot participate in IPSec. Most

situations, and obviously the most secure is to use the require policy.

By pulling up the properties of one of these policies you see the same

<dynamic> response rule we saw in the client respond and also a couple of new
ones. If you wish the server to respond to other security requests with IPSec
configure the <Dynamic> rule as you did on client respond policy in the previous

section.

Server [Request Securnity] Properties

Rules | General I

2l x|

Securty rules for communicating with other computers

IP Security Rules:

4] I

I Filter List | Filter &ction | Awthentication...
AllP Traffic Request Security [Optional]  Kerberos
ANCKP Traffic Perrmit K.erberos
<Dynamicy Default Rezponsze K.ertberos

H

Add... | Edit... I Eremove | [v Use Addwizard

o]

Cancel | Vi 1]

Figure 21 - default server rules

Select each rule and press the edit button, then set the appropriate
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Authentication Method. The Authentication tab here is used to choose your CA
certificate just like on the <Dynamic> rule. You must select the CA certificate for
each rule in the policy you wish to be enabled in IPSec. So do the same in the
ICMP rule if you wish that traffic to be enabled for IPSec as well.

21X

1P Security Rules:

IP Filteer Lizt | Filter Actian | IP Filter List
Authentication Methods | Tunnel Setting I Connection Type I '
: i AP Traffic :
abal ~ i

Authentication kethod |

The authentication method zpecifies how trust is established
Suthentic: e between the computers.

tethod

=1 ==

Kerberos

" Windows 2000 default (Kerberos Y5 protocal]

' Use a certificate from thiz certificate autharity [CA);

Browze. .. | J Ed
2x

Select the Certificate Authority thak wou require For IPSec authentication when
using this security rule,

(@ 5elect Certificate

Issued ta Issued b Intende... | Friendly ... | Exp=
Mane
Cert||:u:|ste Serveur Certipos,., SecureE... Certipos... 6)2
‘v'eriSign Trusk hNekwark VeriSign ... Secure E... WeriSign... /1
[El1ps SERYIDORES IPSSER.., SecureE... IPSSER... 12f
'\-'eriSign Cornmercial Softw, .. VeriSign... SecureE...  YeriSign ... llf?_'
Copyright (c) 1997 Micros,.. Copyrig...  Time Sta...  Microsof...  12f
[:‘?Th:.uﬂ-n Caovuar A Thaba Saruar 1l I Thauka 1‘: hd

[8]4 I Cancel | Wiew Certificate |

Figure 22 - Authentication tab within the "All IP Traffic" rule

No other changes are needed to these rules for IPSec to function. If you look at
the Filter Action tab you will see that the only difference between the Default
“server request” policy and the default “server require” policy is set there. After

the policy has been configured don'’t forget to “assign” the desired one to enable
it.
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Filker Auctions:

M ame

| Dezcription

O Permit
() Fequest Security (Optional]
O Require Secrity

Permit unzecured IP packets ko ..
Arcceptz unzecured communicat...
Acceptz unzecured communicat...

Figure 23 - settings in the "Filter Actions" tab

Verifying IPSec functionality —

To verify IPSec is working properly simply type IPSECMON in the run dialog box.
This utility will show all current connections and their security status. If you have
used the Request Security policy you can view which connections are using
IPSec and which connections are not. A machine must attempt some sort of
connection and negotiate security for it to be listed here.

&% IP Security Monitor

Secuty Azzociations:

Dptions... |

Palicy Mame | S ecurity | Filter Mame | Source Address | Dest. Addre
Request Sec...  ESP Triple DES HMAC SHAT Mo Mame RIHOTLFR CLIEMT1
Request Sec... Mone Mo Mame RIHOTLFPR RISRY310
Request Sec... Mone Mo Mame RIHOTLFPR RISRY 304
Request Sec... MNone Mo Name RIHOTLFA CLIENTZ
1] | I
r IPSELC Statistics |SAKMP/Oakley Statistics

Active Azsociations 4 Oakley Main Modes

Confidential Bytes Sent 108,551,004 Oakley Quick Maodes

Confidential Bytes Received 108,552,950 Soft Associations
Authenticated Eytes Sent 112,690,940 Avthentication Failures
Authenticated Bytes Received 110,672,880

Bad 5Pl Packets i}

Packets Mot Decrypted 0

Packets kot Authenticated a

Key Additions g IP Security iz enabled on thiz computer.

Figure 24 - IPSECMON showing both encrypted and non-encrypted connections

If the client computer makes a connection to the server and no encryption
method is shown within IPSECMON then the policy is configured incorrectly. If
the client cannot make a connection to the server, then it generally means that
the security negotiation has failed. Check the security log file on the machines in
question to find out what the failure is. Look for failures that mention the
ISAKMP/Oakley or IPSec components and look up the error ID to identify the
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problem. Also remember that Broadcast, Multicast, Resource Reservation Pool
(RSVP), and Kerberos traffic cannot be secured by IPSec. ’

Conclusion -

IPSec is designed to protect your IP network traffic and provides an excellent
defense against the viewing of transmitted data, but also ensures the
authenticity of the data. IPSec is an end-to-end security model, meaning that
only the two computers communicating on either end understand the
conversation taking place. The path the data takes is inconsequential to the
privacy and authenticity of the communication. Other devices that are used in
transit to pass, relay, or otherwise route the information to the endpoints do not
have to support IPSec in any manner. This provides an extremely flexible
platform to add to your existing security infrastructure.

This document provides a basic understanding of what is required to enable
IPSec using certificates. This information should be sufficient to set up a pilot
environment where you can explore additional functionality available within
IPSec to meet your specific needs. It is also recommended that in a production
environment new IPSec policies should be created rather than using default
ones to avoid GUID duplication and conflict when attempting to Import an IPSec
policy from one machine to another. & Setting up a PKIl infrastructure is also no
small project and regardless of weather you choose to use a Public or Private
PKI hierarchy, practicing in a test environment will save time and money down
the road. It can be quite costly to change an existing PKI hierarchy once placed
into production.

Many companies are migrating to Active Directory and it's use of Group Policy to
easily control security and configuration of system settings. IPSec using
Kerberos can provide a seamless and user-friendly way of providing end-to-end
security. However many companies are finding that Active Directory does not
solve many of the problems associated with interoperability with foreign
systems, and in fact can make things much more difficult in some situations.
IPSec using certificates can help provide a secure channel between Windows
2000 systems regardless of Active Directory participation, thus providing an
additional avenue for supporting foreign systems or outside business

7 Microsoft Knowledgebase Article Q253169
8 Microsoft Knowledgebase Article Q232817
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connections without disrupting or compromising the existing Active Directory
structure.

APPENDIX A: Viewing Packets encrypted with IPSec -

Because IPSec encrypts all data beyond the IP header, this can make
troubleshooting problems using sniffers difficult.

! Encrypted portion sg

IP |[ESP|rceupe| Payload |triter i ftraiter 2

Figure 25 - TCP/IP packet showing encrypted portion

Because even the TCP/UDP portion is encrypted you will see little more than the
destination IP address. This is of course by design. If you need to see the data
within the ESP packet while sniffing IPSec you can do so at either endpoint
using the Windows Network Monitor, as it will automatically convert the
encrypted data for you as it is converted for the machine to use. This may not let
you place your sniffer in the most desired location however.

© SANS Institute 2000 - 2005 Author retains full rights.



i Microsoft Metwork Monitor - [Capture: 2 (Hex)]

Jiil File Edit  Display Tools Options Window Help

= B0 & [FEEQl ¥+ wlw salos] o 2|

Frame ITime ISrc MAC Addr IDst MAC Addr IPratacal IDescriptiDn

=57 E_31zZ500 OO0ZE 4D 3 3AS LOCAL EZSP SPTI = Ox3FACE4EAL, Seqg
=88 E_31z500 OO0ZEZ4D 3 3AS LOCAL ESP SPI = Ox3FACE4EAL, Seqg
Za9 L_321zL500 OO0ZE 34D 23303 LOCAL ESE SPTI = Ox3FACE4EL, Seog
z30 E.z21z500 OO0ZEZ4D 2 3A3 LOCAL ESP SPI = OxZFACE4EALA, Seqg
z31 E_=21z500 LOCAL O00ZE34D 3343 ESP SPI = OxDCEBS7E&C,. Seqg
=3z E_31z500 OO0ZE 4D 3383 LOCAL EZSP SPI = Ox3FACE4EAL, Seqg

qpFrame: Base frame properties
qeETHERMET: ETYFE = 0Ox0S00 : Protocol = IP: I»On» Internset Protocol
qepIP: ID = OxAddd; Proto = O0x3Z; Lewn: 14398
SESP: SPTI = Ox3FACE4EA, Begqg = OxlaAs
ESP: Becurity Parameters Index = 1068Z3540Z (O0x3FACE4EA)
E=SP: Seguence Mumber = 4Z2Z {(0xlAg)
ESP: PRBest of Framese: MNumber of data bytes remaining = 14528 (0x05EC)
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Figure 26 - converted ESP packet at an IPSec endpoint
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APPENDIX B: IPSEC enabled NIC’s -

Vendors are starting to release IPSec enabled Network Interface Cards. 3COM
has separate 168-bit 3DES and 56-bit DES models °. Intel has models that will
do both 168-bit or 56-bit encryption '° on the same card. Other Manufactures are
sure for follow suit, as these cards off-load encryption functions from the
processor to the NIC. | tested using the Intel Pro 100 /S NIC’s and | discovered
that at least for these models of Intel cards the offloading of the CPU work
happened in both directions and not only outbound as stated in SANS
documentation™. However, according to Intel documentation —

Double authentication-based security associations will not be offloaded.

If you are using an Intel PRO/100 S adapter, note that Windows 2000
doesn't offload fragmented IP traffic to the adapter.

Tunnel mode processing is not off-loaded to the encryption co-

? 3COM part numbers - 3CR990SVR95 and 3CR990SVR97

"% Intel Part numbers PILA8470C3 and PILA8460C3

"' SANS institute Documentation 5.7 Windows 2000 IPSEC, Rras, and VPN’s - page 84
'2 Intel on-line help files for INTEL PRO100 /S NICs
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processor.'?

So be aware that an improperly set up network or testing on a heavily used
network may produce inaccurate results. Also various IPSec card manufacturers
may handle the encryption offloading in a different manner than the Intel Cards
tested here. Try a few different types of cards if possible.

Looking at traffic flow from a large file transfer (the W2K SP2 file to be exact).
You can see the effects on bandwidth and CPU usage without IPSec enabled.

100
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40
30
20

10 :\I
u]

Last ,ﬂ Average IW Mirirnurn ,W

Maxirmurn ,W Duration l—m

Color | Scale | Counter | Instamce | Parent | Object | Computer

1,000 % Proce,., Taokal Proces,,. MCLIEMT1
0.00... BytesT... HP10_1.. --- Netwo... WCLIENTL

Figure 27 - File transfer with no encryption - Red line=CPU Green line = Bytes/sec

Adding IPSec to the transfer not only increases CPU, but also reduces total
output efficiency. Also notice the length of time it took to transfer the same file
has increased dramatically. | expected to see a larger CPU crunch on this
particular test, but rather throughput was reduced as the computer struggled to
keep up on this old Pentium Pro system. The card used was an Intel PRO 100
non-IPSec NIC.

2 Intel on-line help files for INTEL PRO100 /S NICs
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Figure 28 - File transfer with encryption enabled - Red line=CPU Green line = Bytes/sec

Adding an Intel PRO 100 /S NIC with encryption enabled brought the transfer
back to near original stats.
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Figure 29 - File transfer with encryption on an IPSec NIC - Red line=CPU Green line =
Bytes/sec

All NICs are not the same —
W hile the previous results give a good general idea of the effects of IPSec on

computer resources | found in testing several different machines and non-IPSec
NICs that results may vary widely. It is not uncommon to find CPU resources at
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90% — 100% without hardware acceleration. Also beware that the Intel S series
cards are PCl version 2.2 compliant only. | found several older machines that
would not work with these cards, and in some cases would not even boot. Be
sure to test a few of the cards you choose before making an order for wide
distribution.

The best example hardware acceleration benefits | found was when testing a
333Mhz laptop. The non-IPSec NIC was a Xircom Fast Ethernet/Modem combo.
This was tested against the Intel Mobil /S IPSec NIC.

Looking at the laptop CPU and bytes per second with the Xircom card and no

encryption revealed the computer was working quite hard just to use do a
simple file transfer.
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Figure 30 - Laptop file transfer without encryption -- Red line=CPU Green line = Bytes/sec

Adding Encryption really slowed things down on the machine and throughput
dropped to about 55% of maximum.
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Figure 31 - Laptop file transfer with IPSec enabled - Red line=CPU Green line = Bytes/sec

What was surprising was when the Intel Mobil /S IPSec NIC was added and
encryption enabled, performance actually improved drastically. Transfer time
was cut to about 1/10™ of the original transfer without encryption on the Xircom
NIC. Truly a portion of the performance boost here is simply a better driver and
NIC all-around.
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Figure 32 - Laptop file transfer with IPSec and the INTEL NIC - Red line=CPU Green line =
Bytes/sec

Appendix C: IPSec and Packet size —
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Testing the size of the packets that were transferred with and without IPSec
enabled also produced some surprising results. Without encryption the data
transfer of the SP2 file used 74,448 packets to move the file. With IPSec
encryption the same transfer used 76,190 packets. So this type of encryption,
while increasing the work the computer or Intel hardware accelerator card must
do - does not seem to have a great impact on network bandwidth usage. A
large increase in packet sizes would mean extra work for configuring network
bandwidth resources when planning an IPSec implementation. However it
seems the results are negligible enough to fit within the headroom of all but the
most burdened networks.
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