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My System Configuration Page 1

PIII/667

128MB Ram

9GB U2W SCSI Drive

ATAPI DVD/CD-ROM 16X/40X

Bay Networks NETGEAR FA310TX F/E Adapter

9GB Disk split in two partitions:

C:4001 MB
D: 4738 MB

Systemroot = C:\winnt
System was installed as a PDC.

Machine Name = DREWPDC
Domain Name = DREWNET

Installed Components

Accessibility Options (ALL)

Accessories (ALL)

Games (ALL)

Multimedia (ALL)

Windows Messaging (NOT INSTALLED)

Network Components

IIS (NOT INSTALLED)
Bay Networks NETGEAR FA310TX F/E Adapter

Network Protocols

TCP/IP

Services Installed

RPC Configuration
NetBios Interface
Workstation Service
Server Service

After NT Server was installed with Service Pack 1
I also installed the following applications:

Winzip 8.0
Snag-1t 5.0
Windows NT 4.0 Resource Kit Supplement 4

© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.



Changing the Default Viewing Options Page 2

The initial viewing options in NT hides the following
files: .dll, .sys, .vxd, .386, .drv, and .pnf files. These
initial options also hide extensions for know file types,

L, My Computer =] E3

Toclbar such as .bat, .txt, .htm, .rtf, .doc, .exe, etc. This
< lslivs e represents a security risk since an attacker can hide rogue
Large lcons code under a known file extension.
S Control | Small lcons
A F,E':t;l ® List From the My Computer window choose View =
= D etail i
8L (il Details Options.
Amange [cons  # . . .
iz e g Once the Options Menu is open select the View Tab.
Changes th Refresh
Options...
Options This is the default configuration

for the viewing options after
| | installing NT from the Options
_ -> View Tab.

H IR

B

Al
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Page 3

Change the default viewing options

: to:
Folder “iew | File T}Ipesl
— Hidden filez: 1. Show All Files
& Show al fi 2. Display Full Path In Title Bar
~ o Dw_a = 3. Display Compress Files and
Hide files of these bypes: Folders with alternate color.
Hidden Files

DLL  [Application Extension]
S5 [System file]
MDD File]

386 Mirtual device driver]
(NI =1 IMeawvire driver]

While the first two are mandatory
changes, the display of compressed
files in a different color is optional. 1
do it so that I can easily differentiate
between compressed and
uncompressed files.

H BN

¥ Display the full path in the title bar

[™ Hide file gxtensions for known file tpes

¥ Display compressed files and folders with alternate colot

k. I Cancel Apply
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Installing the Latest Service Pack Page 4

A service pack is group of various patches and updates for Microsoft Windows NT. The service
pack bundles various hotfixes and updates so that they can be applied all at once to a specific
system, rather than one at a time.

Service Packs can be downloaded from http://www.microsoft.com/downloads. = When
downloading SP6A, which is the latest Service Pack available for Windows NT, you have the
option of updating your existing Service Pack or downloading a compressed full version for
deployment to multiple systems. I downloaded the full version so that I can script the install.

As with any new update for Windows NT, Service Packs should be tested on an independent
system away from your production environment. This way if there are any issue with the SP
they will be discovered in testing rather than running the risk of adversely affecting your test
environment.

Installing the Service Pack

For this installation of Service Pack 6a I copied the SP (about 35 MB) to a directory on my D:
drive called sp6a_128. From this directory I can write a script to install SP6a in various modes.
You can launch the executable and do a standard install where you can choose to back up your
old files (in case you need to roll back).

To view the modes for installing the Service Pack follow the steps listed below:
1. Open a command prompt from the RUN menu
2. Move to the directory where the service pack executable is located.
3. Once in that directory type the following:

(executable name) /?

The service pack will expand in a temp directory and you will see the following:

e CAWINNTASystem32\cmd. exe

D:vspba_128>dir Windows NT Service Pack Setup
Uolume in drive D has
Uolume Serial Humber i UFDATE [-u] [-f] [-n] [-o] [-2] [-q]

. -u Unattended mode
Directory of D:sspba_1 -f Force ather apps to cloge at shutdown

. -t Do not backup files far uninstall
gi;g%;gg g%:gga k -0 Owenarite OEM files without prompting
At 11 788 37;373 -anﬂDHemmtwhmﬂngdbhmﬂscumﬂﬂe
1 File<s -g Quiet mode -- no uzer interaction

D:isspba_128>=pbild86 7
D:ivspba_1282>
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Page 5

After running the executable with the “/?” switch you have the following options of installing

the service pack.

-u Unattended mode

-f Force other apps to close at shutdown

-n Do backup files for uninstall

-0 Overwrite OEM files without prompting

-z Do not reboot when installation is complete
-q Quiet Mode — no user interaction

Using these various switches from the command prompt I will install the Service Pack in Quiet

Mode (-q), without backing up the files for uninstall (-n).

Ma C-AWINNTASystem32%cmd. exe

Disspba_128>dir
Uolume in drive D has no lahbhel.
Uolume Serial Mumber iz BHG6F-6520H

Directory of D:isspha_128
@1.-82-99 B2:58a <DIR>
A1-82-99 BZ:58a <DIR> .-
Bo-11-808 B@7:37p 35,725, 784 SP6I386_EXE
3 File<s> 35.725.784 bytes
4,.812.36%7.928 hytes free
Disspba_128>=pbild86 7

Disspba_128>=zpbild86 —g —n

After the machine reboots you can verify the Service Pack in the registry by using Regedt32 and

going to the following registry value

HIVE HKEY LOCAL MACHINE

KEY \Software\Microsoft\Windows NT\CurrentVersion

Value Name CSDVersion

Value Type REG_SZ

Value Data Service Pack X (X being the service pack version installed)
© SANS Institute 2000 - 2002 As part of GIAC practical repository.
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A view of the Registry for this value should look similar to the following graphic:

= HKEY_LOCAL_MACHINE on Local Machir-

— 3 Lanmaniorkstation
G0 Nepa

— 3 MetBIOS

— G0 MetBT

— 3 NetDDE

—C Qle

— 30 05/2 Subsystem for N

— B3 Protected Storage Sys

— 0 Fpc

— G RRPCLOCATOR b
— 1 Secure

— 3 SystemCertificatas

G0 Tepip

— & TopipCl

— G0 Windows

— 0 Windows Messaging &

— &= Windows NT

Currentversion

£1 AeDebug =
e T i ST 1) TS I N
1| [ v

CSD‘V’eramn REG_S5Z: Service Pack B

CurrentB ML maoer 0
CurrenfType - REG_SZ Umpru:uu:eaSDrFree
Currentversion : REG_SZ : 4.0

InstallDate : REG_DWORD : 0x365dd9539
FathMame : REG_SZ : CAWINMNT

Productld : REG_SZ : 50370111111111176918
FegisteredOrganization : REG_SZ : DREWMNET
RegisteredOwner : REG_SZ : Andrew Mielsen
software Type : REG_SZ - SYSTEM
SourcePath  BEG_SZ  EA3ER

oystemBoot: REG_SZ - CAWAINMNT

In this case you can see that Service Pack 6 has installed correctly.

Remember that when you

change the configuration of your server (the server configuration changes when a service pack or
hotfix is applied), such as installing services from the original NT 4 CD, you will have to reapply
the service pack and all subsequent hotfixes.

© SANS Institute 2000 - 2002
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Installing IE 5.01 Page 7

After installing the Service Pack successfully I like to install IE 5.01. I use the version from the
March 2000 MSDN CD (Disc 20) which contains IE 5.01 and two patches. The patches are the
schannel.dll and Server-Side Page Reference Redirect Vulnerability. Since we already
installed Service Pack 6a the schannel.dll has already been updated, but you will still have to
install the Server-Side Page Reference Redirect Vulnerability. We can install that when we
script and install numerous hot fixes later in the paper.

To date I have not been able to find the entire IE 5.01 75MB executable anywhere on
Microsoft’s website. When installing NT Server I keep IE 5.01 on a cd. If you do not have
access to MSDN you can install IE 4.01 which can be found on the Service Pack 4 distribution,
or on NT 4.0 Option Pack. Once you have installed IE 4.01 you can download a host of fixes
as well as IE 5.01 from Microsoft at http:/windowsupdate.microsoft.com,
http://www.microsoft.com/NTServer/all/downloads.asp, or http://www.microsoft.com/ie.

/2 Welcome to the Internet Explorer Home Page! - Microsoft Internet Explorer

J File Edit ‘iew Favorites Tools Help

J aBack » = - &) it | ‘Qisearch [&]Favorites £ 4History ||%v =h

J Address @ kb S ey, microsoft, comwindows fief/default. htm

8 Micresoft Windows Technologies All Products Support |

Windows Home Pages | Download | Support |

Search | rmicrasoft.com Guide

r
1

It works faster to save you time

MNew to the Net?
Web enthusiast?

I Intermet Explorer Home

Wz RLhibligl L]

et “do qtuff. Building a business?
Web Accessories faster Today's Highlights
Reviews

Download Mo
System Requirements International D loads
Business Order the CD t

Developers

Internet Service Providers Download Internet Explorer
5.01--the newest version of
Internet Explorer with S6-bit

Intermational Sites

Security Advisor encryption! Internet Explorer 5.01
naot only displays Web pages ;I
|@ ikt f e, microsoft, comfwindows/fiefdownload)al, htm?bShowPage |_|_|ﬂ Internet 4

While this site lets you download the 56 bit encryption version, after you install the IE 5.01 then
go to http://www.microsoft.com/windows/ie/download/128bit/intro.htm to download the 128 bit
High Encryption Pack for IE 5.01. Install the update and your done with IE 5.01 for now.
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Installing the Microsoft Security Configuration Editor Page 8

The Microsoft Security Configuration Editor is a great tool from Microsoft to define security
templates, compare current machine security settings against pre-canned or custom define
templates, and configure current machine setting to match those templates. The MS SCE can be
obtained from Service Pack 4.0 or from http://www.microsoft.com/download. Since this tool is
originally designed as a Windows 2000 utility, it is a good idea to get some experience with it on
NT 4 so your transition to Windows 2000 Security Configurations will be that much easier.

After installing the MS SCE from Service Pack 4 you have to add the Security Configuration
Editor as a snap-in to the Microsoft Management Console.

From the a command prompt launch the MMC:

Start 2 Run = mmc

From the Console Menu select Add/Remove Snap-In

From the Add/Remove Snap-In click Add to open the Add Standalone Snap-in
Select Security Configuration Manager then click OK

Click OK again

S

T Hicipzof Hensqem=nt Cancale - [HMC | - Coniode Mook]

Iﬁj Cawaz wisdwy Hep =12 =
all'I::b'l P A AT = e we 5 nap-in i 3 |
I

PR | 4 4 Ciandalons Snap-in

IS G5 R

F Ca MO Aysane Sharca s Drands

i Fo e

.ﬁﬁrrn". “rrhn

_ |1 Lirk ;2w zaaddees
EH:W::\' a3 —oned

' T iy 2o g Mansgen

=5

D= iciplion
L Socupin Caqdgrabon Edocis a ssovd chvc B2 arapr ik
o=l b gy b A 0 sy arlepaslon b

I¥ I V| |

11F. I TR | I

Sralp &

© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.



Page 9
After installing this Snap-In you will be able to configure the following:

Password Policy

Account Lockout Policy

Audit Policy

User Rights Assignment

Event Logs Settings

Group Membership

System Services Options

Registry Values

Registry Permissions and Auditing

NTEFS Folder/File Permissions and Auditing

If you want to compare your current system configuration to a pre-defined security configuration
you may do so in the following graphic:

Ti Hicrcaodt Hanagement Corecle [HHO Coencbe Acot Securioe Caonfquralion HarageriDataboc: C: VW INKTA S cowi.. [ E3

B Ciads 2dwue —do =3 =]

ENE = T
| = an =i || @ 2 2@

[ a0 e Al ankue | Coaied Cort umain | Anaizec o len T, |
HDGE:'IH Ca i istior daeger E'l LIRS RTERF N TR IV W AR S BT T IF sz B
= r LY - L . LI - . - - -

'T- .-.:I:l:-e..-a- II-::"IH IT 0 b b st o s E'-"j Ve Tmenooid A e 42 10w

bos il 1 LT - arT AN AT L g Jua,s

: : El'g . 2Ll wimma Sacan o wngl Flam: Ak - a1

cocuklochotl "o : .

oo -4 L:-c: Tcicar 4 Tesgacrci ke conp eel, =, [oeb=d - sablad

1 " 21 5o s Icea o chargs paremad  Leakcd - aabicd

H ] Pl

Which security configuration is right for you? This would depend on the type of environment in
which you are operating. If you are in a highly secure facility hisecde4 might be the best. If you
work in a low security environment basicde4 might be acceptable. Create a security
configuration that works the best for you and then test it on a system away from your production
environment.

When you get a configuration that is acceptable and you would like to deploy it to multiple
systems, you can use the command line utility SECEDIT to map a drive and apply the policy via
batch files, System Policy, etc.

Making changes to you security configuration has the possibility of adversely affecting your
production environment so test, test, test!
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Installing the Latest Patches Page 10

As with Service Packs in Windows NT, so are the regularly and irregularly released patches and

updates for various Microsoft products such as the OS, Internet Explorer, and various Security
Patches.

BEFORE INSTALLING ANY HOTFIX OR UPDATE ON A PRODUCTION SYSTEM
MAKE SURE THAT IT HAS BEEN THOROUGHLY TESTED ON A NON-
PRODUCTION SYSTEM.

One of the most annoying things about tracking down patches from Microsoft is a lack of a
central distribution points from which to obtain these patches.

[ usually use the following URL’s to obtain patches:
http://windowsupdate.microsoft.com

http://www.microsoft.com/NTServer/all/downloads.asp
http://www.microsoft.com/downloads

One of the best single sources of Hot Fixes and Services Packs that Microsoft has available is at:

http://www.microsoft.com/technet/support/sp.asp

One thing that I absolute recommend if you want to stay on top of the latest security patches is
subscribing to Microsoft’s Security Bulletin Service at:

http://www.microsoft.com/technet/security/notify.asp

The rule of thumb with hot fixes and updates is that you should only install them if you are
having the problem the hot fix fixes. Once you have downloaded the go to the location and type
the name of the executable followed by “/?”. This will give you a list of switches as seen below.

Ma CAWINNT \System32icmd exe BslE

Microsoft<{R> Windows NT<{TH>
CC» Copyright 1985%-17%6 Microsoft Corp.

Gowds

:n>ed hotfixes wWindows NT Hotfix Setup

shotfixesrg246874 A7
HOTFE [-] [f] [-n] [-2] [-q] [-m] [-]
sshotfixes »g2524631 77 -u Perfarm uninztall [only with Amoor /g)
-f Force apps clozed at shutdown

D
D
D
D:vhotfixes> -n Do not create uninstall directorny

-z Do ot reboot when update completes
-g Quiet Mode -- no uzer interface

-m Unattended mode

-| List installed hotfizes

© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.



Page 11

These switches, which are similar to the switches that we saw in the Service Pack section of this
document, can be useful for scripting numerous hotfixes at one time in a batch file. However,
there are a couple of things that you should be aware before installing a hotfix.

You should always test any hotfix before installing it on a production system.

Different patches and hotfixes have different switches. Make sure you are aware of all
the switches for a particular hotfix before installing or scripting an install of the patch.

When I want to install a group of hotfixes I script them. The following is an example of script
that will install a group of hotfixes from a folder called "hotfixes" on the D drive.

cd

d:

cd hotfixes
Q2498631.exe /q/n /z
Q2499731.exe /q/n /z
Q2524631.exe/q/n /z
Q2578701.exe /q /n

When this script runs it will run all fixes in quiet mode. It will not back up old files and will not
reboot the system until after it finishes Q2578701.exe.

I usually run this script with a Service Pack ahead of all the scripts. Take some time to play with
Hotfix and Service Pack scripting and find out what works for you.

© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.



Encrypting the Sam Database with Syskey Page 12

Due to the increase of utilities that can access the password hashes of the SAM database, you can
put a second layer of encryption for the LanManager and MD4 hashes of the SAM. If you have
installed Service Pack 3 or later, you can run Syskey which will provide this second layer of
encryption.

From the run command type: syskey.

Run k |

Type the name of a program, folder, or document, and
Windaws will aper it Far pau.

=~

¥ | B it Separate M eman Space

] 4 I Cancel | Browse. .. |

By default Encryption disabled is the default.

Securing the Windows NT Account Databaze |

Thiz taol will allaw pou ta configure the Accounts
[ atabaze to enat&:dditinnal enciyptian, further
protecting the datidaze from compromise.

Once enabled, thiz encrpption cannot be
dizabled.

™ Enciyption Enabled

] 4 I Cancel [pdate

When you check Encryption Enabled you get a warning message telling you that once you
enable the Syskey encryption, it cannot be disabled. Before you go on, you should have a
current RDISK available. If you don’t, cancel out of this operation and update your RDISK set.

Securing the Windows NT Account Database %]

& Once encryption iz enabled. it cannot be dizabled. Make sure you have a current Emergency Repair Dizk before

continuing.

& Encryption Enabled

(] | Cancel | I pdate
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Account Database Key

i~ Pazeword Startup

Account Databasze Keyp E

~{" Pazsword Startup

Hequires a passward o be entered dunhg syeien
stark,

Eassmnnd I

(Bt I

~{% System Generated Password

™ Store Startup Key on Floppy Disk

Fequirez a floppy dizk to be inserted during
suztemn start.

" Stare Startup Key Locallg

Stores a key as part of the operating spstem,
and na interaction iz required during system
start.

Cancel

o |

NS

Hequires & pasaward bobe entered durmg epstent
sharfy

Eazswinnd I

Success

@ The Account Databaze Startup Key waz changed.

© SANS Institute 2000 - 2002
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Page 13

Once you have verified or created
a good RDISK, then you need to
make a decision where to store
the encryption key for the
SYSKEY operation.

If you store the StartUp key on a
floppy and the server goes down
or needs to be restarted you must
have the floppy with the key
available. If you choose this
option you need to make sure that
you properly archive this disk. If
the disk becomes corrupt, you
will not be able to boot the
system.

If you store the key locally, then
there is no interaction, such as a
floppy, to start the computer.

Click OK to SYSKEY the SAM.

Once the process has completed, as seen
in the graphic to the left, click OK.

Once you click OK, restart the system.

Once the system has been restarted and
you have logged on, go to the Run
command and type SYSKEY. The
Securing the Windows NT Account
Database Windows appears and the
Encryption Enabled radio button is filled,
while the Encryption Disabled radio
Button and text is grayed out.

SYSKEY is now enabled.

Author retains full rights.



Enforcing Strong Passwords with Passfilt.dll Page 14
In order to strengthen passwords, Microsoft provides Passfilt.dll. Passfilt enforces a minimum
of six character passwords, does not contain any part of the users full name, and contains at least
three out of the four of the following characters:

Numbers
Non-alphanumeric symbols
Uppercase Letters
Lowercase Letters

&0 C:VWIKM T \apstcmad I Passfilt.dll can be found in
Flz Edi Yiew Fep s the %systemroot%\system32
|i| Azirh-pppicf =] oke2dizp dI % Opznzlz2 di Fermiens directory.

=] -~ upet i %.—.h:-m: dl i [T o] et 11 -

Jzrenple il ] Ole22 -l Flo:2:re 040 Ferleiz.dl

Zizdwd0Z.dl E Olcacs.dl Flozrsz e EI pifh0E o

%] —1mnndll Al %Illmrr.lr. dl F b ink 0| petbnn -y

%) i 0] O | Qleand =2 F| pPaadoe el Fe o ex=

EI Sift00.zl a oleclizl ﬁ'pscf-a:a'.e-ﬁ ﬂ' (=] ey o

|E] =izksd 11 Al %nhr]il}' -l perase b |£| nilrrg Al

Ly [RE [t | O | Qlleasype 32| & p=rin=p dl SRy e

8] <idbv 00,41 =] Oladi.dl pian I

[+] zizeqdic.dl =] Qlepiaz2 dI [+] plustab |

|'3:| AL || "i:'l b=zl |ﬂ-'| prsp.dl

[#] =i.i102.d1 =] aker3e Farle.czl

et | ] Qlet-1:22 dI o [T

; 4
[1 ~hH 5] amlmroed | ¢RI -

Once you verify that Passfilt.dll is in your %systemroot%)\system32, open regedt32 from the
Run menu and go to HKLM\CurrentControlSet\Control\LSA. In the right window you will
see the following value for Notification Packages.

| HEEY_LOCAL_MACHIMNE on Local Machine

ol | C;I Authtantication Packages : REG_MULTI_SZ : msw1_0
Bounds : REG_BIMNARY - 0030 0000 00 20 0000
Motification Packages : REG_MULTI_SZ : FPNWCLNT

Author retains full rights.
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Page 15

Double Click the Notification Packages Value and change the data to the following:

Multi-S tring E ditor |
Drata:
PASSFILT =

k. I Cancel Help |

After verifying that the data value has changed close regedt32 and reboot your system.
Once the system has restarted and you have logged on go to:
Start->Programs—> Administrative Tools—=> User Manager for Domains.

Once User Manager is open go to the Account Policy menu.

i User Manager - DREWHNET [_ (O] x|

Uzer Yiew NS Optionz  Help

Usernamem i

: i UserRights . Euilt-in account for adk
Audi... Built-in account for gud
Truzt Relationzhips... M WWho Cares

|
Groups Description
Account Operatars bembers can administer domain user and gro &
Administrators bembers can fully administer the computer/dc__
Backup Operators bembers can bypass file security to back up
Damain Admins Designated administratars of the domain
Dl Ciie et Ml Ao s e Fi

Here is the interesting thing about Passfilt. It does not turn on its password strengthening until
you activate Minimum Password Length. From this Account Policy menu you can also edit the
following settings:

Maximum Password Age
Minimum Password Age
Minimum Password Length

© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.



Page 16

Password Uniqueness
Account Lockout Policy
Account Lockout Duration

fAwecount Policy

erean L1 IWE iz

|'mzsmnid | eshecoinns | =y |
anmun Fa=wod. e M nirum Faz=word foe

' Fazzvword oeor Susice £ llow Changes Irmezizhek Len |
" Expiiey ||| dz % Lo~ e albova Chariges |r|| 1 F [,

sinimm "asaver= | st - I arseaned | -mu=n=ss

i Fermik Blzns Pezzazid " Dokoot Fezp Fassword 4 2iow

e .M_r.-.'.ll li E: ‘hana=he O Ur:'n-rrh-ll b I (LR F

. bn=ronaw et

ezl [zoeosk

I rickril mlbe | | 3: b non- Akt

| mems rmna-t =l=r 1 : e
T ST Y TS
£ Fomewe Concd aziis unlocks)

LCHN T TS | 1] %mhuss

b Forcizly cizoonnect iemzha wss for secvel wheh 12gom hours sepie

ey ey e g Ry = e gy

These settings and others can be configured with the Microsoft Security
Configuration Editor.

Once the you have activated the aforementioned settings create a user account and
set the password to “sans” with no quotes. If Passfilt is working you will get the
following message:

Wzer Manager for D omaine E3
o

e Thz fzloa kg cor ozc.mzd changing the Ziozelizs of the oo Tox

Thz pasrvan - g by p=u b oineedad.
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Other Good Practices to Securing Windows NT Page 17

Protecting the Administrator Account

Enable Administrator Account Lockout with the Passprop utility from the ResKit
Use strong passwords with extended ASCII characters

Remove “Log On Over Network Right” from the admin user rights

Rename to the administrator to something non-descript

Create a “honeypot” administrator account that has no rights, but is extensively logged

Disable The Guest

Make sure that the Guest account is disabled
Rename the Guest Account
Create a “honeypot” administrator account that has no rights, but is extensively logged

NTLM v2 Authentication

NTLM is a challenge/response protocol used by Windows NT to that passwords are not sent over
the wire. The encryption algorithms used in vl were the same MD-4 and LanManager of the
SAM. This made it easy to crack the password on the wire with such tools as LOpht Crack.
With Service Pack 4 NTLM v2 updated NTLM vl. NTLM v2 uses MD-5 and 128 Bit password
keys.

In order to enable NTLM v2 go the following registry hive

HIVE HKEY LOCAL MACHINE

KEY \System\CurrentControl Set\Control\Lsa

Value Name Lmcompatibilitylevel

Value Type REG DWORD

Value Data 0 to 5 (Level 0-3 for Clients) (Level 4-5 for DC’s)

Level 0 This is the default behavior. NTLM v2 is not enabled.

Level 1 The user’s computer will attempt to negotiate NTLM v2 with the domain
controller. Ifthe attempt is unsuccessful the negotiation will revert to Level 0
Authentication.

Level 2 The user’s computer will only NT authentication (MD4). All DC’s must be
upgraded to SP4.

Level 3 The user’s computer will only authenticate with NTLM v2. Server running

Win9x, Win for Workgroups, and WinNT SP3 can still be accessed as long as
DC’s are running SP4 or higher.

Level 4 Set this on a DC when you only want to use MD4 and NTLM v2 clients. L.E. the
clients must be Windows NT.
Level 5 Set this on a DC when you only want to use NTLM v2. All clients must be

WiNT with SP4 or later installed.
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Preventing Null Sessions from Listing Usernames
A hacker can use null sessions that can be used to get a list of user accounts from the registry.
Since NT uses null sessions in place of username and passwords when accessing resources, etc.

they are a source of security holes.

**Since restricting null sessions has the possibility of breaking certain network services, it is
important to test this registry edit on a non-production system.**

In order to stop Null Sessions from listing these usernames make the following registry edit.

HIVE HKEY LOCAL MACHINE

KEY \System\CurrentControlSet\Control\Lsa
Value Name RestrictAnonymous

Value Type REG DWORD

Value Data 1

There are also other registry hacks where you can Restrict Null Session, Share Access and
Named Pipes. The registry hacks are as follows for Shares and Named Pipes respectively:

There are two hacks for Null Session Share Access: RestrictNullSessionAccess and
NullSessionAccess. The RestrictNullSessionAccess value restricts access to all shares.

HIVE HKEY LOCAL MACHINE

KEY \System\CurrentControlSet\Control\Services\LanmanServer\Parameters
Value Name RestrictNullSessAccess

Value Type REG DWORD

Value Data 1

When RestrictNullSessionAccess is equal to 1, Null Session users cannot access any share,
even those shared to the Everyone Group. If there are shares that you would like to allow Null
Session users to access to then use the following hack:

HIVE HKEY LOCAL MACHINE

KEY \System\CurrentControlSet\Control\Services\LanmanServer\Parameters
Value Name NullSessionAccess

Value Type REG DWORD

Value Data <sharenames — do not use UNC or full drive path>

If you would like to control Null Session access to named pipes use the following registry hack.
This hack works in conjunction with the RestrictNullSessionAccess registry key.

HIVE HKEY LOCAL MACHINE

KEY \System\CurrentControlSet\Control\Services\LanmanServer\Parameters
Value Name NullSessionPipes

Value Type REG DWORD

Value Data <list of one or more named pipes>
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Securing the Net Logon Channel

With Service Pack 4 the NetLogon Channel data can be encrypted and digitally signed for
integrity.

Use regedt to go to the following registry entry

HIVE HKEY LOCAL MACHINE

KEY \System\CurrentControlSet\Services\Netlogon\Parameters

Value Name SignSecureChannel, SealSecureChannel, or RequireSignoOrSeal
Value Type REG DWORD

Value Data 1

You have three options for value names: SignSecureChannel, SealSecureChannel, or
RequireSignoOrSeal.

SignSecureChannel =~ When the value for SignSecureChannel is set to 1, all outgoing
NetLogon Channel packet are signed for integrity checking.

SealSecureChannel =~ When the value for SealSecureChannel is set to 1, all outgoing
NetLogon Channel packets will be encrypted, as well as digitally
signed.

RequireSignoOrSeal When the value for RequireSignOrSeal is set to 1, all outgoing
NetLogon Channel traffic must be digitally signed, but has the
option of being encrypted. These options of digital signature and
encryption are negotiated between systems. If one of the two
systems does not support either option the connection will fail.
Only do this if all DC’s have been upgraded to SP4 or later. This
also included DC’s in trusted domains.
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Once you have completed the previous step in this paper it is time to preserve what has been
done.

One of the things that has been taken for granted is the creation of the Emergency Repair Disk
and the backing up of the SAM Database. I know a lot of System Administrators who either get
too busy or simply forget to create ERD Disks. When systems go down this can equate to
disaster.

To create an ERD disk go the Run menu and type: rdisk. You will get the following menu.

e Fiepair Diek Uity

o
Th wike pdatzs the cpailinfzmation zavcd Ao oo irskaled the seeicm. and
Ll=d.ens A1 2 n=igericy, Hepan dive, e nom n=hoen s Coved oo o o

book=b e zxlew b cs2e of fale ~his wilike should nzk ce wkes az = backup ool

‘Updatz Fepar Iwiod]  Creotz Repar Cilk Exi | Edp

From this menu you can create a new Emergency Repair Disk, as well as update an existing one.
However, running the standard RDISK does not give you a copy of the SAM on a floppy disk.
It only gives you two accounts in the SAM, the original Administrator account and password
from the original install of NT, which may have been changed.

If you want a copy of the you can RDISK /S switch which will copy the SAM to the ERD.

Another option that might work better is using RDISK with the following switches:

Run K
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Opsn (32 5K 4. =
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Using the “Rdisk /S-*“ runs Rdisk in quiet mode with no dialogue boxes and does not copy the
SAM to a floppy. However it will copy the SAM to: %systemroot%\winnt\repair.

Since it is important to keep a recent copy of the SAM and important system files, I have written

the following batch file which will run Rdisk /S- and then copy them to a folder with all their
existing attributes in a folder on a separate partition:
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The batch file is as follows:

rdisk /s-
cd\%systemroot%
xcopy repair D:\rdiskbak /D /A /H /K

Once these files are copied to the new directory they can be backed up on tape or other device in
preparation for a recovery.

Some other notes for Emergency Repair Disks:

If you are using Service Pack 6, you will have to copy the Setupdd.sys from the Service
Pack to disk 2 of the WINNT setup disks

ERD Disks should be archived just as back up tapes are archived on a regular basis

ERD Disks should be protect with measure in effect to control physical access to the disk,

as well as the appropriate NTFS permissions be applied to the %systemroot%\repair
folder.
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Sources Cited and Links Page 22
The material in this paper was compiled from Windows NT Security: Step-by-Step written by
Jason Fossen and Jesper Johansson. The curriculum in this text was delivered from Thrusday
May 11" — 13" at the Double Tree Hotel in San Jose, CA.

Microsoft Security Bulletin Service can be obtained at:

http://www.microsoft.com/technet/security/notify.asp

Microsoft Service Packs and Hotfixes can be obtained at:

http://www.microsoft.com/technet/support/sp.asp

LOpht is a trademark of LOpht Heavy Industries

Microsoft Windows, Windows NT, SCE, and all other references to Microsoft are a trademark of
the Microsoft Corporation.

All other manufacturers referenced in this document reserve their own copyrights and trademarks
respectively.

All screen captures in this document were made with Snag-It 32 v 5.01 which can be obtained at:

http://www.techsmith.com/products/snagit/default.asp
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