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. INTRODUCTION:

The Role of Group Policy

Group Policy is a key management feature of Windows 2000 Server Operating System
(OS) which provides for centralized security configuration and management of Windows
2000 servers and clients in a domain environment. It is no news to system
administartors that both Windows NT and Windows 2000 are notoriously full of
vulnerabilities that can place an organization at risk. While in Windows NT most of the
security settings were done manually using registry edits, Windows 2000 has policy
based security settings which can be defined in the Local Security Policy or assigned by
Group Policy. This can prove to be an invaluable tool to administrators trying to secure
their Windows 2000 environments. Used in conjuction with a solid cabling
infrastructure, a secure routing policy and business policies defining acceptable use, the
desired level of security can be achieved.

Using Group Policy, specific options can be set to manage registry-based policy
settings, security settings, software installation, scripts, folder redirection, remote
installation, and Internet Explorer maintenance. It is similar, but much more powerful
than System Policy in Windows NT, as shown in the table below. These settings
contained in Group Policy objects (GPO) can be associated with Active Directory (AD)
containers, such as sites, domains, and organizational units (OUs). Each computer and
user placed in these containers receives these settings when the computer starts and
the user logs in. In this way, an administrator is assured that anyone accessing the
network will have sufficient rights while minimizing vulnerabilities inherent in the
Windows OS.

The following table lists the components of Group Policy’.

Component Description

Administrative Templates Registry based policy, known as System Policy in Windows NT® Server 4.0.
Security Settings Security settings for domains, computers and users.

Software Installation Assign or publish applications.

Internet Explorer Maintenance Administer Internet Explorer after deployment.

Scripts User logon/logoff and computer startup/shutdown.

Folder Redirection The ability to re-direct folders and files to the network.

! Microsoft Technet “Chapter 3, Managing Security with Windows 2000 Group Policy” March 2003
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Granular Application of Settings

Usually, security is based on the role of the server, workstation or user involved. For
example, a web server would require different security settings than a domain
controller, terminal server or member server. Group Policy objects applied to
servers at the domain and
organization unit can provide this
security at a granular level. Policies
can be created and applied in a
‘layered” manner so that
incrementally each server,
workstation and user has just the
right protection. This is done by
configuring multiple “templates” and
applying them in a specific order to
achieve the desired affect. Itis very
important to understand how these
policies are applied. 2

Local Policy

First is the local security policy,
followed by GPO'’s for the site, domain, parent OU and child OU. These settings are
applied sequentially and accumulate. In case of a conflict in the settings, the later
policy overides the previous setting.

Microsoft Management Console

In Windows 2000, security policies can be applied directly via the command line using
Secedit, or by using the GUI provided in the Microsoft Management Console (MMC).
Tools, called “snap-ins”, can be imported into the MMC. There are two snap-ins for
administering Group Policy: the Security Templates and the Security Configution and
Analysis Tool. These tools allow an administrator to create/edit security configuration
files, perform security analysis, graphically review the analysis results and apply the
configurations to a system(s).

Due to the powerful nature of Group Policies, Microsoft recommends several “Best
Practices” to ensure a successful implemenation:

Simplify. Users and computers will be placed in the same organizational unit. Block

2 National Security Agency “Microsoft Windows 2000 Network Architecture Guide.” March 5, 2003
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Inheritance and No Override will not be used, unless there is no other alternative.
We will avoid creating multiple GPOs with conflicting policies that apply to the same
users or computers.

Document. Group Policies will be diagramed as well as documented in writing.

Test. A test server on a test network will be setup to make sure new policies are
working properly.

Templates and Checklists

Templates are files containing security settings. To help administators, Microsoft
developed sample templates for automating and enforcing a consistent security policy
across the organization. They reside in the %SystemRoot%\Inf folder. These
templates contain settings for domains, various server roles and workstations that can
be customized and imported into Group Policies or applied directly using Secedit.exe.
This allows the Administrator centralized control over the security needs of the

organization and is a major time saving tool! Some of the templates provided include: *

Role Description Security Template
Windows 2000 Domain Controller The Basic templates specify default security BasicDC.inf, BasicW S.inf
and Workstations settings for all security areas, with the exception of

user rights and group membership.

Windows 2000 Domain Controller The Secure templates provide increased security | SecureDC.inf, SecureWS.inf
and Workstations for areas of the operating system that are not

covered by permissions, including: increased

security settings for the account policy, auditing,

and for some well-known security-relevant registry

keys. Access Control Lists (ACLs) are not modified

by this template, because the assumption is that

default Windows 2000 security settings are in

effect.

Windows 2000 Domain Controller The Highly Secure templates are provided for HisedDC.inf, HisecW S.inf
and Workstations Windows 2000-based computers that operate in

native Windows 2000 environments only. Requires

that all network communications be digitally signed

and encrypted at a level that can only be provided

by Windows 2000. Computers configured with this

template cannot communicate with downlevel

Windows clients.

Out of the box, the templates actually applied are called Setup_Security.inf and
DC_Security.inf if the server is a Domain Controller. These templates can be life savers
if something goes wrong when building and applying advanced settings to Domain
Controllers and Servers. Thorough testing in a non-production environment is strongly
recommended.

% National Security Agency “Guide to Securing Microsoft Windows 2000 Group Policy”, March 5, 2003

* Microsoft Technet #Q309689 “HOW TO: Apply Predefined Security Templates in Windows 20007,
October 26, 2002
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The National Secrutiy Agency (NSA) and National Institue have also developed and
distributed configuration templates for Microsoft Windows 2000 OS. These templates
reflect the cooperation and input of other government agencies and industry partners
who provided their expertise and extensive technical review. The templates available
from NSA for Windows 2000 are: °

Roles Description Security Template
Windows 2000 Domain Controller, Default W2K_DC.inf, W2K_Server.inf and
Servers and Workstations W2K_Workstation.inf
Windows 2000 Member Servers Enhanced security settings for Domain Controllers, W2K_Server.inf
Member Servers and Workstations
Windows 2000 Professional Enhanced settings for workstations. W2K_Workstation.inf
Windows 2000 Domain Enhanced account policy settings to be applied in |W2K_Domain.inf

a Domain-level Group Policy Object

The National Institute of Standards and Technology (NIST) has also developed
templates in conjuction with the NSA, DISA, CIS, and SANS. The NSA and NIST
templates offer a much higher degree of security than currently offered in Microsoft
templates. Specifically, the Microsoft templates do not try to define File System,
Registry, Kerberos or User Rights Assignment. The following screen shows some of
the default settings of Microsofts hisecdc.inf policy.

> National Security Agency “Guide to Securing Microsoft Windows 2000 Group Policy.” March 5, 2003
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| Database Setting

P.dditienal restrictions For anonymaus conn,..
Aallow server operators to schedule tasks (...
rﬁ.llew system ko be shut down without havi, .
.ﬁ.llewed to eject removable NTFS media
.ﬁ.meunt of idle time required before discan. .,
P.udit the access of global syskem objects
.ﬁ.udit use of Backup and Restore priviede
.ﬁ.utematically log off users when lagon tim...
.ﬁ.utematically log off users when lagon tim...

Clear virtual memory pagefile when system...,

Digitallv sign dlienk communication {always)
Digitallv sign clienk communication (when p...
Digitallv sign server communication {ahways)
Digitallv sign server communication {when ...
Disable CTRL+ALTHDEL requirement for lo...
De not display last user name in logon screen
LP.N Manager Authentication Level
Message ket Fiar users atbempting bo log on
Message title For users attempting to log on

Prevent system maintenance of computer ...
Prevent users from instaling prinker drivers
Prernpt user ta change passwaord before e...

Recever\; Console: Allow automatic adminis...

Recever\; Console: Allow Floppy copy and ...
Rename administrator accounk
Rename quest account

Restrict CD-ROM access o locally logged-o...

Restrict floppy access to locally logged-on ..

Secure channel; Digitally encrypt o sign se...
Secure channel; Digitally encrypt secure ch...
Secure channel; Digitally sign secure chann...

Secure channel: Require strong (Windows ..,

Send unencryphed password to connect ko L.
Shut down system immediately if unable ta ...

Smart card remorval behavior

[ hvamnbhan daf ik marmiccinne of alah sl o

[Mhumber of previous logans to cache (in cas...

Mo access without explicit an,.
Disabled

Disabled

Administrators

15 minutes

Disabled

Disabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Disabled

Enabled

Send MTLMyZ response anlylr,

10 lagons
Disabled
Enabled

14 days
Disabled
Disabled
Mak defined
Mat defined
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Disabled
Disabled

Force Logoff
Frahlad

F'.ccess this computer from the netwark
F'.ct as part of the operaing system
Add workstations to domain

Back up files and diectaries

Bypass traverse checking

Change the systam time

Create a pagefile

Create a token object

Create permanent shared objects
Diehig programs

Deny arress to this computer from the netwark
Deny logon as a batch job

Deny logon as a service

Dty logon locally

Enable compuker and user accounts bo be trusked For delegation
Ferce shutdown fram a remote system
Generate security audis

Increase quotas

Increase scheduling priority

Load and unload device drivers

Lock pages in memary

Leg on as a batch job

Leg 0n &s a service

Log on locally

Manage auditing and security log
Modify Firmnware environment values
Profile single process

Prefile system performance
Remove compuker from docking station
Replace a process level boken
Restere files and directaries

Shiut down the system

Synchrenize directory service data
Take ownership of files or other objects

Therefore, the NSA templates will be used here bacause:
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of the broadness and depth of the security applied
the school is directed by law to provide a safe computing environment for

students

these templates are derived from a culmination of input from corporate,
government and security specialists.

they include extensive file system, registry and user rights.
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hlot defined
Mot defined
Mot defined
Mot defined
Mot defined
hlot defined
Mot defined
Mot defined
Mot defined
Mot defined
hlot defined
Mot defined
Mot defined
Mot defined
Mot defined
hlot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
hlot defined
Mot defined
Mot defined
Mot defined
Mot defined
hlot defined
Mot defined
Mot defined
Mot defined
Mot defined

Author retains full rights.



Recommended Checklist

A server can be returned to it’s original configuration by reapplying Microsoft’s
Setup_Security.inf and DC_Security.inf. However, this is not an absolute. Great care
should always be taken when applying templates because a misconfiguration can
render a system unusable. Here is a list of guidelines recommended by the NSA when
applying templates: °

Understand the warnings and problems that can occur. The templates make
changes to the server's registry and file system. Starting in a test environment is
highly recommended.

Make a backup of the system.

Apply the latest service packs and desired critical updates for your server
software.

Review the templates thoroughly and determine which best suits the
requirements of your organization. Pay special attention to warnings about
certain settings that could adversley affect your network.

Make copies of the templates and use them for modification and application to
your systems. Keep the original templates intact.

If using the templates provided by NSA, there are several new security options
available. To access them, you will need to download the sceregvl.inf file to your
%SystemRoot%\inf folder and run “refgvr32 scecli.dll’. (Make sure to make a
backup copy of sceregvl.inf.)

Some important security options are not set by default, but deserve your
consideration: rename the Guest and Administrator accounts, and logon
banners.

Il. DESCRIPTION:

Existing Network Design and Security

An all boys high school had a network of aging Windows NT 4.0 Servers on three
separate domains (student, faculty and administation) and two separate cable plants
(student & faculty/admin). Separate networks were created to meet the growing needs
of each area. Yet, due to the lack of centralized standards, there was no forethought or
regard given to sharing resources or elimating redundancies. The only consensus
between the administrators of these networks was to ensure security of sensitive data
by keeping the students off the faculty/admin networks. Thus, the separate cable plants
were used.

® National Security Agency “Guide to Securing Microsoft Windows 2000 Group Policy.” March 5, 2003
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The faculty network consisted of one Windows NT 4.0 Server (PDC) on a cable plant
that linked 40 Windows NT workstations in teacher offices. It was used primarily to
store data in personal folders, share printers and access a program called “Grade
Book™. There were no groups, login scripts or security policies being utilized. Teachers
were not required to change their passwords.

The administration network had 3 Windows NT Servers on a cable plant with 35 PCs
running Windows 9x. The PDC was mainly used for file and print sharing, one BDC ran
the MAS 90 accounting system and another BDC ran an Oracle database. A custom
application was created in Oracle for tracking Student and Alumi information including
grades, progress reports, attendance, donations and giving histories. In order to give
the faculty access to enter data, a cable was run to link the two networks and a two way
trust was setup between the Admin & Faculty domains. Groups and login scripts were
utilized to limit access to sensitive financial data.

The student domain contained three Windows NT servers, one PDC and two BDCs.
The cable plant connected over 300 PCs in classrooms, running Windows NT, 2000
and several Windows 9x. This network was used by the students to store homework
and classroom assignments. Each student had an NTFS secured personal folder
where they were allowed to save 10MB of data. Disk quotas were handled a product
called “Quota Manager” by NTP Software. There were several applications installed on
the network server for science and chemistry classes that were accessed by the
students using a mapped drive provided via their personal profile. A student policy had
been created using NT's System Policy, that limited desktop access and capabilities
and provided default paths for MS Office applications. There were no login scripts, no
groups and the servers were administered by four teachers who had all been given full
administrator rights.

Eventually, teachers requested accounts to access the student network so they could
place assignments, quizes and tests in students folders. The faculty network was not
linked to the student network so teachers had to carry data on diskette to the classroom,
login in with an account on the student domain, and copy files to the student’s folders.
The teachers each had an NTFS secured folder and full rights to all the student folders.

Security Requirements and Goals

The President of the school demands a high level of external and internal security for
the network. In this environment, it will be important to provide a high level of security at
the desktop as well as at the server against these security risks:

External risks from hackers and alumni. Data to protect = alumni records, alumni
giving history and financial data.

Internal risks from student hackers. Data to protect = grades, progress reports,
attendance, student records, homework assignments, tests and exams.
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The school’s internet access is provided by the School District who provide firewall and
content filtering for all network traffic. This should reduce the risk of external attacks.

Internally, sensitive data must be protected from students, several of whom have MSCE
certification! Dispite a strict computer policy that forbids sharing of account and
password information, there have been several instances of students accessing other
students files and, in one case hacking the Administrator password.

Plan for the Student Network

To achieve this level of internal security, the following issues need to be addressed:

Security Goals

Security Solution

Ensure security of Administration and Faculty data on a single |Install Cisco switches and concentrators and implement VLANS;
cable plant with Students to reduce costs and allow centralized implement NTFS file auditing on Faculty and Administration folders.

management

Allow secure remote access for Faculty to Student grades,
progress reports

Reduce the number of serverrs to support
Higher level of authentication

More detailed auditing of system with alert notification of
possible intrusion, tampering or problems

Have fewer system administrators and restrict access to
secure areas

Tighter server security by protecting available services, file
system and registry security

Prevent students from using too much space on server hard
disks; could prevent large downloads

Lockdown Student desktops; only run approved apps; limit
disk space; no rights to install software or drivers.

Install Cisco VPN concentrator and require DES3 encryption

Consolidate number of servers to two

Configure NSA templates to NTLM authentication (will need to
retire Windows NT and 9x clients), and cached credetials

Configure NSA Auditing Policies and Event Log settings; use 3°
party tools from GFI, SolarWinds and APC

Configure NSA Restricted Group settings; keep all equipment
behind locked doors.

Configure NSA System Service, File System and Registry Policy
settings

Configure NSA Administrative Template settings for System, Quota
Policies

Configure NSA Student Workstation Policies.

The problems caused by having separate cable plants outweigh the security benefit
they offer. The same level of security can be achieved using a single cable plant and
implementing VLANS, virtual local area networks. A new cable plant has been
designed and installed using Cisco 3548 Ethernet Switches. The switches are
centrallized in two stacks, one in the school and one in the administration building.
VLANSs will be configured to keep Student PCs from accessing Faculty and Admin data.
This can be done on a port by port basis and will eliminate the need to have separate
cable plants. A Cisco VPN concentrator will be configured to allow teachers using PCs
on Student VLANSs to have access to resources in the Faculty/Admin network via a
secure tunnel using DES3 encryption. In the future, the VPN concentrator will allow
teachers and administrators access to vital information from outside the school via high

speed internet connections.

A decision has been made to replace the three small Windows NT servers that have
been in service for four years. These servers were all clone PCs, there was no service
contract and no standards were applied across the network. There was one PDC and
two BDC’s. The plan is to buy a new server, install Windows 2000 Server and retire the
Windows NT servers. The new server will provide home directories for students, printer
access, DNS and WINS services. A new domain will be created and a one way trust
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will be setup temporarilly to copy data from the old domain servers. One of the retired
NT servers will be re-conditioned and installed with Windows 2000 Server to act as a
member server for Active Directory replication, WINS and DNS services. This will
provide a level of redundancy until other servers are added to the network in the future.

The new server is a Dell PowerEdge 2600 server with the following configuration: RAID
5 utilizing four 36GB 15k drives, 1.5GB memory, 2 Penitum 4 1.4Ghz processors, a
40/80GB DLT tape drive, redundant power supplies and redundant 1000MB ethernet
cards. The Operating System is Windows 2000 Server with Service Pack 3 and all
critical updates applied. Computer Associates Etrust InoculatelT 6.0 is installed on the
server and workstations. The server is configured to check for updates via the internet
every eight hours. The workstations are configured in groups to to check the server for
updates every eight hours, and are staggered to reduce the amount of traffic generated
during an update. ArcServelT 2000 is used for tape backup management

The Dell server and Cisco switches will be located in a locked room that has a climate
controlled environment. The only people with access will be the two teachers who have
been assigned to support the network and their hired computer consultant. An APC
1500 watt Smart-UPS is connected to the server, and APC 700 watt Smart-UPS’s with
environmentatl monitors are connected to the switches. A Windows 2000 workstation
has been setup with APC’s Enterprise manager is configured to alert administrators via
email when power is lost, or if temperatures or moisture levels fall out of the desired
range. ltis also running GFI's LanGuard System Event Log Monitor (SELM) and is
configured to alert administrators to suspicious activity in the Event Logs. GFlI's
LanGuard System Integrity Monitor (SIM) is used to monitor and alert administrators to
changes in key system folders and files. Finally, SolarWind’'s Network Monitor is being
used to monitor the server, switches and internet routers and send alerts when services
are interrupted.

As you can see in the table above, the NSA’s security templates will play a large role in
helping secure the network as prescribed by the users and environment. These
templates will be used to secure the Domain, Domain Controllers and Workstations.
Password, Auditing, User Rights, Event Logs, System Services, Registry and File
System permissions will be configured at both levels to ensure the highest level of
security possible. For the purpose of this paper, | will focus on the internal security
applied to Domain Controller of the Student network.

lll. SECURITY SETTINGS:

Define the Active Directory Organization Structure

Group Policies using templates provided by the NSA will be used to secure the server
and workstations. Since this server will also be the domain controller, the NSA’s
w2k _domain and w2k_DC templates will be applied. Microsoft’s Default Domain Policy
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will be left in place, but the local server policy will not be used. A new domain policy
and domain controller policy will be configured and applied. Organizational Units will be
created for Student and Faculty users and computer accounts. NT System Policies will
be configured to provide security for the remaining Windows NT workstation and 9x
clients. To create the organization’s structure in Active Directory:

1) Click on Start, Programs, Administrator Tools, and click on Active Directory
Users and Computers.

2) Right click on the domain name, select New, and select Organizational Unit.

3) Type Students and click OK.

4) Repeat step 2 and type Faculty.

"ii Security - [Console Root', Active Directory Users and Computers [bni-w2lchighschoollocal]highschool.local]

Jnﬁn Console Window  Help
Al

|J tion  Wiew  Favorites |J¢'-P||||§J;Iﬁi&ﬁlﬁlv'@éﬂ
Tree I Fawarites I Mame I Type | Descripkion
1 Consdle Ront [(Euilin builtinDomain
E@ Security Templates [ Computers Container Default container For upar ...
#-CE CAWINNTISecurityl Templates Domain Controllers Organizational Unit  Default container For new ..,
E@ active Directory Users and Computers [bri-wzk. highse |[£2] Faculty Organizational Unit
E@ Emmp— DForeignSecurityPrincipals Container Default container For secu...
#l-[_] Builkin F.edega & fankral.. |5 MyBusiness Organizational Unit
e i Students Organizational Unit
Conneck to Damain. .. . .
i [dusers Zontainet Default container For upgr...
Caonnect to Domain Conkrallsr, ..
Cperations Masters. ..
- Compuker
@ Studern All Tasks » Contack
-] Users h
[]---@ Security Confic Yiew 3 roup - -
. Organizational Lnit
Mew Window From Here .
Printer
Mew Taskpad Yiew. .. User
Shared Faolder
Refresh
Export List... |

Loading and Reviewing the Templates

The NSA'’s templates are available for download from their website
http://www.nsa.gov/snac/index.html.

1. If you have a highspeed connection, download the Windows 2000 Guides
“Zipped Archive” which contains the entire offering of templates.
2. Extract the files and place them in the %SystemRoot%\security\templates folder.
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& CWINNT security templates

J File Edit ‘iew Favorites Tools Help
J P Back = = - H| Qhsearch [Falders £ #History |_3 0F % @y | EH-
J.ﬁ.ddress I_I CHWINNT securibyitemplates

H

temp‘i ates

||I [
73 .
i
||I [

i

[T
i

||I [
afl

i
Al

||I [
afl

i
Al

|

basicde.inf basicsw.inf basiowk.inf  compatws.inf  hisecde.inf hisecws.inf niokssid.inf ocfiless.inf

6 items selacted.

Taotal File Size: 100 KB securews.inf sebup
o —
wzk_workstation,inf %
isa.inf
w2k de.inf wzk_de.inf [lw2k_domain, .. (w2

wizk_darnain_policy . inf
wzk_serwer.inf
sceregyl.inf

3. Make backup copies of the templates and leave the originals unmodified.

4. Review the “Guide to Securing Microsoft Windows 2000 Group Policy: Security
Configuration Tool Set” and “Guide to Securing Microsoft Windows 2000 Group
Policy”. These excellent documents explain all the available security settings in
the NSA templates and provide step by step directions on how to apply the
templates using Group Policy.

The templates provided by NSA include several new security options that are not
available in Microsoft's templates. To access them you will need to:

5. In the %SystemRoot%!\inf folder, rename sceregvl.inf to sceregvl.old

6. Copy the sceregvl.inf file you downloaded from the NSA to your
%SystemRoot%\inf folder.

7. Click Start, Run and enter “regsvr32 scecli.dll’ on the run line.

osoft Windows 288H [Uersion 5.80.21951
Copyright 1?85-2808 Microsoft Corp.

CoaJregsur3? scecli.dll
LHER

@ DlRegisterServer in scecli.dil succeeded.

12

© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



i Add/Remaxe ISR 2AxIr 8. Then, open the MMC by

" Standalone | Estensions | clicking Start, Run and typing
Use this page to add of remove a standalons Snap-in from the cansole. “‘mmce”. Once the console
loads, we will add the Security
Template snap-ins.

Snap-inz added to:

@.ﬁ.ctive Directory Users and Computers

@ Security Configuration and Analpsis 9 C“Ck on ConSOIe,

B Securty Templatss Add/Remove snap-ins, then
select Add to get a list of
snap-ins.

10.Select Security Templates.

11.Select Security

- Description Configuration and Analysis.

12.Select Active Directory
Users and Computers, and
then close each open dialog.
We will use these later when

oK | Cancel applying the Template to an
Active Directory OU.

Add. Femove About. |

"fii Security - [Console Root'Security Template]

|6 Console  window  Help 13.0nce back in the MMC, click on “Secruity
|| action view Eavertes || = = | E[mE Templates” and the

Tree | Favorites | “C:\WINNT\Security\Templates” folder to get
[ Console Root a list of the available templates.

[#-#=a Active Directory Users and Computers

EP Security Configuration and Analysis 14. Open the w2k domain pOIlelnf file by

-H@ Security Templates

218 CAWINNT|Securiey|Templates double-clicking the file name. Right Click on
[ @ basicde the template name, select Save As and give

| & basicsy

£8 basicuk the template a new name (ex:
g compatws “highschool_w2k_domain_policy.inf")

g hisecde

3 hisecus 15.Do the same for the w2kDC.inf template and
- J Save As “highschool_w2k_DC.inf".
3 ocfiless 16 nght CI'Ck on

9 ocfilesw

) scerequl C:\WINNT\Security\Templates, and select
g cecurede Refresh. The new templates will appear in
[ & setup security the I|St

zF=tudent_w2k_domain_policy
9 student_wzk_server

| &) wzk_dc

2 wizk_domain_policy

4 wzk_server

| &) w2k _workskation

Now we are ready to begin reviewing and configuring the security options by opening
each folder.
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Account Policies

Account Policies are applied at the domain level only. These settings include password
and lockout that will be applied to all servers in the domain using the
“highschool_w2k_domain_policy. As a best practice, we will keep the settings for the
domain controller in “highschool_w2k_dc.inf. Both templates will be applied to this
server using the Domain Controllers Organizational Unit.

Password Policy

The domain based password settings chosen by the NSA do not suit the school
environment where the year is divided in two semesters and children are the users.
User names are based on the “Student ID” uniquely assigned by the administration to
each student. The security template changes required are:

‘Maximum password age” will be extended to cover the length of a semester =
120 days.

“‘Minimum password length” will be 6

‘Passwords must meet complexity requirements” will be disabled to reduce
problems with students forgetting passwords.

ﬁ] Console  windmw  Help

Action  Wiew  Favorites “ "= | | > | @

EE I Favorites | Palicy  / | Compuker Setking
-] & DC security ﬂ Enfurce passward hiskory 24 passwords remembier
EI highschaoal_wzk_domain_palicy LT P ge
EI@ Account Folicies Minimum password age 1 days
i Password Palicy Minimum password length & characters
Account Lockout Policy Passwords must meet complexity requirements Disabled
-2 Kerberos Palicy | Store password using reversible encryption For all users inthe domain Disabled
: == . .

Lockout Policy

These policies are important in slowing down possible dictionary attacks. The NSA
recommended settings will be used.

|J% Console  Window  Help

|J Ackion  Wiew  Fawvorites |J LI | | P | @

Tree I Favorites I FPalic 7 I Compuker Setking
[ Console Root .ﬁ.ccount lockout duration 15 minutes
E@ Security Templates .ﬁ.ccount lockout threshaold 3 invalid logon attempts
=8 CAWINNT, Security) Templates Reset account lockout counter after 15 minukes
basicdc
- basicsy
basicwl:
compatws
Dz security

- highschool_wZk_domain_policy
EI@ Account Policies

Password Policy
Account Lockout Policy
Kerberos Palicy
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Kerberos Policy

Kerberos policies only apply to domain controllers. The NSA recommended settings will
be used.

|J% Console  Window  Help

|J Action  Wiew  Favarites |J A o= | | b4 | @

Tree I Fawvorites | Policy  ~ | Computer Se
1 Consols Roat - Enforce uset logon restrickions Enabled
E@ Security Templates = Maximum lifetime For service ticket &00 minutes
B8 CWINNT Security| Templates Maximum lifetime For user ticket 10 hours
basicdc Maximum lifetime For user ticket renewal 7 davs
E-I & basicsy Maximum talerance For computer clock synchronization 5 minutes
-1 & basicwk
compatws
DC security
highschool _wzk_dc
E| highschool _w2k_domain_policy
E@ Account Policies
Password Policy
Account Lockout Policy
: “erberos Palicy

Security Options

An additional setting will be made to help distinguish this policy from other over-lapping
policies like the “highschool_w2k_dc policy”. | will add a simple label to the logon text
box to help distinguish which policy is in place.

“‘Message text for users logging on” will be: DOMAIN POLICY - WARNING:

emplate Security Policy Setting i |
r Mezzage title for uzers attempting to log on

=

Iv Diefing thiz policy setting in the termplate;
IDDM:’-‘«IN POLICY - wWARMING:

k. I Cancel |

This concludes the configuration of the “highschool_domain_policy.inf’ template. The
rest of the settings will be configured in the “highschool_w2k_DC.inf” template.

8. Right-click on the “highschool_w2k_domain_policy” and select Save to save the
new settings.
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Local Policies

Local Policies can be customized depending on the type of server or workstation. This
server will be a file and print server, but it's also the domain controller. Therefore the
NSA'’s w2k _dc policy will be used. Double-click to open the highschool_w2k_dc.inf to
expand the available options and begin configuring the desired settings.

Audit Policy

Auditting is an extremely important tool to administrators for day to day maintenance of
the domain, and when watching for evidence of hacking. By default, Windows 2000
does not enable auditing, but the NSA template makes extensive use of it.

|J% Console Window  Help

|J Action  Miew  Faworites |J e o= | | = | @

Tree I Favarites |

Policy  # | Caomputer Setking

(1 Console Root
@ Security Templates

- -2 highschool local
Security Configuration and analysis
-- Local Computer Policy
=- highschool_0iZ [bri-wzk, highschool Jacal] Policy
El@ Camputer Configuration
- -2 Software Settings
11771 Windrws Settinns

A few modifications will be made:

Audit account logon events

Success, Failure
.ﬁ.udit accounk management

Success, Failure

El@ Active Direckary Users and Cornputers [bri-w2k, highst -':'-Udit directory service access Failure

Audit logon events Failure
F'.uu:lit object access Failure
F'.uu:lit policy change Success, Failure
.ﬁ.udit privilege use Failure
.ﬁ.udit process tracking Mo auditing
.ﬁ.udit syskem events Success, Failure

“Audit logon events” will be changed to Failures only, due to the number of
students and the frequency which they login and out of the network. There are
about 300 students who access the network each hour following the class

schedule of the day.

“Audit directory service access” will be set to Failure to monitor failed access to

Active Directory objects.

“Audit object access” will be Failure only based on logon frequency and log size.

User Rights Assignment

Using this area of the template, you can provide or remove rights by user and or group
name. The NSA’s settings here are more than adequate to secure the domain servers
in this organization. By using the “domain controller” template as opposed to the
‘member server” template, we gain the added security of the group Users being

replaced by Authenticated Users.
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|Jkﬁ] Console  Window  Help

“ Action  Yiew  Favorites |J | o= | | s | E%

Tree IFaverites I

Palicy 7

| Compuker Setting

D Consale Root
E@ Security Templates
E@ CHOWINNT|Securiby Templates

-| & basicdc

| @ basicsy

| & basicwk

- ) compatws

- i DT security

- & highschool_wzk_dc

- Account Policies

El-2¢] Local Policies

gi Audit Policy

User Rights Assignment
Security Options

]ﬁ Ewent Log

f-[_8 Restricted Groups

[
[
[]--@ System Services
[
£

i Registry

-8 File System

| & highschool_wzk_domain_policy
4 hisecdc

| & hisecws

d isa

3 notssid

| @ ocfiless

3 ocfilesw

3 sceregyl

3 securedc

1 SECUrEWS

| 1) sekup security

9 student_w2k_workstation
9 wZzk_dc

| @ wek_domain_palicy

4 wek_server

| & wzk_workstation

[]--@ Active Directory Users and Computers

e O e O e O e O e OO OO O O s O e OO e O e 8 g O e O

Security Options

.C\ccess this computer from the netwark,
.C\ct as part of the operating system
.C\dd wirkstations ko domain

Back up files and directaries
B\;pass traverse checking

Change the syskem time

Creete a pagefile

Create a koken object

Create permanent shared objects
Dehug programs

DE-'I'I';." access ko this computer From the nebwork,
Den\; logon as a batch job

DE-'I'I';." logon as a service

Den\; logon lacally

Enable compuker and user accounts ko be trusted For delegation
Ferce shutdown from a remoke system
Generate security audits

Increase quotas

Increase scheduling priority

Loed and unload device drivers
Luck pages in memary

Log on as a batch job

Lug on as a service

Log on locally

Manage auditing and security log
Medif\; firmware environment values
F'rDFile single process

F‘roFiIe syskem performance
Remuve computer From docking station
Replace a process level token
Restore files and directories

Shut down the system

S\;nchronize directory service data
Take ownership of files or ather objects

ENTERPRISE DM

Administrators
Authenticated Us
Administrators
Adrinistrators

Administrators
Administrakors

Administrakors
Administrators
Adrinistrators

Adrinistrators
Administrators
Adrinistrators
Administrators
Adrinistrators

Administrators
Adrinistrators

Adrinistrators

Most of these settings will be used with the exception of the following changes:

‘Amount of idle time required before disconnecting session” will be 15 minutes
to reduce the risk of a student gaining access to the file server.
“‘Automatically log off users when logon time expires” will Enabled us to set time
restrictions outside of normal school hours (7am — 6pm).
“‘LAN Manager Authentication Level” will be set to Send LM & NTLM - use
NTLMv2 sessions security if negotiated. This is required to allow the
remaining Windows 9x PCs access to the network. We could install the Active
Directory Client on these PCs, but they will be retired this year. Then the setting
will be returned to the NSA default to achieve a higher level of security.
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“‘Message Title for users attempting to log on” will be: DC POLICY WARNING:
This computer is being monitored. (The purpose of labeling the text box this way
is to allow verification after the policy is applied later in this document.)
“‘Message text for users logging on” will include a warning and information to
make sure the user knows they are accessing a secured systeme that is being
monitored. It will refer to the Student PC Policy in the Student Handbook that
each student must read and sign at the beginning of the year before being
assigned an account.

‘Rename the Administrator account” is Enabled. It will be set to “tompsong” to
make if more difficult for hackers to identify the account (user names are based
on the users last name and first initial). Then, we will create a “fake”
administrator account with a highly secure password and then disable the
account.

“‘Rename the guest account” is Enabled and will be “robertsm” for the same
reasons as above, and then disable it.

“Shut down system immediately if unable to log security audits” is Disabled to
minimize the risk that the logs overflow during a holiday or time when the teacher
administrators are not on campus. Since the school year follows such a unique
holiday schedule, this option will not be used.
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|Jﬁ] Console  Window  Help

|J fction  View  Favaorites |J e = | | | @

Tres I Favarites |

Policy  /

| Computer Setting

(] Consale Rioot =]
@ Security Templates
E@ Active Directory Users and Computers [bri-wzk. hig
E@ highschoal,lacal
-2 Builkin
1] Computers
(€3] Domain Controllers
{&5] Faculky
[:l Foreign3ecurityPrincipals
{€5] MyBusiness
(€3] Students

[H-Ea Security Canfiquration and Analysis
H Local Computer Policy
= highschool_DC [bri-wzk. highschool.local] Policy
EIQ Computer Configuration
#]-[_7] Software Settings
-2 Windows Settings
L] Seripts fSkartupyShutdown)

- Hg Security Settings

g ficcount Policies

[=1- 8] Local Palicies

Audit Policy

Idser Rights Assignmant
=8 Security Opkions
E]---ﬁ Ewent Log

-8 Restricted Groups
#-[_8 System Services
-8 Registry
E
[+

-{_8) File Syshem
-7 Public Key Policies

[]--‘g IP Security Policies on Ackive Direct—
I'_—'ID Adrninistrative Templates
-0 Windows Components

| ' I

Settings for Event Logs

Additienal restrickions For anonymous connec, ..

.D.Ilcuw Aukornatic Administrator Logon

.ﬁ.llew server operators bo schedule tasks (do. .
P.Ilew system to be shut down without havin. ..

P.Ilewecl to eject removable NTFS media

P.meunt of idle kime required before disconne. ..

P.uclit the access of global swstem objects
.ﬂ.uclit use of Backup and Restore privilege

.ﬂ.utcnrnaticelly lag aff users when logon tine ...
.ﬂ.utcnrnaticelly lag aff users when logon timne ...
Clear wvirtual memory pagefile when system 5.,

Digitally sign clint communication (akays)

Digitall\; sign client communication (when pos.,,

Digitall\; sign server communication (always)

Digitally sign server communication (when po. .,

Disable CTRL+ALT+DEL requirement for logon
Disable Media Autoplay

De not display last user name in logon screen
L.C'.N Manager Authentication Lewvel
Message text For users attempting ko log on
Message title Far users attenipting ba log an

Number aof previous logons b cache (n case ...
Prevent system mainkenance of computer ac...

Prevent users from installing prinker drivers

Prempt user to change password before expi, .
Recevery Console; Allow automatic administe. ..
Recevery Console; Allow Floppy copy and ac...

Rename administrator account
Rename guesk account

Restrict 0-RCM access to locally logged-on ...
Restrict floppy access ko locally logged-on us...
Secure channel; Digitally encrvpk or sign sec...
Secure channel; Digitally encrvpk secure cha. ..
Secure channel; Digitally sign secure channel,
Secure channel; Require skrong (Wwindows 20,
Secure system partition (For RISC platforms ..

M card vnanceurbad nacomerd Foocnmnack ke b

Mo access without explicit anonymous p...
Disabled

Disabled

Disabled
Adrministrators

15 minutes

Enabled

Enabled

Enabled

Enabled

Enablad

Disabled

Enabled

Disabled

Enabled

Disabled

All Drives

Enabled

Send LM & MTLM - use NTLMyZ session s..
This swstem is For student use anly, &l ...
D Palicy: wARMING:
0 logans

Disabled

Enablad

7 davs

Disabled

Disabled

tompsang

raberts

Enabled

Enabled

Disabled

Enabled

Enabled

Disabled

Mok defined
Nicahlad

The NSA provides for a lot of space to hold logs, making it easier for administrators who
may need to look back over several weeks of time to see a pattern of abuse or probing.
We will only change the following settings:
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|J% Console Window  Help

|J Ackion  Wew  Eaworites |J /o= | | > | @

Tree I Favorites |

Palicy  #

| Computer Sekting

_1 Console Roak
E@ Security Templates
=8 CWINMTY Security Templates
: basicdc
basicsy
basicwk
compakws
D security
highschool _wZk_dc
] Account Policies
Local Policies
g Audit Policy
User Rights Assignment

| g?, Security Options
LB 5 Ewvent Log
‘... g} Settings For Event Logs

Maximum application log size
Maximum security log size
Maximum sywstem log size
Restrict guest access bo application log
Restrict guest access ko security log
Restrict guest access ko system log
Retain application lag

Retain security log

Retain system log

Retention method For application log
Retentinn method For security log
|Retention method For system log

hut down the computer when the security audit log is Full

4194240 kilobytes
4194240 kilobytes
4194240 kilobytes

Enabled
Enabled
Enabled
o0 davys
90 days
a0 days
Bv days
BEv davs
Bw days

Disabled

“Retain application log, security log and system log” will be set to 90 days and
“‘Retention method for application log, security log and system log” will be
changed to By days. Again, due the the erratic nature of the school schedule,
there is not always an administrator on campus. If logs fill up while a teacher is
on Spring Break, and the server automatically shuts down, it would interupt
network availability unnecessarily. In order to make sure the logs aren’t
overflowing with attacks and going unnoticed, we will use LanGuard’s System
Event Log Monitor (SELM). SELM will be configured to alert administrators of
suspicious activity via pagers and email.
“Shut down the computer when the security audit log is full” will be Disabled for
the same reason as above.

Restricted Groups

The NSA template doesn’t define any restricted groups, but we will add for
Administrator and Faculty. The Administrators group will be limited to two teachers and
one computer consultant. Since the Faculty group has access to sensitive information
on the Student network, and will be using PCs in classrooms where students are, this
will add an extra level of security.

Administrator group = local administrator and Domain Admins and Enterprise

Admins Global groups, two teachers and consultant.

Faculty group = all teachers and staff who logon to the Student network.

System Services

The NSA templates don't attempt to define which services a system might need. That's
because depending on the type of server, web, file and print, terminal server, etc., it
would be impossible to predict! By default, Windows 2000 loads many services
automatically that may or may not be needed. Some services are set to manual, which
means they are accessible if called by an application. Some of these services could
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present a serious security risk to the server and the organization. Therefore, we will
lockdown and use only the services required, without inhibiting the proper functionality
of the server. Some services will be left at Manual, so they can still be started if need
by the Operating System.

Below is a table” of services | downloaded from Tech Republic, which defines their roles
and and reasons/drawbacks for enable/disabling them. It provides a good starting place
for deciding which services to enable or disable and why. | have taken this table and
updated it to include the specific settings for this environment.

needed.

Service Description Startup |Reason
Is used to display “pop-up” messages on Administrators will have to carefully watch
Alerter administrative alerts. This service is not Disable |Event logs for messages. LanGuard’s SELM

will be configured to do this via email.

Automatic Updates

An Administrator can configure the server to
obtain updates from Microsoft automatically vig
an internet connect.

Disable

This service is disabled because we want to
review all updates and patches before appying
them. We will be using LanGuard’s Network
Scanner to do this.

Allows the system to automatically obtain IP
addressing information, WINS server

This service starts automatically, but the server

Protocol (NNTP)

DHCP Client information, routing information, etc., and is Disable will be configured with a static address.
required to update records in Dynamic DNS
Fax service Provides centralized fax services to network Disable  |Will not be needed.
clients.
- : This service starts automatically but is not
] Enables administration of an Internet . . L
11S Admin Information Services Web server Disable |needed. We will not need _to administer Web,
FTP, or other Internet services.
The Cisco routers and switches will be
Internet Connection Allows the server to act as a ??? to share an Disable configured with routing tables and access lists
Sharing internet connection to provide the appropriate internet access to
students and faculty.
Due to the wulnerabilites of this service being
IMessanaer Allows users to send broadcast messages Disable used for DOS attacks, and to keep students
9 over the network to other users. from misusing it via the NBSTAT utility, this
service will be disabled.
NetMeeting Remote Used to allow colaboration and remote control Disable NetSchool is used for sharing and remote
Desktop Sharing of the desktop. controll.
Network News Transport Used for provideding news group services. Disable |Will not be needed.

NT LM Security Support
Provider

Allows clients to log on using NT LAN Manager
(NTLM) authentication

Automatic

Will allow Windows NT and 9x clients to log in
to the network.

Remote Access Auto

Allows for a dial-up connection to be

the system registry

Connection Manager established if remote network connections are |Disable |Will not be needed.
o down.
This opens systems to possible wulnerabilities,
. . but is required by LanGuard and other 3 party
Remote Registry Service Provides a mechanism to remotely manage Manual |vendors monitoring tools. Disabling it can

affect their operation. Setting it to Manual will
allow the System to start it as needed.

7 Allen V. Rouse “Design and document a Win2K Infrastructure.” Tech Republic April9, 2003
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Routing and Remote Allows the server to route trafic to other

Access networks. Disable |Will not be needed.

Simple Mail Transport

Protocol (SMTP) Transfers email messages. Disable |Will not be needed.
Smart Card Support for Smart Card technology Disable |Will not be needed.
Smart Card Helper Help. Disable |Will not be needed.

Used to provide voice over IP services and

telephony API. Disable |Will not be needed.

Telephony

Numerous wulnerabilites and the fact that
Telnet Allows remote access to the server. Disable |Telnet uses clear text transmissions, this
service is not desired.

The server is in the administrators office and in

Allows for administrative remote contoll of the close proximity to teaching labs. Remote
Terminal Services server, or access to applications on the server [Disable |access from outside the school is not available
depending on how it is configured. due to the firewall service run by the school
district.

Uses NTP to keep computers in the domain

synchronized; critical for Kerberos Automatic The navy's time clock ntp2.usno.navy.mil will

Windows Time (or

W32Time) L . . be used to provide accurate time to the server.
authentication to consistently function
\Windows Internet Name Provides NetB_IOS naming services; r_eqwred ) Will _be used_by_ Wlndov_vs NT and 9x cllen_ts to
. for networks with clients running versions of  |Automatic|obtain domain information and use domain
Service (WINS) ) f )
Windows prior to Windows 2000 resources.

There are too many risks and no benéefit at this
point to running a web server on the domain
controller. When added, it will run on a stand
alone server.

World Wide Web

Publishing Service Ability to run web services. Disable

Security must also be set on the services so that users can’t change the desired
settings. This is accomplished by by adding the desired users or groups and assigning
the appropriate security to each. To change the permissions on services do the

following:
1. Double-click System Services in the “highschool_w2k_dc_policy.inf”.
2. Double-click on the service you want to change.
3. Click the check box to define the policy setting — Automatic, Manual or Disable.
4. Click on the Edit Security box to display the Security tab that contains the names

of the users and group who will be allowed access to this service.
We will remove the group Everyone and add Administrators and System with

Full Contol. No other permissions will be necessary.

o
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i Security - [Console RootSecurity Templates'C:WIN

Template Security | d |
Security for Alerter e |
E—— I I Skartup I Permission
Mok defined Mok defined
M~ C Mame | Add Bgement Mok defined Motk defined
° | €8 sdministrators (HIGHSCHOOL Administrat... Fes Mot defined Mot defined
¢ ﬁE SYSTEM B emove I tlligent Tram... Mak deF!ned Mok deF!ned
Mokt defined Mok defined
i skem Mok defined Mok defined
i cer Mot defined Mot defined
Mot defined Mot defined
Rwskem Mok defined Mok defined
Permizsions: Alloney Dieny Tracking Client Mot defined Mok defined
Tracking Ser... Mot defined Motk defined
AEETdE O saction Coo.,. Mot defined Mot defined
LR O Mot defined Mot defined
Start, stop and pause O Mok defined Mot defined
dribe O Mot defined Mot defined
Delete O Mot defined Mok defined
Rebvice Mot defined Mot defined
=} Mot defined Mok defined
Advanced... I b Mot defined Mot defined
ttion Sharing Mok defined Motk defined
hing Mok defined Motk defined
Enk Mot defined Mot defined
Ok I Cancel I Apply I stribution ... Mot defined Mok defined

6. Click on OK and OK again to close.
7. Continue configuring the settings for all services, not just the ones the ones that
are disabled.

Registry Settings

The NSA's settings for domain controllers are appropriate for this server in this
environment. The default settings will be used.
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‘i'lil Security - [Console Root', Security Templates'C:% WINNT Security’, Templates'highschool_w2k_dc'Registry]

=181 x]

NI

I

Jﬁj Consale  Window  Help
Al

tion  Wiew Favorites H E o=, | | x | @

Tree I Favarites |

(1 Console Roak
B @ Security Templakes
-8 CAWINNTYSecurity) Templates
basicdc
basicsy
basicwk
compatws
DC securiby
| & highschaol_wzk_dc
F-Ed Account Policies
= =2 Local Policies
2 Audic Policy
User Rights Assignment
S Security Options
= 5 Ewvent Log
ﬁ Settings For Event Logs
{28 Restricted Groups
--[Z8 System Services

{1}
i)

] o
7 (& File System

highschaool_wzk_domain_policy
hisecde

hisecws

isa

niotssid

ocfiless

ocfilesw

sceregyl

securedc

SECUFEWS

sebup security
student_wizk_workstation
wizk_dec

wz2k_domain_palicy
wizk_server

| & wek_workstation

[]-@ Active Directory Users and Computers [bri-wzk, highst

J oo

Objeck Name _ / | Permission | Audit
QCLASSES?ROOT Replace Replace
Qmachine\,software Replace Replace
Q’machine\,software'l,m\crosoft\netdde Replace Replace
@MACHINE\,SOFTW.QRE\,MicrosoFt'l,OS;’Z ... Replace Replace

machineisoftwareimicrosoft\protected... Ignore Ignore
QMACHINE\,SOFTWARE\,Microsoft'l,Wind. .. Replace Replace
ﬁmachlnel,software\,m\crosoft\wndows ... Replace Replace
@machine\,soFtware'l,m\crosnft\windows\. .
ﬁ"machinel,software\,m\crosoft\windows\. 00
@machinelsnFtwareim\cmsnft\windnws\. .

machinelsystem Replace Replace

machineglsystemiclone Ignore Ianore

machinelsystemicontrolsetio
Q’machinelsystem'LcontrDIsetDDZ
@machine\,system‘l,contrnlsetDDS
Q’machine\,system'l,contrnlsetDD4

machinelsystemicontralseti0s

machineisystemicontrolsek006

machinelsystemicontralseti07
ﬁmachlnel,system\,contrnlsetUElS
@machinelsystem‘[cnntrnlsetﬂﬂg
ﬁ"machinel,system\,contrnlseto1D
@machinelsystem'\currentcnntrnlsEt\cnn... Replace Replace

machinelsystemicurrentcontrolseticon...  Replace Replace
Qmachinelsystem'Lcurrentcontrolset\enum Ignore Ianore
Qmachine\,system'l,currentcontrolset\har. 00
Q’MACHINElS\"STEM\CurrentControISetl... Replace Replace
QMACHINE\,S\"STEM'I,CurantControISet\,... Replace Replace
ﬁusers\,‘default Replace Replace
@users'l,‘deFauIt\,soFtware'l,microsoFt'(net... Replace Replace
Qusers\,‘deFauItl,software\,microsoftlpro... Ignore Ignore

|
il start

J :-ﬁ @ |‘.:5.| “IE’USecurity—[Eonsole Ro...

screen shots 3.doc - Wor...

File System Permissions

ER 1n40PM

Since the only people who will be logging on locally are administrators, the NSA File
System settings are suitable to this environment. If this server was being used as a
Terminal Server, we would implement much tighter file security. Security is limited to
Administrators and System, which get Full Control Permissions over the following

folders:

%Program Files%

%System Directory%

%System Drive%
%System Root%

8. In the MMC, right-click on each new template, then select Save.
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IV. APPLY, TEST AND EVALUATE:

Verify Using the System Configuration and Analysis Tool

You can use this tool to test the affect of the policies on a server before and after
applying the templates. It allows you to load a single template, or multiple templates to
get a “composite” template for analysis. In our case that would be the
highschool_w2k_domain_controller.inf and the highschool_w2k_dc.inf templates.

Before the templates are actually applied, or as you modify the templates, the
configuration tool will show “Investigate”, “Inconsistencies” and red X's on policy
settings that don’t match the local computer. We will use this tool to analyze how the
settings compare to the existing computer settings and verify their settings. Now, we’'ll
load the highschool_w2k_domain_policy.inf template into a database and verify the

settings.

1) Right-click on “System Configuration and Analysis”, and choose Open database.
2) Create a Test1.sdb to save the settings of the template we want to test.

| J % Console Windowe  Help

|J Action Mieww  Fawvorites |J = | | | @
Tree I Favorites |

[33 Consele Raot Security Configur:
EEI---@ Securiby Templates

[H- Active Directory Users and Cormputers [bhi-wzk, highso
----- Security Configuration and Analysis

To Open an Existing Datab

. Right-click the Securty Con
. Click Open Database

20 x|

Open database

Look. in: Ia D atabaze ;I - =5 B

File name: |test1.sdb | Open I
Files of type: ISe-:urit_l,.l Dratabasze Files [.=db] ;I Cancel |

A

3) Select the “highschool_w2k _domain_policy.inf” file, and click Open.
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(NOTE: We will NOT click the “Clear this database before importing” selection
because we are going to load multiple templates to see their combined affect.)

Import Template ﬂﬁl
Look it Iﬁ termplates j - Ifi( -
;I paolicies highschool_wZk_dc.inf a 0

Twpe: Setup Information |
Size: 1018 bytes

1] |

File name: Ihigh3u:hu:u:ul_w2k_dcumain_pulic:y.inf

Files of type: ISecurit_l,I Template Linf) Cancel

=

[ Clear thiz database before imparting

i
Open I
__Camcel |

A

Analyze Computer Mow, .,

Save

Export Template, ..
Yigw Log File

4) Right-click on “System Configuration and Analysis” again, and select Analyze

Computer Now.
5) Click OK to select the default log file path.

6) Verify that the Password, Account Lockout and Kerberos Policies are set as
expected. In this case, we want to make sure the Database Setting is correct.
After we apply the policy, the Computer Setting should match it.

|Jﬁ] Console  Window  Help

|J fiction  Wiew  Eavorites H " o= | | | @

Tree I Favorites | Policy  /

Enl‘orce password hiskary
Maximum password age
Minimum password age
Minimum password length

(] Console Root
@ Security Templabes
-- Active Directory Users and Computers [bni-wzk, highse
B Security Configuration and Analysis

E@ Account Policies

L% Passward Policy

~Izal Account Lockout Policy

¢ F-Eg Kerberos Policy

—

F'asswords st meet complexity r...
Stnre passward using reversible e,

I Database Setting I Camputer Setting
24 passwords remembered 1 passwords remem. ..
120 days 42 days
1 days 0 davs
& charackers 0 charackers
Disabled Disabled
Disabled Disabled

7) Make any corrections or updates needed to the appropriate template in the MMC

under C:\WINNT\Security\Templates.
8) Right-click and Save.

Next, we’'ll add the highschool_w2k_dc.inf template to the same database and verify
those settings. This gives us a “layered affect” and we can see how both policies will

affect the server.

9) Right-click on “System Configuration and Analysis” in the MMC, and choose

Open database.
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10)Select the same Test1.sdb file, and click Open.

11)Right-click on “System Configuration and Analysis” and select Import Template.
Choose “highschool_w2k_dc.inf” and click Open.

“"ﬁ] Console  Window  Help |J

“ Action  Yiew  Faworites H = | | %
Tres I Favarites |

C:\Documents and Settings\Administrator\My Documents\Security'Database'testl.sdb
[ Console Roat

@ Security Templates
g Active Directory Users and Computers [bni-wzk, highsc

You can now configure or analyze your computer by using the security settings in this databas

------ Security Confiquration and 2
Open
Open database... To Configure Your Computer
Analyze Computer Now, .,
Configure Camputer Mowi. . 1. Right-click the Secunty Configuration and Analysis scope item
Save 2. Select Configure Computer Now
Import Template. . | 3. Inthe dialog, type the name of the log file you wish to view, and then click OK
Export Template,, .,
Yiew Log File NOTE: After corfiguration is complete, you must perform an analysis to view the information in
Yigw L . .
e Windiow From Here To Analyze Your Computer Security Settings
New Taskpad Yiew. .. 1. Right-click the Security Configuration and Analysis scope item
Help 2. Select Analyze Computer Now

3. Inthe dialog, type the lag file path, and then click OK

12)Right-click on “System Configuration and Analysis” again, and select Analyze
Computer Now.
13)Click OK to select the default log file path.
14)Review the settings for Local Policies, Event Log, Restricted Group, System
Services, Registry and File System Policies are set as expected.
faculty
15) Make any corrections or
| | updates needed to the
appropriate template in the
MMC under
C:\WINNT\Security\Templates.
16) Right-click and Save.
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Applying the Templates using Group Policy

|Jkﬁ| Console  Window  Help

|J fckion  Wiew  Fawvorites H o= | | ¥t | E%

Tree I Faviorites |

Policy  #

I Computer Setting

(L1 Console Roat
@ Security Templates

@ highschoal. local

E@ Camputer Configuration
: |:| Software Settings
=177 Windnws Settinns

Elv@ Active Directory Users and Computers [bni-wzk, highsc

Security Configuration and Analysis

[#-#5F Local Computer Policy
= highschaoal _DiZ [bri-wzk, highschool. local] Policy

udit logon events
udit object access
F'.uu:lit policy change
.ﬁ.udit privilege use
.ﬁ.udit process tracking
F'.uu:lit syskem events

.ﬁ.udit account lagon events
F'.uu:lit account management
F'.uu:lit directory service access

Success, Failure
Success, Failure
Failure
Failure

Failure

Success, Failure
Failure

Mo auditing
Success, Failure

Now, the templates can be applied to the server. There are several methods we could

use to accomplish this.

use the System Configuration and Analysis tool — Configure Computer Now...

import the new security settings into the Local Policy on the server
use SECEDIT to apply the templates from the command line

create a Group Policy Object (GPO), associated with an Active Directory OU,
and import the template

This is the first domain controller, and other servers will be added to the network over
time. Creating OU’s and assigning Group Policies is an efficient way to manage these
settings. Using Group Policy, we can easily modify the templates and control how often
they are refreshed using the Administrative templates settings for “Refresh interval for
Group Policy”. We can also use Group Policy to set many other helpful settings to lock
down and secure the server, such as: Software Installation, Internet Explorer
Maintenance, Scripts and Folder Redirection.

1. Double-click on “Active Directory Users and Computers”, then double-click
highschool.local to open the Domain.

2. Right-click on “Domain Controllers”, select Properties, then select the Group
Policy tab. (Notice that a Default Domain Controllers Policy has automatically
been applied by Windows 2000 when this server was made a DC. We will leave

this policy in place, unmodified, in case we want to rollback the new policies.)
3. Click New to create a new group policy object.
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Domain Controllers Properties

General | Managed By Group Policy 4. Give the new policy the name
“‘Highschool_Domain_Policy”.
& Current Group Policy Object Links for Domain Controllers 5 CI|Ck the Up button tO move
the new policy to the top of
Group Policy Object Links | Mo Override | Disabled | the IiSt, over the “Default”
£ Default Domain Controllers Palicy po”cy, and click Apply
Mew Group Paolicy Object . .
— 6. Click Edit to open the new
GPO. Then double-click on
“‘Computer Configuration”,
then “Windows Settings”.
. ¢ « .
Group Palicy Objects higher in the list have the highest prionity. 7 nght_ChEk on Secunty
This list obtained from: bri-w2k.highschool local Settlngs , select Import,
New add.. | Edi | up | select
13 H .
Options. .. | Delete... | Froperties | [0 o | h|ghS?h00|_W2k_d0ma| n—po
licy.inf
[ Block Palicy inheritance
Cloze | Canze] I Eppln |
¥ Group Policy _|_|- | ﬂ s
Jﬂction Wigwm |J¢'-P||X||§ |
Tree I Marie | Description
@ Highschool_Domain_Paolicy [bri-wzk @F\ccount Policies Password and account lockout policies Descriptio
E@ Computer Configuration ﬁLocal Policies Auditing, user rights and security options policies
H . D Software Settings ﬁEvent Log Event Log settings and Event Viewer Defaulk oo
£ Windows Settings [(@restricted Groups Restricted Groups Default cc
HJ Scripks (Startup/Shukdo @5ystem Services System service settings
_ 5 Security Settings [ Bregistry Registry security settings Default cr
: B[] Administrative Templates | 8 File System File security settings
E‘ﬁ User Configuration [CdPublic Key Palicies
- (] Software Settings @ IP Security Policies on Ackive ... Inkernet Pratocal Security (TPSec) Administratian, Faul
[ windows Settings Default cc
@[] Administrative Templates
Import Policy From 21x|

Loak in: I ) templates

jq-rfi"-

| policies
basicde.inf

basicsy.inf
. 5| basicwk, |nF

h|secdc.inF
hisecws.inf

niotssid.inf

Open I

LI—I _pl F I DC securlty.lnf
[ - |
- @ w -

w | Block Policy inheritance File name: IhighSCthl_w2k_ domain. policy.f
w - . l

E @ Active Dir Files of type: ISecunt_l,- Template Lnf]

= highse | |

- 1] BuaTEn [ Clear this database before imparting

[:l Computers

j Cancel |

4
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8. Open the “Account Policies” and verify that the “Password Policy”, “Account

Lockout Policy”, and “Kerberos Policy” settings have been imported. The
Database Setting should now match the Computer Setting.

|Jn%] Console  Window  Help

|J Ackion  Wiew  Faworites |J = = | | < | 2

Tree I Favorites I Paolic F | Compuker Se
[ Console Roat - EnForce user logon restrictions Enabled
EI@ Security Templates — Maximum lifetime for service ticket 500 minukes
=8 CAWINNTYSecuriby Templates Maximum lifetime For user ticket 10 hours
H-| & basicde Maximum lifekime For user ticket renewal 7 days
basicsy Maximum tolerance For computer clock synchronization 5 minukes

basicwk,

compatws

D security

- & highschool _wzk_dc

EI highschool_w2k_domain_policy

EI@ Account Policies

T Password Policy

Account Lockout Policy
k. Policy

H m

9. Click the X at the top right corner of the window to close the Policy.

Repeat these steps and create a new Group Policy for the domain controller settings:

10.Click New to create a new group policy object.

11.Give the new policy the name “Highschool_Domain_Controller_Policy”.

12.Click Edit to open the new GPO. Then double-click on “Computer
Configuration”, then “Windows Settings”.

13.Right-click on “Security Settings”, select Import, select “highschool_w2k_dc.inf".
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=¥ Group Policy _I_l— O ﬂ et
Action  Wiew |Jﬂ:l -Plll@ |_
Tree I Marme | Description
@ Highschool_Domain_Controller [bri- @F\ccount Palicies Password and account lockout policies E
= @ Computer Configuration ﬁLocal Palicies auditing, user rights and security options palicies |~
|:| Software Setkings ﬁEvent Log Ewent Log sektings and Event Wiewer
= [ windows Settings (@ restricted Eroups Restricked Groups
: gj Scripks (StartupfShutdo @System Services Swskem service settings
[+ @ Security Settings @Registry Registry security sektings
i -0 Administrative Templates [C2File System File security sethings
EI@ User Configuration [CAPublic key Policies
-1 software Settings .g IF Security Policies on Active ... Internet Protocol Security (IPSec) Adrinistration, .
L] windows Settings
F-[Z21 Administrative Templates
Import Policy From ed |
Loak in: I {3l templates _I - & cfF ER-
;I policies
&| basicdc.inf ol wzk dormain oolic i
. 5| basicsw.inf Type! Setup Information
=] basicwk.inf E Size: 28.0 kB
compatws.inf
P | | _,I LI_ DiZ security.inf

7] & studer —pens- | I

wokd " Filename:  [highschool_w2k_de.int Open |
wzk_d T Block Palicy ink
w2k_s ¥ Files of type: ISecurit_l,l Template [.inf) LI Cancel |

w2k _w

EI ‘@ Ackive Direckto [T Clear this databasze before imparting
=2 highschool Z

14.Click the Up button to move the new policy to the top of the list and click Apply.
Make sure the Policies are in this order: Domain Policy, Domain Controller
Policy, Default Policy.

Domain Controllers Properties 21x|

General' Managed By Group Policy I

ﬁ Curent Group Policy Object Links for Domain Controllers

Group Folicy Object Links | Mo Overide | Dizabled |
Lu| ||_||_|| I:Inru:nn Palic =

@ Highschool_Domain_Controller

@ Default Darmain Controllers Palicy

Group Policy Objects higher in the list have the highest priority,
Thig list obtained from: bri-w2k. highschool lozal

New | add. | Edt | up |

Options... | Delete... | Froperties | Do |

[ Block Palicy inheritance

Ok, | Cancel | Apply |

31
© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



15.Click the X to close the Group Policy window, and OK to close the Domain
Controllers Porperties.

16. To force the the new GPOs to apply and see their affect on the server, re-boot.
17. Disk Quotas will be added under the Computer Configuration, Administrative

Templates, System, Disk Quotas settings as defined in the Security Goals of the
school.

|Jﬁ Console  Window  Help

|J Ackion  Wiew  Favorites “ E = | | | @

Tree I Favorites Palicy Setting
(1] Consale Root @ Enable disk quotas Enabled
@ Security Templates E‘_ﬁ Enforce disk quota limit Enabled
&5 ctive Directory Users and Computers [bri-wak, highst | =M Default quata limit and warning level Enabled

@ highschoal. local
% Securiby Configuration and Analysis

[+-#%§ Local Computer Palicy

E‘_ﬁ Log event when quota limit excesded Enabled

@ Log event when quota warning level exceeded Enabled
Apply policy to removable media

Disabled
Maintaining the Policies

After applying the policies, they will be refreshed each time a the server is rebooted, or they can
be forced to refresh by using the SECEDIT command. There are also settings in the
Administrative Templates for maintaining and refreshing policies for both the domain controllers

and workstations. We will use the following options to ensure the policies are up to date,
without causing too much traffic on the network.

Domain controllers will refresh policies by default every 5 minutes. This will be
adequate for our environment.

Computers on the network refresh policies by default every 30 minutes. We will raise

that to 90 minutes, with 30 minute random intervals. This will help reduce network
traffic.
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|J[%] Console  Window  Help

|J Action  Wiew  Favorites “ | o= | | | EX

Tree I

Fawarites I

Policy

Setting

=

-
-
-
-

=

EIQ

(1] Consale Root

Security Templakes

Active Directory Users and Computers [bri-wzk, highse

Security Configuration and Analysis
Local Computer Policy
highschool_DC [bri-wzk, highschool local] Policy
Camputer Configuration
(-] Software Settings
[:l Windows Settings
EI[:l Administrative Templates
D windows Components
EID Syskerm
. [ Logon
-7 Disk Quatas
[ DS Clierk
e ECr oup Policy

-7 Windows File Protection

Testing

Test

Security Settings

Eﬁ Disable background refresh of Group Policy

ﬁ Apply Group Policy For computers asynchronously during starkup
@ Apply Group Policy For users asynchronously during logon
@ Group Policy refresh inkerval For computers

@ Group Policy refresh interval for domain controllers

@ User Group Palicy loopback processing made

ﬁ Group Policy slow link detection

ﬁ Registry policy processing

@ Internet Explorer Maintenance policy processing

ﬁ Software Installation policy processing

@ Folder Redirection policy processing

@ Scripts policy processing

ﬁ Security policy processing

ﬁ IP Security policy processing

@ EFS recovery policy processing

@ Disk Quata policy processing

Mot configured
Mot configured
Mot configured
Enabled
Mot configured
Mot configured
Mot configured
Enabled
Mot configured
Mot configured
Mot configured
Mot configured
Enabled
Mot configured
Mot configured
Enabled

1. Verify and test that the security settings have been applied successfully. The
first sign of this is after re-booting the server. When you press Ctrl-Alt-Del to

logon, you see the logon banner which was set via the Security Options in the
“‘Highschool_Domian_Policy”.

We can tell this because the Message Title contains “Domain Policy - WARNING:”. [f
the “Highschool_DC_Policy” were taking precedent, the Message Title would say

‘Domain DC — WARNING:” Note that the proper message based on the order in which
the policies were applied shows the Domain policy text title.

(I was unable to capture picture!)

2. Disabled services were listed below. Checking the Administrative Tools,
Services shows that the proper services were started automatically, or disabled.
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| adion vew || & = |B@| DB 2] = 1 »
Tree I Mame 7 | Description | Skat. .. | Startup Type | Lag On As |
g Computer Management {Lacal) %Alerter Motifies selected users and co. .. Disabled LocalSystemn
Eﬁ% System Taols %Applicatinn Manage.,, Provides software installation ., Manual Local3ystemn
EI@ Event Yiewer %Automatic |pdates Enables the download and inst. .. Disabled LocalSyskem
- ' Application %Backgrnund Intellig...  Transfers files in the backgrou... Manual LocalSyskemn
5 Directory Service %Clianok Supports ClipBook, Viewer, whi. . Manual LocalSyskem
i| DNS Server %COM+ Ewent System  Provides automatic distributio,..  Started  Manual LocalSyskemn
i File Replication Service %Computer Browser Maintains an up-to-date list of,.,  Started  Automatic LocalTystemn
3| Security %DHCP Client; Manages network configuratio.,. Disabled LocalSyskem
34| System . %Distributed File Swst... Manages logical volumes distei,..  Starked  Aukomatic LocalSystemn
EI"' System Information 8 Distributed Link Tra..,  Sends notifications of fles mo...  Started  Automatic LocalSystem
H- |
e P:rforcllﬁ'uanlcde Logs and Alerts %Distributed Link Tra... Stores information so that file,,,  Started  Automatic Local3ystem
& ; are r:c' Brs %Distributed Transac... Coordinates transactions that ... Starked  Automatic LocalSyskem
5, Device Manager ) ) )
i 98 Local Users a?m:l So— %DNS Cliert Resolves and caches Domain .., Started  Autamnatic Local3ystemn
EI@ T : %DNS SErver Answers query and update re...  Started  Automatic LocalSyskem
[ Disk Management %Event Lag Logs event messages issued b, Started  Autamnatic LocalSystemn
@ Disk Defragmenter %Fax Service Helps vou send and receive fa... Disabled LocalSyskem
=2 Logical Drives %File Replication Serv... Maintains file synchronization ... Started  Automatic LocalSyskem
[3..@ Removable Starage %Gatewav Service fo,..  Provides access to file and pri...  Started  Automatic LocalSystemn
EI--E% Services and Applications %IIS Admin Service Allows administr ation of Web ... Disabled LocalTystem
- B Telephorry %Indexing Service Indexes contents and properti... Fanual LocalSyskemn
48 WM Contral Internet Connectio,,,  Provides network address tra, Disabled LocalSystemn
% SErvices %Intersite Messaging  Allows sending and receiving ... Started  Automatic LocalSyskem
[EI"% Indexing Service %IPSEC Palicy Agenk Manages IP security policy an...  Started  Autamatic LocalSystem
[H- g, DNS %Kerberns Key Distri,.,  Generates session keysandg..,  Started  Automatic LocalSystem
& WINS %License Logging Ser... Started  Automatic LocalSyskem
%Lngical Disk Manager  Logical Disk Manager Watchdo...  Started  Automatic LocalSyskem
%Lngical Disk Manage... Administrative service for disk ... Manual LocalSyskem
%Messenger
%Microsnft Search Creates full-text indexes on ... Started  Autamatic LocalSystemn
%Net Logaon Suppotks pass-through authe,..  Started  Automatic LocalSyskem
%Netr\’leeting Remote... Allows authorized people tore. .. Disabled LocalSyskem
%Netwnrk Connections  Manages objects in the Metwo,.,  Started  Manual LocalSyskemn
%Netwnrk DDE Provides network transport an... Manual LocalSyskem
%Netwnrk DDE 0SDM Manages shared dynamic data. .. Fanual LocalSyskemn
%Netwnrk Mews Tran.,. Transporks network news acro... Disabled Localsyskem
%NT LM Security Sup..,  Provides security bo remote pr.,,  Started  Automatic LocalSyskem
%Perfnrmance Logs a... Configures perfarmance logs ... Manual LocalSyskem
%Plug and Play Manages device installation an...  Started  Automatic Localsyskem
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EEI---@ System Information
Eﬂ---ﬁ Performance Logs and Alarts

[
[—]@ Skorage

----- [Z7] Disk Management:
----- @ Disk Defragmenter
=) Logical Drives
EEI--@ Removable Storage

IEI--@ Services and Applications

-5 Telephony

L WMI Cantral

i % Services

&-E8 Indexing Service
-2 DNS

w5 wins

88 Print Sponler
%Pratected Storage

884,005 RSYP

%Remote Access AUk,
%Remate Access Con.,.
%Remote Procedure ...
%Remote Procedure ..,
%Remate Registry Se. ..

%Remwable Storage

%Routing and Remat, .,

%Run.ﬂs Service

%Security Accaunts ..,

%SErver

%Simple Mail Transpo. ..

%Smart Card
%Smart Card Helper

%System Ewenk Mokifi...

%Task Scheduler

485 TCPIIP NetBIOS Hel..,

%Telephany

%Telnet

%Terminal Services

%Uninterruptihle Pow,..

%Utility Manager
Windows Installer

%Windaws Inkernet M.
%Windows Manager. ..
%Windows Managem, .

%Windaws Time
%Workstation

%World Wide Web Pu,..

Loads files to memary For later. ..
Provides protected storage fo. ..
Provides network signaling an. ..
Creates a connection to a rem..,
Creates a network connection,

Provides the endpaoint mapper. ..
Manages the RPC name servic. ..
Allows remote registry manipul. ..
Manages removable media, dri...
Cffers routing services to busi. .
Enables starting processes un. ..
Stores security information For. ..
Provides RPC suppart and file, . ..

Manages and controls access ...
Provides support for legacy 5.,

Tracks syskem events such as ...
Enables a program ko run at a ...
Enables support for MetBI0S ..,

Provides Telephory APL (TAPL...
Allows & remate user ko log on...
Provides a multisession enviro, ..
Manages an uninterruptible po. ..
Starts and configures accessib. ..
Installs, repairs and removes ...

Provides a NetBIOS name ser. ..

Provides system management ...
Provides systems managemen. ..

Sets the computer clock,

Provides network connections ...
Provides Web connectivity an...

Skarted

Started
Skarted

Started

Started
Started
Skarted

Started
Started
Skarted

Started
Started
Skarted
Started
Started

Autarmnatic
Disabled
Manual
Disabled
Manual
Aukarnatic
Autarmnatic
Manual
Aukarnatic
Disabled
Autamatic
Aukarnatic
Autarmnatic

Disabled
Disabled
Autamatic
Aukarnatic
Autarmnatic
Disabled
Disabled
Disabled
Manual
Manual
Manual
Autamatic
Aukarmnatic
Manual
Autamatic
Aukarmnatic
Disabled

Localgystem
LocalSyskem
Localgystem
Localgystem
LocalSyskem
Localgystem
Localgystem
Local3ystem
Localgystem
Localgystem
Local3ystem
Localgystem
Localgystem

Localgystem
Localgystem
Local3ystem
Localgystem
Localgystem
Local3ystem
Localgystem
Localgystem
Local3ystem
Localgystem
Localgystem
Local3ystem
Localgystem
Localgystem
Local3ystem
Localgystem
Localgystem

3. Now, we will try to logon to the server as a Student or Faculty member to show
that the “Logon Locally” right has been revoked.

The error message “The local policy of this system does not permit you to Logon
interactively” appears.
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4. The administrator account was renamed. Checking in Active Directory Users

and Computers, in the Users folder, we see that it is now “tompsong” as

configured. The Guest account has been renamed as “robertsm” and disabled.
| was able to logon as “tompsong” and had full administrative privileges. | was

unable to logon as “robertsm”, receiving the message “Your account has been
disabled. Please see your system administrator.”
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“kﬁ Consale  Window  Help

|

“ fction  ¥iew  Eawvarites H " = | | >< | @ “ ;Iﬁiﬁh?@ﬂm

Tree I Favorites I

(] Console Roct
@ Security Templates
EI@ Active Direchory Users and Computers [bri-w2k, highse
EI@ highschaal.local
-] Builtin
[:I Computers
@ Domain Controllers
&) Faculty
+ [:I ForeignSecurityPrincipals
@ MyBusiness
; [ Students

@Group Palicy Creator Owners

&bt

- Security Configuration and Analysis ﬁ:RAS e —
[+]-#3 Local Computer Palicy ﬂES e A
=3 highschool_DC [bni-w2k, highschool local] Policy FhEma Amins

%Small Business fdministrator
%Small Business Fower Liser
% Small Business User

E t shirer

ﬁ kompsang

ﬂ TsInternetUser

T WINS Users

Computer Configuration
Iser Configuration

2

5. | verified that the Event log settings were correct.

Application Properties

EdlEY

T3 Y
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Security Group -,

User
Security Group -...
Security Group -...
User
User
User
User
User
User
Security Group -...

As part of GIAC practical repository.

IName | Type | Description |
!ﬂCert Publishers Security Group -...  Enterprise certification and renewal agents
ﬂ:Dnsndmins Securiby Group ... DMS Administrators Group
ﬂEDnsUpdateProxy Securiby Group -...  DMS clients who are permitted to perform...
!ﬂDomain Admins Security Group -...  Designated administrators of the domain
ﬂzDomain Carmputers Securiby Group -...  All warkstations and servers joined to the. .,
ﬂEDomain Controllers Security Group -... Al domain contrallers in the domain
@Domain auests Security Group -... Al domain guests
ﬂ:Domain |sers Securiby Group -... Al domain users
ﬂsEnterprise Admins Security Group -...  Designated administrators of the enterprise

IMermbers in this group can madify group p...
Euilt-in

Ke Distribution Center Service Account
Servers in this group can access remote a...
Designated administratars of the schema
Administrators have full access to the co...
Power users have all User rights, Addition. ..
Users hawve access to all printers, shared ...

Euilt-in account For administering the com. .,
This user account is used by Terminal Ser. ..
Mermbers whao have view-only access to k..,
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Test System Functionality

1. | tested the ability of Students and Faculty to logon to the server and access
their personal secured folder, which was configured on the Profile tab of their

User Properties.

om Wiser Properties [ =

| |_ow |

They were able to see only their own folders and 10MB quota was set. (PICTURE) |
tested printing to network printers which worked without any problems.

& \Bni-w2k'UsersFaculty' howellj - | I:Ilil

! J Fil=  Edit “iew Favorites Tools  Help ﬁ
I J s Back + = - | ‘Qsearch  YFolders & #History ||E+ = o >
: J.ﬁ.ddress 1 ViBri-w2kUsersiFacultythowellj j G0
i = e -
R
g H
howellj
There are no itemns to show in this
Feldar hd

- |III objeck(s) |III bytes (5% Local inkranet i

[y g gy

2. | tested that students were able to access the Logger Pro program offered by the
Science department. The rights given to the %SystemRoot%\Program Files folders

were adequate.
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3. Several Event Log Errors were noted after applying the policies. They were related
to System Services that had been disabled.

J Action  Wiew “G:l -)|| |@
Tree I Type I Date I Time I Source Cateqgor | Evernk I Lser I Computer
[ Computer Management (Local) EdErmor 42602003 4:26:1LPM Perflib More 1008 A BINI-W2K
E‘ﬁﬁ System Taols QError 4/26/2003 4126:11 PM raschrs Mone 2001 Nf& BII-W2K
= [i] Event Viewer IErar 4fZ6i200% 4126:10PM  Perflb Mane 1008 MjA BINI-W2K
4] Application QError 412612003 4126:10PM  raschrs Mone 2001 & BMI-W2K
Directory Service QError 4/26/2003 42609 PM Perflib Mone 1008 HA BNI-W2K
DNS Server @Error 412612003 4126000 PM raschrs Mane 2001 MR BMI-W2K
File Replication Service €3Erar 4/26/2003 : BNI-W2K
; : Event Properties d
2| Security X 412642003 E 1l BRI-W2K
i System > Tareee 4/26/2003  Event BII-W2K
[]---% System Information QE” o 4j2612003 BNI-W2K
& Performance Logs and Alerts Qgrmr /2602003 Date: 4/26/2003  Sowrce:  raschs + | BMI-W2k
[]"' Sha'_'Ed Falders QError 4j26/2003 Tirne: 1626 Categary: Maome BMI-W2K
----- e, Device Manager . . +
o i [T i F— QError 426/2003 Type: Errar Ewent D: 2001 | BNI-W2K
o Drage 8 €3eror 4262003 User [ BINL-W2E
..... (3 Disk Management Qeror 4/26(2003  Computer BNIW2K BNI-W2K
_____ m Disk Diefragmenter QEerr 4/26/2003 o BMI-W2K
=3 Logical Drives €Erar 4/26/2003 Description: e
[]._@ Remavable Storage QError 412612003 The description far Event 10 [ 2007 ] in Source [ razctrs ] cannot be found, BMI-W2K
) o The local computer may nat have the necessary registy information or i
D"& Services and Applications QError LS meszage DLL files to dizplay meszages from a remote computer. The e
QEFFDV Hfz6iz003 fallowing information is part of the event: . BI-W2K

After researching on the internet, the errors were determined to be “cosmetic”. Since
the Telephony and Remote Access Services had been disabled, the Performance
Monitor was unable to get statistics from them.
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Event ID: 2001

Source rasctrs

Type Error

Description | The description for Event ID (2001 ) in Source ( rasctrs ) cannot be found. The local
computer may not have the necessary registry information or message DLL files to display
messages from a remote computer. The following information is part of the event: .

Comments | Gary Busby
Windows 2000 (any edition) issue that is caused when the following three services are
disabled: Remote Access Auto Connection Manager, Remote Access Connection
Manager, Telephony (all of which are set to Manual by default). Typically, someone
would disable these services on Domain Controllers (or other editions) to reduce the
number of unncessary services running, of which, these three are not needed as long as
RAS is not needed. This message can be especially troublesome on a DC due to it
appearing every 60 seconds and filling up/creating large "Application" event log file.
However, it is a harmless error.
To resolve:
1. Run "unlodctr rasctrs.dll" to unload the counter.
2. Delete the performance counter registry key:
HKLM\System\CurrentControlSet\Services\RemoteAccess. Delete the entire
"Performance"” key.
The error will cease.
Note: This problem is fixed in Windows XP.

Links Q246805 , Q811089

See the above notes from www.EventlD.com. After applying the recommended fix, the
errors stopped.

4. Testing the functionality of the anti-virus’s Administrator Console, | was able to
connect to remote PCs, install Etrust InoculatelT, distribute virus pattern updates and
manage the PC settings.

39
© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



eTrust InoculateIT - Administrator's Yiew

e Administration  View Help

5SS E|BEE SRR R BMEEEX|%E 2
I B BMIZ000 {administrator) Summar_l,ll Job I Realtime  Signature Distribution I.ﬁ.nal_l,lsisl Alert I
E% Configurakion Settings
Enforced Palicies Property | value
=8 subnets * FTP Hast Marne Frpav.ca.com
C E-WT 192.168.001.100:42508 * User Mame anonymous
fe B BMIZOOD * Password hokrhetotolo
= E SOLAR_WINDS * Proxy server
= B Users * Femate Path Ipubfinoculan)scaneng)
EEI---? Legacy Domains
I':'I? Crganization * Enagine Mame InoculakeIT
-2 BMI * Support PlatFormm Windows 9 ME
= Bl BNIZO000
- ¥ Local Scanner Log * Engine Mame Wt
g3y Scheduled Job Log * Support PlatForm Windows D ME
g3 Realtime Log
QE Ewent Log * Engine Mame InoculateIT
e @ Signature Distribution Log * Suppart PlatFarm wWindows NT[/2000 (x56)
* Engine Mame Vet
* Support Platform Windows NT/2000 (xS6)

5. The following Error Message occurred when opening Services and Applications from
the Computer Management screen. It was related to the IIS Service Manager which
had been disabled. Since IIS will not be needed on this server, | used Add / Remove
Programs to remove this feature, which was installed by default with the OS.

Internet Services Manager ]

Once these policy changes were made, | applied them by re-booting the server. |
verified that the error messages had stopped.

6. Finally, | tested the ability of GFI's LanGuardNetwork Security Scanner to monitor the

Event Logs of the server and scan for port or system vulnerabilities. Initially, | received
“Error 53 — Network Path not Found”.

40

© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



Eile:

FI LANguard Network Security Scanner ¥[3.1]
Edit Wiew Scan Patches Tools LAMguard Trap Help

OO 0D DEA & - = H| & raem[iosz 05240 =2
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[ |
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List sessions ...
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List drives ...

Read remote time of day ...

i % TCP Ports (3] Read password policy ...
-G UDP Ports [3) Connect to remote registry ...
H”'?J1025213?[ ] Mwindows 2000] --» Error (53) The network path was not found
F Time tolive [TTL]: 128 [128] - Same network, segment UDP scanning thread started ...
EJ""% TCP Parts [3) TCP scanning started ...
- UDF Ports 3] 3 open port(s).
£ 10.25.21.38 [COMPO08] Mwindows 2000 Service Pack 2)
[ [Ef METEIOS names (4] UDP scanning thread stopped.
ﬁ Username : [Mo one logged on)
.. BB} MAC : 00-06-58-B3-49-11 [Dell Computer Corp.) Scan completed in 7 minutes, 51 seconds.
o [ Time ba live [TTL] : 128 [128] - Same network segment Ready
o [ LAN Manager : Windows 2000 LAN Manager
-~ [ Domain : JAYSOMN
- [ Computer ugage : Workstation
[ ,55,:_, Trusted domains (1)
[H- @ Shares 3]
[]----@ Groups [B) j =
|F|ead_l,l | | v
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This error was caused by the setting of the Remote Registry Service. | was able to
sucessfully scan the server and monitor the event log after changing this service to start
Automatically

V. Evaluate the Effectiveness of the Security Templates

The NSA templates applied have been successful in securing the server for the
proposed environment and achieving the level of security outlined in the Security Goals.
Some were required by the special circumstances of the environment, some were
preferences, and a few were not defined by NSA like the System Services.

Higher level of authentication

More detailed auditing of system with alert notification of

possible intrusion, tampering or problems

Have fewer system administrators and restrict access to

secure areas

Tighter server security to protect available services, file

system and registry security

Prevent students from using too much space on server hard

disks;
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could prevent large downloads

Configure NSA templates to NTLM authentication (will need to
retire Windows NT and 9x clients), and cached credetials

Configure NSA Auditing Policies and Event Log settings; user 3"
party tools from GFl, SolarWinds and APC

Configure NSA Restricted Group settings; keep all equipment
behind locked doors.

Configure NSA System Service, File System and Registry Policy
settings

Configure NSA Administrative Template settings for System, Quota
Policies
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The default Password Policies from the NSA were too strong and needed to be
modified to address the term of the school semester system. Complex passwords were
not desired due to the age of the users.

Some of the Audit and Event Log Policies were changed to keep the logs from
becoming too large. Due to the nature of the daily school schedule, over 300 students
and faculty will logon to the network every hour at the beginning of class. This would
make the auditing of all logon events, object access and directory service access too
high. | also disabled the Automatic Shut down of the system if the event logs got full,
due to the erratic nature of the school schedule and availability of Faculty Administrators
of the system.

The NSA’s recommended User Rights were adequate in providing a higher level of
security at the server by replacing the Users group with Authenticated Users.

Several settings “Not defined” by the NSA templates were changed in the Security
Options Policies. The Logon Text Messages remind students on a daily basis of the
school’s Computer Policy against cheating, and the disciplinary action that would follow
if violations occurred. This should be left to the administrator to determine what is best
for their environment.

| took advantage of renaming the Administrator and Guest accounts, which the NSA
does not do by default in the Security Options. This also should be left up to the
administrator to determine. And, | implemented restricted logon hours for Students in
conjuction with automatic logoff when time expires and an idle time limit to reduce the
possiblities of Student tampering. | think the auto logoff is an overall good idea for any
site, but the Logon Hours would be site and user specific.
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The NTLM authentication level needed to be loosened to allow for some remaining
Windows NT and 9x users. The Active Directory Client could be used, but these PCs
will be retired at the end of the semester so we did not use it.

The settings for configuring Restricted Groups allowed me to limit the members of the
Administrators and Faculty groups.

The NSA does not pre-configure System Services nor give any recommendations. |
found information that helped me secure this area of the system at Tech Republic, the
NIST site and Tech Net. The NSA could publish their own recommendations to help
administrators by defining the services, determine which services are required for basic
system performance and which are optional. This could be a big task since the services
required would be based on server role!

The tools we chose to monitor the network, send alerts and update anti-virus software
functioned properly, after including the Remote Registry setting on Automatic in the
System Services. We were able to secure services adequately.

The Administrative Templates provide many more options for advanced security using
Group Policy. We used the options to limit disk quotas for Students to 10MB and
control Group Policy updates.
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The File System and Registry Settings were more than adequate for this environment
and there were no problems with system functionality caused by applying them.
Students and Faculty were able to access their personal folders and print. The special
applications used by the Science department were unaffected.

The Security Configuration and Analysis tool was very helpful in testing and verifying
that the desired settings were applied. | found it as powerful but easier to use than the
command line SECEDIT tool.

Overall, | found that the NSA templates saved a lot of time configuring this server, and
that as a guideline the security recommended was more than adequate to meet our
Security Goals.
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