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1. INTRODUCTION

This document was written to fulfill requirements for the practical assignment portion of
the GIAC-NT certification. It represents only a portion of items to be addressed in terms
of threats and vulnerabilities that should be reviewed in a comprehensive audit of a
computing environment that utilizes Microsoft’s Windows NT. Section 2 reviews eleven
best practices for securing such a computing environment. Section 3 covers the
installation and use of Pedestal Software’s Security Expressions tool to perform an audit
of a Windows NT 4.0 Domain Controller. Section 4 of this document provides the
results of an audit of a Domain Controller using the Security Expressions tool.
References used can be found in Section 5.

1.1 Disclaimers

All efforts have been made to ensure the accuracy and completeness of the information
contained in this document. However, discoveries of new vulnerabilities, new software
revisions, new or revised fixes, and new or revised vendor documentation may, at any
time, make portions of this document invalid in terms of its applicability in a computing
environment. This document is meant to serve only as a sample guide and is not a
complete list of all best practices that should be followed in attempting to secure a
Windows NT environment. A thorough and complete audit and analysis of each
computing environment and the processes in place there, is recommended.

All recommendations should be tested throughly before implementing them on
production systems.

This document does not address, nor was it intended to address site facility security,
network security, or application security.
1.2 Definitions

Information or data is unable to be understood by parties who do not

Confidentiality have a “need to know.”

Information or data that is valid. The integrity of data can be
compromised through human error, hardware failures, natural disasters,

Integrity software bugs or viruses, or during the transmission of the data from
one computer to another.
Availability Information or data is available to authorized individuals when they

need to access it.
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2. SECURING WINDOWS NT

This section reviews eleven best practices for securing computers running Windows NT
4.0 Workstation or Server. These eleven best practices are a subset of the best practices
identified in Securing Windows NT: Step By Step, published by the System
Administration, Networking and Security (SANS) Institute. Implementing these eleven
best practices alone will not guarantee the security of a computing environment. They
are presented as a guide or sampling of some of the best practices that can be

implemented.

A complete review of the entire list of best practices should be performed in order to
provide increased levels of confidentiality, integrity and availability of workstations and
servers running Microsoft’s Windows NT 4.0.

For each of the eleven best practices listed, the following will be identified:

0 Problem — Defines the security vulnerability and the impact of not implementing
the best practice, i.e., to what vulnerability will the workstations or server be left

open

0 BestPractice — presents the recommended approach to mitigating the
vulnerability.

2.1 Eleven Best Practices

2.1.1 FILE SYSTEM

21.11 Store Critical Data in NTFS Partitions

Problem

Windows NT manages security only on NTFS file system partitions, and
not on FAT (the traditional DOS) file systems. NTFS file system partitions
allow access to be controlled to each file and/or folder on a per user basis.
This granularity could be used to protect specific files and/or folders from
access by unauthorized users.

Best Practice Format all hard drive partitions as NTFS partitions.

21.1.2 Set ACLs on O/S files

Problem When a NTFS partition is converted during the setup process the default
permissions set give the “Everyone” group full control to all directories and
files including critical Operating System folders and files.

Best Practice After the setup completes, the administrator should run the FIXACLS . EXE

© SANS Institute 2000 - 2002

command to limit access to critical Operating System folders and files'.
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2.1.2 REGISTRY

21.21 Manage Logon Information Display

Problem

By default, the Windows NT login screen will display the login of the last
user who logged in as a convenience. This login name could be useful to
intruders who see it displayed.

Best Practice Disable the display of the last logged on username by setting the following
registry value? (if it doesn’t exist, it must be created):
Hive: HKEY_LOCAL_MACHINE
Key: \Software\Microsoft\windows NT\Currentversion\wWinlogin\
Name: DontDisplayLastUsername
Type: REG_SZ
Value: 1

21.2.2 Disable Use of Cached Logons

Problem By default, Windows NT stores the logon credentials for the last 10 users
who logged on to the system®. This allows servers and workstations, in a
domain environment, to be used in the event a domain controller cannot be
contacted and to allow remote authentication through network boundaries.
In an environment where security is important, it may be desirable to
disable this feature.

Best Practice Disable caching of logon information by setting the following registry
value (if it doesn’t exist, it must be created)
Hive: HKEY_LOCAL_MACHINE
Key: \Software\Microsoft\windows NT\Currentversion\wWinlogin\
Name: CachedLogonsCount
Type: REG_SZ
Value: 0

21.23 Use of Logon Message as a Warning

Problem Attempts to prosecute intruders have failed in court because the owner of a
computer failed to provide sufficient information to warn intruders that
they were being monitored.

Best Practice Use the logon message to warn uninvited users that they are not allowed

© SANS Institute 2000 - 2002

and to warn authorized users that they must use the system only for
approved business purposes’. Also advise users to not install unapproved
software and that use of the computer indicates consent to monitoring by
the company including keystroke monitoring.

The registry values (if they don’t exist, they must be created)
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Hive: HKEY_LOCAL_MACHINE

Key: \Software\Microsoft\windows NT\Currentversion\wWinlogin\
Name: LegalNoticeCaption

Type: REG_SZ

value: NOTICE!! You are being monitored

Name: LegalNoticeText

Type: REG_SZ

Value: To be used only for authorized purposes. No

unauthorized software is to be installed on this
computer system.

WARNING! By accessing and using this system you
are consenting to system and keystroke monitoring
for law enforcement and other purposes.
Unauthorized use of this computer system may
subject you to criminal prosecution and penalties.

2124 Enforce Strong Passwords
Problem A malicious user can easily crack weak passwords.
Best Practice Enforce the use of strong passwords by implementing a password filter

such as “passTtilt.d11” which Microsoft delivered with Service Pack 2
and later for Windows NT 4.0. The password policy enforced by
passfilt.d11 requires passwords to be at least six characters in length
and use characters from three of four character “classes”—Uppercase,
lowercase, numeric or punctuation characters.’

To implement, the passtilt.d11 file is placed in
%systemroot%\system32 and an edit to the registry is required.

The registry values (if it doesn’t exist, it must be created)
Hive: HKEY_LOCAL_MACHINE

Key: \SYSTEM\CurrentControlSet\Control\LSA\
Name: Notification Packages

Type: REG_MULTI SZ

Value: PASSFILT

21.25 Control Remote Access to the Registry

Problem The Windows NT registry on remote computers can be accessed over a
network by registry tools delivered with Windows NT and the NT
Resource Kit. A malicious user could utilize these tools to remotely make
changes to the registry of a computer running Windows NT 4.0.

Best Practice The ACL set on the registry key

Page 4
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HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Cont
rol\SecurePipeServers\Winreg determines which users or
groups can access the registry remotely across the network®. If the key
does not exist, remote access is not restricted. The ACL should be set to
give only Administrators full control.

2.1.3 PASSWORD CONTROLS AND ACCOUNT POLICIES

2.1.31 Limit Failed Logon Attempts

Problem

By default, Windows NT allows a user to attempt to logon repeatedly to an
account, neither logging the failed attempts nor disabling the user account
after a predetermined number of failed attempts.

Best Practice Lock user account after five failed login attempts’.

2.1.3.2 Disable the Guest Account

Problem The Guest account is well known and a likely target for malicious users
attempting to gain access to a computer running Windows NT. This
account is enabled by default on Windows NT 4.0 Workstation and
disabled by default on Windows NT 4.0 Server.

Best Practice Make sure that on both Windows NT 4.0 Workstation and Server the Guest
account is disabled and has a non-trivial password assigned to it".

21.3.3 Secure and Manage Event Logs

Problem The Application and System logs for Windows NT can, by default, be
accessed by ordinary users.

Best Practice Set NTFS permissions on the event log files (located in

%systemroot®\system32\config\*.evt) to allow access by
Administrators and System accounts. Do not give any regular user the
Manage Security and Audit Log right.

2.1.4 OTHER ACTIONS

2141 Install the Latest Service Pack for Windows NT

Problem

Best Practice

© SANS Institute 2000 - 2002

Microsoft uses Service packs to distribute product updates, bug fixes and
security updates to fix recently discovered vulnerabilities. Failure to install
a service pack can leave your computer vulnerable.

Ensure that the latest service pack for Windows NT 4.0 (Service Pack 6) is
installed’. This can be verified by making sure the value of
HKEY_LOCAL_MACHINE\Software\Microsoft\windows
NT\CurrentVversion\CSDVersion issetto “Service Pack 6”
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3. SECURITY EXPRESSIONS BY PEDESTAL SOFTWARE LLC

According to Pedestal Software, their Security Expressions tool allows administrators to lock
down computers running Windows NT based on policy guidelines like those developed by the
National Security Agency, SANS, and others. Security Expressions allows an administrator to
load a policy template and then audit local and remote computers for their adherence to the
loaded policy template. An administrator can easily customize templates for use with the
Security Expressions tool.

3.1 Installing Security Expressions

1. Upon purchasing Security Expressions from Pedestal Software you will receive an e-mail
providing you with your license key and a URL for downloading the current version of
Security Expressions. After saving the downloaded file (in our case nt4 r128 4340.zip)
Security Expressions can be installed opening the zip file with WinZip and clicking on the
[Install] button, which will execute the setup.exe found in the zip file.

.-_'_'l.-.'.i'n.-"-'n mid 128 4340 zp

I

H—-" I HDH I E—[—I” Fshic Vel 5l Bl S0 wraii o L
L [,l.ula.l.&g L9000 17 P 113 w 1110
dalal cab SN0 217 PM 4900 M% 1414
] lang dial S/30/97 11:31 dM 4557 G5% 2065
] Lot biny LN 217 FPM 353 7B% g5
%] wicd 2w gl L7 100 AM 995304 RA% 461 5N
B M5 Secunly Wikte | TR0 130 FM HBE0 m% 4507
B HawnDC. i B/26/99 1153 AM 975 E 43
B HavySas. ik E/2E99 1157 4M 43754 WMxX 47308
B Mavgh'S ink E/26/99 1151 4M 49545 WX 4305
] o dal BAEAT 215 P 417 62X 16i)
Wi SANS Shepbe-Shep.. AM12M07:30 PM 2009 TR 589

3 secewp.chm LN 00 2406 PM 138129 5% 132354 =

T o T aa .

2. Clicking on [OK] will start the InstallShield® Wizard.

L - |
m&nﬁﬁ:ﬁmmmﬁmﬂ s run the
7 R g vl Corcel |

Help I

Page 6
© SANS Institute 2000 - 2002 As part of GIA?C practical repository. Author retains full rights.



GIAC NT

.

aalup
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ﬁ n-#m the apphcahon sehup process. Flease

3. On the Welcome screen, click on [Next] to continue.

11 b shioragly recomirpraced sl i et ol \Winde: plograme:
brihotm g (et Salug program

Dk, Carcsl 8o quil Satup devd Then chobe sy proge e you
heve rurming. Clich, Mswd 10 confrses wrlh the Setup program.
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e

Uins athonisad isproduchon o dishibubon of thir pogram, o any
pottin of &, mer result s severe crvll ard coevenal penalies, and
vl b prossouted ko the masarian evterd pooiile under s

oo |

4. Read the Software License Agreement and if you agree to its Terms & Conditions, click on
[Yes] to continue.

Sollwae |icemnss Adgeseimenl
Flaase read the folovang License Agreement. Press the PAGE DOWH key o ree
tha seed of Hra Al peman
ESTAL SOFTWARE USER AGREEMENT :_.:.:I

SOFTWWRE LICENSE TERMS

CT: SECURITY EXPRESSMING

- Foi Copees 5 by Elechionsc Tearomerson: BEFORE YTL
CE. OM THE ACCEFT OR YES BUTTOMN AT THE END OF THIS DOCUMEMT.
FULLY READ ALL THE TERMS AND COMDITIONS OF THIS AGREEMENT. By
CEING ON THE ACCEPT BUT TON, YOU ARE CONSENTING TO BE BOUND By
ARE BEDIIMG APARTY TD THIS AGREEMENT. IF Y1 DO Nﬂ‘TﬁﬂEE TQ
OF THE TERMS OF THIS AGREEMEMNT. CLICK THE "D0 NOT ACCEPT
LT TOM AND DD MOT USE THIS SOFTWRRE.

2 Fros Ciopies Suppled on Tangble Meda Use of $he Solteaie ;I

Do pou acoeph o B e of the precedng Lcents Agresmenl ? 1 pou choos Mo, Selup
il doge. To mstall SeouitpE xpessiont. wou must sccept this agreemenl

:lﬂl_fﬂm o I
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5. Click on [Next] to install Security Expressions in its default location of C: \program

files\Pedestal Software\SecurityExpressions

Chooze Dezlinalion Localion

Stup willinstal SecuinE rpressions i the followng foldar,
Toirvstal ta thiz folda, ek Nast

Tomstal bo a diferent icider, clck Beowse and select ancther
Foldet,

“Y'ou can choose not to instal SecuniyE spressons by chcking
Cancel to exl Sebup.

¢ Back E:EEEE;; Cancsl |

6. Click on [Next] to place the shortcuts in their default Program Folder

Selacl Program Foldes

Sebup will add program icons to the Program Foldes kxted below
Vou ey lupe & new folder name, o select one biom The emting
Folders izt Chick Mau ba contires.

Program Foldeix

Essling Folles

Adabe Scobat 4.0

Compaq Inlcemataon Carter

Dekaeper Lite

E ngmesnng Applcahons

IrstalShesld 55 Piofesoonsl Edition

IrbeDinee NT Sesvers [Comimon]

LanSale I

Macro Evpress _"'_'j

o T |
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7. After the installation has completed, click on [Finish] to complete the Setup

Setup Complele

Setup hag hrished inckaling Secuntyl speesmore an your
computss,

Sefup can launch the Fead Me e and SecinlyE speespong.
LChooge the ophars youw wank balow,

Clck Fnish o complete Setup

4.2 Using Security Expressions
1. Start Security Expressions by clicking on [START], Programs, SecurityExpressions,

SecurityExpressions
=} o NIC Utiite: [l B cecunnk
A Accessonies v | & Snagha b % SecuiyEgeeisions Help
o= Corrmction Manapes Sdnritistion Kk * | L=l Stalup b I

2. If'this is the first time you have used Security Expressions since you purchased it you can
enter your license key on the following screen and click on [Register], or you may click
on [Cancel].

Soltware Rogitiation |
SecurityExpressions

;EJ by Pedestal Software

Purchaee keyr onlre by mislng wwa IBCURPEpreIonT com

) [FEIFRFE eI H% §

Puchasrg Inomaton]  Cancel |

Note: The key entered in the above screen capture is not a valid license key and is for illustrative purposes only.
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3. After Security Expressions opens, select File, Open.

[1] 5 ecunityE xpressions

4. In the following dialog box select the policy template file you will be using and click
[Open]. For this document we will use a file named best practice.sif’.

open________EH
Lenk iy |._1‘=.-r«'ul_;-f:-c|.'-ur:-'-l:r|: d = = ]

B L5 Py Wioekst stion o

" :-M'.'-':‘:El:‘-b': Type: SaourilyEgr o Fis
.' Th e & . S .05 KR

" LIS Marvy (Doensiey Controlies of

B s My Server sl

Fils narra fbest peactice s | Open I
s of lypa IE-r-:-JI| E ppueimoer: Files [ o] ﬂ Carced |

5. Click the Rules tab to see a list of the vulnerabilities checked for in the best
practice.sif file.

[I]':-r-.'l.lrll','i Hpressions - [hest prachioe,sif)

5m5m||=|.# Batch | Shatus | Deserption

CErver | Em]

# L Machine Lists
EF adHoste

| il AMDC

BOOME

COHDCCE

CSACD_ADMIN

resT

[»

B -

' | created the file “best practice.sif” specifically for those best practices reviewed in section two of
this document. The file is not delivered as a part of the Security Expressions product.

Page 10

© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.



GIAC NT

© SANS Institute 2000 - 2002

displayed screen.

6. The vulnerabilities that are checked for appear listed as rules on the left-hand side of the

Server Scan Flules | Bach |

_Fues

& CilRemotebcoesdeg

o DrParm poot

& DuPaim bemp

% DiiPairm ware!

oo DirPaim wannil\repa

& DirPaim wirntyapstem32
% DizableC schirglogorCredentals
& DortDeplapl sl seireme
% FlePam Appbcation Log
& FlePem duboesnc bat

& FlePam bool ire

& FlePam conhig s

& FilePam nldetact com

al |

e
e e —

Copyright 1998-2000 by Pedestal Software, LLC. Al Rights Reserved.

Press F1 for Halp

Rl List Membershp _Marching Lists Affected
[ Checkiist [0 Dot
fid L1 K 2
EditAuleLists |
| Accilie ablaGuast
Desciiption=4 05.02. Disabls the Gusst account =]
Check=HasFlag
=liues!
Flage=UF_ACCOUNTDISABLE

o

* £t Aule

[ s

7. Click the Server Scan tab, double-click on Machine Lists, highlight Default, and place

a checkmark in the checklists box to use those rules contained in the best

practice.sif file.

[I]"-.-r:-.u-ll.v_.'i:-:[---:-#-'---'.-l'ra [best practice.sif]

Co Lt hB S

Saiver Soan ||:|._,|,H | Balch I

H CSACD_ADMIM

Server | Soan |
=-Ef Machine List
m EEE
Lt aiHou:
% A AMDC
¥ 4 BOOMNE
¥ 4 COHDCCE

¥ CsT :I

Cilae .
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8. Click on the [Scan] button to begin to scan the local workstation.

[[)securityExpressions - [best practice.sif]
a

E=| Fle Edit Wiew ‘Window

EPILY ik
Server Scan | Aules | Baich | L

Server [ ‘5_1?1
- LT Machina Lists M|
M0 Dedauk
E1 sl Hosts
M- il AMDC

9. Click on [Yes] in the following dialog box:

Mo Hozl Supplsid

L ?} Do pow ward o sean e local mackns 7

[ |

10. Click on [Yes] in the following dialog box:

i T Do pma s A5 poan umng the chaschosd e ety 7 11 ml, inchimagn Bllen
o ') febrifved i eath macker kil vl e e e dynarscaly deleims B
arors ra bty

e

11. The results of the scan of the eleven best practices presented in section two of this
document is presented on the right hand side of the screen.

"] Secuiril Fhspressions - | beesl pa ot e il |

€= Fls Edd Wew ‘Window Help == =]
=l gl * P &R
Server Scan | Fudes | Batch | (St | Descrigton 5
a O 3,00 00, Bravent He rame of the last user From beeng displ
iy - = [ | (=Y 3,011 {12 Daable the Caching of Logan Credentisks
S P A I C EI o O L0000, L Ehe lngon messsge (o warn avsiy mEnaders
S PO (D 0 " On 1,650, Uk Ehe logon masnsgs b wiarn ey SEmdercs (o
EvHLALINGTH BT ox 2,050, Enabls passfit ol ytilky
EYBURALINGTDHA = o Ol J0000s. Fesbnct scomes o sscurity kog Fils
EYELALINGE D2 o 00,6, Beshrict scoess to appikcation kg fis
H'EEUE':“M' U 2,000, Rasinct socess bo syetem log fils
:nﬂtt'su:ﬁ @it ok 12,00, Control remots accass ko the negstry
| i | - 3
RiTEFT T2 1 2 :l o O 4,0) el Lockout scocunbs after st most § hed pessword |
o o 4,(8.02. sable the Guest accourt
B ChuaciLiat ST K 0.02.00 ., Servicon Pack &
WO 0K St ACL on T TEHPY disctory
4 | 2| | @ o St ACLE on et
Lo [ ™ Append WOT Ok e A-:.n-.n'.“-w'ueJq.i
Pmdl— . T O “oab B |y by md -r|1"|'.' LILI
Copsyright 1 958- 2000 by Pedestsl Softwsrs, LLC. 8 Rights Reseryed
Preas Ff Fir Haln T o
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12.Items marked, as NOT OK may be double-clicked on to view further information about
the vulnerability. Clicking the [Change] button in the dialog box that appears will
implement the recommended best practice. In the dialog box shown below, clicking
[Change] will modify the value of
HKEY_LOCAL_MACHINE\Software\Microsoft\windows
NT\CurrentVversion\WinLogon\CachedLogonsCount to zero (0) to disable
the caching of logon credentials.

DisableCachinglogenCredentials

Rl Descaiplion
3.01.02 Diezabibes the: Caching of Logon C-udmﬁah;i

Regishy key, fle o disclon
|Hr.kn'm5nﬂm'-.!~1m:ﬂ'-.’#hdmu: MT\Cuneniyerzin

W ahum I[:qdﬁl.ﬂgnmﬂwﬂ

Action Fﬂfmﬂ¥“ﬁ¢

Curerd
10
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4. RESULTS OF AUDITING A DOMAIN CONTROLLER

4.1

Before Implementing Best Practices

The following output was obtained by using Security Expressions with the best

practice.sif file to audit a Windows NT Domain Controller (MDTEST0O000P002), running
Windows NT Server 4.0 with Service Pack 6, prior to implementing the best practices covered in
section two of this document:

Description

>
-
=

(o]
=
o

3.01.01. Prevent the name of the last
OK |user from being displayed on the Normal||DontDisplayLastUsername
login screen .
3.01.02 Disable the Caching of . . ,
ggT Logon Credentials Current: 10 Normal aDllssabIeCachlngLogonCredent|
Desired: 0
OK 3.02.01. Us_e the logon message to Normal |LogonMessage
warn away intruders
OK 3.02.03. Us_e the logon message to Normal||LogonMessageCaption
warn away intruders (set a caption)
3.05.01. Enable passfilt.dll utility
NOT Current. FPNWCLNT Normal||PasswordStrength
OK |C:\WINNT\System32\pwdriver.dll 9
Desired: PASSFILT
3.08.02a. Restrict access to security
NOT log file Current: ACL: Administrators,
OK (All), Server Operators, (RWXD), Normal||FilePerm Security Log
SYSTEM, (All) Desired: ACL:
Administrators, (All), SYSTEM, (All)
3.08.02b. Restrict access to
application log file Current: ACL:
NOT ||Administrators, (All), Server : .
OK |Operators, (RWXD), SYSTEM, (All) Normal||FilePerm application Log
Desired: ACL: Administrators, (All),
SYSTEM, (All)
NOT |3.08.02¢c. Restrict access to system Normal |FilePerm System Log

© SANS Institute 2000 - 2002
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OK

log file Current: ACL: Administrators,
(All), Server Operators, (RWXD),
SYSTEM, (All) Desired: ACL:
Administrators, (All), SYSTEM, (All)

NOT
OK

3.12.01. Control remote access to
the registry Current: ACL:
Administrators, (Full)*1, Backup
Operators, (QWCENR)*1 Desired:
ACL: Administrators, (Full)*1,
SYSTEM, (Full)*1

Normal

CtrIRemoteAccessReg

OK

4.01.03e1. Lockout accounts after at
most 5 bad passwords

Normal

PolicyLockout

OK

4.05.02. Disable the Guest account

Normal

AcctDisableGuest

OK

8.02.01. Service Pack 6

Normal

SP6

NOT
OK

Set ACLs on % TEMP% directory
Current: ACL: Administrators,

(Al (AIl)*, CREATOR OWNER,
(All)(AIl)*, Everyone,
(RWXD)(RWXD)*, SYSTEM,

(AN (AIl* Desired: ACL:
Administrators, (All)(All)*,
Authenticated Users, (RWX)(RWX)*,
SYSTEM, (All)(AII)*

Normal

DirPerm temp

NOT
OK

Set ACLs on \winnt Current: ACL:
Administrators, (All)(All)*, CREATOR
OWNER, (All)(All)*, Everyone,
(RWXD)(RWXD)*, SYSTEM,

(AN (AIll)* Desired: ACL:
Administrators, (All)(All)*,
Authenticated Users, (RX)(RX)*,
CREATOR OWNER, (All)(AIl)*,
SYSTEM, (All)(AIl)*

Normal

DirPerm winnt

OK

Set ACLs on \winnt\repair

Normal

DirPerm winnt\repair

NOT
OK

Set ACLs on \winnt\system32
Current: ACL: Administrators,
(Al (AIll)*, CREATOR OWNER,
()(AI*2, Everyone,
(RWXD)(RWXD)*, SYSTEM,
(AN (AIl)* Desired: ACL:
Administrators, (All)(All)*,
Authenticated Users, (RX)(RX)*,

Normal

DirPerm winnt\system32
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CREATOR OWNER, (All)(AIl)*,
SYSTEM, (All)(AIll)*

NOT
OK

Set ACLs on autoexec.bat Current:
ACL: Administrators, (All), Everyone,
(RX), Server Operators, (RWXD),
SYSTEM, (All) Desired: ACL:
Administrators, (All), Authenticated
Users, (RX), SYSTEM, (All)

Normal

FilePerm autoexec.bat

NOT
OK

Set ACLs on boot.ini Current: ACL.:
Administrators, (All), Server
Operators, (RWXD), SYSTEM, (All)
Desired: ACL: Administrators, (All),
SYSTEM, (All)

Normal

FilePerm boot.ini

NOT
OK

Set ACLs on config.sys Current:
ACL: Administrators, (All), Everyone,
(RX), Server Operators, (RWXD),
SYSTEM, (All) Desired: ACL:
Administrators, (All), Authenticated
Users, (RX), SYSTEM, (All)

Normal

FilePerm config.sys

NOT
OK

Set ACLs on ntdetect.com Current:
ACL: Administrators, (All), Server
Operators, (RWXD), SYSTEM, (All)
Desired: ACL: Administrators, (All),
SYSTEM, (All)

Normal

FilePerm ntdetect.com

NOT
OK

Set ACLs on ntldr Current: ACL.:
Administrators, (All), Server
Operators, (RWXD), SYSTEM, (All)
Desired: ACL: Administrators, (All),
SYSTEM, (All)

Normal

FilePerm ntldr

NOT
OK

Set ACLs on root of %SystemDrive%
Current: ACL: Administrators,
(AIl)(AIN*, Authenticated Users,
(RX)(RX)*, CREATOR OWNER,
(AlIl)(AIN*, Server Operators, (W)(),
SYSTEM, (All)(All)* Desired: ACL:
Administrators, (All)(All)*,
Authenticated Users, (RX)(RX)*,
SYSTEM, (All)(All)*

Normal

DirPerm root

* Host name deleted to improve readability
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4.2 After Implementing Best Practices

The following output was obtained by using Security Expressions with the best
practice.sif file to audit a Windows NT Domain Controller (MDTEST0000P002), running
Windows NT Server 4.0 with Service Pack 6, after implementing the best practices covered in
section two of this document. Those best practices which involve changing a registry key and
marked with a NOT OK in the previous report above, have a screen capture of the registry before
and after the change below:

2
Description =
=t
o
3.01.01. Prevent the name of the last
OK |luser from being displayed on the login Normal |DontDisplayLastUsername
screen .
OK 3.01.02 .Disable the Caching of Logon Normal DisableCachingLogonCredenti
Credentials als

Prior to implementing the best practice, the value of
HKEY_LOCAL_MACHINE\Software\Microsoft\windows

NT\Currentversion\winlogon\cachedlogonscount is equal to 10

£ Regetry Editon
Begisty Edt Yiew Help

) Ussiinztala a| | Hame Dats il
] Videnllpgrz A [Credauk) [value not set]
J Windows Ab allac atecdioms m
" Al alincatefioppiss b 1
L) WO s scRestatShel  00D00000Y 1] 4

= W.""'j":""' Scipt Hor o Ab] cachedibgorecount 10 -
_| | " vl‘-ﬂ | ¥
My Computer HEEY_LOCAL_MACHINE\SOFTWARE \MicrosoWindos -

After implementing the best practice, the value of
HKEY_LOCAL_MACHINE\Software\Microsoft\windows

NT\Currentversion\winlogon\cachedlogonscount is equal to O
Registry Editor - [HEEY LOCAL MACHINE on Local Machine] [[=] E3

B Gegisty Edl Tree View Secuily (Optiors ‘Window Help _J_i_l

3 Windowe allsllocatacdroms . REG_SZ2 .0
aliocatefioppies REG_SZ:0
G WO AutoFestanShell | REG_DWORD : Ia

Mindows Script Host s||cachedlogonscount . BEG_SZ : 0 _‘:‘
1] | ¥

S
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OK 3.02.01. Us_e the logon message to Normal |LogonMessage
warn away intruders

OK 3.02.03. Us_e the logon message to Normal |[LogonMessageCaption
warn away intruders (set a caption)

OK |3.05.01. Enable passfilt.dll utility Normal |PasswordStrength

Prior to implementing the best practice, the value of L
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\LSA\Notification packages

is equal to the string “FPNWCLNT”

Mulli-String Editoo

’ ’
ok | coce | Hew |

After implementing the best practice, the value of
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\LSA\Notification packages

is equal to the string “PASSFILT"

Mulli-String Editoo

Data
{FASSFILT =1

(D e | b |

OK 3.08_.02a. Restrict access to security Normal [FilePerm Security Log
log file
3.08.02b. Restrict access to : .
OK application log file Normal |FilePerm application Log
OK' [3.08.02¢c. Restrict access to system Normal |FilePerm System Log
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log file

OK

3.12.01. Control remote access to the
registry

Normal

CtrIRemoteAccessReg

m Cancel Add. Femove

Regizliy Eey Primizzion h:

Regsty Key: wAnreg

Ower: Admirestiatons

™ Replace Peimizsion on Exstng Subkeys
Hame:

Backup Dperabors Special Access

Prior to implementing the best practice, the Registry Key Permissions for
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\SecurePipeServers\Winreg
is setto Administrators:Full Control and Backup Operators:Special
Access

=
Heb

Regizliy Eey Peimizcion:

Flegety ey, winreg
QOwener: Ackmirestralons
™ Replace Paimizsion on Existng Subkeys

i STSTEM Full Conirol

After implementing the best practice, the Registry Key Permissions for
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\SecurePipeServers\Winreg

issetto Administrators:Full Control and System:Full Control

Tups of Access |rulI:qr¢ml ;i
m Cancel |  add. | Remove Heo |
OK' 14.01.03e1. Lockout accounts after at Normal |[PolicyLockout
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most 5 bad passwords
OK ||4.05.02. Disable the Guest account Normal |AcctDisableGuest
OK ||8.02.01. Service Pack 6 Normal |SP6
OK ||Set ACLs on %TEMP% directory Normal |DirPerm temp
OK ||Set ACLs on \winnt Normal |DirPerm winnt
OK |Set ACLs on \winnt\repair Normal |DirPerm winnt\repair
OK ||Set ACLs on \winnt\system32 Normal |DirPerm winnt\system32
OK |Set ACLs on autoexec.bat Normal |FilePerm autoexec.bat
OK ||Set ACLs on boot.ini Normal |FilePerm boot.ini
OK ||Set ACLs on config.sys Normal |FilePerm config.sys
OK |Set ACLs on ntdetect.com Normal |FilePerm ntdetect.com
OK ||Set ACLs on ntldr Normal |FilePerm ntidr
OK |Set ACLs on root of %SystemDrive% Normal |DirPerm root

* Host name deleted to improve readability

Page 20
© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.



GIAC NT

5. REFERENCES

! “Setacl.exe Not Available in Windows NT 4.0”, Microsoft Knowledge Base Article Q157963

2 lvens, Kathy. Managing Windows NT Logons. O’Reilly & Associates, Inc.

% Robichaux, Paul. Managing the Windows NT Registry. O'Reilly & Associates, Inc.

* “Windows Logon Welcome, Displaying Warning Message”, Microsoft Knowledge Base Article Q101063

® “How to Enable Strong Password Functionality in Windows NT”, Microsoft Knowledge Base Article
Q161990

® “Regulate Network Access to the Windows NT Registry”, Microsoft Knowledge Base Article Q155363
" SANS Institute (et. al.). Windows Security Step By Step. The SANS Institute, 1999

8 Fossen, Jason and Jesper Johansson. Windows NT Security: Step by Step. The SANS Institute GIAC
Training, 2000

® “How to Obtain the Latest Windows NT 4.0 Service Pack”, Microsoft Knowledge Base Article
Q152734

Page 21

© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.



