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USE MRTG AS AN INTRUSION
DETECTION TOOL FOR MICROSOFT
IS COMPONENTS

ABSTRACT

Microsoft Internet Information Services (IIS) is a very popular Web Server
platform. The latest data from www.Netcraft.com survey results shows that 21
percent or approximately 10.5 million web sites running on IIS. IIS includes not
only Web Server application but many other subcomponents such as FTP
service, SMTP service, and NNP service. Every one of these components also
has several vulnerabilities. The most recent Top 20 Internet Security
Vulnerabilities from www.sans.org/top20 ranks Microsoft Web Servers and
Services and the number one on the list. Vulnerabilities found in IIS could affect
millions of servers. Microsoft has issued patches and security hot fixes and even
if we can find the Network Administrator who can keep all IS servers up to date
we still cannot stop hackers from trying to exploit existing and new vulnerabilities.
This research paper is evaluating two free monitoring softwares, MRTG
(MultiRouter Traffic Grapher) and Microsoft Performance Monitor. The paper
focuses on monitoring HTTP, FTP and SMTP traffic. All detailed steps to
implement the selected tool are provided and how to identify a possible attack is
included.
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SECURITY ISSUES WITH WINDOWS PLATFORM

Microsoft Web Server or Internet Information Services (lIS) includes several
subcomponents such as File Transfer Protocol (FTP) Service and Simple Mail
Transfer Protocol (SMTP) Service. Netcraft conducts a survey by sending a
guery to 33 million Web Sites and found out that 11 percent of all queried running
IIS have the “root.exe” hacking program installed on them. Two major Internet
worms, Code Red and Nimda, have exploited the flaws in IIS to infect thousands
of IS systems worldwide. Code Red | and Il attack servers in one day.

IIS version 5.0 is installed by default with products in the Windows 2000 Server
family. SMTP service is also included in the default installation. The FTP service
is not installed by default with any version of IIS but can be easily added with
Windows Component Add/Remove Programs dialog box in Control Panel. 1IS
version 6 is an optional install in the Windows 2003 and several vulnerable
components from IS version 5 have been removed. However after successfully
adding IS components Web Server with static Web pages, FTP Service and
SMTP Service will be ready to go online without additional configuration. IIS
version 5.1 is also available to install for Windows 2000 workstation and XP. If
there is no available policy to control users’ workstation from installing new
application there could be a large number of IIS servers in the network without
the network administrators know it.

Along with support for Web, FTP and SMTP IIS also supports NNTP Service,
FrontPage Server Extensions, Internet Printing, ASP or ASP.NET and all these
extra services can be easily added by just click on each check box to install on
any servers and workstations. The combination of these components can pose
even higher security risks.

Although Microsoft FTP service is not the most popular FTP server on the
Internet, FTP is still a common method of providing an alternative way of hacking
to a Web Server. The default FTP root home directory on Windows 2000 servers
give everyone full access. Hackers who can find the way to compromise the
system will connect to FTP server as the “anonymous” guest account and create
directories and transfer files. The hard drive will eventually be filled up with stolen
software, obscene images and pirated movies. And they do it in such a way that
it is difficult to find and delete the files.

As described in Request for Comments (RFC) 282, sections 2.1 and 3.7, SMTP
was designed with the ability to relay e-mail messages. According to Radicati
Group (www.radicati.com) messaging and collaboration software study research
the average user sends and receives a 14.7 MB of email data per day, a 53%
growth over the last year. Spam is a key reason for this rise despite anti-spam
solutions. The default installation of Microsoft default SMTP Virtual Server

© SANS Institute 2004, As part of GIAC practical repository. Author retains full rights.



service allows any IP address to access and relay through the server. If relay is
not controlled, a malicious user might use it to relay and send bulk unsolicited
commercial e-mail messages or spam mails. This process can tie up resource on
the relay host. The security risk is a denial of service against the SMTP server.

Microsoft has taken more steps to secure IIS by providing IIS Security Checklist
for all 1IS versions for network administrators to ensure security aspects of
running the IIS server. The “Secure Internet Information Services 5 Checklist”
documentation is available at
http://www.microsoft.com/technet/prodtechnol/windows2000serv/technologies/iis/
tips/iisSchk.mspx and contains 9 pages of just some recommendations and best
practices. IIS 6 architecture that promises significant improvements in stability
and security Microsoft still recommends to download a 64 pages of
documentation “Chapter 3 Securing Web Sites and Applications” from Internet
Information Services (lIS) 6.0 Resource Kit at
http://www.microsoft.com/downloads/details.aspx?FamilylD=80alb6e6-829e-
49b7-8c02-333d9c148e69&displaylang=en#filelist to ensure the highest security.
For network administrator to have the operational IIS servers up and running at
no time for money driven business purpose by spending more time to go through
lengthy security checklists basically is not always a preferable option.

Even with the most secured configuration IS servers there are always hackers
who always search for new vulnerabilities and more likely that they will find one.
Nothing can stop hackers to keep scanning or attacking the servers. One of the
most effective and popular methods is deploying an Intrusion Detection System.
The tool will be used to monitor the IIS services to collect data and obtain a base
line. When an unusual data is occurred it will help the administrators detect any
possible intrusion and allow them to take action to prevent it before the system is
compromised.
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PRODUCTS EVALUATION

The Microsoft Windows 2000, XP and 2003 operating systems provide a
performance monitoring tool called Windows Performance Monitor. The
performance monitor console includes System Monitor, Performance Logs and
Alerts, and Task Manager. A primary source for information about Performance
monitor is available in Help documentation. Using performance monitoring utility
to monitor and track real-time occurrences.

MRTG is a Web performance measurement that is widely used by network
administrators. A primary source for information about MRTG is found at
www.mrtg.org. There is also a countless list of related MRTG resources on the
Internet.

Both Performance Monitor and MRTG use counters to create data and display
graph. An understanding of what type of counter is being used to detect intrusion
is important to the proper use and evaluate of both products. Microsoft provides
numerous types of Performance monitor counters and SNMP counters for
MRTG. Table 1 shows the selected counters that will be used in evaluating
process. The unusual high numbers of these counters can imply that hackers
might be scanning the server, using the server resource, or relaying spam
messages.
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Table 1: Selected Counters

Service Counters Descriptions

HTTP Service currentAnonymousUser | The number of anonymous users
currently connected to the HTTP
Server.

connectionAttempts The number of connection
attempts that have been made to
the HTTP Server.
totalINotFoundErrors The total number of requests the
HTTP server could not satisfy
because the requested resource
could not be found.

measureBandwidth The 1/0 bandwidth used by this
HTTP Server, averaged over a
minute.

FTP Service totalFilesSent The total number of files sent by

the FTP Server.

totalFilesReceived The total number of files received
by the FTP Server.

currentConnecions The current number of
connections to the FTP Server.

connectionAttempts The number of connections

attempts that have been made to
the FTP Server.

SMTP Service totalDeliveredRetries The total number of messages
local deliveries retried by the
SMTP Server.
totalNonDeliveryReports | The total number non-delivery
reports that have been generated
by the SMTP Server.
totalMessageSent The total number of messages
sent by the SMTP Server.
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After evaluating the products the Table 2 shows the comparisons of both

products.

Table 2: Products Comparison

Microsoft Performance
Monitor

MRTG

Software Source

Included in Windows
Operating systems

http://www.mrtg.org

Requirements

- Operating Windows 2000 or 2003 Windows 2000 or 2003
Systems Server or Windows 2000 | Server or Windows 2000
or XP workstations or XP workstations
- Additional None - Active Perl
Software - 1IS Web Server
-  SNMP Not required on Required on all
monitored servers monitored servers
How it works Uses counters on Web Queries SNMP counters

Service, SMTP Service
and FTP Service objects
to collect and display
data in graph, histogram
or report

and creates HTML pages
with live network graphs

How to access the
monitoring data

Navigate to the
performance icon in the
administrative tools folder
in the control panel, from
the start menu or by
typing perfmon.msc in
the run box

Via web sites

Cost

Free

Free

Graph Display

All counters are
displayed in one graph

Each counter is displayed
in separate graph

Remote server
monitoring

Yes

Yes

Operator/Administrator
Rights

Requires administrative
right in order to monitor
the remote server

Does not require
administrative right

Alert

Yes

No

Historical Data

Graph shows current
activity. Historical data
can be logged and
viewed at later time.

Graphs are automatically
generated and are
available to see counter
graph trends for the last
week, month or year.

© SANS Institute 2004,

As part of GIAC practical repository.

Author retains full rights.




Windows Performance Monitor has various capabilities as well as limitations as
described in above table. The major drawbacks of Performance monitor are as
follows:

1) Only one chart or graph view shows current activity. There is no limitation
of how many counters can be added however it is not practical to even
view it after the forth counter is added.

2) In order to see average, minimum and maximum counter numbers a line
on a line chart has to be highlighted by pressing ctrl-h or click to highlight
the selected counter.

3) Historical data graph view has to be regenerated from the logged data.

4) Current graphical data can be accessed only from local monitoring system
while MRTG graphical data is available on the Web.
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PRODUCT IMPLEMENTATION

MRTG is selected to implement on the Widows 2003 server. In this
implementation the MRTG is installed on the same sever that will be monitored. If
the MRTG will be installed on the separate server exclude SNMP installation
steps. The major steps for implementation are as follows:

Install IS

Configure MRTG Virtual Web Site

Install SNMP on monitored server

Configure SNMP Security

Configure Network Security for the SNMP Service

Download and install Active Perl

. Download and Install MRTG

Configure MRTG

How to access SNMP counters

Make MRTG To run as a Service

“CTIOmMmMOoOOw>

A. Install IIS

1) Open Control Panel and go to Add or Remove Programs

2) Click Add/Remove Windows Component

3) In Windows Components dialog box select Application Server, click
Details and make sure Internet Information Services (lIS) is selected
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¥ Add or Remove Programs S[=] S
Sork by IName 'I -

Windows Components

; Size  44.43MB -
You can add or remove components of Windowes, - |
Used ravely |

To add or remove a component, click the checkbox. A shaded box means that anly Change | Remave |

part of the component will be installed. To see what's included in a component, click
Details. Size 1.29MB

LComponents: Size 61.64MB
Size 4.17MB
Size 0.95MB

Internet Information Services (IIS)

Toadd or remove a component, click the check box. A shaded box means that onlyf - To add or remove a component, click the check box. & shaded
of the component will be installed. To ses what's included in a component, click Detai  of the component will be installed. To see what's included in a o

Subzomponents of Application Server: Subcomponents of Internet Information Services [|15]:

O c%] Application Server Congole 0.0 mMB n ; ound Intelligent Transter Service [BITS] Server E
[] B AsPNET 0.0ME <> Common Files

(B Enable network COM+ access 0.OME | {3File Transfer Protocol (FTP) Service

O @ Enable netwaork, DTC access 00MB O Q? FrontPage 2002 Server E stensions

?'i Internet |nformation Servic 5] % Internet Information Services Manager
[ = Message Queling BEME | ciIntemet Printing
] EE2MNTP Service

Description: 115 Includes ‘web, FTP. SMTP, and HNTP support, slong with support  Description:  Includes support for thratting and restarting data t

for FrontPage Server Extensions and Active Server Pages [A5F). management console extenzsion.
Total disk epace required: 14.1 MB Details... Total disk space required: 141 MB
Space available on dizh: 14073.9 MB = Space available on disk: 140789 B
4) Click Next

B. Configure MRTG Virtual Web Site

1) Create a new directory MRTG in c:\Inetpub\wwwroot

2) Click Start, Administrative Tools and Internet Information Services
(IIS) Manager

3) Expand the Web Sites folder, right-click the Default Web Sites folder,
point to New, and then click Virtual Directory. The Virtual Directory
Creation Wizard appears.

4) Click Next

5) Type MRTG in the Virtual Directory Alias hame box and click Next.

6) In the Web Site Content Directory Path box type c:\Inetpub\wwwroot\mrtg

7) Under Allow the following permissions, select the check boxes for
Read and Run scripts (such as ASP)

8) Click Next

9) Click Finish

C. Install SNMP

1) Open Control Panel and go to Add or Remove Programs
2) Select Management and Monitoring Tools
3) Click Details
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4) Click to select a check box Simple Network Management Protocol

._ o
Windows Components Wizard

‘Windows Components
You can add or remove components of Windows L ) Size 4. 17MBE

Ta add or remave a component, click the checkbox. A shaded box means that only Change/Remove |

part of the component will be installed. To see what's included in a component, click.
D etails.

Components;

Size 0.95MB

glmtemet Explorer Enhanced Security Configuration
M 3 Management and Maritoring Taols

%) gn Networking Services

] gﬁ]ﬂther Metwark. File and Print Services

1 ™ Remate Instalatinn Services

Management and Monitoring Tools ﬂ

To add or remave a component, click the check box. & shaded box means that only part
af the component wil be installed. To ses what's included in & component, click Details.
Subgomponents of Management and Manitoring Tools:

[ &' Connection Manager Administration Kit 11 MB ;I
O a Carnection Paint Services 0.2MEe

71 /3= Network Moritor T aols 23MB

& Simple Network Management Protocol .
[ = wMI SNMP Provider

[ 3 whl windows Installer Provider

=

Description:  Inchides agents that monitor the activity in network devices and repor to
the network console work station.

Total disk space required 44 MB Dietaien
SDace'ayaiIabIe.o_n:diék: 142465 ME

o

&istaﬂ:l J @ -} J E"Cumpu}:er.Managament | ‘L Add or Remove Programs ”@-Windows Component...

5) Click OK
6) Click Next

D. Configure SNMP Security

1) Click Start

2) Point to Administrative Tools and click Services

3) In the right pane, double-click SNMP Services

4) Click the Security tab

5) Click to select the check box Send Authentication trap
6) Under Accepted community names, click Add

7) Select READ ONLY in a Community Rights drop down list

8) Inthe Community Name box add a case-sensitive Community Name

9) Click Add
10)Click OK
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SNr*P Service Properties {Local Compuker

Eenerall Log EInI Hecnver}ll Agent I Traps  Securty Dependenciesl

v Send authertication trap

—Accepted commuhity hames

Rights

Add... Edit... Bemove

" Agcept SNMP packets from any host
—i% Accept SMMP packets from these hosts

add.. | Edt. |  Remove |

k. I Cancel | Apply

E. Configure Network Security for the SNMP Service
E.1 Create a Filter List

1) Click Start. Point to Administrative Tools and click Domain Controller
Security Policy for a domain controller or Local Security Policy for
member server

2) Right-click IP Security Policies on Active Directory and then click
Manage IP filter lists and filter actions

3) On the Manage IP Filter Lists tab, click Add, Enter SNMP
Messages(161/162) in a name box and enter Filter SNMP Messages on
the description box

4) Clear Use Add Wizard check box

5) Click Add to open IP Filter Properties

6) On the Addresses tab in the Source address drop down box select Any
IP address and select My IP Address in the Destination address

7) Click to select Make sure Mirrored. Match packets with the exact
opposite source and destination addresses check box
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8) Click the Protocol tab and select UDP in Select a protocol type drop
down list

9) In the Set the IP protocol port select From this port and enter 161 in the
box. Select To this port and enter 161 in the box

10)Click OK

11)In the IP Filter List dialog box click Add to open IP Filter Properties

12)On the Addresses tab in the Source address drop down box select Any
IP address and select My IP Address in the Destination address

13)Click to select Make sure Mirrored. Match packets with the exact
opposite source and destination addresses check box

14)Click the Protocol tab and select TCP in Select a protocol type drop
down list

15)In the Set the IP protocol port select From this port and enter 161 in
the box. Select To this port and enter 161 in the box

16)Click OK

17)In the IP Filter List dialog box click Add to open IP Filter Properties

18)On the Addresses tab in the Source address drop down box select Any
IP address and select My IP Address in the Destination address.

19)Click to select Make sure Mirrored. Match packets with the exact
opposite source and destination addresses check box.

20)Click the Protocol tab and select UDP in Select a protocol type drop
down list

21)In the Set the IP protocol port select From this port and enter 162 in
the box. Select To this port and enter 162 in the box

22)Click OK

23)In the IP Filter List dialog box click Add to open IP Filter Properties

24)On the Addresses tab in the Source address drop down box select Any
IP address and select My IP Address in the Destination address

25)Click to select Make sure Mirrored. Match packets with the exact
opposite source and destination addresses check box.

26)Click the Protocol tab and select TCP in Select a protocol type drop
down list

27)In the Set the IP protocol port select From this port and enter 162 in the
box. Select To this port and enter 162 in the box

28)Click OK

E.2 Create an IPSec Policy

1) Right-click the IP Security Policies on Active Directory and then click
Create IP Security Policy

2) Click Next on Welcome to the IP Security Policy Wizard dialog box.

3) On IP Security Policy Name type Secure SNMP in Name input box and
type Force IPSec for SNMP Communications in Description input box
then click Next

4) On Requests for Secure Communication click check box Activate the
default response rule then click Next
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5)
6)

7)
8)

Edit Rule Properties

On Default Response Rule Authentication Method select Active
Directory default (Kerberos V5 protocol) then click Next
On Completing the IP Security Policy Wizard make sure Edit

properties is selected then click Finish

On New IP Security Policy Properties dialog box click Add.
Click IP Filter List tab in IP Filter Lists select SNMP Messages

(161/162)

Authentication Methods Tunnel Setting I Connection Type
IP Filter Lizt Filter Action

The selected IF fiter list specifies which netwark traffic will be
affected by thiz wle.

—
&1
—

IF Filter Listz:

M arne Description |
(@34 [CRP Traffic M atches all ICMP packets betw. ..
O AP Traffic Matches all IP packets from this ...
& SMMP Messages [161/162) Filker SHMP Meszages

2=

2k, I Cancel | Spply

9) Click Filter Action tab in Filter Actions box select Require Security
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Edit Rule Properties i A

Authentication Methods Tunnel Setting | Connection Type |
IP Filter Lizt Filter Action

The zelected filker action zpecifies whether thiz rule negatiates
for zecure netwark. traffic, and haow it will zecure the traffic.

Eilter Actions:
I
Marme Descflﬁinn |
O BRI Fermit unzecured IP packets to .
{2 Request Security [Jptional] Arccepts unzecured communicat...
(2 Fequire Security Arncepts unzecured cammunicat...
Add... | Edit... | Bemove | ¥ Use Add Wizard

] 4 I Cancel | Apply

10) Click OK
11) Right-click Secure SNMP in the right pane and click Assign
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i Default Domain Controller Security Settings _ o) x|

File  Action  Wew Help

= | BmXEFB @ 2534

@ Security Settings Mame  # | Description | Paolicy Assigned
[+~ Account Policies Secure SHVP Farce IPSec ks P
g Local Policies ‘15erver (Request Secu.., For all IP tre M ecurity using Kerb...
Toa Event. Lag lienk (Respond Only)  Communicat gl Tasks » ). Use the defaulk,., Mo
-8 Restricked Groups ’ i = I
, ecure Server (Requir,.. ForallIPtre———— pcurity using Kerb... Mo
[-{Z8 System Services Delete
-8 Registry Rename
B8 File System —_—
-t Wireless Network (IEEE 802,110 P Properties
[-[_1] Public Key Policies Hel
-1 Software Restriction Policies =P
g IP Security Policies on Active Direc
| | | K1l | H

Assigns this policy (attempts to make it ackive), |

F. Download and Install ActivePerl

1) Download a copy of ActivePerl MSI package for Windows from
http://www.activestate.com/Products/ActivePerl/
2) Double-click the MSI install file and click Next
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i'é'a ActivePer] 5.8.4 Build 810 Setup : x|

welcome to the ActivePerl 5.8.4 Build 310
Setup Wizard %

The Setup Wizard will install ActivePerl
5.8.4 Build 810 on your computer, Click
Mext to continue or Cancel to exit the Setup

ActivePerl | *--

www.ActiveState.com

Cancel |

3) Choose | Accept the terms in the License Agreement and click Next
4) Accept the installation location C:\Perl\ or click Browse to select other
location

i'\.%l‘ ActivePer| 5.6.4 Build 810 Setup

Custom Setup

ActiveState ActivePerl is a
quality-assured distribution of
Ferl,

This feature requires OKB on
vour hard drive, It has 3 of 3
subfeatures selected, The
subfeatures require 44MB on
% vour hard drive,

Location: C:%Perlh, Browse

Reset Disk Usage < Baclk Next = Cancel
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5) Leave the check box Enable PPM3 to send profile info to ASPN blank
and click Next

i'-E‘ ActivePer]l 5.8.4 Build §10 Setup

Mew features in PPM

[
My

This release of ActivePer| includes Programmer's Package Manager
version 3, which includes a new facility for keeping track of installed packages,
ASPM’s "PPM Profile" feature communicates yvour paclkage installs and updates
securely and transparently to vour ASPM Profile. Saved profiles allow yvou ta
easily migrate, reinstall, upgrade or restore PPM packages in one or maore
locations.

sing the profile functionality requires installing a license for ASPN Perl, Yoo
can always disable or enable the Profile feature later within PPM3,

For more information about ASPN, please see
http A, B chive State .com Products /A SPN Perlf,

[T Enable PPM3 ta send profile info to ASPM Privacy Policy

< Back Cancel

6) In Choose Setup Options box click to select a check box Add Perl to
the PATH environment variable and a check box Create Perl file
extension association then click Next
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k"—' ActivePerl 5.8.4 Build 810 Setup

Choose Setup Options

Choose optional setup actions,

¥ Add Perl to the PATH environment variable
[¥ Create Perl file extension association
[T Create IIS script rmapping for Perl

[T Create IIS script rmapping for Perl ISARI

7) Click Install to begin the installation

i'-:!:“ ActivePerl 5.8.4 Build 810 Setup 5'

Ready to Install

The Setup Wizard is ready to begin the Custam
installation

Click Install to begin the installation. If you want to review or change any
of vour installation settings, click Baclk., Click Cancel to exit the wizard,

< Back

Cancel |
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G. Download and Install MRTG

1) Download the latest version of MRTG from http://www.mrtg.org

2) Select the latest version of MRTG zip file for Windows platform. At the
time of this research paper the latest version is mrtg-2.10.15.zip

3) Unzip the downloaded MRTG file mrtg-2.10.15.zip to the c:\ directory or
any directory you desire

'® C:"Documents and Settings', AdministratorDesktop’
Fi

le  Edit Miew Favorikes  Tools  Help

L) Back =~ &) - _?|pSearch “ Falders | B (G H’|v
Address I[E] CADocuments and SettingstAdministrator Deskbopimrkg

Mame = | Size | Type | Drate Modified | Attributes |
%FireDaemun-Lite-l_ﬁ-G.ﬁ..exe 1,557 KB Application qfz4/2004 12:57 PM 1}
FE mrtg-2.10.15.zip 1,582 KB Compressed (zippe...  9/24/2004 12:57 PM A
Extraction Wizard x|
Select a Destination —
Filez inzide the ZIP archive will be extracted to the location you
choose,

Select a folder to extract files to.
Files will be extracted to this directon;
Ch

Paszword... |

Estracting...

¢ Back | Meut > | Cancel |

4) After successful extraction test the installation by opening a Command
Prompt, go to c:\mrtg-2.10.15\bin directory and type perl mrtg
5) The message should show the command MRTG missing a config file.
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Command Prompt

Cs2od mrtg—2_.168.15
Casmprtg—2_18_15>cd bin

Camrtg—2_18_15%binXperl mrtyg
Usage: mrty <config-file>

mrtg—2.18.15 is the Multi Router Traffic Grapher.

If you want to know more about this tool. you might want
to read the docs. They came together with mrtg?

Home:=: http:---people.ee.ethz.ch/oetiker webtools mrtg.

Cosmrtg—2.1@8.15%hin>

6) MRTG has been successfully installed.

H. Configure MRTG

1) Make a default config file by open a Command Prompt and go to c:\mrtg-
2.10.15\bin directory.
2) Type the following command

perl cfgmaker SNVPREAD@92. 168.0.5 —-gl obal “WorkDir:
c: \ ww | net Pub\ wwr oot\nmrtg” —-output nrtg.cfg

3) The sample of output on the Command Prompt should show as follows:

¢ | Comimand Prompk

C:smrtg—2.18.15%bhin>perl cfgmaker SHMPREADE1IZ?Z.168.8.5 —glohal “"WorkDir: c:“Ine
tPubswuurootsmrtg' —output mrtg.cfg
: Get Device Info on SNMPREADEIZ?2.168.8.5:
Uendor Id:
Populating con
confcache SHMP
confcache SMNMP
confcache SHMP
t Adapter (Generic) ——>
: confcache
confcache
confcache
confcache
: confcache
confcache
confcache
confcache
confcache
Get Interface Info
: Walking iflIndex
Walking ifType
Walking ifAdminStatus
Walking ifOperStatus
Walking ifSpeed
: Writing mritg.cfg

C:smprtg—2.18.15%bhin>

Descr MS8 TCP Loopback interface —> 1
Descr Microsoft Loopbhack Adapter —> 2
Descr Intel 21148-Based PCI Fast Etherne

Type 24 —> 1

Type 6 —> 2

Type 6 —> 65548 <(duplicatel

Ip 18.1.1.1 —> 2

Ip 127.8.8.1 —> 1

Ip 122 _168.A.5 —> 6554A

Eth —> 1

Eth B82-88—4c—4f-4f-58 —> 2

Eth 88-83—-ff-ah—-4c-48 —> 65548

AAAAAAAAWLT  AdAwm
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4) Use Notepad to open mrtg.cfg that was created in directory c:\mrtg-
2.10.15\bin
5) Add the following lines for each counter to the end of the mrtg.cfg file

###The nunber of anonynous users currently connected to the HTTP Server. ###

Tar get [ htt pCur r Anonynous] :

.1.3.6.1.4.1.311.1.7.3.1.7.0& 1.3.6.1.4.1.311. 1. 7. 3. 1. 15. 0: SNMPREAD@L92. 168. 0. 5
YLegend[ htt pCurr Anonynous]: current anony.

Short Legend[ ht t pCur r Anonynous]: .

MaxByt es[ htt pCur r Anonynous]: 1250000

Opti ons[ htt pCurr Anonynous]: nopercent, unknaszero

Legendl[ htt pCurr Anonynous]: Number of anonynous users currently connected to
the HTTP Server

Legend2[ htt pCur r Anonynous] : -

Legend3[ htt pCur r Anonynous] : -

Legend4[ htt pCurr Anonynous] : -

Legendl! [ ht t pCurr Anonynous]: connecti ons:

Legend( ht t pCurr Anonynous]: -

Titl e[ httpCurrAnonynous]: Nunmber of anonynous users currently connected to the
HTTP Server

PageTop[ htt pCurr Anonynous]: <H1>Nunmber of anonymous users currently connected
to the HTTP Server</Hl>

Col our s[ htt pCurr Anonynous] : GREEN#00ebOc, BLUE#0000f f , GRAY#AAAAAA, VI OLET#f f 00f f
W t hPeak[ htt pCur r Anonynous]: ynw

6) Add other InternetServer statistics by changing the Target SNMP counter
number to the associated counter from step | how to access counter
number

7) The following is a complete config file that includes all counters in the
Table 1

# Created by
# cfgmaker SNVMPREAD@92. 168. 0.5 --gl obal 'WrkDir: c:\InetPub\wwwoot\nrtg' --
output nrtg.cfg

### d obal Config Options

# for UN X
# WorkDir: /hone/http/nrtg

# or for NT
# WorkDir: c:\mtgdata

### d obal Defaults

# to get bits instead of bytes and graphs growing to the right
# Options[_]: growight, bits

Enabl el Pv6: no

HRAHHH PR R H T H PR H R R R

# System ESC7870-2003

# Description: Hardware: x86 Family 6 Mddel 9 Stepping 5 AT/ AT COVPATI BLE -
Sof tware: W ndows Version 5.2 (Build 3790 Uni processor Free)

# Cont act:

# Locati on:
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BHAABHHBHHABHHBRHHHBH AR HH B AR HH AR HH R H AR AR R R H AR AR

### Interface 1 >> Descr: 'MsS-TCP-Loopback-interface' | Name: '' | Ip:
'127.0.0.1' | Eth: "' ###

### The following interface is conmented out because:

### * it is a Software Loopback interface

#

# Target[192.168.0.5_1]: 1: SNMPREAD@92. 168. 0. 5:

# SetEnv[192.168.0.5_1]: MRTG.INT_IP="127.0.0.1" MRTG_| NT_DESCR="Ms- TCP-
Loopback-interface"

# MaxBytes[192.168.0.5_1]: 1250000

# Title[192.168.0.5 1]: Traffic Analysis for 1 -- ESC7870-2003

# PageTop[ 192. 168.0.5_1]: <H1>Traffic Analysis for 1 -- ESC7870-2003</H1>

# <TABLE>

# <TR><TD>Syst em </ TD> <TD>ESC7870- 2003 i n </ TD></ TR>

# <TR><TD>Mai nt ai ner: </ TD> <TD></ TD></ TR>

# <TR><TD>Descri pti on: </ TD><TD>MS- TCP- Loopback-i nterface </ TD></TR>

# <TR><TD>i f Type: </ TD> <TD>sof t war eLoopback (24) </ TD></ TR>

# <TR><TD>i f Nane: </ TD> <TD></ TD></ TR>

# <TR><TD>Max Speed: </ TD> <TD>1250.0 kBytes/s</ TD></ TR>

# <TR><TD>| p: </ TD> <TD>127.0.0.1 (esc7870-2003. esc7870. vp) </ TD></ TR>
# </ TABLE>

WorkDi r: c:\ I net Pub\ wwwoot\nrtg
###The nunber of anonynous users currently connected to the HTTP Server. ###

Tar get [ htt pCur r Anonynous] :

.1.3.6.1.4.1.311.1.7.3.1.7.0& 1.3.6.1.4.1.311. 1. 7. 3. 1. 15. 0: SNMPREAD@192. 168. 0. 5
YLegend[ htt pCurr Anonynous]: current anony.

Short Legend[ ht t pCur r Anonynous] : .

MaxByt es[ htt pCur r Anonynous]: 1250000

Opti ons[ htt pCurr Anonynous]: nopercent, unknaszero

Legendl[ htt pCurr Anonynous]: Nunber of anonynobus users currently connected to
the HTTP Server

Legend2[ htt pCurr Anonynous] : -

Legend3[ htt pCur r Anonynous] : -

Legend4[ ht t pCurr Anonynous] : -

Legendl [ ht t pCurr Anonynous]: connecti ons:

Legend( ht t pCurr Anonynous]: connecti ons:

Titl e[ httpCurrAnonynous]: Nunmber of anonynous users currently connected to the
HTTP Server

PageTop[ htt pCurr Anonynous]: <H1>Nunmber of anonymous users currently connected
to the HTTP Server</H1>

Col our s[ htt pCur r Anonynous] : GREEN#00ebOc, BLUE#0000f f , GRAY#AAAAAA, VI OLET#f f 00f f
W t hPeak[ htt pCur r Anonynous]: ynmw

###The nunber of connection attenpts nmade to the HTTP Server. ###

Target [ htt pConnAttenpts]:

.1.3.6.1.4.1.311.1.7.3.1.15.0& 1.3.6.1.4.1.311.1.7.3.1.15. 0: SNMPREAD@L92. 168. 0.
5

YLegend[ htt pConnAttenpts]: attenpts

Short Legend[ htt pConnAttenpts]: .

MaxByt es[ htt pConnAttenpts]: 1250000

Opti ons[ httpConnAttenpts]: nopercent, unknaszero
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Server

Titl e[ httpConnAttenpts]:
PageTop[ ht t pConnAt t enpt s]
Server </ H1>

Col our s[ htt pConnAtt enpt s]

Target[httpFil eErrors]:
.1.3.6.1.4.1.311.1.7.3. 1.
5

YLegend[ htt pFil eErrors]:

MaxByt es[ htt pFil eErrors]:
Options[httpFileErrors]:
Legendl[ httpFil eErrors]:
Legend2[ httpFil eErrors]:
Legend3[ httpFil eErrors]:
Legend4[ httpFil eErrors]:
Legendl [ httpFil eErrors]:
Legend( httpFil eErrors]:
Title[httpFileErrors]:
PageTop[ httpFil eErrors]:
Col ours[httpFileErrors]:
W thPeak[ httpFil eErrors]:

###HTTP Server Bandw dth
Target [ htt pBandwi dt h] :
.1.3.6.1.4.1.311.1.7.3. 1.
5

YLegend[ ht t pBandwi dt h] :

PageTop[ ht t pBandwi dt h] :
Col our s[ htt pBandwi dt h] :
W t hPeak[ ht t pBandwi dt h] :

###Tot al

Target[ftpFilesent]:

1.3.6.1.4.1.311.1.7.2. 1.
YLegend[ ft pFil esent]: fi
Short Legend[ ft pFil esent]

Legendl[ htt pConnAtt enpt s] :
Legend2[ htt pConnAtt enpt s] :
Legend3[ htt pConnAtt enpt s] :
Legend4[ htt pConnAtt enpt s] :

Legendl [ ht t pConnAtt enpt s] :
Legend( htt pConnAtt enpts]:

W t hPeak[ ht t pConnAtt enpt s] :

###The nunber of File Not

ShortLegend[ httpFil eErrors]:

Nunber of connection attenpts nade to the HTTP

attenpts:
attenpts:
Nurmber of connection attenpts made to the HTTP Server
. <H1>Nunber of connection attenpts nade to the HITP

: CGREEN#00ebOc, BLUE#000Of f , GRAY#AAAAAA, VI CLETH#f f 00f f
ynmw

Found errors fromthe HTTP Server. ###

43.0& 1.3.6.1.4.1.311.1.7.3.1.43. 0: SNMPREAD@L92. 168. 0.
errors

1250000
noper cent, unknaszero
Nunber of File Not Found Errors

errors:
errors:

N.mber of File Not Found Errors

<H1>Nunber of File Not Found Errors</Hl>
GREEN#00ebO0c, BLUE#00O0Of f , GRAY#HAAAAAA, VI OLET#f f 00f f
ymw

Usage ###

45.0& 1.3.6.1.4.1.311.1.7.3.1.45. 0: SNMPREAD@L92. 168. 0.

Mops
Short Legend[ ht t pBandwi dt h] :

1250000

MaxByt es[ ht t pBandwi dt h] :

Opti ons[ htt pBandwi dt h]: nopercent, unknaszero
Legendl[ ht t pBandwi dt h]: Bandwi dt h

Legend2[ htt pBandwi dt h]: -

Legend3[ htt pBandwi dt h]: -

Legend4[ htt pBandwi dt h]: -

Legendl [ ht t pBandwi dt h] : Mbps:

Legend( htt pBandwi dt h] : Mbps:

Titl e[ httpBandw dth]: HTTP Server Bandw dth Usage

<H1>HTTP Server Bandw dth Usage </H1l>
GREEN#00ebO0c, BLUE#0000f f , GRAY#AAAAAA, VI OLET#f f 00f f
ymv

Nunber of files sent by this FTP Server ###

5.081.3.6.1.4.1.311.1.7.2.1.5. 0: SNMPREAD@192. 168. 0. 6
|l es

MaxByt es[ftpFil esent]: 1250000
Options[ftpFilesent]: nopercent, unknaszero
Legendl[ftpFil esent]: Total Number of files sent by this FTP Server

© SANS Institute 2004,

As part of GIAC practical repository.

Author retains full rights.



Legend2[ftpFil esent]: -

Legend3[ftpFil esent]: -

Legend4[ftpFil esent]: -

Legendl [ftpFilesent]: files:

Legend( ftpFilesent]: files:

Title[ftpFilesent]: Number of files sent by this FTP Server
PageTop[ftpFil esent]: <HL>Nunber of files sent by this FTP Server</Hl>
Col ours[ftpFil esent]: GREEN#00ebOc, BLUE#000O0f f , GRAY#AAAAAA, VI CLET#f f 00f f
WthPeak[ftpFilesent]: ynmw

###Total Nunber of files received by this FTP Server ###

Target [ftpFil erecieve]:
.1.3.6.1.4.1.311.1.7.2.1.6.0& 1.3.6.1.4.1.311.1. 7. 2. 1. 6. 0: SNMPREAD@192. 168. 0. 6
YLegend[ft pFil erecieve]: files

Short Legend[ftpFil ereci eve]:

MaxByt es[ft pFi |l ereci eve]: 1250000

Options[ftpFilerecieve]: nopercent, unknaszero

Legendl[ftpFil erecieve]: Total Number of files sent by this FTP Server
Legend2[ftpFil erecieve]: -

Legend3[ftpFil erecieve]: -

Legend4[ftpFil erecieve]: -

Legendl [ftpFil erecieve]: files:

Legend( ftpFil erecieve]: files:

Title[ftpFilerecieve]: Number of files received by this FTP Server
PageTop[ftpFil ereci eve]: <HL>Nunber of files received by this FTP Server</Hl>
Col ours[ftpFil erecieve]: GREEN#00ebOc, BLUEA0OOOOf f , GRAY#AAAAAA, VI OLET#f f 00f f

W thPeak[ftpFil erecieve]: ymw

###Tot al Nunber of current connections to the FTP Server ###

Target[ftpConn]:

.1.3.6.1.4.1.311.1.7.2.1.13.0& 1.3.6.1.4.1.311.1.7.2.1.13. 0: SNVPREAD@L92. 168. 0.
6

YLegend[ ft pConn]: connecti ons

Short Legend[ ftpConn]: .

MaxByt es[ ft pConn] : 1250000

Options[ftpConn]: nopercent, unknaszero

Legendl[ft pConn]: Total Nunber of current connections to the FTP Server
Legend2[ ft pConn]: -

Legend3[ftpConn]: -

Legend4[ ft pConn]: -

Legendl [ ft pConn]: connecti ons:

Legend( ft pConn]: connecti ons:

Title[ftpConn]: Number of current connections to the FTP Server
PageTop[ ft pConn] : <H1>Number of current connections to the FTP Server</Hl>
Col our s[ftpConn]: GREEN#00ebOc, BLUE#0000f f , GRAY#AAAAAA, VI OLET#f f 00f f

Wt hPeak[ ft pConn]: ynw

###The nunber of connections attenpts that have been made to the FTP server ###
Tar get [ FTP_Nunber Connecti ons] :
1.3.6.1.4.1.311.1.7.2.1.15.0&1.3.6.1.4.1.311. 1. 7. 2. 1. 15. 0: SNV\PREAD@192. 168. 0. 6
YLegend[ FTP_Nunber Connections]: attenpts

Shor t Legend[ FTP_Nunber Connecti ons]: .

MaxByt es[ FTP_Nunber Connecti ons]: 1250000

Opt i ons[ FTP_Nunber Connecti ons]: nopercent, unknaszero

Legendl[ FTP_Nunber Connections]: Total Number of connections

Legend2[ FTP_Nunber Connections]: -

Legend3[ FTP_Nunber Connecti ons]: -

Legend4[ FTP_Nunber Connections]: -

Legendl [ FTP_Nunber Connecti ons]: attenpts:

Legend( FTP_Nunber Connecti ons]: attenpts:
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server

FTP server</Hl1>

Col our s[ FTP_Nunber Connecti ons] :

GREEN#00eb0c, BLUE#0000f f , GRAY#AAAAAA, VI CLET#f f 00f f
W t hPeak[ FTP_Nunber Connecti ons]: ynw

Titl e[ FTP_Nunber Connecti ons]: Nunber of connection attenpts nade to the FTP

PageTop[ FTP_Nunber Connecti ons]: <H1> Nunber of connection attenpts nade to the

8) After adding all counters open Command Prompt, change the directory to
c:\mrtg-2.10.15\bin and run the following commands for MRTG to create

result files

perl mtg nmrtg.cfg

9) The following result files were created in WorkDir c:\InetPub\wwwroot\mrtg

@httpcnnnattempts.html 9KE HTML Document
E] httpconnattempts. log S0 KB  Text Document
htkpronnattempts,old S0KE QLD File

‘ﬂ htkpronnattempts-day.png ZKE PMGImage

‘ﬂ htkpronnattempts-rmonth, png ZKE PMGImage

‘ﬂ htkpronnattempts-week, png ZKE PMGImage

ﬂ htkpoonnatkempts-year, png 2KB PMG Image
@httpcurrannnymuus.html 8KB HTML Document
E] httpeurranonymous. log 50 KE Text Document
httpeurranonymous, old S0KE LD File

‘ﬂ htkprurranonymous-day . png ZKE PMGImage

‘ﬂ htkpcurranomymous-rmonkh, png ZKE PMGImage

‘ﬂ htkprurranony mous-week, prg ZKE PMGImage

‘ﬂ htkprurranony mous-year, prig 2KB PMG Image

10/10/2004 4:01 AM
1041042004 4:01 AR
10/10/2004 4:00 &M
10/10/2004 4:01 &M
10/10/2004 3:22 &AM
10/10/2004 3:54 A
10/10/2004 1:22 A
10{10/2004 4:01 &AM
10/10/2004 4:01 AM
1041042004 4:00 Ak
10/10/2004 4:01 &M
10/10/2004 3:22 &M
10/10/2004 3:54 &M
10/10/2004 1:22 A

10)The html file shows daily graph, weekly graph, monthly graph and yearly

graph.
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Number of anonymous users currently connected to the HTTP Server

The statistics were last updated Sunday, 10 October 2004 at 4:02,
at which time "ESC7870-2003" had been up for 5:47:11

‘Daily’ Graph (5 Minute Average)

4.0

E

g 3.0

2

5

o 2.0

H

[

£ 1w

5

3
0.0

4 0z 0 22 20 18 16 14 12 10 8 &6 4 Z 0 22 Z0

Max connections 0.0 . Average connections 00 . Current connections: 0.0,
Tlax-00 Average - 00 Current - 0.0

"Weekly' Graph (30 Minute Average)

4.0

3.0

z.0

1.0

current anong.

0.0
Sat Fri Thu Wed Tue Mon Sun Sat

Max connectinns 0.0 Average connections 00 Current connections: 0.0
Llax- 2.0 Average - 00 Cutrent - 0.0

"Monthly' Graph (2 Hour Average) -

11)Create an html file as a summary file to include a daily graph from all
counters

address |g“| http: 192, 168,0,5{mrtg =l Go |Links

MRTG Statistical Reports for [IS 6§ Compohents

HTTP Server
Current Anonymous Users Connection Attempts
d.0 4.0
=
£ 30 PN
5 £
o 2.0 £ z.0
1.0 1.0
i i
0.0 (1]
Mon Sun Sat Fri Thu Wed Tue Man Man Sun Sat. Fri Thu Wed Tue e
Total File Mot Found Errors Bandwidth Usage
4.0 4.0
3.0 3.0
2 @
g 2.0 g 20
c =
1.0 1.0
0.0 0.0
Mon Sun Sat Fri Thu Wed Tue Mon Mon Sun Sat. Fri Thu led Tue e
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SMTP Server

Total Delivered Retries Total Non-delievery Reports
4.0 4.0
o 30 3.0
&
T 2.0 2.0
H
] 1.0
0.0 0.0
3at Fri Thu Wed Tue Han Sun Zat Zat Fri Thu lied Tugftn Mo Fun
Total Messages Sent
4.0
w30
&
T 2.0
H
= 1
(M)
Sat Fri Thu Wed Tue Mok Sun Sat
FTP Server
Total Sent Files Total Recieved Files
4.0 4.0
3.0 3.0
£ i
— 2.0 — 2.0
En &
1.0 ﬁ 1.0
0.0 ()
Mok Sun Sat Fri Thu Wed Tue Man Man Sun Sat Fri Thu Wed Tue &0
Current Connections Connection Attempts
4.0 4.0
u
E 3.0 a 3.0
2
520 = 2.0
£ b=
g 1.0 ]
0.0 0.0
Fon 3un Sat Fri Thu Wed Tue Mon Man Sun Sat Fri Thu Wed Tue M

|. How to Access SNMP Counter

1) Download a program Getif 2.3.1 from
http://www.snmp4tpc.com/Files/Tools/SNMP/getif/getif-2.3.1.zip

2) Extract the file and install Getif 2.3.1 to c:\Program Files\Getif 2.3.1

3) Download a collection of MIBs from
http://www.wtcs.org/snmp4tpc/FILES/Tools/SNMP/getif/getif-Mibs.zip

4) Extract the getif-Mibs.zip file to C:\Program Files\Getif 2.3.1\Mibs

5) Click Start, All Programs and open Getif 2.3.1

6) On the Parameters tab, enter the host name or IP address of the host you
want to monitor.

7) Enter the SNMP Read community string in SNMP Parameters and click
Start

8) The system information should appears as follows:
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K& Getif [192.168.0.5]

=10 ]

Parameters | Interfacesl Addressesl Fouting Tablel Arp I Gen. Tablel Heachabilit_l,ll Traceroutel NSLookupI Ip discover_l,ll MBrowserl Graphl

Host name: |192.1BB.U.5 |  SHMP Parameter
Read community ISNMPHEAD Timeout [ms] [2000 SHIP Port 161

Wit community Iprivate Retries

DNS name  enat in DNS:>
IPAddress  [1592166.05

—

Syshame |ESC7a70-2003

| i umber |2

SysContact IN ehwark, Adrin

SwzServices I?B

Syzlocation ILgcation

SysDesor Hardware: #8E Family & Model 3 Stepping 5 AT AAT COMPATIBLE - Software: Windows Version 5.2 [Build 3750 Uniprocessor Free)

SyzlbjsctD Ienterprises.microsofl. software. spstems. oz windowsMNT . de

SpsUpTime  [1:4:53:57 59

Set az default | Load default Factomy zettings

" Configuration

Telnet

Telhet application |telnet.ez-:e

Browse ... |

P s

|S_l,lslnfo wvariables OF,

Exit

9) Click MBrowser tab
10)Expand the directory tree to

.iso.org.dod.internet.private.enterprises.microsoft.software.internetServer

5 Getif [192.168.0.5]

=01 =

Parametersl Intelfacesl Addlessesl Fiouting Tablel Amp | Gen. Table Heachahilityl Tlaceroutel M5Lookup | Ip discovery  MBrowser I Glaphl

|.iso. org.dod.internat. private.enterprises. microzoft software. internetS erver

[136141.3117

[ msiprip2

tl- ftpS erver

v httpS erver
nntpServer

+- smtpS erver

- inetS rvCamman
L inetSrvStats

Access | Status |

Iother E nums I -

E| wing X
.. par »
[1361.4131117 fn fruliobi =1 Dentns) Set| Addiogaph|  Addta Gen

|Sys|nf0 vanables 0K,

Start I Exit |

11)Expand httpServer, httpStatistics and select currentAnonymousUsers
12)The associated counter number appears on the top in the input box. Use

this number for MRTG config file
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EE Getif [192.168.0.5] =0l
Parametersl Interfacesl Addreszesz | Routing Tablel Arp I Gen. Table Heachabilityl Traceroute | M5Lookup | Ip discovery  MErowser I Graphl
I.iso. org.dod.intermet. private. enterprizes. microzoft. software. internetServer hitpS erver hitpStatistice. curentinonymous sere
|.1.3.8.1.4.1.311.1.?.3.1.?
[ httpStatistics ;I Type |counter Enums I j
aBesSenLoord Acosss [readerly Sebs nandatoy
- totalB ptesR eceivedHightword Thig iz the number of anorymous uzers curently -

- totalB ytesReceivedLowiford
- tatalFilesS ent
- tatalFilesHeceived

o CUITENEA oYM rs
- currenti ondnonymousl sers
- totalhnonymousU sers

connected to the HTTP Server.

|.1 SE1L41373T

Iu [unsigned) j I

Dentryfs] Set| Addiogapt]  Addta Gen

ISysI nfa variables OK.

| | Start I E =it |

J. Make MRTG To run as a Service
Download the latest version of FireDaemon from

1)
2)
3)

4)
5)

© SANS Institute 2004,

http://www.firedaemon.com/downloads/

Install the downloaded file FireDaemon-Prol_7.exe in the chosen

destination location.

Click Start, points to All Programs and choose FireDaemon Service

Manager

Click Service and choose New in the Toolbar
Fill out the panel as per the screen shot below
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Mew Service Definition

"KL T

Frogram | Settingsl .ﬁ.dvancedl Dependencies | Environment | Pre £ Post-Sermvice Schedulingl

— Service [dentification

Short Mame: [MRTG

Dizplay Mame: IMHTE

Custor Prefig String: [ IFireDaemDn Service:

[MRTG +2.10.15

Dezcrption:

— Application to Bun az a Service

Conszole &pplication: [

Erecutable: IE: WPerl\bintperl exe

Working Directary: IE: hrrkg-2.10.15%biA

iy

Barameters: Imrtg --logging=mrtg.log kg, cfg
Start-up Time: IEEIEIEi ms

[nztall

Cancel
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% New Service Definition

PR TR " “

7
x

Program  Settings |.-“-‘-.-:Ivan-:ed| Dependenciesl Envirunmentl Fre / F'l:ust-ServiI:el Schedulingl

— GEeneral

Show YWWindow: [ armal -

Load Order Group: I

— Logan

Logon Account; I | Pazzword: I
|nkeract with Deskiop: [~ Canfirm: I

~ Service Lifecycle

Start-Up Mode: I.ﬁ.utnmatic j
pan Program Exit: IHestart the Program j IEUUU mz
Flap Detection: IDisaI:uIeu:I j ID retries
Graceful Shutdawr: v bax Shutdown Delay: IEEIEIEI ms
Irigtall | Cancel

6) Click Install. The service should install successfully and start
automatically. Check that the service has been started successfully by
having a FireDaemon Service:MRTG status as “running” in the

FireDaemon Pro Service Manager v1.7 GA panel and that MRTG
statistics are being updated.

% FireDaemon Pro Service Manager ¥1.7 GA = |EI|£|
File Service Help

V92 0>0¢>82 A

Semvice l«% | Statusg | Process | Startup Tupe | zer
¥ FireDraemon Service: MATG Funning Running

Automatic LocalSyztem
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CONCLUSION

The MRTG has installed successfully installed and detects traffic on HTTP
service, FTP service and SMTP service. As mentioned earlier this collection of
data can be used to create a base line of the activity to monitor any suspicious
events.
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