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Abstract

A major Windows security issue today is an extremely common one, and one
that there are no real easy or good answers to. How do you allow vendors to
securely access your internal networks for remote maintenance and
administration? Just the words remote administration and control bring security
administrators to their knees and keep them awake at night. This is because of
the combination of phrases here, the first being “remote administration” and the
second one being “vendor”. Any good security administrator knows that you
never let your employees use remote administration software to get into
computers to work or to fix servers in the middle of the night, much less a
vendor. Someone would have to give most of them some sort of mind altering
illegal substance to get them to allow such a thing.

Let’'s assume your company has a manufacturing facility, or several of them on
a large corporate WAN. In those manufacturing facilities there are machines
that make things that keep you in business, such as computer chips, or parts for
airplanes, or whatever it may be. These machines all happen to be controlled
by Windows PCs running some sort of proprietary software. If these machines
fail, or something happens to them, you could lose hundreds of thousands of
dollars in revenue if you can’t keep that proprietary software running correctly.

You have just been informed by your CEO that you MUST allow the vendors in
remotely to service the machines, and it’s your job to find a secure solution for
remote access. They must be allowed into the internal network because they
are a small office in New York, and your company has facilities all over the
country. In situations where their proprietary software fails, they will need
access instantly to fix the problem. After grumbling a few things under your
breath about proprietary software, and the fact that the CEO was an idiot for
buying that brand of machines in the first place, you decide its time to get to
work.

Part 1: Solving a Windows Problem

You have concluded that this is not a convenience issue because you have no
choice but to let the vendors in remotely. The issue cannot be solved by doing
anything locally. Hiring and training staff on this software is not an option, and
typically the computers are located in physically secure areas where most
employees don’t have access, and especially not vendors. If you do nothing,
your CEOQ is going to listen to the vendor and put a modem at each site, and
have the same username and password on each one so the vendors can dial in
whenever they want. If you sit back and do nothing, the situation might look
something like the following diagram:
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In the above scenario, the un-trusted vendors are simply bypassing every
security measure that you have put in place. They are dialing directly into
machines in different locations, and preparing to put you into a state of panic.
You have taken precious time and care to put in place a patch management
system, and your antivirus updates are handled with care, but now you are just
open to machines that you have no idea what is installed on them. As you start
thinking about how to take care of this problem, a couple of products and
solutions come to mind that can address this problem, and securely allow your
vendors to come into the network and administer and troubleshoot these
machines.

The ideal tool would be a tool that gives the vendor secure access to the internal
desktop without bypassing the firewall. It would also be easy for the vendor to
understand and configure. Finally it would not do what a VPN does and give
someone out in the un-trusted world an internal network address.

You have decided that you want to use a 3™ party remote control product to
administer the machines, but your CIO heard that there was a built in Microsoft
Remote Control that would do the same thing. You have decided to evaluate
Microsoft Remote Desktop and NetOp Remote Control based on internet
research, product reviews, computer security tradeshows such as SANS, RSA,
and GOVSEC as well as recommendations from several co-workers.

Part 2: Product Evaluation
Product 1: Microsoft Remote Desktop. Microsoft Remote Desktop' is a

Microsoft built-in product that comes with Windows XP Professional. It allows a
Terminal Server type connection to a remote PC for system administration and
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maintenance. On a Windows XP PC, this access can be enabled by right
clicking My Computer, Properties, Remote. Put a check in the box that says
“Allow users to connect remotely to this computer”. At this point, you can
add a username and password for each user who wishes to connect to this
computer. This means that a local user account has to be created for each
vendor, or you could do what smart security people don’t do and create a single
account for all your vendors to use. This will throw all auditing capabilities out
the window.

Now that you have enabled the Remote Desktop, and created an account for
each of your vendors, here is where the challenge comes in again. How do you
safely and securely let them into your network? If they already are in your
network this is not a problem, but with Remote Desktop, in order to connect over
the Internet, you either need a VPN, or it will be necessary to open and forward
many different ports on your firewall. Your company does not allow external
VPN connections, especially from un-trusted vendors, so you will have to set it
up some different way. The following diagram shows how this can be done with
Remote Desktop.

Internal Machine 1
10.0.1.101
Port 3389

Vendor 2
RDP Client

Internal Machine 2
10.0.1.102
Port 3390

FW will have

N 64.19.221.42
Vendor 3 p Public IP Ports 3389-3392
RDP Client Forwarded to _
Internal Machines Internal Machine 3
) Static IP addresses 10.0.1.103
Port 3391
N
RVDeSdC?IE:nt Internal Machine 4

10.0.1.104
Port 3392

The above scenario makes it somewhat easy on the vendor, because all they
have to do is have the Remote Desktop Client, an account on the internal
machine, and know the public IP address and port number. All you had to do
was assign a static IP address to each internal machine, assign a different port
number for the Remote Desktop Connection, and forward ports in your firewall
or firewalls.
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Changing the port number on the internal machines can be done in the following
registry key:?

\HKEY_LOCAL_MACHINE\CurrentControlSet\Control\Terminal
Server\WinStations\RDP-Tcp.

Just double click on the PortNumber value to change the default port number.
The window is shown below:

Edit DWORD Yalue
Walue name:
|F'|:|rtNumI:|er |
Walue data: Baze
3389 | O Hexadecimal
© Deximat
[ 1]3 l [ Cancel ]

Now that you have enabled the connections, and changed port numbers in order
to connect to different machines, what does the vendor have to do? Going back
to the above diagram, lets assume vendor 1 wants to connect to machine 3. All
they have to do is fire up their remote desktop connection by clicking Start > All
Programs > Accessories > Communication > Remote Desktop Connection.
The user then types in the IP address and the port number of machine 3, and
they are connected and prompted for their Username and Password. After
typing that in, they are at the desktop of the remote machine, and can perform
whatever maintenance is necessary to get the job done.

%2 Remote Desktop Connection |:||:,[Z|

Computer | 6419221 42:3391] v|

[ Connect H Cancel H Help ] [ Options »» ]

This looks somewhat simple and straight forward, and might work if you only
have a few machines that need to be connected to, and one firewall, but what
happens when these machines are behind several layers of firewalls, and there
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are many of them at each location on the corporate WAN? This solution also
will not work if your machines are anything other than Windows XP
Professional, Windows 2000 Server, or Windows 2003 Server. The
administrative overhead can outweigh the benefit of making it easy on the
vendor. There are a few reasons that companies and systems administrators
implement solutions like this. The company name might not be Wal-Mart, or
Coca-Cola, and therefore does not have the sheer financial power to tell the
vendor that they absolutely must install the VPN client software of its choosing,
or the company might have a security policy that says absolutely no VPN
connections are allowed, especially for outside vendors. Everyone has Remote
Desktop, or can easily install the software. In summary, this solution would only
be realistic in smaller, Windows XP only environments where legacy machines
are not used.

Product 2: NetOp Remote Control. NetOp Remote Control® is an enterprise
wide remote control product. Similar products in this category are PCAnywhere*
from Symantec, and NetSupport Manager®. With this product an administrator
can connect to a distant PC, and have keyboard, video, and mouse control of
that particular machine. CrossTec Corporation is the North American distributor
for NetOp Remote Control. Please see the following URLs for more information:

www.crossteccorp.com Contains general information.
www.crossteccorp.com/tryit Contains form to request a trial version.
www.crossteccorp.com/whitepapers Contains implementation guides and
security whitepapers.

There are several pieces that we are going to look at with NetOp Remote
Control and they are defined below.

NetOp Guest: Referred to as just “Guest” for the remainder of this paper. The
Guest is the piece of software that is used to connect to the distant PC.
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NetOp Host: Referred to as “Host” for the rest of this paper. This is the piece of
software that will reside on the machine that the vendor needs to access for

remote administration and maintenance. If someone wants to connect to a
remote machine, at minimum they need a Guest and a Host.

[, MetOp Host - Running

File  ‘jew Action Session  Tools Help

> mlw|| 5048 &l

CoX

a

§|History Semvices | Communication | Names | Messages

Status

Haost I

Address

192.1681.101

NetOp Gateway: The Gateway is a modified NetOp Host that acts as a router
for Remote Control traffic and sessions. It also allows multiple remote control
connections through a single port, which eliminates the need to have multiple
ports open to the Internet. The Gateway is installed on a machine with a static

IP, and a port is forwarded from the Router/Firewall to that machine. Once
configured, a Guest can connect to all the Hosts on the internal network.
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NetOp Remote Control works on every Windows platform from 3.1 to 2003
Server as well as Linux and Solaris, so if there are legacy machines on the
internal network, a vendor can still connect to them through the NetOp Gateway
from the Internet. NetOp Remote Control also offers a high level of encryption
(256 bit AES) and the ability to log, and or record each remote control session
that takes place, and that is extremely important when outsiders are accessing
your most important internal machines. As far as installation and deployment,
NetOp Hosts can be deployed in several ways. They can be deployed
individually, just like each remote desktop client, or they can be deployed with a
utility called the NetOp Deployment Utility across a LAN or WAN. This requires
administrative privileges, and assumes the OS is Windows NT or later and the
ability to connect remotely to a network drive. This can be tested using the NET
USE command.

The following diagram details what a typical NetOp Remote Control solution
looks like:
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Vendors have the NetOp Guest, they connect to the NetOp Host through the
NetOp Gateway, and everything works nice and smooth, and fast and secure.
Well that is at least the thought or hope. There is an issue here, which brings
up the same issue as when you are trying to force vendors to use a VPN. How
do you get them to properly install the software? Are you going to support
them? Do you trust them to properly install the software?

Remote Desktop is convenient for the Vendor. They have to do minimal work,
but the systems administrator has to do a ton of internal configuration as well as
open up multiple ports on the firewall. At this time, it is not realistic to think that
in most situations, internal machines will all be running Windows XP
Professional, especially when these machines are out on manufacturing floors
and have been in production for some time.

NetOp Remote Control will meet the needs for other operating systems, as well
as the ability to log and record which vendor is accessing what machine, and it
doesn’t open up multiple ports, however it falls short of the requirement of
making it easy for the vendor to use because it requires that the vendors install a
3" party remote control product.

Proposed solution:

After testing each product and finding that they both came up short in a couple
of areas, a combination of the two products was decided on. It would be nice to
have the ease of use of Remote Desktop, yet the platform support and auditing
capabilities of NetOp Remote Control. It was found that NetOp Remote Control
works quite well on Microsoft Terminal Services, and the NetOp Gateway would
let Terminal Service clients use NetOp Remote Control to connect to machines
on the internal network and not in the terminal session. Logging could be set
up, and the solution could be hardened to a point that gave a reasonable level of
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comfort with the risk of letting the vendors in. The solution works as follows:

A secure, internet facing terminal server would be installed in the DMZ. The
NetOp Guest and Gateway program will be installed on the Terminal Server.
The NetOp Hosts will be installed on the internal machines. The vendors will
use Remote Desktop to connect to the secure terminal server. They will then
use NetOp to connect only to the machines in which they are authorized. All
remote control activity will be logged giving the security administrator the ability
to audit each remote control session. The proposed solution is shown in the
diagram below:

Private corporate
WAN with multiple
locations

Internet

nternal machine

Vendor with with NetOp Host

MS RDP Client

Perimeter FW

p21.42

) PubliclP Port 6502 forwarded
~ To DMZ Server .
Vendor with ’X\ Internal machine
MS RDP Client 10.0.0.101 with NetOp Host
) 2003 TS with
Gateway and
_L— .
Vendor with Guest Internal machine
MS RDP Client with NetOp Host

Part 3: Implementation Guide

Step 1: Install the Terminal Server

Step 2: Install the NetOp Gateway and Guest on the Terminal Server
Step 3: Configure the NetOp Gateway on the Terminal Server

Step 4: Configure the Host on the internal machine

Step 5: Configure the NetOp Guest on the Terminal Server

Step 6: Test the solution

Step 1. Install and harden the Terminal Server: From the diagram above, you
can see that we decided to put a terminal server in the DMZ which will be
accessed from the internet. After much searching and testing, | decided that it
was too much of a pain to try and use the local security policy in order to harden
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the server. If I harden it as much as | want, | will lock out the administrative
account, and won'’t be able to do the things that | want to with the machine. The
other thought is to have an internal domain controller and make the server a
member server in the domain, and use GPOs to harden the server as well.
Trying to do this basically eliminates the DMZ, and as was so nicely put in one
Microsoft article “Turns your firewall into Swiss cheese™.

One might as well just put the server on the internal network. This is perfect
justification for a DMZ specifically for this solution and a domain controller with
the sole purpose of hardening the terminal server or servers. This domain has
no interaction or connection to the internal network. At this point | configured a
Windows 2003 Server to act as my DC. | then created a hardened OU for my
Terminal Server computer and users, and then enabled loop back processing on
the GPO so that anything that connects to that server will have the settings
applied. For simplified administration, | can simply move the computer out of
the hardened OU and into a different OU to make any changes that need to be
made. By doing this, none of the users can log onto the terminal server from the
outside while maintenance is performed. When finished, | simply put it back
into the hardened OU and then | am ready to roll!

Step 2. Install the NetOp Guest and Gateway on the Terminal Server:

An evaluation version of NetOp Remote Control including all of the modules
previously mentioned can be obtained from www.NetOpUSA.com The NetOp
Gateway is a modified NetOp Host which will allow the vendor to get from the
terminal session to the internal network by routing NetOp Remote Control traffic.
Once installed and configured, the Vendors will not know that the Gateway is
running. They will only interact with the Guest program which allows them to
connect to a Host program running on the internal machine that they need
access to.

To install the Guest and Gateway, download the software from the vendor. The
file is called netopwin.exe.

netopwin, exe

Double click the file and you will be prompted with the following window:
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WinZip Self-Extractor - netopwin.exe

To unzip all files in netopwin.exe to the specified
folder prezs the Unzip button.

IInzip to folder:
|I::"-.Netl:l|:|| Browsze. . |

Unzip

ik

Fun Windip

Cloze

[v Owverwrite files without prompting

[+ when done unzipping open: setup.exe

About

Help

i

By default, the files are extracted to a temporary folder. You should create a
folder in the location of your choosing and then click Unzip. You will then be

prompted for the password supplied by the vendor.

WinZip Self-Extractor - Password E

Thiz zelf-extracting £ip file iz pazsword protected.

Pleaze type the paszword:

xxxxxxx:1

s | Cancel

The setup will automatically launch after the files are extracted and you click Ok.

Click Next until you arrive at the following window:
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Select Install components |E|

Inztall Guest filez andsor Host files [Host, Mame Server, Securiby
Server or Gateway]:

Guest Filez
Host Files

Deztination Folder

C:A MDD anware DatabMetlp Guest Browsze...
Space Required: 242418 K Disk &
Space Available: 3131532 K w
< Back | Heut » | Cancel |

By default both Guest and Host are selected. This is ok since we are installing
both of them on our Terminal Server. Click Next.

Select Host type

X
Once you have zelected the optiohs pou wizh to

inztall, prezz the Mest button to continue the
inztallation.

" Host

" Security Server
-

" Mame Server

< Back | Hext » | Cancel |

Select Gateway instead of Host since we want to install the Gateway.

Click Next all the way through the rest of the installation.
Upon completion, you will be presented with the following folder with the Guest
and Gateway icons, as well as a readme. The readme file contains information

about NetOp including each file associated with NetOp and its purpose.
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& C:\Documents and SettingsMIl Users\Start Menu\Programs\N. .. |

File Edit Wiew Favorites Tools  Help

\_) \‘_J LI pSearch [1 Folders v

Address |3 CiDocurments and Settingsiall Users)Start MenuProgramsiMetOp Rer % | @0

Py :
File and Folder Tasks & 7 %ﬁ ﬁ Q

...’ Make a new Folder Gateway Guest Readme
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Double Click the Gateway icon to launch the Gateway and the SetUp Wizard.
Step 3: Configure the Gateway on the Terminal Server

When starting the Host after installation, a setup wizard will be launched.

MetOp Remote Control - Setup Wizard

Wizard Mode
Select setup tvpe.

) Default
Select this option ko use a defaulk setup.,

Select this option to enable a custom sekup.

< Back ][ Mext = ] [ ancel
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Click the custom button to show all of the communication profiles.

MetOp Remote Control - Setup Wizard E3 |
Select Communication Profiles
The communication profiles in the pane are availahle. @
Check boxes to use and click buttons to modify.

TCPJIP = I

[ Terminal Server

Delete

= Back | Mext = | Cancel |

Delete every communication profile except for TCP/IP and Terminal Server.
Click TCP/IP, and then click Edit.

Click the Advanced button to show the following window:

Advanced TCP/IP Configuration E3 |
— Specify IP Address ok I
¥ Use all available IF addresses
IF fddress; I cancel |

— Specify Port numbers Help |
[ Use defaulk port numbers

Receive Port; W

Send Park: IW

— opkions
[ Use TCP For session if possible

— MebOp Mame Server
[ use MNetOp Mame Server

Erirmatss I nns1.nektop.com

Secondary I nnsZ.netop.dk

r Igmore port imformation fromn, Mame Server

Use patk: I 6502
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The default NetOp Port is 6502. Tools like NMAP know that NetOp runs on port
6502.

Uncheck the use Default port number box and change the port number to a
different port number. We will use 6508 for the purpose of this paper.
Uncheck Use TCP for session if possible.

Click OK twice to exit the menu, then click Next.

MetOp Remote Control - Setup Wizard |
Host Program Options
Select startup options. Click the Advanced button for more options. @
— Skarkup

¥ Start Host when [oaded

¥ Load Host at Windows starkup

¥ Minimize Hosk when loaded

¥ Stealth maode (hide host when started):

Advanced

< Back | Mexk = Zancel |

By default the first three options are selected. Put a check in the bottom box
called Stealth mode. This make the program run invisible, so users logging on
to the local system will not see NetOp running.

Click Next
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MetOp Remote Control - Setup Wizard |

Guest Access Security
Select a Guest access security option. @

" all Guests have the same password
Select this option for MetCp modules where only one or bwo users need access,

" Each Guest has its own password
Select this option for MetCp modules where multiple users need access,

i« Use Windows Security Management
Select this option For MetOp modules where the users can be authenticated
against a Windows security database either local or Domain based,

After selecting a Guest access security opkion, click the Configure
button bo configure access dekails,

< Back | Mexk = Zancel

Click Use Windows Security Management, then click Next.

MetOp Remote Control - Setup Wizard

Individual Guest Access
Do wouwvant to add a Windows user ar group™?

" Yes, add a Windows user
Select this option ko select a \Windows user,

& ¥es, add a Windows group:
Select this option ko select a Windows group,

rﬂu

Select this option ko proceed without adding a Wwindows account,

< Back | Mext = | Cancel

Click Yes, add a Windows group, then click Next.
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Click Locations and select the local computer, TS1 in this case.

select Groups

Select thiz object bype:

IGrDups Object Types. .. |

Erarn thig location;

ITS'I Locations. .. I

Enter the abject hames to zelect [examples]:

T51 %A dministrators] LCheck Mames |

Advanced... | Q. | Canzel |

i

Type in administrators, and click Check Names.
Click Ok to return to the wizard.

MetOp Remote Control - Setup Wizard

Indiidual Guest Access
Do wou want to add anaother Guest?

" Y¥es, add another account
Select this option ko add another Guest access security account,

Select this option to Finish adding Guest access security accounts and proceed.

< Back Mexk = Zancel

Click No, then Next, then click Finish.

By installing the Gateway on the terminal server, and enabling the port 6508, we
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have set it up so that we can connect from the terminal session with the Guest
to a host that is not in a terminal session via port 6508. We now just need to
open port 6508 on the interior firewall to connect to machines on the internal
network. Next we are going to set up the hosts on the internal network

Step 5: Install the NetOp Hosts on the internal machines.

Now that we have the Gateway and Guests installed on the Terminal Server it is
time to install NetOp Hosts on the internal machines. NetOp supports all
Windows Operating Systems from 3.1 to 2k3 Server. For the purpose of this
paper, we will assume that Windows NT is being used. Remember, we can’t
upgrade because our CEO bought that custom application 5 years ago and it is
now not used or supported by normal means. Before the Host is installed, it is
important that a local account for the vendors be set up on the machine with
permission only to do what they need to do. For example, if they need to just
maintain an application as a user, then create a local user account for them.
Each vendor can have their own unique username and password, which will
help in determining who is connected when. Many organizations have a single
username and password that all of their vendors use to connect to the same
machines. Once the accounts are created, the Hosts can be installed.

The install for the Host on the internal machine is almost exactly the same as
the Gateway. Itis very simple. Unzip the evaluation files, and run through the
installation by clicking Next. This time, uncheck the part where it says to install
the Guest. Everything else will remain with defaults.

After the installation, when the Host program is launched, you will get the same
setup wizard that came up with the NetOp Gateway. All of the configuration that
can be done with the wizard can also be done from the Tools menu on the Host
but we will stick with the wizard for now. Do the following when the wizard
launches.

Click Next, then click Custom, then Next again.

NOTE: This opens the same window that would open when clicking Tools,
Communication Profiles if not in the setup wizard.

Delete all except TCP/IP which is checked. Click Edit then Advanced on
TCP/IP.

Uncheck Use default port numbers and change to 6508.

Uncheck Use TCP for session if possible. Click OK twice to return to the
wizard, then click Next.

Click Stealth mode (hide host when started) and click Advanced.
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NOTE: This opens the same window that would open when clicking Tools, then
Program Options if not using the setup wizard.

Uncheck the Public Host name and click OK. Click Next.
Click on Windows Security Management and click Configure.

NOTE: This opens the same window that would open when clicking Tools, then
Guest Access Security if not using the setup wizard.

Click Add User, and add your vendor user accounts to the Hosts.
Click the Guest Policy tab.

Guest Access Security E |

Guest Access Privieges  Guest Palicy I MAC/IP Address List Setupl Encrpption |

—Password

TMaximum invalid password attempks: I 5 {0 = unlimited)

Ackion iF macimum atkempts are exceeded: IDisconnect j
— Disconneck

dction after Disconnect: |L|:|g aof f Windows j

— File transfer

|v Disable file transfer before local login

—Record sessions

v Enable

Falder: I D:\Wendor Recordings| Browse ... |
— Timeout

Canfirm Aocess: Ig_ 5, [0 = no kimeouk)

Authentication: IT 5, [0 = no kimeouk)

Inackivity: o0 5. k0 = no timeouk)

(] I Cancel Help

Set the maximum password attempts to 5.

Check Disable file transfer before local login.

Check Enable record sessions.

Create a folder where you can store local recordings, and click the Browse
button to locate the folder. Recordings are about 1 mb per minute of activity.
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Depending on the frequency of expected connections and how long vendors will
connect determine how often you need to audit or clear out the folder, but you
will have a recording of every single thing that the vendor does (or attempts to
do!) while logged into the machine.

Set the Authentication to 60 seconds to time out. There is no reason that
authentication should take more than 60 seconds.

Set the Inactivity to 300 seconds (5 minutes). This will disconnect the remote
control session if there is inactivity for that long.

Click the Encryption Tab.

Uncheck everything except for Very High. This forces 256 bit AES encryption.
Selecting Very High and clicking Details shows the details of the Encryption as
shown in the screenshot below.

Information |

@ Mame: Yery high

Descripkion: Everykhing is encryprted with 256 bit kevs

Scope: Use For communication in environments where security is important and speed is
nok a majar issue

Encryplion:
Kevboard and mouse: 256 bit AES
acreen and other data; 256 bit AES
Logon and passward: 256 bik 8ES

Integrity check:
Kevboard, mouse: 256 bit SHA HMACS
Screen and other data: 256 bit SHA HMACs
Logon and password: 256 bit SHA HMACs

Key exchange: Combination of 2048 bits Diffie-Hellman, 256 bit AES and 512 bit SHA

Click OK to close the above window and OK again to return to the wizard.

Click Next, then Click No and proceed without adding a Windows user account
and click Next, then Finish.

Your Host is now configured with your vendor’s user accounts and ready to go.
These same steps will be taken on each internal machine that will be set up for
vendor access. All of these settings can be pre-configured using the NetOp
Deployment Utility and deployed to many machines as well.

Step 5. Configure the NetOp Guest on the Terminal Server.

We installed the Guest on the Terminal Server earlier, but never launched it.
There are a couple of things that we want to do prior to this to make life a bit
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easier for us and the vendors. Typically the Guest configuration files are stored
in each user profile, so each Vendor has their own configuration. The only
problem with that is that as each vendor logged in to the Terminal Server, they
would have to launch the Guest and run the setup wizard and configure the
Guest. We are going to make it so that when they authenticate and open up a
Terminal Server session, they have an icon on their desktop to connect to their
machine. Take the following steps before logging launching the Guest program.

Log in to the terminal server and create a local folder called NetOp. It is always
better to put these types of folders somewhere other than the system drive, so
we will create a folder on another drive besides the system drive. This is where
the configuration files will be stored.

Now we must edit a configuration file so that the Guest knows to create and
look for the configuration files in that folder.

Locate the NetOp.ini folder in the system drive (C:\Windows)
Add the following entries to the [GUEST] section.

[GUEST]
DataPath=D:\NetOp
DisableLocalFileTransfer=1

The DataPath= entry obviously points to that shared folder.

The DisableLocalFileTransfer= entry disables a feature on the Guest which
allows a user to view files on the local hard drive. The last thing we want
vendors to do is try to explore files on our local terminal server.

Now that that is configured, open the Guest program by clicking Start, All
Programs, NetOp Remote Control, Guest. The setup wizard will launch the
first time the program is run. Keep all the default setting and click Next all the
way through the wizard.

Because we are running the Guest on a Terminal Server, we need to make a
small change to the communication profile.

Click Tools, then Communication profiles on the Guest program.
Put a check mark in the box next to Terminal Services.

Delete all other communication profiles.

Click Ok, then restart the Guest.

When the Guest comes up, in the Quick Connect tab, click the drop down

arrow in Communication profile, and change it to <Any initialized
communication>. The first thing we want to do is test and make sure we can
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connect to our internal computer from the Guest. Type in the IP address of the
internal machine and click the Connect button as shown in the screenshot

below.
Q Help Request B Recordings E Script _ﬁ [Fwentony
Phonebook 4 Quick Connect Connection: & History

Communication profile

L | | <Any inikialized communication = L |
Mles, .,
[ ‘g Conneckt l ’ﬁ Erowse ] ’%Cmnectinn F'ru:uperties...]

You should get a login prompt as shown below:

Login using Windows authentication

G = NetOp Remoate Control !,,,ﬁ

NetOp

Login ko 10.0,0,103
User narme: |
Password: I
Ciamain: I Internal Machinel

ot ||

At this point you know that the NetOp Host is responding to you. Enter the name
and password for one of your vendor accounts start a remote control session.
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| O 4| @132 B 5| S| #iElg] BHE| A mis 9

Welcome to Windows

y.

Copyright € 1985-2001
Microsoft Corporation

@h Press Ctrl-alt-Delete to begin,

Requiring this key combination at startup helps keep vour
compuber secure, For more information, click Help, s

| will point out a few of the relevant buttons on the above remote control session
window.

E4v'Es These two small locks indicate that the communication is using the Very
High encryption, which is what we wanted.

%I This icon is the Disconnect icon. Click it to disconnect from the remote
control session.

i@ This button is the send Ctrl+Alt+Del button so you can log into the computer.

E This icon lets you go from full screen to a Window

Now that we have successfully connected to the internal machine, we are going
to make it very clean for the vendor by using a phone book entry.

Click the Disconnect Icon to end the remote control session.
On the Guest Program, click the History tab and you will see the connection
that you just made.

Right click the connection, then Copy and Paste the connection into the
Phonebook Tab.
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Q Help Request B Fecordings @ Script _ﬁ | ventony
Phonebook 4 Quick Connect Connections 4 Histary

{23 Phonebook Description £ Mame Communication Profile

@ 10.0.0.103:6505 10.0.0.103:6505  <&ny initialized communicat. ..

Right click the Phonebook entry and click Connection Properties.

Currently the Description has the IP address. Change this to something that will
identify the machine to the vendor, such as Manufacturing 1, or whatever is
easily recognizable. If you have several machines, name them accordingly.
You can also use the comments field to put something such as location, or
anything else you want.

See the screenshot below.

Connection Properties |

E Dizplay I
@ K.evboard/touze | M& Comprezsion/E ncryption I
Desktop I BE Fecord | ] Custom I

Connect | == | ngin | & Pratect Item | P Staitup

—Huost PC Infarmation
Description:
I Manuf ackuring Computer 1 g@

o

Marme:
| 10.0.0.103:6508

Cornrments:

| Warehouse 2 Equipment compuker

—Cormmunicakion
Communication prafile:

<Ay initialized communication =

Wake on LAN MAC Address:

0k, I Caricel Help

At this time | will cover the other relevant options that are important in the
Connection Properties window.
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Protect Item: Enter a strong password here to protect the phonebook entry.
The vendor will not be able to modify any of the settings made in here.

Record: This is the same as the record feature we enabled on the Host security
section. By default our recordings will go to a folder called record in where the
configuration files are located. In this case they will go to D:\NetOp\Record. If
you want to enable this setting, you can place the recordings in another location
with a NetOp.ini entry in the [Guest] section of
RecordPath=\\SERVERNAME\Share name. Using this feature, if your vendor
is controlling some sort of lift and accidentally makes it drive over and crush
your computer out on the manufacturing floor, you still have a recording here on
your terminal server. Atthe same time you still have to remember the space
considerations.

Startup: Click the Full Screen radio button. This will force the Remote Control
session to launch full screen in the terminal server session.
Compression/Encryption: Click the Drop down at the bottom and select Very
High for Preferred Encryption Type.

Click Ok to close the phonebook entry.

Double Click your phonebook entry and test the connection again to make sure
it works, and then disconnect.

At this point we are almost finished. We now only have a few things to do on
the Guest program, then we will set it up so that it will launch automatically for
the vendor. On the Guest we will remove all the tabs so that the vendor only
sees the Phonebook tab, enable logging, and set up a maintenance password.

Remove all tabs except for the Phonebook tab:

Click Tools, then Program Options, then the Layout tab.

In the Tab Layout section, uncheck everything except Phonebook.
Click Ok

Doing this will make it so that the vendor has no access to other tabs such as
quick connect, inventory, or scripting.

Enable Logging:

Click Tools, then Log Setup. There are several different ways to log including a
Local Log file, Windows Event Log, NetOp Log Server, and SNMP Traps.
For the Windows event log, you can log locally, remotely or both. Depending on
your paranoia and how you currently log and audit your network will depend on
what you want to do.
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For the purpose of this paper | am going to show how to set up a local log to a
log file and to the Windows Event Log.

On the Log Setup Menu, click Log Locally, and Log to Windows Event Log.
There are tabs for each of these. There are several different types of events that
can be logged. All of the events can be viewed from the Log Setup window. |
am going to make some suggestions on which ones to log.

Connection events:
Connect to Host
Disconnect Host
Connection lost
User Authenticated

Sesion Events:
Remote Control Started
Remote Control Stopped

Action Events:
Host Rebooted

Security Events:
Password Rejected

Configuration Events:

Local Logging turned on

Local Logging turned off

Local Logging filename changed
Windows Event Logging turned on
Windows Event Logging turned off

Set up the Maintenance Password:

Click Tools, then Maintenance password, and enter a complex password. This
will prevent your vendors from making any configuration changes to the Guest
program.

We are now done with the Guest. Time to make it so the Guest program loads
automatically for the vendor when they logs in to the terminal session. The
easiest way to accomplish this is through your GPO. Enable the following entry:

User Configuration, Administrative Templates, System, Logon, Run these
programs at logon.

Add the following executable:

© SANS Institute 2005 Author retains full rights.



C:\Program files\Danware Data\NetOp Remote Control\Guest\Ngstw32.exe.

This will cause the Guest program to launch when the vendor logs in to the
Terminal Server. At that point they can just double click on their phone book
entry, enter their credentials and go to work. They will then be presented with
the Windows Login Screen, and they can log in and go to work!

Step 6: Test the Solution

From an external Windows XP machine, fire up your remote desktop
connection, and connect to the public IP address. Click OK on the warning
banner you placed in there that states that all activity may be monitored and
recorded, then just enter your Active Directory user credentials to log into the
Terminal Server, and the Guest will launch automatically. At this time all you
have to do is double click the phonebook entry as shown below:

#:MetDp Guest M=l E3

File Connection Edit ‘iew Tools Help

=) @) 4| i) $ %) Bl E=E B EEEE 2

FPhonebook, |

Cay

Manufacturing
Compuker 1

You will be prompted with your username and password.

Login using Windows authentication |
G o NEtUp Remote Control ~“r.~,’
NetOp
Login ko 10,0.0.103
User name: | wendorl
Paszword: I LTI T Y Y Y TTITTY)
Darmain: I Yaio-2

(3 | Cancel | Help |

© SANS Institute 2005 Author retains full rights.



After clicking OK, you will be at the full screen of your workstation, and ready to
log in and work!

Conclusion:

In this paper we have looked at what companies are currently doing to let their
vendors into their network, which is use modems, or remote access programs
with no way to audit or log what is going on. They also are using solutions that
make it extremely difficult for the vendors or outsiders who need access to the
internal network. We looked at different ways to take care of this gaping
security hole, as well as give a tolerable ease of use to the vendors. The
products that we looked at were Windows Remote Desktop and NetOp Remote
Control. We found that both of them had limitations, specifically, Remote
Desktop had platform limitations, as well as forcing companies to open up more
ports on their firewall than they wanted to. NetOp Remote control, while
satisfactory in that it allowed only one port to be opened, was not what we were
looking for because we did not have the ability to force the vendor to install the
software, and some vendors did not have the technical ability to do so. To solve
this problem, we decided to go with a combination of both technologies using
the RDP connection on a Terminal Server as a point of entry to the network,
then using NetOp to go from the DMZ to the internal machines. This allowed
ease of use for the vendor, but also allowed strong authentication via AD on the
terminal server and on the local internal machine, as well as the ability to audit,
log, and record everything that the vendor did from multiple locations. By
implementing this solution, a company can raise their level of security and lower
their paranoia about remote control access from outside vendors.
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