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Abstract

With systems and software becoming more and more complex, the number of
patches and updates increasing, and IT departments expected to manage more
systems with less staff, how are we to know whether or not our systems are
safe, if they are behaving badly (just because they can) or have been
compromised?

In this too-brief format, | will at least outline the problem, identify a few methods
for addressing it, evaluate a couple of products that attempt a solution, and
document the basics of implementing one.
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1. The problem: Are you compromised or not?

“Bad guys” or “Bit rot”’?

One of the key issues in implementing layered security is being able to identify
when an incident has occurred. Many systems exhibit behavior that might
indicate there is a problem. But with the complexities of various software
packages, and the increasing number and frequency of patches and updates
that get applied to any given system, it is difficult to know for certain whether a
system has or has not been compromised. Faced with this uncertainty, IT staff
will often resort to treating the symptoms (updating virus definitions and running
a scan, scanning for “spyware”, and visiting “windowsupdate”), and then if the
symptoms seem to disappear they declare the problem solved.

Far more importantly, systems that show no signs of compromise are nearly
always ignored. This leaves a virtual “playground” of systems available to
intruders as long as they can go unnoticed. Consider the situation where a
system (think corporate server this time for full effect) shows no signs of trouble,
but is silently allowing remote access because of unnoticed changes.

Whether or not a system has been attacked, how many of us have when faced
with a system problem, only too quickly realize that (since we have no
knowledge about what might have changed since it did not have the problem)
the best answer would be to wipe the entire system and reinstall everything from
scratch? Note the implication here. It is not that we lack the skills to fix the
problem, but rather the knowledge about how the system has changed, and it is
faster to simply reinstall a standard image. However, this leads to loss of (user)
data, and certainly productivity.

Consider if it were possible to “catch” the system at an early enough point in the
chain of (change) events, and to know exactly what had changed. If it is not a
security incident, the problem might be (more) easily fixed. And if it is a security
incident, it could be responded to far sooner, potentially saving the cost and
repercussions of it going on unnoticed.

Please note that this issue is not unique to Windows systems. Any system,
whether Windows, UNIX, Mac or anything you can imagine (where the code
image or data can be changed) is susceptible to unauthorized or simply
undocumented changes. In fact, all devices that store a state by which they
operate (including hardware based “appliances” like switches, routers, firewalls,
load balancers, etc.) all are vulnerable.

Unfortunately, a very prevalent option is to “do nothing” and this becomes more

costly as time goes on. Even if the problem of system monitoring is recognized,
without the ability to do so the best we can do is try to “harden” them as best we
can and hope for the best. We have still not changed the game in our favor.

So, what can be done? We need a way to watch our systems and let us know
when something changes. There are several generic terms for applications that
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do this. The two most common are either “Host Based Intrusion Detection” or
“Integrity Checking”. | prefer the former term, since it implies a security focus
although “Integrity Checking” is certainly valid as well.

Be aware that many applications that call themselves “Host Based Intrusion
Detection Systems” monitor network connections to or from the machine and
not the state of the system itself. They can only check packets going across the
interface (rather like a gatekeeper)." And after the fact, they can do little or
nothing to identify whether or not an attack was successful?. For that reason,
they do not address the problem described here, and | classify them as (very
useful tools, but) addressing a different component of layered security, that
being in the realm of (personal) firewalls or (Network) IDSs.

Therefore, for the purposes of this paper, | will define “Host Based Intrusion
Detection” to be:

“a system with the ability to detect whether or not a system has been
changed based on the contents of its persistent data”

What should we look for?

Host-based intrusion detection systems (as | have defined them) must have the
ability to identify intrusions that have already taken place against a host. How
quickly they can do this from the time of the incident depends on their methods
for monitoring changes (usually by being run at regular intervals). Additionally,
their effectiveness is limited by how well they can discriminate between “good”
changes; that are part of the normal operation of the system and “bad” changes;
that either have not been authorized (perhaps done maliciously as part of an
intrusion or attack) or were authorized, but have had an unintended affect on the
system. | make this last point because even authorized changes that cause
unintentional problems would benefit from the ability to identify exactly when
and what changed. But this is a security paper and not one about good system
management (hmmm... is there really a difference?)

The theory of current® host-based intrusion detection is fairly simple. You
somehow take a snapshot of a system at a known good state, and then
compare the same system at some future point to identify what changed.
Surprisingly, while there are some attempts at it, there are not very many
practical solutions to this problem in the Windows world.

An ideal application would be able to monitor all aspects of the system:

Detect all changes to the system (no false negatives) for all files and
directories including ownership, access permissions, timestamps, etc. as
well as content. A special case for Windows is the registry, which is

I “Stop! Who would cross the Bridge of Death must answer me

these questions three, 'ere the other side he see.” Scene 23, Monty Python and the Holy Grail
2 Even if you maintain some sort of network event trail or packet capture you can only infer that specific
network behavior by your system was caused by a compromise.
31t is theoretically possible to alert the moment an unauthorized change took place, but this would
seemingly need to be built into the filesystem and kernel functionality, and as far as I know, no such exist.
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stored as files but needs much finer granularity. It would need to monitor
all entries within the registry to detect system configuration settings. A
system that alerted on any changes to the registry would not be useful in
that area since the registry changes in normal use.

Decide which are the “unwanted” changes (no false positives). To do this,
it would (somehow) need to be aware of all valid changes including new
software installed, patches applied, user files created, renamed, changed
or deleted, as well as changed user preferences. It would also need to
know what normal system activity to ignore such as additions to logs,
registry entries reflecting changing system state, etc.

Respond based on the nature of the change. This may range from:

o Logging the change (including data about what changed and
when)

o Generating an alert (via email, SNMP, pager, etc.)
o Taking corrective action (perhaps restoring the good data.)

o Taking preventive action (to limit the damage. Perhaps stopping a
given service or halting the entire system)

Sounds pretty nearly impossible, doesn’t it? In fact it is a very difficult problem
for just a single system, let alone an enterprise full of different systems with
widely different user needs. But is it hopeless?

Investigating these three areas more closely may show whether an “imperfect”
solution might still be “good enough” to provide real value.

Detect all changes to the system

We begin by making the assumption that for our purposes, “the system”
consists of the set of files and directories that reside on its permanent storage.*
Changes to all files on the system must be able to be monitored. And while it is
possible to store a copy of each file for comparison this can also be done by
examining the characteristics of the files:

i. File size — Commonly used by people, this is extremely weak for our
purposes. It is trivial to change a file and leave it the same size.

ii.  File modification time — Also very commonly used by us, and also
very poor at determining file integrity. In fact, it may be considered not
truly a characteristic of the file itself but rather an attribute of that file
within the filesystem. Like size, it is quite easy to spoof.

iii. Checksums — Somewhat better, since they are computed on the
contents of the file. But they can be tricked relatively easily. Consider,
if all I know about a set of numbers is the last digit(s) of their sum, |

4 It may be possible to do something with the active memory space, or other aspects of a computer, but this is
beyond the scope of this paper.
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can modify those numbers as long as it remains the same.

iv.  Cryptographic “hash” functions — These are the strongest single
means of verification. Based on mathematic functions that purport to
be “one-way™, it is assumed that any changes whatsoever to that file
will perturb the resulting hash signature. Note carefully that using a
(previous) hash signature on a file to determine if it has changed
implies you have some certainty that the previous value itself has not
changed. So the system must guard against this somehow.

v.  Public-key cryptographic signatures — These provide a similar
mechanism to validate the contents of a file to hash functions. In
addition, they have the property of providing information about the
source of that signature. For example, not only would you know that
the file had not changed since the signature was generated, but that it
was the “John Doe” key that generated the original signature. This
gives some added assurance that the signatures have not been
tampered with. It also implies that the signature was created by
someone possessing the signing key (hopefully the rightful owner).
This is useful, since if an intruder could replace the original hash of
the (changed) file with one of their own, but did not have the correct
key, they could not correctly sign that hash. Even with such
mechanisms in place, It is important to store copies of critical
signatures on “read only” media (burning a CD for example).

Changes to directories — (they may be thought of as aspects of files).

i. File modification times — If modification (or creation) times change
unexpectedly, even though file contents may not have changed it
could signal that an intrusion has taken place.

ii.  Access permissions — Any change to the permissions that are
granted to users or groups may also indicate signs of intrusion.

iii. Directory attributes — Similar to the attributes of a file, each
directory (folders and subfolders) have their own attributes such as
modification times and access permissions.

The Registry — While this is really a collection of filesS, it is critical to the
entire system and deserves separate attention.

i. File characteristics (including cryptographic signatures) — These can
tell you that changes have been made to the file(s) storing the registry.
However, since the registry is so dynamic (storing many entries that
change during normal operation), this alone will be of little use.

5 “So far, no one has proved the existence of a true one-way function”. Slide 15
http://www.inf.ed.ac.uk/teaching/courses/cs/0304/lecs/cryptol-6up.pdf

¢ For a description of the Microsoft registry, visit http://support.microsoft.com/default.aspx?scid=kb;EN-
US:256986
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ii.  Content of specific entries — Here is where the real value of
monitoring the registry exists, if a host-based intrusion detection
system can monitor them it would be of great use.

Decide which are the “unwanted” changes

This is a harder task to be sure than simply detecting changes. It involves
monitoring the right files, and keeping up with approved changes to those files.
This depends more on human diligence and adherence to process than on
programmatic correctness. However, even though doing the job perfectly is not
realistic, let us think about how good it might have to be to be useful.

(Minimize) False Positives — When alerts are given too often with no real
(or perceived) problem, the level of perceived threat for subsequent alerts
goes down so when a real threat exists, the alert may go unnoticed. In
our situation, this is likely if changes generate “too many” alerts, including
ones that don’t signal trouble. To help this, several things can be done:

o Reduce the number of objects (files & directories) monitored to
only those that are deemed critical to the system. This is
easonable, since it is more troubling if a .dll file in %Systemroot%
changes than if the size of the event log increases. To do this well,
one may:

= start by only monitoring the things you are really concerned
with (like %systemroot%\*) and add other items until you
believe you are watching “closely enough”. Unfortunately,
this can cause a false sense of security (false negatives).

= start by monitoring everything and prune out the alerts that
are obviously benign. This is less likely to miss something,
but will be more time consuming.

o Monitor different attributes for different objects. For example, while
file size is a poor indicator of whether or not a file has changed, it
can be useful in determining whether or not it is a valid change.
Consider log files that are expected to change in size, but not to
shrink (only grow or stay the same size). However you might want
to monitor .dll or .exe files for any changes including access
permissions as well as their content.

o Tie the detection system into the change control system. This can
be a manual step to “‘update the intrusion detection baseline
whenever you make system changes”.

(Minimize) False Negatives — Somewhat simpler than reducing false
positives. It can be done by taking the “start with monitoring everything”
strategy. But will be much easier if you have a good baseline to start with.
For example, on Windows systems we would want to monitor
%systemroot% more closely than “Temporary Internet Files”. Once a
reasonable set of defaults are built for basic system types; XP, Windows
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2000, Windows 2003 Server, etc. they can be re-used for many systems
with modifications as needed for other services (e.g. Web root on IIS)

Respond Appropriately

Given a reasonably flexible policy, it should be fairly straightforward to extend a
system to taking action. These actions may be:

Logging the change — This is pretty standard and should include the item
affected including the characteristics that flagged the change.

Generating an alert — Standard fare. Based on the “criticality” of the
change, send an alert to an individual (or potentially to another system).

Taking corrective action — This may be possible if you have enough
information about the item and you have the ability to restore it to its
original state. This may be as simple as changing access permissions on
a folder or file. It may include replacing a changed binary if you have
access to a trusted copy (similar to Windows File Protection). It should
also be accompanied by logging and generating an alert.

Taking preventive action — For very specific events on some special
systems you may want to try to directly stop an intrusion that is under
way. Consider a web server that becomes compromised. It may be
desirable in some situations to stop the web service, down the network
interface, or even halt the system in an effort to limit further intrusion or
damage. Although | hasten to add, any time you implement a security
system that reacts on its own based on the actions of a (potential)
intruder, you introduce the possibility for that system to cause damage. It
may even be possible for an intruder to make use of this for their own
purposes (because your system is taking action based on their actions).
Consider a situation where an intruder somehow knows your web server
will shutdown if it detects a specific type of change. They may be able to
cause a “denial of service” attack by making your own system halt itself.
This is not to say that you are helpless, but that you must be aware that it
is very difficult to make your system foolproof so that no possible action
on the part of an intruder could make your response potentially cause
another problem. So think carefully before you act.

How good is good enough?

Can less than ideal systems address the problem? | believe so. Even a limited
system that can be effective at addressing these areas will be of value.

Applications can use combinations of detection methods (including modification
times, access permissions, hash signatures) so that the entire state of the
system can be verified with good certainty against modifications.

And while it is hard to have a system make determination between “good” and
“pad”, having reasonably good “generic” templates for the more common system
types and providing relatively easy ways to update this valid state (as authorized
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changes are made) do allow these systems to be fairly effective.

So, Detecting changes and Deciding which ones to alert are clearly possible.
However, | would (again) urge restraint when allowing any system to respond in
its own (except to send an alert and log events). While computers are excellent
at doing specific things very quickly (like detecting a change), | am less
convinced at their ability to make accurate judgment decisions on their own. |
may be conservative here, but | prefer a person every time when actively
responding to an incident.
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2. Are there tools to help?

When | was determining which products to evaluate, | looked at several freely
available tools. | had hoped that one would serve reasonably well for at least a
small number of systems. Unfortunately | was disappointed, and | ended up with
a commercial one. Was this then a fair evaluation? Perhaps not, but | believe
the one | ultimately selected is arguably the one to beat.

The Judging Criteria
Based on the criteria for Detecting change, Deciding which ones matter and
Responding (even if this response is simply a log entry) my criteria included:
1. Must be able to “recurse” through the filesystem (and not require an
explicit list of every item to be monitored).
2. Must use more than basic file attributes (size, date) when determining
whether changes had been made.

3. Must be customizable by the user to add or exclude files or
directories.

4. Must be able to “update” signatures for authorized changes.

5. Should have a reasonable set of defaults for monitoring basic
Windows systems.

6. Should alert on added and deleted files or directories.
7. Should be able to be scheduled to run automatically.

8. Should automatically send alerts (e.g. email, SNMP, syslog) when
changes are detected.

9. Should be scalable to more than a very few systems (e.g. going from
one system to ten should not require ten times the effort). *

A Wide Field of Options

Windows File Protection (WFP) — While this is not specifically designed as
an Intrusion Detection system, Microsoft does provide a built-in feature to it's
newer OSs primarily there to protect users from themselves (replacing
accidentally corrupted or deleted files automatically). It does not address our
needs since it can only verify MS distributed files using code signing, and
cannot monitor for all system changes.

“Osiris”
This is a utility that actually performs well. It is available for download from

http://osiris.shmoo.com/download.html as either source code or a Windows
binary installer. The documentation is very limited (nothing comes in the

7 This really therefore implies central management and reporting, and probably itself excludes any free tool.
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package, rather the user is directed to the web site). The functionality is similarly sparse,
but hits all the basic points.

It recurses through the filesystems specified in its configuration file.

It uses cryptographic checksums for monitoring file content, using other
characteristics for ownership, timestamp, size and special attributes.

Configuration is a simple text file, so adding or removing areas to be
scanned is relatively simple.

It allows the user to specify whether or not to automatically update its
signature database each run (While this can be changed, by default, it
will only alert the first time a change is seen. Afterward it considers that
change part of the new baseline).

It comes with some default configuration files, allows scheduled scans
and is easily configured to send email with the output from each run.

It is designed to run in a networked environment with a hierarchy of
systems reporting up through a manager.

| only found Osiris a couple weeks ago, and have been gradually discovering
more that can be done with it. It does appear quite Spartan, and there are
security limitations due to its reliance on files on the system for configuration
data, but for the price, in a small (and mixed Windows and Linux or UNIX
environment) it may provide enough value to be worth a closer look.
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GFI Languard System Integrity Monitor

This is a free utility from the makers of GFI Languard Security Scanner, and the
features described on their web page® make it look quite promising. It claims to:

use MD5 hashing to create “fingerprints” of files.
multiple scan jobs can monitor different sets of files at different intervals.
send alerts via email or log changes to the Windows event log.

integrate with the “GFI LANguard Security Event Log Monitor” (S.E.L.M.)
to allow centralized logging from multiple systems.

Well, the price is right (the integrity monitor is free, although the event log
monitor is not) and the features look like it meets our criteria. So starting with
the basic S.I.M. product, if it passes muster, | will look at the S.E.L.M. as an add
on to provide the consolidated logging.

The install is a simple “click the defaults” and give it an address for email alerts.

8 http://www.gfi.com/lansim/lansimfeatures.htm
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i GFI LaNguard System Integrity Monitor, 3 Setup

GFI LAHguard Sy=temn Integrity Monitor 3 settings o
Configure the Default Scan.Job ]}4_1

O installation GFl LaKguard 5.1.M. is configured to monitor central operating spstem files.
Thesze filez are zcanned accarding ta the scheduling properties et under the Default Scan

Job.
Do you want the Defaulk ScanJob to be enabled after installation?

Enable Default Scan Job

() 24 hours

[ ¢ Back " MHewt > ]

It has a “default scan” preconfigured, and gives you the option to choose how
often to run the scan. These are fairly “Spartan” options for scheduling, but for
the price, it seems easy to install and get running quickly.
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i GF1 LANguard System Integrity Monitor 3
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<

]
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O CLskxasclean
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D[aMy Download Files
D[ar\“ly Music

O 3P security 2002
D[apcgen

O re

O CProgram Files
D@ Recvcled

O CrECYCLER:
OreM

I i e

O 5vstem Yolume Infor, ..

O temp

A L IND S
D[a'-.-'-.-'LITemp

[ E]auToEREC.BAT
COMFIG, 55
hiberfil, svs
10.5%5
MSD0S.5Y5

B SINTOETECT. COM
NTLDR

[ = pagefile. sys

Scan job
=Maone >
<Mone >
<Maone >
<Mone >
<Mone >
<Mone >
=Mone >
=Maone >
<Mone >
<Mone >
<Mone >
<Mone >
<Mone >
=Mone >
<Mone >
<Maone >
<Mone >
Defaulk Scan Job
<Mone >
Default Scan Job
Defaulk Scan Job
Defaulk Scan Job
Defaulk Scan Job
Defaulk Scan Job
Defaulk Scan Job
Defaulk Scan Job
=Mone >

]

The default configuration looks reasonable for a generic Windows system, and it
appeared easy to customize adding or deleting files or directories, or even to

add a new scan job entirely.

On this screen, you can create several “Scan Jobs” each configured to monitor

different parts of the system at different intervals.
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B Event Viewer

File  Action Wiew Help

¢ OEEDR 2

I Event Viewer (Local)
24| Application

24| Security

24| System

FJaF] LAkiguard :

sbem Integrity Monitor 3

GFI LAMguard System Integrity Maonitor 3 1,035,055 eventis)

Type | Date Time Source | Cakegory | Ewent | User G
@Information 1f14/2005 304:3Z2PM 5IM Low Thre.., 4000 MiA B
@Information 1§14/2005 304:3ZPM 0 SIM Low Thre... 4000 M
@Information 1f14/2005 H0432PM 5IM Low Thre.., 4000 M

Information  1§14/200% H0432PM SIM Low Thre,., 4000 MNiA
@InFormation 1f14/2005 304:32PM SIM Mediun T... 6000 MiA
@Information 1f14/2005 304:3Z2PM 5IM Mediun T... 6000 MiA
@Inl’ormation 1f14/2005 30432 PM 5IM Medium T... 6000 M
@Information 1f14/2005 H0432PM 5IM Medium T,.. 6000 M
@Information 1/14/2005 H0432PM SIM Medium T,.. 6000 MNiA
@InFormation 1f14/2005 304:32PM SIM High Thre... 3000 MiA
@Information 1§14/2005 304:3ZPM 0 SIM Medium T... 6000 M
@Inl’ormation 1f14/2005 0431 PM 5IM Medium T... 6000 M
@Information 1f14/2005 0431 PM O S5IM Medium T,.. 6000 M
@Information 1/14/2005 30431 PM SIM High Thre... 2000 MNiA
@InFormation 1f14/2005 304:31PM SIM High Thre... 3000 MiA
@Information 1§14/2005 Z04:31PM SIM Medium T... 6000 MiA
@Inl’ormation 1f14/2005 0431 PM 5IM Medium T... 6000 MiA b
£ | d

Event Properties

Computer: SANDCASTLE

3043 PM Category:  Medium Threat Alert
Ewvent [D: 6000

Ewent |

Date: 1414/2005  Source:
Time:

Type: Infarmatian

Uzer: I A,

S

Description:
A

T he filedfolder/drive pl2bat.bat has been added to the systeml T
Filename: pl2bat.bat
Location: C:\Perl\bin L
File Properties:

Owner: BUILTIM Admirastrators

[Date Created: 12/13/04

Time Created: 10:12:50 w

CE. H Cancel ]

The alerting goes both to email (configurable at the scan-job level) and the Event
log. These logs go to a separate event category and can provide somewhat of a

“trail” of changes.
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However, | did encounter several limitations during the evaluation.

It seems difficult to handle “normal” changes. One of our critical
requirements is the ability to “update” file signatures (for authorized changes)
in the scan profile without deleting and creating a “new” scan task. It is not
clear how that is accomplished with this monitor.

Also with this running for several weeks, email alerts suddenly stopped
working altogether. It remained running (as a service) and generates event
log entries, but no longer sends email.

It now seems to have hit some sort of limit and has occasional filesystem
errors that halt the scan.

Ewent

D ate: aerEllE  Source: Application Popup
Time: F04:34 PM Category: Mone

|
Type: Information  Ewvent |0: 26 +

Uzer: I A,
Computer: SANDCASTLE

Description:

Application popup: GFl LaM guard System Integrity Monitar 3 agent service
: Unexpected ermor while proceszing the file system. The service will stop |

For more information, see Help and Support Center at
http: oo, microzaft, comdbwlinkevents asp.

[ 1] 8 H Cancel ]

One other minor nit is that once it was installed and configured (including
schedule) it does not begin scanning until you click “Scan now” after setting
the job properties. (It allows you to save the job, without prompting you to
start it.)

The events themselves also are a bit confusing. After running this | shortly
had both an event log entry and an email message warning me of a “High

Page 17 of 77
© SANS Institute 2005 Author retains full rights.



Threat Alert” that C:\WINDOW S\SYSTEM32\MMC.EXE had been changed!
However it did not show any difference in MD5 sum (it did not show an MD5
sum at all) or any property other than “Time last accessed”.

Since this event (in my opinion) should be classified as a “False Positive”, |
wanted to modify the configuration (to ignore such “access time” changes).
But after finding this file in the file default scan job, my only option was to
completely remove the file from the configuration.

This lack of flexibility makes it essentially unusable for more than the most basic
monitoring. And unfortunately, it doesn’t appear that GFI intends to do much
further work with it°, because for the price, it looks like they are very close to
having a nice tool for the small shop or individual user.

Note that While GFI's S.I.M. appears to have its limitations, the Security Event
Log Monitor (S.E.L.M.) itself may provide some usefulness in this area. But
because it does not provide any file checking functionality, | did not evaluate it.
Note that it might be used with your site Security Policy and Auditing to monitor
the Event Log for object access entries or other Event Log monitoring.

° The current release has been out for at least two years.
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Tripwire for Servers

Tripwire has been considered the “gold standard” since it was initially developed
in 1992 as a project at Purdue University by Gene Kim and Professor Eugene
Spafford. Their original paper: The Design and Implementation of Tripwire: A
Filesystem Integrity Checker was released in November of 1993 and the current
commercial version traces its roots back to that seminal work.

My experience with Tripwire goes back to this initial work and | used the free
open-source version for UNIX extensively on corporate servers in a large
environment during the mid 1990s, and found it very useful. However the
management aspect of keeping up with approved changes was considerable,
and to be honest, there were often periods of time where the email “alerts” went
past with nothing but a quick scan to see if the changed files "looked about
right” for the authorized changes since the last baseline.

Tripwire has changed a lot since then, and it now consists of several products:

Tripwire for Servers — the standalone product is the basic component of
an implementation. It monitors multiple attributes, configurable to the
individual file level or in user-configurable classes of objects.

Tripwire Manager — This is really makes Tripwire shine (take it from me, it
beats editing config files by hand and reading through change reports
from multiple systems). It connects securely to multiple Tripwire for
Servers machines, allowing central management and reporting.

Tripwire for Network Devices — targeted at maintaining standard
configurations across large enterprises, it advertises a web console and
multi vendor support including Cisco, CheckPoint, Nortel and others. | did
not evaluate this product.

There is a limited functionality, “simulated” version of both Tripwire for Servers
(TFS) and Tripwire Manager (TWM) that demonstrates tripwire functionality
through “scripted” exercises available at:
http://www.tripwire.com/downloads/tmtfs/index.cfm However, in order to do a
better evaluation, | requested and obtained fully functional versions for a 30 day
eval. (Thanks Tripwire!!)

Following their download instructions, | generated license certificates for
Tripwire Manager and Tripwire for Servers. | then proceeded to download both
TW Manager (~35MB) and TW for Servers (~11MB) for Windows. Also available
for download is a rather full set of documentation (which | highly recommend).

Tripwire’s functionality includes:

Flexible configuration — Tripwire has its own rich syntax for specifying
what files and directories it scans and what attributes it looks for. This is
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based on text files, so can be edited easily (after you learn the syntax!)

Multiple attributes — Along with normal filesystem attributes, it is able to
use several cryptographic hash algorithms to validate file integrity
(including using multiple algorithms on individual critical files if desired).
Tripwire will also detect changes in the number of alternate data
streams® associated with an object. (Many integrity scanners miss this
completely).

Updating signatures — It is very simple to “approve” individual changes.
Default configurations — Tripwire provides basic policies to start from.
Alerts — are able to be sent to a file, emailed, or sent via SNMP.
Response to alerts — Tripwire can run commands based on scan results.

To try and remain (somewhat) consistent with the other products, my evaluation
consisted of using Tripwire for Servers on a single workstation. This was then
extended to include Tripwire Manager in the implementation section.

Tripwire is a very simple install, with only a few decisions you need to make:
How (or if) you want the alerts sent.
Whether or not you will communicate with a Tripwire Manager

Setting the Site and Local Key passphrases. Used to protect the keys that
“sign” the critical files (tripwire configuration as well as filesystem data).

Once installed, the basic set of steps to begin using Tripwire is:

1. Create the policy — Edit the text file that describes what to monitor. (TFS
comes with a good default as a starting point).

2. Install the policy - This takes the text based policy file and generates a
cryptographically signed one actually used by Tripwire.

3. Run a baseline — This initializes the database of attributes created by
applying the policy to your machine.

4. Run the machine — Do some normal operations (logon & off, reboot, etc.)

5. Run an integrity check — This compares the state of the system with that
stored in the database according to the policy.

6. View the report - Decide what (if anything) should be modified in the policy.
7. Modify the policy — Adding, removing or changing what is monitored.

8. ‘“rinse and repeat” — Initially, it may be best to re-generate a new baseline
each time, but once you get close (i.e. small number of false positives) you
can start updating the database. This simply updates the attributes for
specific items without re-writing the entire baseline.

The installation itself is very simple:

0 For an excellent paper on Alternate Data Streams, see:
http://www.giac.org/practical/ GCWN/Ryan Means GCWN.pdf
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InstallShield Wizard x|

Welcome to the InstallShield Wizard for Tripwire
for Servers

The InstallShigld® \Wizard will install Tripwire for Servers an
wour computer. To continue, click Mest.

¢ Back

Cancel |
InstallShield Wizard x|

License Agreement

Pleasze read the following license agreement canefully.

Prezz the PAGE DOWM key ta zee the rest of the agreement.

TRIPWIRE. INC. END-USER LICENSE AGREEMEMT 3

Thiz Trpwire, Inc. ["Trpwire''] End-Uzer License Agreement ["ELILA"

iz a legal agreement between you [either an individual or a legal

entity] and Tripwire for the enclosed zoftware product, which includes

computer zoftware and associated media and printed maternialz, and may

include “onling'* ar electronic documentation [*Saftware']. By zsigning

below, and/or by instaling, copying, or othenwize uzing the Software,

oL agree to be bound by the terms of thiz ELLA. [F you do not agree

to the terme of this ELLS, promptly return the unused Software to ;I

Do pou accept all the termz of the preceding Licenze Agreement? | pou chooze Mo, the
zetup will close. Toinstall Tripwire for Servers, pou must accept this agreement,

[mztallEhield

< Back Yes Hao
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Installshield Wizard

Chooze Destination Location

Select folder where Setup will install files.

Setup will inztall Tripwire far Servers in the fallowing folder.

T o inztall to this falder, click Nest. Ta install ko a different falder, click Browse and select
another folder.

C:\Program Filez\T ipwirehTFS Browse... |

[mztallEhield

|' Destination Falder

< Back

Cancel |
InstallShield Wizard x|

Tripwire Mail Method
Select a mail method far Tripwire e-mail reports.

Tripwaire for Servers can zend integnty check reparts by e-mail.

Select a mail methaod far e-mail reparts.

£+ Lse SMTP for Tripwire e-mail reports.

" ze MAPI for Tripwire e-mail reparts,

™ Do not zend Tripwire reparts by e-mail.

[mztallEhield

< Back | Hewt > I Cancel
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Installshield Wizard

SMTP Server Information
Specify the SKMTP zerver name and part number for e-mail reparts.

Y'ou zelected SMTF as a mail method.

Specify the SMTF zerver name and port number, and a rezolvable From address
for e-mail reports.

Server Mame : Imail. eample. com

Part Murnber ; |25

From Address : I

[mztallEhield

< Back | Hewt > I Cancel |

Installshield Wizard

SHHMP Host Information.

Send SHMP trapz to the maching pou specify by zetting these
parameters.

[ iCheck here to enable SHMP

IF Addresz or Hosthame

Port Mumber

Community M ame

™| Send SHME raps on no viclations,

[mztallEhield

< Back | Hewt > I Cancel
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InstallShield Wizard x|

Tripwire Operation
Specify [P address for communication with Tripwire b anager.

If you plan to manage thiz installation with Tripwire bManager,
gpecify which I[P address to uze for communication.

Select paur preference.

" Communicate with Tripwire banager via thiz machine's default IP address.

" Communicate with Tripwire b anager through a specific P address.

£+ Flun Tripwire for Servers alone, without Tripwire Manager.

[mztallEhield

< Back | Hewt > I Cancel |

InstallShield Wizard x|

Site Key Passphrase
Specify a paszphraze to protect the site key. %\
The zite pazsphraze protects the zite key. The site key cryptographically signs
zite-zpecific Tripwire data files. Paszzphrazes must be at least 8 characters long and
cohtain at least one number and at least one letter or zumbaol.

PaSSphraSE . Ixxxxxxxxxxxxxxxxxx

HE'EntEr o Ixxxxxxxxxxxxxxxxxx

[mztallEhield

¢ Back | Hewt > I Cancel
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Installshield Wizard

Local Key Passphrasze .
Specify a paszphraze to protect the local key. \

The local passphraze protects the local key, The local key cryptographically signs
machine-specific Tripwire data filez. Pazsphrazes must be at least 8 characters lang
and contain at leazt one number and at least one letter or zumbaol.

F'assphrase . I xxxxxxxxxxxxxxxxxxxxxxxx

Re-enter : I i

[mztallEhield

< Back | Hewt > I Cancel |

After allowing the install to add Tripwire to the PATH, and waiting for it to
generate the keys from your passphrases, installation is complete.

At this point, | copied the twserver.cert file into the Tripwire\TFS\bin\ (as directed
in the email that delivered the license certificate.)

Create the policy

The next step is to create the initial policy. This is the text file that describes the
areas you want tripwire to monitor, and the type of attributes to be monitored in
each area. Getting this configuration right is one of the most important areas of
using tripwire. | cannot stress this enough. You need to become very familiar
with the syntax, variables and format of this file in order to make the most of
your tripwire configuration. Fortunately, it is fairly straightforward (although
lengthy). Don fret too much over the first one, | suggest getting some experience
running it before making many changes.

Here is a very brief example of the syntax. A full tutorial on this file is well
beyond the scope of this paper. | highly recommend reading the documentation
that comes with this product for a tutorial on learning policy file syntax.

This section shows some basic variable definitions. These define the attributes
used for various checks. For example:

FILE_CRITICAL defines files that should see no changes, yet should be
allowed to be accessed. It is itself using another reference to
“$(IgnoreNone)” which expands to cover nearly 30 attributes, checksums
and cryptographic hashes and then excludes “&haval” one way hashing
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function" and “&access” which simply ignores file access time.

FILE_HASHES defines the set of checksum and hash calculations to be
used to include (all of) a 32 bit CRC, an MD5, an SHA, etc.) but does not
monitor any file attributes such as owner, group, timestamps, etc.

@@section NTFS

FILE_CRITICAL = $(IgnoreNone) -&haval &access ;  # Critical files that may be accessed but should not have their
contents or security changed.

FILE_STATIC = $(ReadOnly) -&archive ; # Files that should not change - archive bit ignored for backup
compatibility.

FILE_DYNAMIC = $(Dynamic) -&archive ; # Files/directories where the content may change, but not other
attributes (e.g. owner, acl, etc)

FILE_ACCESSTIME = $(ReadOnly) +&access ; # Monitor access times - if this is used, 'Reset Access Time'
*must* be set in the config file.

FILE_HASHES = +&crc32 &md5 &sha &haval &strm_crc32 &strm_md5 &strm_sha &strm_haval ; # Monitor only the

content hashes, and ignores all other security settings.

Further definitions define standard system locations to make things easier to
read later in the file:

THHHHHHHHHHHH R
# #Ht
THHHHHHHHHHHAHHHHHHH
# ##
# Path Definitions ##
# #Ht
THHHHHHHHHHHH R
SYSTEMDIR = $(SYSTEMROOT)\System ;
SYSTEM32DIR = $(SYSTEMROOT )\System32 ;

##
##

@@section NTREG

REG_CRITICAL = $(IgnoreNone) -&haval ;

REG_STATIC = $(ReadOnly) ;
REG_DYNAMIC = $(Dynamic) ;
REG_CLASS = $(REG_DYNAMIC) -&sacl ;

# Define some shorter names to things managable.

HKLM_CCS = $(HKLM)\SYSTEM\CurrentControlSet ;
HKLM_CCS_SM = $(HKLM)\SYSTEM\CurrentControlSet\Control\"Session Manager" ;

1 http://citeseer.ist.psu.edu/zheng93haval.html
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HKLM_WCV = $(HKLM)\Software\Microsoft\Windows\CurrentVersion ;

HKCU_WCV = $(HKCU)\Software\Microsoft\Windows\CurrentVersion ;
HKLM_WNTCV = $(HKLM)\Software\Microsoft\"Windows NT"\CurrentVersion ;
HKCU_WNTCV = $(HKCU)\Software\Microsoft\"Windows NT"\CurrentVersion ;
HKLM_Services = $(HKLM)\SYSTEM\CurrentControlSet\Services ;

HKLM_EventLog = $(HKLM_Services)\Eventlog ;

HKCU_Windows_Policies = $(HKCU)\Software\Microsoft\Windows\CurrentVersion\Policies ;
WINDOWS_REG = $(HKLM)\Software\Microsoft\Windows ;

Installing the policy

Once the initial configuration is set you need to encode and install it. This uses
the keys previously generated, to make it more secure (if these config files were
to be changed, you would not be checking what you thought you were. Signing
these files provides an added layer).

C:\Program Files\Tripwire\TFS>twadmin -create-polfile Policy\twpol.txt
Please enter your site passphrase:
Wrote policy file: C:\Program Files\Tripwire\TFS\Policy\tw.pol

Of note is how “clean” tripwire is, in that it stores all its files in one directory
hierarchy and (shouldn’t this be the norm for all software?) tells you exactly what
it is modifying.

Running a baseline
Next step is to run Tripwire to generate the database using your new policy.

C:\Program Files\Tripwire\TFS>tripwire -init

Tripwire will then apply the defined policy to the objects in the filesystem and
create a database to be used later when looking for changes. If objects are
defined in the configuration, but not present on the system, Tripwire will notify
you (so you can remove them from the config).

C:“Program Files“Tripwire~TFS>tripuwire —init
Parsing policy file: C:“Program Files“ITripwire“ITFS“policy“tw_pol
Generating the database.

e P1033331ng Windows Flle System e

Mote : gire could not find the following objects:
~SystemIZ2nLLSsLlsUser.LLS
“SystemdZsLierver
“Bystemd2sHtmsDatasExport
~System32sconfighsystemprofile
“Systemd2sdriversssmbios .dat
SBystemd2hvinetsrvsmetabase . bin

~hootstat .dat

AM FILES-TRIPUIRE-~IFS“\Bin“agent.cfyg
“Bystemd2sCatRoot2

[H-RN
[H-AN
[HERN
[N
[H-AN
[HERN
[N
[H-AN
[HERN
[N
[H-AN
G

“Bystemd2swinsswins _bak
»*xx Processing Windows Registry e
Mote: Tripwire could not find the following ohjects:
HKEY _LOCAL_MACHIMNEMSYSTEM“CurrentControlSet Services“SysmonLog“Log Queries
HHEY_LOCAL HHCHIHE\S?STEM\Cul1entCuntlulSet\33101ced\Euentlug\Sydtem\T11pu1le
PrintUtility
HHEY LOCHL HHCHINE\SYSTEH\Cul1entCuntlnlSet\Se:U1ce*\Euentlug\Sy*tem\tuagent
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[l command Prompt

HHEY_LOCHL_HHCHIHE\S?STEM\CuPPentCuntPuISet\Seruices\Euentlug\ﬂpplicatiun\TPiI’
pwire Agent
HKEY _LOCAL_MACHIMEMSYSTEM“CurrentControlSet Services“Eventlog“Application“Tri
puirePrintUtility
HKEY_LOCAL_MACHIME~SYSTEM~CurrentControlSet~Services“Eventlog~Applicationstua
gent
HHKEY_LOCAL_MACHIME~SY¥STEM~CurrentControlSet~Servicesstuagent
HKEY_LOCAL_MACHIME~SYSTEM~CurrentControlSet“ControlxLEANAunditsSources \Tripwir
ePrintUtility_sec
HHEY_LOCAL_MACHIME~SYSTEM~CurrentControlSet~Control~LEANAudit Sourcestwagent
_zec
HKEY_CURREMWT _USER“~Sof tware“Microsoft“lWindows NHI:\CurrentUersion“Winlogon»+DCac
helpdate
HEKEY_LOCAL_MACHINE-SYSTEM“CurrentControliet~Services-UWins
HHEY_LOCAL_MACHIME~SYSTEM~CurrentControlfet“Services“LicenselnfosFilePrint“+L
ocalKey
HEEY_LOCAL_MACHIMNE~SYSTEM~CurrentControlSet Services~NIDS“BackupInformation
HHKEY_LOCAL_MACHIME~SY¥STEM~CurrentControlSet Services~TMFilter~+CurrentPattern
Mame
HEKEY_LOCAL_MACHINE-SYSTEM“CurrentControliet~Services Trki8vr Paraneters
Please enter your local passphrase:
rote databhaze file: G:“Program Files-TripuwirexTF5-db-database.tuwud
The databhase was successfully generated.

C:“Program Files-Tripuwire~TF§>

As you can see, the default config file “expected” to find some files and registry
entries that were not present on the system. This is (really) the beginning of
tuning. At this point, you should edit the config file to remove the entries for
items that are not present (or be prepared to live with these warnings until you
do).

Running an integrity check

Now, when you run tripwire in “integrity checking” mode, it compares the saved
attributes and lets you know of any changes.

[l command Prompt

C:“Program Files“Tripwire~TFS>tripwire ——check

Parsing policy file: C:“Program Files“ITripwire“TFS“policy“tw_pol

=*xx Processing Windows File System xx

Performing integrity check...

x#x% Processing Windows Hegistry ===

Performing integrity check...

Wrote report file: C:“Program Files“Tripuwire“TF8“report-B4725-200501685-213154. tw
-

Tripwire Integrity Check Report version 4.8.8
Tripwire{(R> for Servers version 4.5.60.178

Report generated hy: hendrick
Report created on: Wed, B5 Jan 2085 21:31:54 @560
Database last updated on: Mever

192 _168.8.11
§—1-5-21-20564A099A7-1297513098-1761878145
Policy file used: C:“Program Files“Tripwires~TFS%policy~tw.pol
Configuration file used: C:wPROGRA™1MTripwire~TFS“bin“tw.cfg
Database file used: GC:»Program FilessTripwiresTF5~db~database.tuwd
i tripwire ——check
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[l command Prompt

Critical System Startup Ffiles 1608

(G

08 Support Files 35
Suyzstem32 Folder 168
Metwork Configuration Files 1608
Critical Drivers 35
Suyztem Folder 35
CCNWINNTSSysten?

Program Files Folder 35

=

2 SEE®

(GC:“Program Files>
Tripuwire for Servers Configuration Files

Tripuwire for Servers Executabhles

Temporary Files Folder 15

18868

1688

Tripwire for Servers Log and Support Files
18868

=E = =

Total objects scanned: 5, 768
Total viclations found: 1

[l command Prompt

Harduware keuys

Service Registry Heys 1608
Critical Tripwire Registry keys 1088
Critical Security Account Keys 168088
Security Infnrmatlun keys 1608

Local
CHKEY
Local
CHKEY
Local
(HKEY
Guest
CHKEY

DEEE®
IEREEE®

Admin Activ 180898 a

_LOCAL HHCHIHE\SHH\SHH\Duma1n¢\Hccuunt\uoers\lﬂlﬂl1F4)
Admin Login 16808 a

_LOCAL HHCHINE\SHH\SHH\Duma1n¢\Hccnunt\uiers\ﬂﬂﬂﬂﬂiF4 F)
Admin Password Change 1808

_LOCAL HHCHINE\SHH\SHH\Dnma1ng\Hccnunt\uoers\ﬂﬂﬂﬂﬁiF4 U)
Account Activity 180898

_LOCAL HHCHIHE\SHH\SﬂH\Duma1n°\ﬂccuunt\Uﬂerﬂ\SﬂEEBiFE)

Suystem Startup Executables 16808
Critical System Registry HKeys 188
Softuware keuys 35
Current User Registry keys 15

Class

keys

Total objects scanned: 74,151
Total violations found: @
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[l command Prompt

ect Detail:

Rule Hame: Tripwire for Servers Configuration Files <(C:“PROGRAM FILES-TRIPWIRE-~T
FS~DB>
Severity Level: 1.A8Q

Added object name: GC:~PROGRAH FILES~TRIPWIRE~TFS“~DBudatahasze.twd

Rule Mame: Tripwire for Servers Configuration Files (C:-“~PROGRAM FILES-~TRIPWIRE-~T
FE~DB>
Severity Level: 1.A80

Added obhject name: G:~PROGRAM FILES“TRIPWIRE~TFS-DBudatahase.twd

Mo Errors

=*xx FEnd of report e

Report generated hy:

Tripwire(R> for Servers version 4.5.8.178 for Windows(R> Operating Systems
Tripwire iz a registered trademark of Tripwire, Inc. All rights reserved.
Integrity check complete.

G:“Program Files“Tripwire~TF5>_
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As you can see, Tripwire is very thorough in its reporting, and (using a default
config file) so far has found no changes to the system files but did alert us that a
new file had been added (the tripwire database we just generated).

Example of introducing change

Now let’s introduce something. | copied the twconfig.txt to twconfig.txt.DIST,
made some minor changes (nothing that affects policy, simply changing the
name that received the email reports).

(o]

Performing integrity check...

Wrote report file: C:“Program Files:\Tripuwire TFS8“report-B4725-200581685-215751 ..tw
-

Tripwire Integrity Check Report version 4.8.8
Tripwire{(R> for Servers version 4.5.60.178

Report generated hy: hendrick
Report created on: Wed, B5 Jan 2085 21:57:51 -A560
Database last updated on: Mever

192 _168.8.11
§—1-5-21-20564A099A7-1297513098-1761878145
C:“Program Files“Tripwires~TFS%policy~tw.pol
Configuration file used: C:wPROGRA™1MTripwire~TFS“bin“tw.cfg
Databaszse file used: GC:»Program Files«TripwiresTF5:db~database.tuwud
Command line used: tripwire —check

Critical System Startup Files

R ]

05 Support Files

Suystem32 Folder

Metwork Configuration Files

Critical Drivers

Suyzstem Folder

CCSWINNT~Bystem?

Program Filez Folder

(C:“Program Files?

Tripwire for Servers Configuration Files
1888

Tripuwire for Servers Executabhles
18868

Tripuire for Servers Log and Support Files
18868

Temporary Files Folder

Total obhjects scanned:
Total violations found:
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[*%]command Prompt

indows Registry

Harduware keuys

Service Registry Heys 1688

Critical Tripwire Registry keys 1088

Critical Security Account Heys 160080

Security Information keys 1688

Local Admin Activity 1888 a
CHHKEY_LOCAL HHCHINE\SHH\SHH\Duma1n¢\Hccnunt\uiers\EEEEBIF4)
Local Admin 1688 A A
CHKEY_LOCAL MHCHINE\SHH\SﬂM\Duma1n“\Hccuunt\Uﬂerﬂ\BﬂEEBlF4 F)
Local Admin Password Change ana
(HHEY_LOCHL_HHCHINE\SHH\SHH\Duma1n“\Hccuunt\U*erf\EﬂEEBlF4 U)
Guest Account Activity 1808 a
CHKEY_LOCAL_MACHINE-~SAM~SAM~Domains“Account“Users-BABBH1FS >
System Startup Executahles 1888 a

Critical System Registry Keys

Softuware keus

Current User Registry keys

Class keys

=

IEEEE &2 =

Total objects scanned: 74,151
Total violations found: @

= G:SWINNTShpbafd.ini
MD5 Expected 38f3fe823acl?5Bff23h4@80a38h5648
Observed dla5815ed85f78e448cf?d?6e8488h41

CRC32 Expected 99412847
Obzerved 9508778e

rite Time Expected Wednesday, January A5, 2085 B8:55:27 PM
Obzerved Wednesday., January B5. 2805 @9:48:57 PM

Mame: Tripwire for Servers Configuration Files (GC:“~PROGRAM FILES-~TRIPWIRE-~T
F&“Policy)
Severity Level: 1,008
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[*%]command Prompt

Added obhject name: G:~PROGRAH FILES~TRIPWIRE~TES“~Policystwpol.txt.DIST

Modified obhject name: G:“Program Files:Tripwire~TFS5~Policy“~tuwpol._ txt
Size Expected
Obhszerved

SHA Expected Gc3B299d2e4?ff5f63dBedblaabef88c?77866c1
Ohserved hB87aea?alBf 4848254877383 77cBblabhd5dbar

MD5 Expected Bad5?b7aleShcBeccdecedcSced48615%76
Obhserved 53h4eBff74865%31d584dceddlBB?82e5

CRC32 Expected fe%c4h58
Obzerved adl29435

Wpite Time Expected Wednesday. January B5. 2885 B8:33:52 PM
Ohserved Wednesday, January B85, 2005 B7:83:26 PH

Added object name: C:~PROGRAM FILES~TRIFWIRE~TF3“DB>~database.twd

=*xx End of report e«

Report generated hy:

Tripwire{R> for Servers version 4.5.8.178 for Windows{R> Operating Systems
Tripwire iz a registered trademark of Tripwire. Inc. All rights reserved.
Integrity check complete.

C:“Documents and Settings“hendricky

Note that it correctly identified the added twpol.txt.DIST and the modified
twpol.txt. It also found another change from “normal” system operation:
WINNT\hpbafd.ini.
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The Only Real Choice

Tripwire clearly meets the initial requirements. It detects changes to any file on
the system, recursively following directory trees (or not) according to a user
configurable policy. Tripwire also allows updating signatures for identified
changes to individual files (although not shown here, running from the command

line you simply use “tripwire —update” and it interactively prompts for each
identified change).

At this point, | declared it the clear winner and moved on to the next phase.
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3. Implementing Tripwire with Tripwire Manager

When writing this implementation guide, rather than attempt to duplicate the
detail that is in the Tripwire documentation, | followed a more “organic” model,
including detailing several minor problems | encountered along the way in hopes
it will help someone else avoid them.

Planning the Deployment:

As you can see from the initial evaluation, running a large site using only
Tripwire for Servers and trying to manage updates, integrity checks, and reports
would quickly become overwhelming.

Tripwire Manager goes a long way toward making this administration as easy as
possible. The console offers many views into the enterprise, a group of systems,
or a single system. It also allows you to manage the configuration files and
databases for every server using the GUI while maintaining the text format for
the config files, so they can be used without the management console, and
sections can be easily copied from system to system.

Since maintaining the configuration files and monitoring the results is where you
will spend a lot of your time, | strongly recommend using Tripwire Manager to
govern the operations and reports generated by Tripwire for Servers.

The communication model is client-server using encryption, and you can use a
single or multiple managers, (though only one manager can make changes to a
server at a given time.) The workload on the manager machine is quite low, so
this can easily be installed on an administrator’'s workstation.

Each TW server must be “registered” with a TW manager (it is possible to
import a list using a text file for registering large numbers of servers with a
manager). There are several pieces of information provided for each machine:

machine name and IP address

group — a tripwire concept that allows managing sets of similar machines
more easily. Not required

TCP port # - This defines where the Tripwire for Servers Agent will listen
for connections from the Tripwire Manager.

site-passphrase & local-passphrase — Used to provide authentication and
encryption of the critical Tripwire files.

The first time you run TW Manager, you need to create an authentication key,
and also select a “console” passphrase. TW imposes some basic restrictions on
the strength of this passphrase.

Tripwire Concepts:

Tripwire files— Tripwire uses a standard set of files to control its operation and
interaction. These are:
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Policy file — controls what is monitored using rules and system objects

Database file — the result of applying a policy to a given system, it stores
attributes about system objects to be compared to identify changes

Configuration file — parameters for how tripwire acts on a given system
Report files — the output of an integrity check

Site and local key files — store keys used in signing tripwire files to
provide additional security against changes to those files themselves.

Agent configuration files — controls how a server communicates with the
tripwire manager.

Grouping machines — Tripwire allows (but does not require) sets of machines to
be grouped for ease of management. Machines can be moved between groups
so your decisions are not “locked in”.

Creating “policies”— Tripwire policies are the set of rules by which system
changes are flagged as significant or not. This is the most time consuming part
of the implementation (and in fact, never ends, as ongoing approved system
changes, patches, updates, etc. all may require changes to the policy). The key
point here is to stress the administrators come to know their site (what is normal
for my site may be an alert at yours, etc.)

The quick start guide recommends starting with a single server, tuning the policy
on it, and then distributing this to other similar servers. | caution that even similar
servers will likely require some custom tuning.

Running Tripwire - For each server, the TW Manager machine must:

push the policy

run a baseline (initializing the database) for that machine
perform some normal operations (including a server reboot)
run an integrity check

view the report

modify the policy

N R b=

‘rinse and repeat”
Note that the temptations when tuning policies are to either:

monitor all files for all changes — resulting in a huge amount of “false
positives”. The danger is that administrators who see them become
conditioned to “noisy reports” with many changes, don’t have time to
properly fix the policy, and start ignoring the reports

tune the policy to eliminate all errors — potentially resulting in missing
critical components and a “false negative” situation. Consider the
example of not monitoring the webroot on an IIS server (because the web
site changes often), and then have the site defaced and tripwire did not
even report it! It is much better to adjust and watch only the attributes
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(like access controls) on folders, monitoring content only on critical files.

Be aware that a balance takes time to achieve, and a successful approach for
you must depend on the amount of resources you have to dedicate to
monitoring and managing TW. If you have enough staff, you may choose to
monitor liberally, and let your administrators tune the policies to reduce the
‘noise”. This has the advantage of your being fairly sure that unauthorized
changes will be caught. However, be aware that you need to have this process
integrated with your change control process (so that authorized changes do not
set off false alarms).

If you are “running lean” like many shops, this approach may fail, since
administrators will not have time to dedicate to it, and come to view TW as a
nuisance that gets in the way of them doing their “real work”. If you choose to
run Tripwire in such an environment, it may be better in this case to set policies
that monitor for fewer changes, and make sure you are in fact turning *up* the
sensitivity regularly. Another option for the “lean” shop may be to choose fewer
servers at first, and use them to create well tuned policies, then push them to
more servers and have less final tuning to do.

Confiquring Responses

Tripwire is flexible in its response to changes in monitored systems. The most
basic is to just alert which it can do via email, writing to a log file, or sending
SNMP traps (using its own MIB). Logging can take place to a file on the server,
use the Windows Event log, or be sent to a “syslog” server on the network.

The syslog detail can be selected to either send:
one summary line with total violations (added, removed or changed files)
a separate line for each violation, showing only that a violation occurred
a separate line including the properties that were violations of policy.

In addition, the syslog host (or hosts), the facility and priority can be specified'

TW for Servers also has the capability to run commands either in response to
violations or as part of each integrity check according to specified triggers:

onviolation — Runs if a particular rule is violated

Global On Violation — runs if any rule is violated, overrides the onviolation
setting for individual commands

Always Run Once — runs a command every time an integrity check is run
Additionally, the configuration can specify limits on the processes themselves:
Execute as User — the account under which the commands are to be run

Max Command Processes — controls the number of processes that can
be run during a single integrity check (not including commands triggered
by the Always Run Once specification)

12 Syslog defines events according to the logging facility (email, authorization, user or kernel level processes,
etc.) and message priority (critical, emergency, informational, debugging, etc.)
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Installing Tripwire Manager

Following the “twm_quickstart” guide, we “run and follow the instructions on the
installer”. After unzipping the compressed download, here we go...

& Installer H=]

Flease read the infarmation below.

Tripwire® Manager version 4 5
22004 Tripwire, Inc. Tripwire is a registered trademark of Tripire, Iho.
All rinhts resenved.

hitp:hasee tripseire com/s
326 SWW Broadwary, 3rd Floor

Portland, OR 97205
LISA

ImstallEhield

= Back

Cancel |
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& Installer H=] E3
Flease read the fallowing license agreement carefully.

TRIPWIRE, INC. END-USER LICENSE AGREEMENT j

Tripwire®

Ma“?ger Thig Tripwire, Inc. {'Tripwire") End-User License Agreement "EULA" is a legal
Version 4.5 agreement between you (either an individual or a legal entity) and Tripwire for the
enclosed software product, which includes computer sofhware and associated

media and printed materials, and may include "onling" or electronic documentation
("Sofhware™). By signing below, andfar by installing, copying, ar otherwise using the
Software, you agree to be hound by the terms ofthis EULA. Ifyau do not agree to
the terms of this EULA, pramptly return the unused Software ta Tripwire far a full
refund.

1. GRANT OF LICENSE.
Www_ tripwire.com Suhject to the terms of this ELILA, Tripwire grants ta you, as the only end-user, a ﬂ

ook e s ive man teameforablo e nmt ae cnaeifieallo cnt frodtb Boenie®

' 1 acceptthe terms ofthe license agreement!

- | do not accept the terms ofthe license agreement.

ImstallEhield

= Back | Mext = | Cancel |

& Installer H=]

Flease read the infarmation below.

Tripwire®

Manguger You must have a license file before you can use Tripwire Manager 4.5. Visit the
Version 4.5

Tripwire licensing website (https:/Micensetripwire.com)) if you need to acguire a

Important Information Regarding Licensing

license.

Www_ tripwire.com

ImstallEhield

= Back

Cancel |
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& Installer H=]

Click Mest to install "Tripwire Manager” ta this directory, or click Browse to install ta
a different directory.

Directory Marme:

COProgram FilesiTripwireanager

Browse |

ImstallEhield

= Back

Cancel |
2 Installer =]

The InstallShield Wizard has successfully installed Tripwire Manager. Choose Finish
to exit the wizard.

ImstallEhield

= Back [ext = ! Finish
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Error |

0 Tripwire Manager was unable ko obtain a license For the Following reason;
Could not load TweManager.cert. The file may be missing, unreadable, or corrupted,

Flease visit https: fflicense. tripwire, comy to obtain a license certificate, ar
consulk the installation instructions that came wikh wour license certificate,

Hey, what's that? (oops, | didn’t read the instructions clearly). | need to copy the
certificate file into the “Manager” directory and then:

Confirm |

@ Could not open Tripwire Manager authentication kew C:\Program Files! TripwiredManagericonsole. ke,
ould wou like to generate a new authentication key?

WARNING: Generating a new authentication key will force vou to remove
and add back every currently registered machine.,

Tripwire Manager generated it's key based on a “Tripwire Manager passphrase’
which must be “8 characters long, contain at least one letter, one number and
one special character.” This one allows connection to all your servers, so pick a
good one!

Since there are no installed servers (that it knows about) it looks rather
unimpressive at the moment, and we need to add the servers.

Connecting Tripwire Servers to the Manager:

The installation is essentially identical to the one shown in the evaluation
section, except at the point where you select “Tripwire Operation”:
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InstallShield YWizard

Tripwire Operation
Specify [P address for communication with Tripwire b anager. \
i
i

If wou plan to manage thiz inztallation with Tripwire Manager,
gpecify which I[P address to uze for communication.

Select paur preference.

" Communicate with Tripwire Wanager via this maching's default IP address,

{* Communicate with Trpwire Manager through a specific [P address

" Run Tripwire for Servers alone, without Tripwire Manager,

< Back | MHewt > | Cancel |

InstallShield YWizard

Tripwire IP Address
Specify an IP addrezs for communicating with Tripwire M anager.

y

'ou chose to communicate with Tripwire kanager through a zpecific IP address.

Specify the [P address.

IF &ddress ;. [192.168.0.100

< Back | MHewt > | Cancel |

Note, the default was “this machine”, which | changed since it looked (to me) as
if it wanted the address of the Tripwire Manager. As it turned out, this was an
error, as | will show later. It really wants the address that the server will /isten on.
However, the troubleshooting process also is an example of the support
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information available at Tripwire, so | left it in this paper.

We are then led to specify the TCP port and account that Tripwire Agent (the
component responsible for communicating with the manager) uses. In the
following two screen shots. Note that this agent does run as the highly privileged
SYSTEM account. It should be possible to run as a different user, but | did not
investigate that option.

InstallShield YWizard

Tripwire Port Humber
Specify a port number for communicating with Tripwire bManager. \
i

Fort 1169 iz the reqgiztered Trpwire port. [F pou do not uze 1169, specify a
known available paort. Paorts below 1024 are restiicted to system access
anly and should not be wsed.

Port Mumber ; ||1 164

< Back | MHewt > | Cancel
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InstallShield YWizard

Tripwire User Account
Select a uger account for the Tripwire Agent service. k\

Select a user account for the Trpwire Agent zervice. By default the Tripwire Agent
runz with SYSTEM level privileges.

{* Run Tripwire Agent as the default uzer 5YS TEM;

" Run Tripwire Agent as another user

< Back | MHewt > | Cancel

Once you select a Site and Local key passphrase, keys are generated and the
configuration and policy text files are created.

InstallShield YWizard

Site Key Passphrase
Specify a pazzphraze to protect the site key. k\

The zite pazsphraze protects the zite key. The site key cryptographically zsigns
gite-zpecific Trpwire data files. Passphrazes must be at least 8 characters long and
cohtain at least one number and at least one letter or zymbaol,

REHRERRHRNERE RN

Pazzphraze

PR R P B R P

Re-enter

| MHewt > | Cancel
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InstallShield YWizard

Local Key Passphrase
Specify a pazzphraze to protect the local key. k\

The local passphraze protects the local key. The local key cryptographically signs
machine-specific Tripwire data filez. Pazsphrazes must be at least 8 characters lang
and contain at least one number and at least one letter or spmbaol.

RHHRAREHRNERERRER

Pazzphraze

KERKAXRHXAERKHRER

Re-enter

< Back | MHewt > | Cancel

At this point, you are ready to start the Agent as a service.

:\!{) Do wou wank to stark the Tripwire Agent service now?

Question
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InstallShield YWizard

Installation complete.

W Aiew the Feadme file

Click Finizh toexit the wizard.

[nztallshield YWizard has completed the installation of Tripwire
for Servers 4.5,

| Finizh |

Save Attachment

Savein: |3 Bin x| & & 7 0 E - Tools~
Marne Size  Tvpe Date Maodified
@ [=fagent.cfq | SKE CFGFile 1/9/2005 6:01 FM
Hiskory E:l agentcfg.kxk 1KE Text Document 1/3/2005 5:56 PM
siqgen. exe 1,280 KE  Application 7114/2004 12:54 AM
tripwire. exe 2,576 KB Application 7l14/2004 12:52 AM
@ TripwireDatabase. dtd SKE DTD File 9/10/2003 4:20 PM
My Docurnents TripwireReport, dtd 7EE DTDFile J10/2003 4:21 PM
=] tw.cfg SKB CFG File 1/9{2005 6:01 PM
n/ twadmin.exe 1,672 KE  Application 7114/2004 12:53 AM
b mtwagent.exe 1,752 KB  Application 71142004 1:00 AM
Deskiop [Z] bwucfg. bt ZKE Text Document 1912005 5:56 PM
bwprink. exe 1,660 KB Application 71142004 12:54 AM
Favarites
b= File: narne: |twserver.cert ﬂ Save |
Tl Mebwork,
Flaces Save as bype: |.q|| Files (* *) ﬂ Cancel

And (per instructions), copy the emailed license into the “Bin” directory. Note

also the service properties (below).
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Tripwire Agent Properties (Local Computer)

General |Ln:|g On | Recovery | Dependencies

Path to executable:

Service name: hwagent
Display name: Tripwire Agent
Description: The Tripwire Agent service passes data between

Tripwire Manager and Tripwire for Servers.

"'C:\Program FileshTripwirehTFShbintbwagent, exe’’

Startup type: Autarnatic

fram here.

Start parameters:

Service statuz: Stopped

Y'ou can specify the start parameters that apply when pou start the zervice

[ Ok H Cancel ]

Connecting Machines to the Tripwire Manager

Unlike standalone, at this point the remaining configuration steps are done from
the manager. From the (running) manager, select “Manager - Add Machines”

[ add Machines ]

1 machines to be added

Machine Groug

Machine001  Default Group 19 0.3

Address Part hema

| B

~Properties of selected machine

hiaching Mame: IMachineDm Look Up |
hiaching Group: IQ... Default Group 'l Mewy Group. . | Set Al |

Address: [192188.0.3
Port Mumber: |1 169 Set Al |
hierno:; I)(P-Pro Desk‘lop|

Add

Figlds marked with & * must be completed

Delete | Import...

7 Save maching passphrazes locally

coce |
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f__{ Enter Passphrase

Enter the Tripwire Manager passphrase; RSA

I***####****##ﬂ

I

SECURED

Cancel |

f__{ Enter Passphrase

Enter the site passphrase far Machine001

I***t#******t#*****ﬂ

v Save maching passphrazes localy T

Ik

Cahicel |

f__'.’. Enter Passphrase

Enktet the local passphrase For Machine0o ]

I**t#******t#*****

v Save maching passphrazes locally  PTTIN 11

Ok Cancel |
f__{ Error
1 maching Failed ko reqister,
Eachineﬂﬂl
etwork error
(8108

Network Error?!?! (Recall my note during installation when | specified the IP
address of the Tripwire Manager? This is the error it caused.) So, what does a
good network geek do? Check it out!!
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@ (Untitled) - Etheraal

Eile Edit “ew Go Capture Analyze  Stakistics  Help

B EEH * @8 Qe 0F L QQQEBDEX ©

@Eilter: || hd + Expressian, .. ‘ %\gear of apply ‘ ‘
Mo, - |Time |Source | urce F‘orl Destination |Iest Portl Prokocol |Info
1 0.000000 152.1688.0.3 4522 152.168.0.100 445 SME Echo Reguest
2 0.000256 152.168.0.100 445 152.168.0.3 4522  SMB Echo Response
3 0.140386 152.168.0.3 4522 192.168.0.100 445 TCP 4522 » microsoft-ds [ack] seq
4 16.063868 192.168.0.100 19899 192.168.0.3 1169 TCP 199959 > 1169 [SyMN] Seq=339249
5 16. 063908 159..168.0.3 1163 15./.168.0.100 19959 TCF 1169 > 19999 [RST, ACK] S 0

[ | |
[- Frame 5 €54 bytes on wire, 54 bytes captured)

[ Ethernet II, Src: 00:80:ad:87:d5:8d, Dst: 00:50:04:a9:c0:82

[ Internet Protocol, Src Addr: 192.168.0.3 (192.168.0.3), Dst Addr: 192.168.0.100 (152.168.0.1000

[ Transmission Control Protocol, Src Port: 116% (11690, Dst Port: 199599 (199957, Seq: 0, Ack: 339249040!

| Kl ||
0000 00 50 04 a% <c 82 00 80 ad 87 d5 8d 08 00 45 00 P E.

0010 00 28 321 12 00 00 BO 06 B8 06 cO a8 00 03 cO a8 L

0020 00 a4 04 ol d4e 1 00 OO0 00 OO0 ca 35 4b fF 50 14 [ T T | N

0030 00 00 C3 33 00 00 NI .

|File: {Untitled) 488 bytes 0 |P S0:5M:0

Hmmm...the tripwire manager can ping the server, but the server is simply
sending a RST to the connection attempt.

This would indicate that the service is not listening. | checked the service again,
and found it was starting, then immediately stopping. The Event Viewer said:
“Tripwire Agent service terminated unexpectedly” and when | “googled” a bit, |
found two references and a solution.™

“Uninstall the software via Add/Remove programs and reinstall, however if necessary
choose a specific IP address that is valid for that machine. Selecting "Communicate
with Tripwire Manager through the default IP address" will use the default of the
server. "Communicate with Tripwire Manager through a specific IP address" may be
useful if the server has 2 or more NIC's, and you need to select the correct one.
Keep in mind, Tripwire is asking for the IP of the server, NOT the IP of the Tripwire
Manager machine.

OR

Go to the Tripwire bin directory, and open the agentcfg.txt file with a standard text
editor (ie. notepad). You may also use a text version of the current config file,
extracted by using:

twagent -m f ../key/site.key agentcfg.txt (Windows)
Jtwagent -m f ../key/site.key agentcfg.txt (UNIX/Linux)

B http://www.tripwire.com/kb/view.cfm?aid=36 described the problem perfectly and included a link to the
solution at: http://www.tripwire.com/kb/view.cfm?aid=12
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Modify the last line (IPADDRESS=) to be a valid IP address for that machine, save

and exit the text editor.

Open a command prompt and naviagte to the Tripwire bin directory, run the following

command to create a new Tripwire agent configuration file.

twagent -m F -S ../key/site.key agentcfg.txt (Windows)
Jtwagent -m F -S ../key/site.key agentcfg.txt (UNIX/Linux)

You will be prompted to enter the site passphrase. Once you see the message the the
agent configuration file has successfully been created run the following command from

the bin directory start the Tripwire agent service.

net start twagent (W

indows)

[rc.twagent start (UNIX/Linux)”
So | did what it said and...

AW INDOWSASystemn 3 2%cm

d.exe

Directory of C:“Program Files:Tripuwire-~TIFS-Bin

6:=87 PHM
12 Filed{s>
2 Dircsd

C:“Program Files“Tripwire~TF5~Bin>*twagent —m F -5

<DIR>
<DIR>
4,586
618
1,310,728
2.637.824
4,335
6.750@
4,586
1,712,128
1.794.048

agent .cfg
agentcfg.txt
siggen.exe
tripuire.exe
IripuwireDatabase . dtd
TripuwireReport.dtd
tw.cfy

twadnin.exe
twagent .exe
tucfg.txt

twprint .exe

-224 tuserver.cert
2,178,268 hytes
L5 .B837.169.664 bytes free

Please enter your site passphrase:
Wrote configuration file: C:\Program Files:Tripwire-IFS“Bin“agent.cfg

C:“Program Files“Tripuir

e~TF5~Bin>

..”keyszsite.key agentcfg.txt

then checked to make sure the service was running and the port was open:

Page 50 of 77
© SANS Institute 2005

Author retains full rights.




AW INDOWS\System 3 2vemd. exe

.
=
T

3]

[ Xh

h

R

FEROIERIEREERDE
'

SROEIEREREEDE

[y
L
5055

HEZROFEDRREEE5EE
' ' '

-0
Ak Rk Ak R R A dRONEREJRERE-I25E-]

.1:
1z
-
.1:
.1:
1z
1=
.1:
.a.
.Aa.
.Aa.
.a.

LEREEEEEEE

1968
+ipwire~TFS~Bin>

Looked good on the Tripwire Server end, but | *still* got a network error from
tripwire manager when adding the server...

Aha! | remembered | was running the XP firewall, (Note that the system will still
report the service LISTENING even with the firewall blocking connections to it.)

| disabled the firewall and was then able to connect to TCP 1169 from another
system. Now to mitigate the security problem of leaving the firewall off, you
need to add the service, as follows:

f:

File Edit ‘Wiew Favorites Tools  Advanced  Help

OBack 7 Tr . Search

Address &; Mebwork Connections

Folders Ev
L . Go

Metwork Tasks @

| Create anew
conneckion

) Setup a home or small
office network.

@ Disable this network
device

% Repair this connection

@E Fename this conneckion

&) ‘iew stabus of this
conneckion

Change settings of this
conneckion

»

Other Places

#| Mame

| LAN or High-Speed Internet

8| ocal Area Connection

Type

LAM or High-Speed Inter. ..

Skatus

Enabled, Firewualled

Device N

Chet PRO)
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-+ Local Area Connection Properties

| General | .-i'-.uthentin::atin:nn| Advanced |

|nternet Connection Firewall

Protect my computer and nebwork, by limiting or preventing
access ba this computer from the Internet

Learn mare about [nternet Connection Firewall.

the Metwork, Setup Wizard instead.

[f you're not sure how to 2et thege properties, uze

Settings...

(] ] [ Cancel
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Advanced Settings

Services | Security Lagaing | ICMP |

ACCELE,

Services

Select the zervices running on your network, that Internet uzers can

[ H.323 call zetup

[J Femate Deskiop

[0 SpeakFreely

[0 SpeakFreely 2075
[ T120

[ Telnet Server

[ web Server HTTR)

(>

O Internet Mail Access Pratocal Wersion 3 [IMAP3)
O Internet Mail Access Pratocal Yersion 4 [IMAP4)
O Intermet Mail Server [SMTF)

msmags 14208 TCP

msmags: 14344 UDP

[ Post-Office Pratocol Yersion 3 [POP3)

[ Secure'web Server HTTPS)

4

| add. ||

Edi. | Delste

[ OF. l [ Caticel

Select “Add” and enter the appropriate info.

Service Settings

Dezcription of semvice:

|Tripwire Agent

Mame or IP address [for example 192,168,001 2] of the
computer hosting this service on paur network;

|192.15=3.n.3

External Port number far thiz zervice:

|1159

®ICF OUuDP
|

Irternal Part number Far this service:

[ OF. ] [ Cancel
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Advanced Settings

Services | Security Lagaing | ICMP |

Select the zervices running on your network, that Internet uzers can
ACCEE.

Services

O Intermet Mail Access Protocal Version 3 [MAP3)
O Internet Mail Access Pratocal Yersion 4 [IMAP4)
O Internet Mail Server [SMTF)

msmags 14208 TCP

msmags: 14344 UDP

[ Post-Office Pratocol Yersion 3 [POP3)

[J Femate Deskiop

[ Secure'web Server HTTPS)

[0 SpeakFreely

[0 SpeakFreely 2075

[ 1120

[ Telnet Server

Tripwire Agent

(>

[ web Server HTTR)

4

| Add || Edi. | | Delete |

[ ok H Cancel ]

Note that this has now been added. OK, let’s try adding the server to tripwire
manager again.
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7 Tripwire Manager <Controller

File Edit Wiew Manager Machine Policy Report Launch  Help

D@ s+ R & anql AVOP@D~-w (8.8 8 [ 7]

=
IMachine Statuz LI ®

[ Selected Machines Cnly

- HOST Mame:
- Machine Count: 5

[2005.01 .09.20.12.25] Processing
"Register Machine" on machine
"Machine00l”,

[2005.01.09.20.12.26] "Register Machine"
onh machine "Machine001 " completed.

-

Ef

Edit Config

Edit Policy

Edit Schedule
1.

Distritute File
Integrity Check

Wiewy Report

Update DB

Tripwire® Manager

version 4.5

Curr. Task T...

Defa... Idle

Frev. Task |Prev. Task T..
Register M... 1/9/05 §:11 P...

... Windows XP XP Pro Des...

Severity

Success!

Please note that this problem will not be unique to the XP firewall. Any system
firewall that blocks inbound requests will cause the same problem. This also
includes servers where the Security Policy has been used to lock down the

network (in the IP Security policy section)
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© SANS Institute 2005

,-F_zTripwire Manager <Controller>
File Edit ‘iew Manager Machine Policy Report Launch Help

DEE| R [ S anaE ATV I@0-a |

B Configuration File - Machine001

IMaChine Stalus LI ® @ Fi|ESI Chackingl E-maill Logging  SMMP | Oiherl

™ Selected Machines Dy

Ediit Config SNMP Host |
E{- SNMP Part |
) ) ShMP Cotnrnunity I
Edit Palicy
L [¥ SHMP on "Ma Viokations"
] P A
Edit Schecul
'\CT i e % Determine IP address of server automatically
~ Send ShP traps from the following [P sddress
Distribute File
lidle 4
achinellT™. ;I Irntegrity Check
[2005.01.09 2012 26] "Register Machine"
on maching "Machine001" completed. @_
[2005.01.09.20.21 11] Processing "Get

[200:5.01.09 2021 15] "Get configuration
text" on maching "Machine00" completed

configuration text" on machine Wiew Report
"Machine001". J L ITTPWITT Ma nager

version 4.5

|| Update DB

Matne Status | Curr. Task T... Prev. Task Prev. Task Time | Mumn. iolati... | Max. Severity (] Merno Severity Type
ML, Default Group (1) Idle Register Machine 19705 §:11 PM . Windows XP XP Pro Desktop

< | =

Once the Server has connected to the Manager (visible in the window and the
“‘Machine Status” shows bright green) the Manager has the ability to control the
settings on the server that were entered on installation (such as Logging to
syslog or SNMP).

The next step is to create a policy file. However, unlike the standalone
configuration, this is done through the manager now.
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File Edt Yiew Manager Machine Policy Report Launch Help

DZd| il 8 anae ATD2P@ v an (B8 @G| 7|
X fll & Policy File - Machineoo1 M EE
Machine Status o) re-tefined Variskles
I~ Selected Machines Only @ Matne FSvale | NTFSVele | MTREG Vaue |
ResdOnly  +pinugsmebCHATG  + Sarchive Sreadonly 3.+ Sowmer Sgroup & A
Edit Confis | [Dynsmic  +pinugeaiG + Barchive dreadonly 8.+ ownet Agroup 4.
Growing  +pinugdAfG i nia
gnreal  + . .

lgnoreflone  +pinusamedrbCMEH... + Sarchive Sreadorly ...+ Sovwner Sgroup &

Device +pugsdrAt nia nia
E HKCR: nfa i HKEY _CLASSES R -

ot Pl Hicu nia s HKEY _CURRENT_U...

* ] em nia nia HKEY_LOCAL_MAC =l

iser Defined Variakles
Marne Value Top
PROGRAMFI... C:Program Fi I
SYSTEMDRIVE C: =2
Edt Schedule | [TRPWIRE  CrPROGRA... Down
SYSTEMROOT CHWINDOWS e
BOOTORIVE =
MAIL_RECIFL... adming@exa
~t2 SEV_HIGHEST 1000
SEV_HiGH 100

SEV_MED 35

DistruteFle |0y 15

Dlae

=

Integrity Check
[2005.01.09.20.12.25] Processing
"Register Maching! on machine
"Maching001"
[2005.01.09.20.12.36] "Register Machine"
on machine "Machine00* completed @-
[2005.01.09.20.21 1] Processing "Get

Vigw Report

configurstion text" on machine
"Machine01"

[2005.01.09.20.21 15] "Get configuration
text o maching "Machine01 " complzte
[2005.01.09.20.24.1 7] Processing "Get
paicy et on maching "Machine00]
[2005.01.09.20.24.26] "Get policy text” on

riaching "Machin0D1” completed. Upesislls
» Global Variables | File System | Registry
x
Name Status | Curr. Task T Prev. Task Prev. Task Time | Num. Yiolati.. | Max. Severity os WMermo Severty Type

Default Group (1) _Idie Register Machine dows XP_XP Pro Desktop

Selecting “Edit Policy” opens the graphical policy file editor window with tabs for
Global Variables (shown),
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SYSTEMDR  $(SYSTEMROOT )iSystem
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Edit Policy
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+ S(BOOTCRIVE) S(FILE_CRITICAL) 1
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Distribute File
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[2005.01.09.20.12.25] Processing BoOT I System Folder true S(SEV_MED)
"Register Maching' on tmacting + HESYSTEMDIR) S(FILE_STATIC)
"Machin001" BOOTSECT DO | @y Netvwork Gonfiguration Files true $(SEV_HIGH)
(2005 01 09 20 12 26] "Register Machine” CONFIG 33 o HSYETEM32DR)confiy HFILE_DYNAMC) 0
on machine "Machined01" completed debuginstaller t ¥ 5(SYSTEMI2DR)configisystemprafie S(FILE_STATIC)
[2005 01 08.20.21.11] Processing "Get Pl DELL 5DR o H(SYESTEMI2DR)shcp HFILE_STATIC) Mag? - chk -
configurstion text" on machine hiberfil sys ¥ 5(SYSTEMI2DR)wriversietchosts S(FILE_STATIC)
Meachine001 ) - 103V o H(SYSTEM32DR)riversieteinetwvorks SFILE_STATIC)
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BRI 0 'Ge NTDETECT.COM ¥ S(SYSTEMIZDR)ineterv History S(FILE_DYNAMIC) 0
policy text” on machine 'Mactine001". NTLOR - o §(5YSTEM32DRlinetsrymetabase i FILE_DYRAMC,
[2005.01.09.20.24.26] "Get policy text” on \pciin 08 s _’l_l v i Jiinetsrimetabase bin SIFILE T ) =l
[ ipciate S(S S TEMI2DRIVES S(FILE STATIC)
= Global Varibles  File System | Registry
x
Narme: Status |Curr. Task T Prev. Task Prev. Task Time | Num. violati.. | Max. Severity o5 Memo Severty Type

1, Default Group (1) Idle

ter Machine

dows XP XP Pro Desktop

File System
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I™ Selected Machines Only @ Narme Valus | Ton
3 HiEY_CURRENT_CON lfeec, camcal  sdanoreMone) -Shaval - m
Ecit Confiy O rkeY_CURRENT_USEF lleec " oramc ${ReadCnly) s
3 HiEV LOCAL MACHI feec pvmamic  SiDynaic) Down
O HkEY_USERS REG_CLASS H(REG_DYNAMIC) -Esacl
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on machine "Machine001" completed @‘ o S(HKLM_Services)iTrkSwrParameters FREG_DYMAMIC) 1]
[2005 01 .09.20 21 11] Processing "Get o H(HKLM_Services)WA32Time'Parametersins . HREG_DYNAMIC)
o View Report
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dows XP XP Pro Desktop

And individual registry settings!!!

Note that even though the manager provides a graphical interface to edit the
policy, it *does not* make it completely intuitive to do so. | recommend that you
begin with the default to get the feel of it, and that is what | did here.

Once satisfied with the policy you select “Machines, Initialize Database™:
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File Edit Wew Manager Machine Policy Report Launch  Help

DEE | s+ & anae AT 4@ban (B2 B3 [ 7|

x
IMachina Statuz j @ @

[™ Selected Machines Only

Ediit Config

Eciit Palicy

]

Edit Schedule
'\/"
Distribute File

-In'rtialize databasze "/

[2005.01.08.20.24 17] Processing "Get

policy text" on machine "Machine001". @_
[2005.01.09.20.24 26] "Get policy text" on
maching "Machine001" completed. ‘i Report

[2005.01.09.20.35.27] Processing

"Intialize database" on machine J {
L

"Machine00q "

Tripwire® Manager

version 4.5

Matne Status |Curr. Tazk T... Prev. Task Prev. Task Time | Mutm. Violati... | Max. Severty 05 Merno Severity Type

... Windows XP _XP Pro Desktop

| o

The “Machine Status” immediately shows “Initializing Database” and when it

finishes, the icon changes back to bright green with the summary output in the
text window.
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=

Eciit Palicy
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Edit Schedule
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Distribute File
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x

MTWZurrertyersioniiniogoni+DCachel oo ;I Integrity Check
ate

Pleaze enter your local passphrase: @
wirote database file: CProgram

File=\TripwwviredTF Sdbidatabase twd “iewy Report T " " ® M
The database was successully = rl pW I re a nage r
genersted. ] E_

1S

[2005.01.09.20.41 24] "nitislize database” version 4.5
on maching "Machine001" completed. LI Updste DB
x
Matne Status Curr. Task Time Prev. Tazk Prev. Task Time | Mumm. Violati.. | Max. Severty 05 Merno Severity

M- Default Group (1} Idle Initialize databage 1/9/05 §:40 PM ... Windows XP XP Pro Desktop

1 | i
|

| then installed some software and ran an integrity scan . Once it completed, it
showed (lower right) red and yellow bars indicating various severity changes:

|/£ Tripwire Manager <Controller:

File Edit Wiew Manager Machine Policy Report Launch  Help

DEEH| 2R & anqgu HT24@49%h B8 EE 7]

[~ Selected Machines Only @

Ediit Configy
L)
=

Edit Policy

]

Eclit Schedule
Rt

Distribute File:

sent
Mo email sent.

‘Wrote report file: COProgram
Files\Tripwire \TF Sreport DT LMKZO1 - twr
Integrity check complste.

[2005.01.08.21 45.55] "Integrity check” on
machine "Machine001" completed.

Tripwire® Manager

version 4.5

Prew. Task Time | Mum. “iolati.
1/8/05 9:44 PM

Frev. Task
Integrity check

Severity

Mazx. Severity
1000 Windows XP XP Pro Desktop

. Default Group (1) Idle

|
Note that when the scan completed, the “status” showed bright green, but the
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“severity” and “type” now indicate possible problems. This is shown by selecting
the various drop downs for the “pie chart”:

[ Tripwite Manager <Controll

File Edit Wiew Manager Machine Policy Report Launch  Help

DEEH| 2R & anqgu HT24@49%h B8 EE 7]

Ef

Ediit Configy

-
=y
49%
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Med (38) | Distribuie Fil
WHioh (33 £

x

Integrity Check
Integrity check complste.
[2005.01.08.21 45.55] "Integrity check” on @_
machine "Machine001" completed.
[2005.01.09.21 .50.17] Processing "Get Wi Report

report file" on machine "Machined01".

[2005.01.08.21 .50.17] "Get repart file" on

machine "Machine001" completed. j
-

Tripwire® Manager

version 4.5

Curr. Task Time

Frev. Task
Integrity check

Prew. Task Time | Mum. “iolati.
1/8/05 9:44 PM

Mazx. Severity Severity

. Default Group (1) Idle

1000 Windows XP XP Pro Desktop

Enterprise integrity

[ Tripwite Manager <Controll

File Edit Wiew Manager Machine Policy Report Launch  Help

DEE| 2R | & anqgu AHT2+@%-a ‘Ba ]
= =
[~ Selected Machines Only @
Ediit Configy
B
=
Edit Policy
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Eclit Schedule
'\/"
Distribute File
Wich (1) V4
Integrity check complste.
[2005.01.08.21 45.55] "Integrity check” on
machine "Machine001" completed.
[2005.01.08.21 .50.17] Processing "Get " " ®
report file" on machine "Machined01". Tr I pWI re Ma n age r
[2005.01.08.21 .50.17] "Get repart file" on -
maching "Machined01" completed. version 4.5
j Updste DB

Curr. Task Time

Frev. Task
Integrity check

Prew. Task Time | Mum. “iolati.
1/8/05 9:44 PM

Mazx. Severity Severity

. Default Group (1) Idle

1000 Windows XP XP Pro Desktop

Report summary (for that machine)
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and violation types (below)

[ Tripwite Manager <Controller>
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[2005.01.08.21 .50.17] "Get repart file" on E‘.- -
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Prew. Task Time | Mum. “iolati.
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Mazx. Severity
1000 Windows XP XP Pro Desktop

Severity
. Default Group (1) Idle

Choosing the “View report” icon opens the details in the main window:

[ Tripwite Manager <Controller>
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[2005.01.08.21 .50.17] "Get repart file" on @_
machine "Machine001" completed.
[2005.01.09.21 .53.02] Processing "Get Wi Report
report fle" on maching "Machine00q". b
[2005.01.08.21 .53.02] "Get repart file" on P I _’I
machine "Machine001" completed.
j Updste DB Report, 78 Vinlations, Max Severity 1,000 Fmer att
x

Curr. Task Time

Frev. Task
Integrity check
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1/8/05 9:44 PM

Mazx. Severity
1000 Windows XP XP Pro Desktop
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. Default Group (1) Idle

Here you can drill down in various areas including Report (shown collapsed here
since this is an enterprise tool, and only one machine shows violations at this
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point), Objects, Violations, and a Summary tab also are available. The number

of items available are huge, and | cannot include screen short displaying even a
small sample. What | will do is run a more “enterprise” test using the additional
machines once they are installed.

Tuning Policy:

Adding files to be monitored

Before proceeding to resolve the violations discovered on my desktop, | want to
demonstrate how to customize the policy file for a different type of system. After
installing TFS on my (W2K3) IIS server and adding it to the manager, | looked at
the default policy file (Edit Policy) and discovered that there were critical
directories that were not included. This server runs a PHP bulletin board, and
neither the PHP directory, nor any part of the Inetpub area were covered. How
did | know this? You can see this by opening the policy file, navigating to the
directory “Inetpub” a “right click” gave the options: “Add Rule”, “Add Exclusion”
and “Find Elements”. Selecting “Find Elements” brought up this window saying
there were no rules or exclusions that covered C:\Inetpub.
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Let’s see if we can fix both that and the (also not monitored) PHP area.
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Here you can see, | have already created two new “Rule Blocks”. The first is a
“Critical” one (hence the red color) “PHP files” containing the object “C:\PHP”
and the second (less critical, hence the yellow) “Web Root” containing the
object “C:\Inetpub”. The screen shot shows that right-clicking in the rules pane
allows you to create new Rule Blocks and then within those, new “Rules”. Here
are the “Properties” of C:\Inetpub:
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Prev. Task | Prev. Task Tims | Num. Violsti.. | Max. Severily

&%, Default Group (2) 1die
Mackine e

/9005 344 P

Integrity check
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Once the “Rule Block” was created, | made a “New Rule” and with the window
shown was able to “Browse” to find C:\Inetpub, use the drop-down list to select
“$(Ignore None)-&access” for the “Properties”. The attributes of “$(SEV_MED)’
and recurse “true” are inherited from the rule block.
Note that for a web area, this will be much too scrict (especially since it hosts a
bulletin board, but | will use this to demonstrate tuning the policy file.

Had | wanted to make this more general, | could have defined some user
variables for where the “PHP files” objects were, so that the same rule could be
used on another IIS server that might have them somewhere other than
“C:\PHP”, or that had multiple “Web Root” areas for a server hosting different

sites.

| then initialized the database for the entire enterprise.
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Inteority check

Notice the “Machine Status” indicator shows that 50% of the “enterprise”
machines are idle, and 50% are doing “Initialize Database”. The TWM window
allows you to do multiple things concurrently, so you can be editing policy,
initializing databases, running integrity checks, reviewing reports, and approving
changes all at the same time. All the windows in use will be within the main
“‘work area” of the app, able to be maximized, minimized, or resized as needed.

Once the initialization is complete, | ran an integrity scan (within minutes of
initialization, and no-one accessing the web site). It should be clean.
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OK, what’s that? One violation? Ahh, it's the fact that a new file was added. The
“‘database.twb” indicating that a database file was created when the integrity
scan was run.

Now, as this shows, | have a number of “violations” identified now on the two
W2Ka3 servers, and the XP desktop. The next section of this paper will describe
how to go about “tuning” tripwire to your system.
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With the “Enterprise Integrity” pie chart showing a number of high priority

changes, it might appear that we are in bad shape. But let’s look a bit further.

Selecting “Violation types” for the pie chart, and selecting the machine with the
large number of violations we find:
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Most of these are added files. And the right hand pane shows that many of them
are part of the “QuickTime” package, with one new folder (in yellow) named
“C:\Program Files\OLYMPUS\" | happen to know that the “owner” of that system
has just purchased a digital camera, and in fact, this report shows the result of
my installing that software.

So, let’s clean it up. Following the procedures in the documentation, the process
is straightforward:

1. Run an integrity check.

2. Examine the report, editing the policy rules to eliminate “false positives”.
You can do this within the Tripwire Manager by:

a. opening both the report and the policy file at the same time.

b. Go through the violations one by one and “right click” on the
flagged file or registry value, select “Find rule in policy”. (This is shown
below)

C. Decide if you simply need to accept the change (as in this case),
or whether the rule itself needs to be modified, or if you simply need to
‘exclude” the offending object from further scans.

3. Update the policy file, rinse and repeat.
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In this case, since | know | installed new software, before | mess with the policy,
| will simply update the database with the new files “accepted”.

Page 71 of 77
© SANS Institute 2005

Author retains full rights.



[£ Tripwire Manager <Controller:

File Edi Yiew Manager Machine

Folicy Report Launch Help

O @

iclation Types - ®

¥ Selected Machines Only

[ef

Ecit Canfig | B & 05 Suppert Files s Class keys Class keys
H b WD) G AMINDOWEMSIOSD N B Syster Startup Executables  System Startup Ex
¥ (D) CHmmDOWSGITFont.for Software keys Software keys
. S A0)s NDOWSTFor gt B service Registry Keys Service Registry 1
v (D) CAMNDOWSrwise32et exe Critical Tripwire Registry keys Critical Tripwire Re
& o W (D) CAMNDOWS infibranches PRF
Edit Policy i ¥/ (1) CMINDOIASInINFCACHE 1 |
i -V @ system32 Folder =)

|

s R S anGl Ry @R e

il 5 Database Update

B ?

=]

Reports | objects | vioktions | Summary |

[ENrd

Machine 001
¥ [ Windows NT File System

| B & Program Files Folder
L E®
| B B Tripwire for Servers Configuration Files

C:WProgram Files\OLYMPUS

C:\PROGRAM FILESVTRIPWIREVTFS DB atabase bwd

= Rule

Name

Currert User Registry keys  Current User Regi

© SANS Institute 2005

=} = sty
Edit Schedule: t]-- v & Current User Registry keys Otiects Scanned 1230
-7 faf Class keys
5 ¥ B System Startup Executables
- fad Sttware keys
hitg - [ () HKEY_LOGAL_MACHNE\SOFTWARE ClientsMedialGuickTime Player
V| @) HKEY_LOCAL_MACHME\SOF TVWARE\Clints WecilGuickTime PlayerDefeuticon
Distribute File [ () HKEY_LOGAL_MACHNE\SOFTWARE ClientsMediaGuickTime PlayeriDefauliconts
¥/ @) HKEY_LOCAL_MACHINE\SOF TVWARE\Clients WecilGuickTime Playerishell
W s 55) -« [ () HKEY_LOGAL_MACHNEISOFTVWARE ClientsMedia QuickTime Playershellopen
WliRemoves (4) 7| () HKEY_LOCAL_MACHHE\SOF TWARE\CIK i
Wlchanges (33) = [ () HKEY_LOGAL_MACHNEISOFTVVARE: KT
e [7/ ) HKEY_LOCAL_M&CHNEISOFTWARE Clients WMediatuickTime Playerts
= - [ () HKEY_LOGAL_MACHNE\SOFTWARE ClientsMedialGuickTime Playerinstallnfo
report file” on machine "home-gown'.  a | | Ineority Check 7| () HKEY_LOCAL_MACHHE\SOF TWARE\CIK i
1 it file' on - [V ) HKEY _LOCAL_MACHNE\SOFTWARE KTime PlayerinstalinfolsReinstallComman: d
7| () HKEY_LOCAL_MACHHE\SOF TWARE\CIK nsCammand
po v b [ () HKEY_LOGAL_MACHNEISOFTVVARE: KTime d
BTG 10 22 @_ - B Service Registry Keys
e . ¥ @) HKEV_LOGAL_MACHNEISYSTEMICuIrent ControlSetiServioes\USBSTOREnum
machine "gevniis” canpleted
(e i W, View Report ¥/ @) HKEY_LOCAL_MACHREISYSTEMICUIr erfCortralSetiServieesSESTOREUM L+ Court
U ¥ @) HKEY_LOGAL_MACHNEISYSTEMICuUrrentC 1ISBSTOREnumL
2005.01.11 22.55.53] "Get paicy text an ¥/ @) HKEY_LOCAL_MACHHEISYSTEMICUIr erfCortrolSetiServices\PolarISEEnum
[ @) HKEY_LOGAL_MACHNEISYSTEMICurrentConlrolSetiServioes PolarUSBEnumis0 -
= < = | Bl
i
Upcita DB nerror. [Siop updating =] Update
i Renort, 92 Violations, Max Severty 1,000 Fiter ott
| curr.Task Time | Prev.Task | Prev. Task Tme [ Mum. violsti.. [Max Severity[ 08 | Wem | severty Type
Integrity check .. 1000...
Integrity check 111105 10:15 P a2 100 SXP X Pro Desklop |
Inkegrity check 1711105 10:13 P 2 100Winciows 2003 gewn domain co 1
Integrity check 11105 10:14 P 2 1000%Windowws 2003 WG IS server I

—
m‘ | {2 @ B2 | B comand Prompt [ A e
Here you can see the list of violations, and choose which ones you should
accept. Once doing this, click “Update” and allow tripwire to re-generate a new
database. Once this is finished, run another integrity check and review the report
again.

This process will take time. Please be patient. Again, you are probably not going
to know what changes you should be concerned about and what ones you
shouldn’t for some time. This is a learning process for you about your systems. |
would recommend that anyone considering using this (or any other) host based
intrusion detection software plan on dedicating time each day for several weeks
simply “playing” with it. Try several systems. Run some with no changes, install
or remove software on others. Apply patches. And tune, tune, tune the policies.
And when you think you have it fairly clean, reboot the systems and run it again.
(You will probably be surprised at how many things change on a normal reboot).

This process of tuning, re-running integrity scans, monitoring, adding software,
patching, re-tuning continues essentially forever, although after a time, you will
find that the alerts are fewer and more meaningful and it will take less and less
time to correct for changes. In general, Tripwire Manager has brought all the
difficult components of the original product into a user interface that is as easy
to use as | any | have seen. They also have not (to their great credit) “broken” the
ability to continue to edit configuration files and run tripwire from the command

Tripwire Manager <C...
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line (if you are that sort).

Summary:

Host based intrusion detection is a difficult problem to solve for many reasons.
To recap but a few:

To truly know whether or not your systems have been compromised, you
must monitor (nearly) every file and folder on the system.

Each object (file or folder) has multiple characteristics or attributes that
need to be considered.

Objects that serve different purposes need to have different sets of these
attributes monitored for change to allow for “normal” system operations
to occur without causing false positive alerts.

Aside from normal operating changes, the legitimate changes that are
made to systems by users and administrators must be somehow
accounted for.

Knowing how to respond to various types of events needs careful thought
or you can easily overload yourself with information, risk unintended
consequences from automated responses, or miss something important.

As | have worked more and more with computer and network security, | have
come to accept as true that the single most generally important and at the same
time single most difficult task in any aspect of your security architecture is to
gain a thorough understanding of your specific situation.

In designing and running a firewall, you need to set the policy to reflect
the needs of the site. What may be fine to allow through for one may be
completely unacceptable at another. You need to understand if you are
protecting a network of college students, or a financial system at a bank.

Network intrusion detection requires that you understand your normal
network traffic. If you see attempted access to SQL server on your LAN,
is it OK or not? What about Windows IIS servers? If you see an attempt
to access “default.asp” is that a normal HTTP access or a scan?

Host based security is no different. When files or registry settings change
on a system, do you need to panic and “nuke from high orbit” and
reinstall? Or is it a normal change that happens as part of daily system
operations?

These tools are simply part of a toolkit that helps you to better “Know thyself” ...
where have | heard that before?'

14 A famous Greek maxim, often attributed to Socrates.
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