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Introduction

The securing of a Windows NT server is an ongoing process where vulnerability and
functionality must be balanced. There are many procedures that can be performed in
order to fully secure a Windows NT server. I am only going to provide you with a
description and demonstration of a few of the most basic tasks that must be performed to
start the securing of a Windows NT server.

Section 1 Physical Security

A Windows NT server is at risk of being stolen or physically destroyed. Actions must be
taken to prevent such disaster from occurring.

Physical Access

Physical access to the server must be restricted. The proper location is essential to
providing physical security to a Windows NT server. Placing the server in a locked room
and monitoring access through the use of video cameras, card keys and other entry
auditing devices will lower server vulnerability to theft.

Physical Destruction

The placement of uninterrupted power supplies will protect against power surges and
outages. UPS’s that interact with the server to shut down the server gracefully in the event
of a power failure will prevent damage to servers. American Power Conversion (APC)
manufactures Smart-UPS’s and power management software called PowerChute Plus
that facilitates unattended operation of servers, power quality data logging, shutdown
notification and control, auto-restarting, diagnostics, and battery conservation features.

The regulation of temperature and humidity are other environmental variables that should
be monitored and regulated to provide an optimal environment for server function.
HVAC systems can be installed to monitor all environmental variables and can be
configured to send alerts via e-mail or pages.

Section 2 Hardware Security

Prevent Rebooting

Actions should be taken to prevent attackers from restarting the server and booting off a
floppy disk with an operating system and utilities that allow the bypassing of Windows
NT security. The BIOS can be configured to disable the ability to boot from any device
other than the hard drive. A BIOS password must be set on the server to prevent
changing of the boot order to the floppy disk drive. Another option to consider is the
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removal of the system’s floppy and CD-ROM drives to prevent booting from them. The
only downfall to this method is that there is a negative impact and increased delay to
disaster recovery efforts.

Secure Media

Securing media such as tape backup cartridges and emergency repair disks that contain
the SAM and other highly sensitive data can prevent its theft or destruction. This can be
accomplished by locking media in a fireproof safe or by archiving copies to an offsite
storage facility.

Section 3 File/Software Security

File System

Windows NT supports both File Allocation Table (FAT) and New Technology File
System (NTFS) file systems. NTFS should be used on all volumes to maximize security.
NTEFS supports over the network and local console file and folder access permissions.
NTES also supports detailed auditing of file and folder access.

A non-destructive method for converting a FAT volume to NTFS can be accomplished by
running the convert utility.

1. Open a command prompt and type convert [drive letter]: /fs:ntfs then press enter.

& D:AWINNT\System32\command. com

Microsoft(R> Windows HT DOS
CCOCopyright Microsoft Corp 1998-1776.

D:soconvert c- sfsintfs_

If the volume to be converted contains the current boot partition the conversion will not
take place until the next reboot.

Once the volume has been converted the NTFS file permissions will be set to
Everyone:Full Control. To set the permissions back to Windows NT default, a utility
called fixacls.exe should be run. This utility can be obtained from the Windows NT 4
Resource Kit.
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@ FixAclz version 1.0 |

Fixtcls Yerzsion 1.0, Copyright 1937 Microsoft Corporatian.

Click. Continue o rezet the file and falder permiszions an
your MTFS zpztem files.

Click Cancel to leave the permizzion: unchanged.

Cancel |

Service Packs

Service packs are how Windows NT product updates are distributed. Service packs keep
the product current, extending and updating your computer's functionality. Service packs
include updates, system administration tools, drivers, and additional components. All are
conveniently bundled for easy downloading. Service packs are cumulative -- each new
service pack contains all the fixes in previous service packs, as well as any new fixes. You
do not need to install a previous service pack before you install the latest one. (Source:
Microsoft Knowledge Base Article ID: Q152735)

To check if the latest service pack has been installed on a server:

1. Click Start then click Run...
2. Type “winver”.

About Windows NT [R) |

Mizrozaft [R] Windows MT [F]
Yerzion 4.0 [Build 1381: Service Pack B]
Copyright [C] 1981-1996 Microsaft Caorp.

Revized Service Pack Ba

Thiz product iz licensed to;
Laura Kraus

bemony Available to Windows NT: 130,488 KB
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If the About Window NT Box contains “Revised Service Pack 6a” then the server is
running the latest version of service pack. If that line is not present the latest service pack
can be downloaded at:

http://www.microsoft.com/ntserver/nts/downloads/recommended/SP6/allISP6.asp

Hot Fixes

In addition to installing the latest service pack, it is important to obtain the latest hot fixes
or security patches that are released between service packs. Their releases are generally in
response to a new found vulnerability in Window NT. The latest hot fixes can be
downloaded at:

http://www.microsoft.com/ntserver/nts/downloads/

Virus Software

Viruses are a constant threat to Windows NT. The number of viruses and malicious viral
attacks has grown at an enormous rate. Installing virus protection, configuring scheduled
scans and constantly updating definition files can help prevent the destruction of servers
due to viral infection.

Section 4 Stripping Down the System

Disabling unnecessary services, features, protocols and bindings will decrease your
vulnerability by creating less potential methods of attack.

Services
Non-essential services that are running by default can be disable to eliminate the risk of
their use to compromise the system.

To disable unnecessary services:
1. Click Start, Control Panel then Services;
2. Select the service to be disable then Click Startup...

Services |
Senvice Statusz Startup
Computer Broweser Started Automatic ;I
DHCF Client Dizabled Start |
Directary Replicator Started Autamatic: J
EwventLog Started Aukommatic: Stap |
File Server for M acintozh Started Automatic
Lizenze Logaing Service Started Autamatic: il
Messenger Starked Automatic Belgliii= |
Microzoft DHCP Server Started Akornatic: —
HaAl ePolicy Orchestrator Agent Started Autamatic: Sl
Met Logon Started Automatic ] =

Huw Profiles. ..
Startup Parameters:

Help
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3. Choose disable then click OK.

Service |
Service: Meszenger
— Startup Type
Ok
" Automatic |_I
(' tanual Cancel |
Help |

— Log O b
% Susten Secaumt

[ &llow Service ta Interact with Desktop

) Thizdoeount: I J

Bassward; I

{1 ) i I
Fassmnrd

At this point clicking the stop button can stop the service. Disabled services will not start
when the server is rebooted and will no longer be a cause of vulnerability.

Protocols
Unbind unnecessary protocols like IPX/SPX or NetBIOS from the network adapter to
prevent denial-of service attacks against that protocol.

To unbind unused network services:

1. Click Start, Control Panels then Network;

2. Select the Bindings tab and then “all services” from the pull-down menu.
3. Double-click the service then click Disable.
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Metwork |

Identificatinnl Sewicesl F'ru:ut-:u:u:-lsl &dapters  Bindings |

MHetwark bindings are connection: between netwark, cardz,
protocalz, and services installed on thiz computer. You can wuze this
page to dizable network bindings or arrange the arder in which this
computer findz information on the networl.

Show Bindings for: I all zervices j

Microzoft DHCP Server

EI@ MetBI0S |nterface

- mA) WINS Client{TCPAP)

m-{) NetBEUI Protocal

- Webwork Monitor Tools and Agent
-3 S

-3\ arkstation

fene g | aneDgwnl

] | Cancel |

To unbind unused protocols:
1. Click Start, Control Panels then Network;
2. Select the Protocols tab and unused protocol then click Remove.
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Metwork |

Identificatinnl Services Frotocols |.-'1'-.|:Ia|:|ters| Eindingsl

Hetwark, Praotocals:

W MetBEUI Protocoal

Cormnpatible Transport

W MwLink MetBIOS
B TCPAP Pratacol

Add... Bemove k Properties... | pdate

D escription:

An implementation of the 1P+ and 5P+ protocaolz, which are uzed
by the Methware networks,

Cloze I [Earize|

0S/2 and POSIX

The OS/2 and POSIX Subsystems are not necessary for most applications and services

and should be removed to prevent their use attacks against Windows NT.

To remove OS/2 and POSIX subsystems do the following.

1. Delete the \winnt\system32\os2 directory and any subdirectories.

2. Then edit the registry using the following chart.

Hive

HKEY_LOCAL_MACHINE\SOFTWARE

Key

\Microsoft\OS/2 Subsystem for NT

Action

Delete all sub keys

Hive

HKEY_LOCAL_MACHINE\SYSTEM

Key

\CurrentControlSet\Control\Session Manager\Environment

Value Name

Os2LibPath

Action

Delete

Hive Key

\CurrentControlSet\Control\Session Manager\SubSystems

Value Name

Optional
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Action Delete values

Hive HKEY_LOCAL_MACHINE\SYSTEM
Key \CurrentControlSet\Control\Session Manager\SubSystems
Action Delete entries for Posix and OS/2

The settings will take effect when the system is rebooted.

The stripping down of the system by removing unnecessary services, features, protocols
and bindings will eliminate them as potential means of attack.

Section 5 Account Security

Built-in Accounts

The Administrator account should be renamed and given a strong password. Account
lockout should be enabled for the Administrator account by using the utility
PASSPROP.EXE. The Guest account should be giving a non-blank password and
disabled.

Password Filter

A password filter (PASSFILT.DLL) can be added to ensure new passwords be at least six
characters, not contain any part of the user’s name and must contain at least three of the
following four types of characters: uppercase letters, lowercase letters, numbers or non-
alphanumeric symbols. A filter can be applied by making the following registry change:

Hive HKEY_LOCAL_MACHINE

Key \System\CurrentControlSet\Control\Lsa
Value Name Notification Packages

Value Type REG_MULTI_SZ

Value Data PASSFILT

Registry with PASSFILT.DLL in use

= Registiy Editor - [HEEY_LOCAL_MACHINE on Local Machine]

ﬁ Beaigtry  Edit Tree Yiew Secunty  Optione  Window  Help - |S|E|
— 3 IDCaonfigDB = |{Authentication Fackages : REG_MULTI_SZ - mswl1_0
— 30 Keyboard Layout Bounds : REG_BIMAFY - 00 30 00 0000 20 00 00

e ESCW TG RREWEMER [ otification Packanes - BEG MULTI 57 - PASSFILT

— 3 MedisFroperties
—F MediaResources

I L G0 Mlataan el Prems id ar
4 [

Password Policies
Password policies should be configured for all users in a domain. This can be completed
the following:
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1. Open User Manager, click on Policies then Account...
2. The policy may vary depending on the level of password security necessary.

Account Policy |
Domain: Domain
— Paszword B estrictions Cancel |
— M aximum Paszword Age — Minimum Pazzawaord Age
" Pazsword Mever Expires " Allow Changes Immediately ﬂl

= Expites In| 30 Drapz = Allow Ehangeslnl 3 E Drapz

— Minimum Pazzwaord Length — Paszword Unigueness

" Pemit Elank Pazsword " Do Not Keep Paszword History

) at I:eastl a E Characters O Eemembml 7 E Passwords

" Mo account lockout

Lockout after A bad logon attempts

Rezet count after I 10 E minutes

Lockout Duration

" Forever [until admin unlocks]
& Dwration I 10 E mrirutes

¥ Eorcibly disconnect remate uzers from server when logon hours expire

¥ Userz must log on in order to change password

SYSKEY.EXE

SYSKEY.EXE is a utility that can be used to encrypt the Security Accounts Manager
(SAM). SYSKEY .EXE offers strong encryption that protects account information by
encrypting the password data using a 128-bit random key. The System Key is then used
to encrypt the 128-bit random key. When running SYSKEY .EXE the network
administrator is given the three options for storing the System Key. Choosing the
placement of the System Key depends on the environment where the security is
implemented.

More information on SYSKEY.EXE is available from (Microsoft Knowledge Base Article
ID: Q143475).

Encrypting the passwords in the SAM is important in preventing the breaking of
password with utilities like LOphtCrack by LOpht Heavy Industries http://www.10pht.com.
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NTLMv2 Authentication

NTLMv1 authentication can make it possible to crack passwords with utilities during the
challenge/response authentication session between Windows NT servers and clients. This
makes it imperative that NTLMv2 be used instead of NTLMv1. To enable NTLMv2 on
Windows NT make the following registry changes.

Hive HKEY_LOCAL_MACHINE

Key \System\CurrentControlSet\Control\Lsa
Value Name LMCompatibilityLevel

Value Type REG_DWORD

Value Data Oto5

The value data can be set to a single digit between 0 and 5. The level of security will
depend on which value is used.

Section 6 File Sharing Security

To minimize exposure to attack it is essential to limit and restrict access to shared files and
folders on a Windows NT server. Often functionality must be forgone in the sake of
securing a system. Some or all of the following procedures may or may not be
appropriate for all machines.

Null sessions

Null sessions are mainly used for administrative purposes and communication between
network services. Null sessions are built into the operating system and are considered a
major security hole but are often necessary for server functionality. Making changes in
the registry can restrict null sessions.

To prevent null sessions users from viewing share names, remotely add the following

registry settings.
Hive HKEY_LOCAL_MACHINE
Key \System\CurrentControlSet\Control\LSA

Value Name RestrictAnonymous
Value Type REG_DWORD
Value Data 1

Registry before changes
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= Registry Editor - [HKEY_LOCAL_MACHINE on Local Machine]

ﬁ Beqgiztry Edit Tree Wiew Securty Options  Window Help ;[ilﬂ
— =1 Caontral ;l Authentication Packages : REG_MULTI_SZ : mswv1_0

- £ BootverificationPre . [|Bounds : REG_BIMARSY: 00 30 0000 00 20 00 00

-3 Class Motification Packages : REG_MULTI_SZ . FPMNWCLNT
— 3 ComputerMame

— £ CrashCaontral

— 21 FileSystem

-3 GraphicsDrivers

— 0 GroupOrderlist
- C1 hivelist

-3 IDConfigDB

-3 Keyboard Layout

g3 Kegbuard Layouts

— 3 tMediaFroperties
-] MediaResources | _
s W T SRR ) s PR
ol [ B 1l | 2]
Registry after changes

= Registry Editor - [HKEY_LOCAL_MACHINE on Local Machine]

ﬁ Beqgiztry Edit Tree Wiew Securty Options  Window Help ;[ilﬂ
— =1 Caontral ;l Authentication Packages : REG_MULTI_SZ : mswv1_0
- £ BootverificationPre . [|Bounds : REG_BIMARSY: 00 30 0000 00 20 00 00
-3 Class Motification Packages : BEG_MULT|_S7 - FEMNWCLNT
— 3 ComputerMame ‘Festrictinonymous : BEG DWORD : 0x]
—C1 CrashCantral
— 21 FileSystem
-3 GraphicsDrivers
— 0 GroupOrderlist
- C1 hivelist

-3 IDConfigDB
-3 Keyboard Layout

— 3 Keyboard Layouts

— 3 tMediaFroperties

-] MediaResources | _
[ W (T PSP TR ) o PO [
1| [ bl I i | *I

The default setting for null session access to shares is on. With this setting null session
users are assigned the same share permission access as the Everyone group. To restrict
access to null session shares make the following changes to the registry:

Hive HKEY_LOCAL_MACHINE

Key \System\CurrentControlSet\Services\LanmanServer\Parameters
Value Name RestrictNullSessAccess

Value Type REG_DWORD
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[value Data [1 |
Registry before changes

= Reqgiztry Editor - [HEEY_LOCAL_MACHIME on Local Machine]

[ Begistry Edit Tree View Secuty Options ‘Window Help =& =]
— G0 i8042prt = ||CachedOpenLimit: REG_DCWORD - 0
— 3] inetaccs IRFStackSize : REG_DWWORD : Ox8
—E Inport Lrannounce : REG_DWORD : 0
— 3 Jazzgann MullZessionFipes : REG_MULTI_SZ : COMMAF COMMNOL
— 3 Jazzg3gd MullSessionShares : REG_MULTI_SZ : COMCFG DFS$
-5 Jzwnd 484 Size  REG_DWORD : 0x3
-3 Khdclass
-G KSecDD
- =] LanmanSenser

£ AutotunedPara
3 Enum
Linkage

& Parameters

£ Security

Shares
— 3] Lanmanyorkstatic ™
1| | 2 K1 | I
Registry after changes

= Reqgiztry Editor - [HEEY_LOCAL_MACHIME on Local Machine]

[ Begistry Edit Tree View Secuty Options ‘Window Help =& =]
— G0 i8042prt = ||CachedOpenLimit: REG_DCWORD - 0
— 3] inetaccs IRFStackSize : REG_DWWORD : Ox8
—E Inport Lrannounce : REG_DWORD : 0
— 3 Jazzgann MullZessionFipes : REG_MULTI_SZ : COMMAF COMMNOL
— 3 Jazzg3gd MullSessionShares : REG_MULTI_SZ : COMCFG DFS$
— G Jzwwd 454 ‘FestricthullSessiccess - REG DWORD - 0x1
— & Khdclass Size: REG_DWORD : 0x3
-G KSecDD
- =] LanmanSenser
£ AutotunedPara
£ Enum
Linkage
£ Security
Shares
— 58 Lanman'arkstatic ™
1] | 2 KX | i3

One thing to take under consideration is that the built-in system account and certain
applications may need to use null sessions to access shares.

Disable Administrative Shares

© SANS Institute 2000 - 2005 Author retains full rights.



Administrative shares are automatically present on all Windows NT computers. The
shares are hidden and named after their perspective volume i.e., C$, D$, ES, etc. The
%SystemRoot% folder that typically is C:\Winnt is shared as Read only under the share
name ADMINS. It is good practice to disable this feature when ever possible. To disable
administrative shares add the following to the registry:

Hive

HKEY_LOCAL_MACHINE

Key

\System\CurrentControlSet\Services\LanmanServer\Parameters

Value Name

AutoShareServer

Value Type

REG_DWORD

Value Data

0

Registry before changes

= Reqgiztry Editor - [HEEY_LOCAL_MACHIME on Local Machine]

ﬁﬂegistry Edit Tree “iew Securty Option: Window Help

— 3 inetaccs = ||CachedOpenLimit: REG_DCWORD - 0
— 3 Inport IFFStacksize : REG_DWWORD : Dx8
— 0 Jazzg300 Lrannounce : REG_DWORD : 0

—F Khdclass Size  REG_DWORD : 0x3
- KSecDD

- =] LanmanSenser

£ AutotunedPara
3 Enurn
Linkage

r Parameters
£ Security
Shares

— 55 Lanman'Warkstatic

— (3] Licenselnfo <
» 1| |

— ] Jazzg3kd MullZessionFipes : REG_MULTI_SZ : COMMAF COMMNOL
- 5 Jowl 4584 MullSessionShares : REG_MULTI_SZ : COMCFG DFS$

[ S

Registry after changes
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= Reqgiztry Editor - [HEEY_LOCAL_MACHIME on Local Machine]

[ Begistry Edit Tree View Secuty Options ‘Window Help =& =]
— G inetaccs o | AutoShareServer: REG DWORD - ()
— 3 Inport CachedOpenLimit: REG_DWORD : 0
— 0 Jazzg300 IRFStacksize : REG_DW0ORD : Dx8
— ] Jazzg3kd Lrmannounce : REG_DWwORD : 0
— 3] Jzwl 484 MullSessionFipes : REG_MULTI_SZ : COMMNAF COMMNOL
—F Khdclass MullSessionShares : REG_MULTI_SZ : COMCFG DFS$
— & KSechD Size: REG_DWORD : 0x3
- =] LanmanSenser
£ AutotunedPara
£ Enum
Linkage
£ Security
Shares
— 55 Lanman'Warkstatic
— 57 Licenszelnfo <
1] | 2 K | i

It is important to keep in mind when disabling administrative shares that their absence
make it more difficult to remotely administer, and some network applications rely on
those shares.

Network Access to the Registry
Network access to the registry is controlled by the permissions set on the Winreg registry

key. To restrict remote access to the registry, complete the following steps:

1. Locate the following key in the registry:

Hive HKEY_LOCAL_MACHINE\SYSTEM
Key \System\CurrentControlSet\Control\SecurePipeServers\Winreg

2. Select the Winreg key, click Security, then Permissions.
3. Set the Administrators permission to Full Control but make sure that no other user or

Reqgistry Key Permiszions |

Reqgizty Eey: Winreg
Dwrer:  SEMWEE A dministratars
[ Feplace Pemizsion on Existing Subleys

Hame:

enver SAdmiriztratars Full Cantral

Type of Access: IFuII Control j

Carnicel | Add... | Bemove | Help |
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group is listed. Then click ok.
More information on regulating network access to the registry can be obtained from the
Microsoft Knowledge Base Article ID: Q155363.

Section 7 Auditing

Auditing is a security feature built into Windows NT that allows the selection of
categories of events to be logged to a file. Events selected for auditing are stored in the
system and security logs, which can be viewed with the Event Viewer Utility.

Auditing Logon Failures
Auditing is crucial for monitoring events that reflect attempts made by an intruder to
logon. To enable auditing of logon failures complete the following steps:

1. Open User Manager, Click Policies then Audit;
2. Check the box under Failure that corresponds with Logon and Logoft.
3. Then click ok.

Audit Policy

Domain:  Domain oK
= Do Mot Audit
—{% Audit These Events;

Cancel

Succes:  Failure Help

Logan and Logaff I

dild]

File and Dbject Access I
Usze af User Rights N
IJzer and Group Managenent N
Securty Policy Changes r
Bestart, Shutdown, and System I_

Process Tracking |-

Il i i i i B

Event Viewer

The Event Viewer can be used to view the logs of audited events. It is important to
configure the log size and wrapping option in order to prevent the loss of critical logged
events. To change the settings do the following:

1. Open Event Viewer, click on Log, then Log Settings...
2. Make the changes, then click OK.
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Event Log Settings

LChange Settings for I.ﬁ.pplicatiun j Log ok

Cancel

I amirum Log Size: Kilobytes [B4K Increments] Drefault

Event Log Wrapping Help

dilils])

" Owenwrite Events as Needed

& Owenarite Events Older than I 7 E Days

" Do Mot Dwvenwite Events [Clear Log Manually]

It is important to configure the Event Log Setting in accordance to the variables and
environment in which it is used.

Security Configuration Manager

Security Configuration Manager (SCM) is an integrated security system that gives
administrators the ability to define and apply security configurations for Windows NT
Workstation and Windows NT Server installations. SCM also has the capability to
perform inspections of the installed systems by locating any degradation in the system's
security. (Source: Microsoft Knowledge Base Article ID: Q195227)

Security Configuration Manager can be downloaded at:
http://support.microsoft.com/support/kb/articles/q195/2/27.asp

Instructions on using Security Configuration Manager is available at:
http://www.microsoft.com/ntserver/security/techdetails/prodarch/securconfig.asp

Section 8 Keeping up

Securing Windows NT server is an ongoing battle. In order stay on top of the latest
security procedures, it is important to monitor security related web sites and bulletin
boards for newly discovered vulnerabilities.

Microsoft has a web site that is regularly updated with the latest patches and fixes. That
can be found at:
http://microsoft.com/technet/security/default.asp
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