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�

$EVWUDFW�
�
7KHUH�DUH�PDQ\�ODZV�LQ�$XVWUDOLD�UHODWHG�WR�SULYDF\�DQG�F\EHU�VHFXULW\�GRPDLQV��,Q�WKLV�
SDSHU��WKH�DXWKRU�LQWHQGV�WR�FROODWH�WKH�FXUUHQW�ODZV�UHODWHG�WR�SULYDF\�DQG�F\EHU�VHFXULW\�
GRPDLQV�VR�WKDW�LQWHUHVWHG�UHDGHUV�FRXOG�JHW�UHOHYDQW�LQIRUPDWLRQ�VSHFLILF�WR�$XVWUDOLD�LQ�
RQH�FRQFLVH�GRFXPHQW��$GGLWLRQDOO\��WKHUH�DUH�QR�LQGXVWU\�VSHFLILF�DFWV�RU�UHJXODWLRQV�OLNH�
+,3$$��62;�RU�*/%$��%HFDXVH�RI�WKLV��VRPH�RUJDQL]DWLRQV�GR�QRW�NQRZ�WKHLU�
REOLJDWLRQV�LQ�UHODWLRQ�WR�WKHVH�ODZV��
�
7KLV�SDSHU�SUHVHQWV�UHVHDUFK�RQ�WKH�FXUUHQW�DSSOLFDEOH�F\EHU�VHFXULW\�UHODWHG�ODZV��$FWV�
DQG�UHJXODWLRQV�SXEOLVKHG�E\�WKH�)HGHUDO�DQG�6WDWH�*RYHUQPHQWV��HVWDEOLVKHG�UHODWLRQVKLS�
ZLWK�RWKHU�DSSOLFDEOH�$FWV��SHUIRUPHG�D�JDS�DVVHVVPHQW�DQG�LGHQWLILHG�UHOHYDQW�LQGXVWU\�
IUDPHZRUNV�WKDW�FDQ�EH�DGRSWHG�DV�EHVW�SUDFWLFHV��)RU�HDVH�RI�IXWXUH�UHVHDUFK��WKH�VRXUFH�
RI�WKHVH�FXUUHQW�DUWHIDFWV�DQG�GDWDEDVH�DUH�FLWHG�IRU�WKURXJKRXW�WKH�GRFXPHQW��
�
'LVFODLPHU��&RQWHQWV�RI�WKLV�GRFXPHQW�PXVW�QRW�EH�FRQVWUXHG�DV�OHJDO�DGYLFH��5HDGHUV�DUH�
HQFRXUDJHG�WR�VHHN�OHJDO�DGYLFH�SULRU�WR�FRQVLGHUDWLRQ��
�
�
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���,QWURGXFWLRQ�
����� 3UHDPEOH�

2UJDQL]DWLRQV�GR�QRW�OLNH�WR�EH�LQ�WKH�IURQW�SDJH�KHDGOLQH�RI�WKH�QHZVSDSHUV�GXH�

WR�D�F\EHU�VHFXULW\�EUHDFK��7R�EH�WKH�JRRG�F\EHU�QHWL]HQ��PRVW�GR�WKH�ULJKW�WKLQJV�E\�

LPSOHPHQWLQJ�OD\HUHG�GHIHQVHV�XVLQJ�GLIIHUHQW�F\EHU�VHFXULW\�FRQWUROV��7KH�REMHFWLYH�RI�

VXFK�DFWLYLW\�LV�WR�HLWKHU�WKZDUW�RU�PLQLPL]H�F\EHU�LQWUXVLRQV��7KHVH�FRQWUROV�PLJKW�EH�

EDVHG�RQ�LQGXVWU\�EHVW�SUDFWLFHV�OLNH�WKH�1DWLRQDO�,QVWLWXWH�RI�6WDQGDUGV�DQG�7HFKQRORJ\�

1,67�63�����SXEOLFDWLRQV��&65&���������&HQWUH�IRU�,QWHUQHW�6HFXULW\�EHQFKPDUNV�

�&,6HFXULW\��������RU�EHVW�SUDFWLFHV�SXEOLVKHG�E\�YHQGRUV�OLNH�&LVFR��&LVFR���������

0LFURVRIW��0LFURVRIW���������,%0��,%0���������DQG�2UDFOH��2UDFOH���������$V�D�EHVW�

SUDFWLFH��VRPH�PD\�FKRRVH�VWDQGDUGV�VXFK�DV�,62��������,62��������ZKLFK�LV�D�JHQHULF�

,QIRUPDWLRQ�6HFXULW\�0DQDJHPHQW�6\VWHP��,606��RU�D�VSHFLILF�VWDQGDUG�OLNH�3D\PHQW�

&DUG�,QGXVWU\�±�'DWD�6HFXULW\�6WDQGDUG��3&,���������

,PSOHPHQWLQJ�VHFXULW\�FRQWUROV�FRVWV�PRQH\��6XFK�FRVWV�YDU\�IURP�LQGXVWU\�WR�

LQGXVWU\�DQG�RUJDQL]DWLRQ�WR�RUJDQL]DWLRQ��'XH�WR�WKLV��WKH�GHJUHH�DQG�GHSWK�RI�

LPSOHPHQWDWLRQ�RI�VXFK�FRQWUROV�YDULHV��0RVW�RUJDQL]DWLRQV�WUHDW�WKH�VHFXULW\�GHSDUWPHQW�

DQG�LWV�DFWLYLWLHV�DV�D�FRVW�FHQWHU�UDWKHU�WKDQ�D�EXVLQHVV�HQDEOHU��$Q�RUJDQL]DWLRQ�WKDW�

WUHDWV�VHFXULW\�DV�D�EXVLQHVV�HQDEOHU�PLJKW�KDYH�WKH�ULJKW�VHFXULW\�FRQWUROV�WR�PLQLPLVH�

PRVW�ULVNV�SRVHG�E\�YDULRXV�F\EHUVHFXULW\�WKUHDWV��:LVVHPDQ���������2Q�WKH�RWKHU�KDQG��

DQ�RUJDQL]DWLRQ�WKDW�VHHV�VHFXULW\�DV�D�FRVW�FHQWHU�PLJKW�QRW�DOORFDWH�HQRXJK�EXGJHW�WR�

SURWHFW�LWV�EXVLQHVV��)RU�VXFK�RUJDQL]DWLRQV��WKLV�PD\�OHDG�WR�XQLQWHQGHG�F\EHU�VHFXULW\�

EUHDFKHV�WKDW�UHVXOWV�LQ�LPSDFWV�VXFK�DV�ORVV�RI�FXVWRPHU�GDWD��UHSXWDWLRQ�GDPDJH��ORVV�RI�

UHYHQXH��LQWHUUXSWLRQ�WR�EXVLQHVV�DQG�OHJDO�FRQVHTXHQFHV��

6LQFH�RUJDQL]DWLRQV�DSSO\�GLVFUHWLRQ�LQ�VHFXULW\�VSHQGLQJ��RQH�ZD\�WR�IRUFH�WKHP�

WR�WDNH�WKH�ULJKW�DFWLRQ�LV�WR�PDQGDWH�FRPSOLDQFH�ZLWK�D�OHJLVODWLYH�RU�UHJXODWRU\�

IUDPHZRUN���6XFK�IUDPHZRUNV�SURYLGH�FRQILGHQFH��*UHHQZDOG��������WR�WKH�JHQHUDO�

SXEOLF�DQG�RU�WKH�RUJDQL]DWLRQDO�VWDNHKROGHUV�ZKR�HLWKHU�GHSHQG�RQ�VXFK�RUJDQL]DWLRQV�

IRU�WKHLU�EHQHILW�RU�WR�PLQLPL]H�WKH�VXSSO\�FKDLQ�ULVN��:LONHUVRQ���������,Q�WKH�FXUUHQW�

F\EHU�FRQQHFWHG�ZRUOG��LW�LV�LPSRUWDQW�WR�QRWH�WKH�IDFW��Cyber-security risks in the supply 
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chain��������WKDW�WKH�SHUSHWUDWRUV�SUH\�RQ�XSVWUHDP�RU�GRZQVWUHDP�VXSSO\�FKDLQ�SURYLGHU�

RI�DQ�RUJDQL]DWLRQ�WR�FRPPLW�F\EHUVHFXULW\�EUHDFK��+HQFH�LW�LV�LPSRUWDQW�IRU�WKHVH�

VXSSO\�FKDLQ�SURYLGHUV�WR�EH�DZDUH�RI�WKHLU�OHJDO�DQG�UHJXODWRU\�REOLJDWLRQV��

,Q�WKH�HYHQW�RI�D�F\EHU�VHFXULW\�EUHDFK��RQH�RI�WKH�NH\�LPSDFWV�WR�DQ�RUJDQL]DWLRQ�

LV�WKH�OHJDO�FRQVHTXHQFHV��*HUPDQR�	�*ROGPDQ���������7KLV�FRXOG�PDNH�RU�EUHDN�DQ�

RUJDQL]DWLRQ�LI�LW�LV�FDXJKW�RII�JXDUG�LQ�LWV�FRPSOLDQFH�ZLWK�OHJDO��OHJLVODWLYH�RU�UHJXODWRU\�

REOLJDWLRQV��+HQFH�VXFK�RUJDQL]DWLRQV�ZRXOG�OLNH�WR�EH�LQ�D�SRVLWLRQ�WR�SURYH�WR�WKH�ODZ�

HQIRUFHPHQW�DJHQFLHV�WKDW�WKH\�FRPSOLHG�ZLWK�WKH�UHOHYDQW�OHJLVODWLRQ�RU�D�UHJXODWLRQ��7KH�

ILUVW�VWHS�LQ�WKLV�MRXUQH\�LV�IRU�VHQLRU�PDQDJHPHQW�WR�XQGHUVWDQG�WKH�OHJDO�DQG�UHJXODWRU\�

UHTXLUHPHQWV�DQG�REOLJDWLRQV���

7KHUH�DUH�YDULRXV�GLVFXVVLRQV�DFURVV�WKH�JOREH�DERXW�WKH�DGYDQWDJHV�DQG�

GLVDGYDQWDJHV�RI�HQIRUFHDEOH�UHJXODWRU\�DUUDQJHPHQWV�YHUVXV�YROXQWDU\��VHOI�UHJXODWLRQ�

DQG�LQGXVWU\�JXLGHOLQHV�WR�VXSSRUW�LPSURYHG�FRQWURO�RI�F\EHU�VHFXULW\��7KLV�SDSHU�GRHV�

QRW�DGGUHVV�VXFK�SURV�DQG�FRQV��LQVWHDG�LWV�IRFXV�LV�WR�SURYLGH�VRPH�LQIRUPDWLRQ�RQ�WKH�

REOLJDWLRQV�LPSRVHG�E\�YDULRXV�UHJXODWRU\�DQG�OHJLVODWLYH�DXWKRULWLHV�ZLWKLQ�WKH�

&RPPRQZHDOWK�RI�$XVWUDOLD��)XUWKHU�WKLV�GRFXPHQW�DOVR�FRYHUV�DUWHIDFWV�IURP�VRPH�RI�

WKH�NH\�YROXQWDU\�DQG�VHOI�UHJXODWHG�JRYHUQLQJ�ERGLHV��

����� 'RFXPHQW�&RYHUDJH�
7KLV�GRFXPHQW�FROODWHV�PDQ\�RI�WKH�F\EHUVHFXULW\�UHODWHG�OHJDO�DQG�UHJXODWRU\�

UHTXLUHPHQWV�RI�WKH�)HGHUDO�*RYHUQPHQW�RI�$XVWUDOLD��NQRZQ�WR�WKH�DXWKRU�DW�WKH�WLPH�RI�

ZULWLQJ�WKLV�SDSHU�6RPH�RI�WKH�VWDWH�VSHFLILF��9LFWRULD�DQG�6RXWK�$XVWUDOLD��UHTXLUHPHQWV�

DUH�DOVR�GRFXPHQWHG�IRU�WKH�UHDGHUV�WR�SURYLGH�DQ�LQVLJKW�KRZ�VRPH�RI�WKH�VWDWH�DQG�

IHGHUDO�ODZV�GLIIHU��)RU�FHUWDLQ�GRPDLQV��VXFK�DV�3ULYDF\�/DZV��WKHUH�FRXOG�EH�ERWK�VWDWH�

DQG�IHGHUDO�ODZV�WKDW�DSSO\�WR�DQ�RUJDQL]DWLRQ�RSHUDWLQJ�LQ�D�SDUWLFXODU�VWDWH��5HDGHUV�DUH�

DGYLVHG�WR�FRPSDUH�ERWK�ODZV�DQG�FRPSO\�ZLWK�WKH�RQH�WKDW�LV�EURDGHU�DQG�UHVWULFWLYH�WKDQ�

WKH�RWKHU�VR�WKDW�WKHUH�LV�DGHTXDWH�FRYHUDJH�RI�ERWK�ODZV��

7KH�FXUUHQW�OHJDO�DQG�UHJXODWRU\�HQYLURQPHQW�LQ�$XVWUDOLD�LV�EULHIO\�FRYHUHG�LQ�

6HFWLRQ����5HDGHUV�FDQ�TXLFNO\�ORRN�DW�7DEOH���DQG�DVFHUWDLQ�ZKHWKHU�D�SDUWLFXODU�

UHJXODWRU\�REOLJDWLRQ�DSSOLHV�RU�D�UHOHYDQW�YROXQWDU\�JXLGHOLQH�LV�WKH�DQVZHU�IRU�DGRSWLQJ�
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JRRG�SUDFWLFHV�LQ�F\EHUVHFXULW\�GRPDLQ��7KLV�VHFWLRQ�DOVR�VXPPDULVHV�WKH�YDULRXV�IHGHUDO�

DQG�VWDWH�OHJLVODWLRQ�GDWDEDVH�IRU�WKH�FRQYHQLHQFH�RI�WKH�UHDGHU��

&RPPRQ�OHJLVODWLYH�REOLJDWLRQV�DSSO\�WR�PRVW�RI�WKH�JRYHUQPHQW�DJHQFLHV�DQG�

SULYDWH�RUJDQL]DWLRQV��2WKHU�FRPSOLPHQWDU\�OHJLVODWLYH�$FWV�IRU�WKH�IRXU�NH\�REOLJDWLRQV�

DUH�VXPPDULVHG�LQ�WKLV�VHFWLRQ��7KRVH�REOLJDWLRQV�DQG�WKHLU�VRXUFH�DUH�GRFXPHQWHG�LQ�

7DEOH���LQ�6HFWLRQ�����

9ROXQWDU\�JXLGHOLQHV�IRU�WKH�NH\�LQGXVWU\�YHUWLFDOV�DQG�JRYHUQPHQW�DJHQFLHV��QLQH�

LQ�WRWDO��DUH�GRFXPHQWHG�LQ�6HFWLRQ����5HDGHUV�DUH�UHPLQGHG�WKDW�WKH\�DUH�UHTXLUHG�WR�GR�

GXH�GLOLJHQFH�EHIRUH�DGRSWLQJ�WKHVH�JXLGHOLQHV��

6HFWLRQ���ZUDSV�XS�WKH�SDSHU�KLJKOLJKWLQJ�WKH�LPSRUWDQFH�RI�FRPSOLDQFH�ZLWK�

UHJXODWRU\�REOLJDWLRQV�DQG�EHQHILWV�RI�DGRSWLRQ�RI�YROXQWDU\�F\EHUVHFXULW\�UHODWHG�

JXLGHOLQHV��$�IHZ�WRSLFV�IRU�IXUWKHU�UHVHDUFK�LQ�WKLV�GRPDLQ�DUH�DOVR�KLJKOLJKWHG��

���7KH�/HJDO��/HJLVODWLYH�DQG�5HJXODWRU\�(QYLURQPHQW�
7KH�NH\�TXHVWLRQ�PRVW�RI�WKH�RUJDQL]DWLRQV��VHFXULW\�SUDFWLWLRQHUV�DQG�OHJDO�

FRXQVHOV�LQ�$XVWUDOLD�VKRXOG�DVN�LV�ZKHWKHU�WKH\�KDYH�HQRXJK�JXLGDQFH�HLWKHU�IURP�WKH�

VWDWH�RU�WKH�IHGHUDO�JRYHUQPHQW�SHUWDLQLQJ�WR�DQ�RUJDQL]DWLRQ¶V�F\EHUVHFXULW\�REOLJDWLRQV��

,I�WKH�DQVZHU�LV�³\HV´��ZKDW�LV�WKH�JXLGDQFH"�,I�³QR´��ZKHUH�FDQ�WKLV�LQIRUPDWLRQ�EH�

IRXQG"�

7KH�SRSXODU�LQGXVWU\�DQG�JRYHUQPHQW�VHFWRUV�LQ�$XVWUDOLD�ZHUH�DQDO\]HG�DJDLQVW�

WKH�DYDLODEOH�F\EHUVHFXULW\�UHODWHG�YROXQWDU\�JXLGDQFH��ODZV��UHJXODWLRQ�DQG�OHJLVODWLRQ�

DQG�D�VXPPDUL]HG�YHUVLRQ�RI�WKH�ILQGLQJV�LV�SUHVHQWHG�LQ�7DEOH����7KH�ILUVW�FROXPQ�

LGHQWLILHV�WKH�LQGXVWU\�VHFWRU�DQG�WKH�QH[W�FROXPQ�SURYLGHV�EULHI�FRPPHQWDU\�DERXW�WKH�

VXSSRUWLQJ�F\EHU�VHFXULW\�JXLGDQFH�DUWHIDFWV��,QWHUHVWHG�UHDGHUV�FDQ�XVH�WKLV�WDEOH�DV�D�

VWDUWLQJ�SRLQW�LQ�WKHLU�XQGHUVWDQGLQJ�RI�DSSOLFDEOH�JXLGDQFH�IRU�D�SDUWLFXODU�VHFWRU��0RUH�

LQIRUPDWLRQ�RQ�WKHVH�DUWHIDFWV�DUH�GRFXPHQWHG�LQ�WKH�IXUWKHU�VHFWLRQV�RI�WKLV�SDSHU���

,W�PXVW�EH�QRWHG�WKDW�WKHUH�DUH�D�IHZ�F\EHU�VHFXULW\�UHODWHG�OHJDO��OHJLVODWLYH�DQG�

UHJXODWRU\�REOLJDWLRQV�DSSOLFDEOH�IRU�DOO�LQGXVWU\�VHFWRUV�LQFOXGLQJ�JRYHUQPHQW�DJHQFLHV��

7DEOH���KLJKOLJKWV�WKH�VSHFLILF�DUWHIDFW�WKDW�DSSOLHV�WR�D�VHFWRU�RWKHU�WKDQ�WKH�FRPPRQ�



$XVWUDOLDQ�3ULYDF\�	�&\EHUVHFXULW\�/DZV ��
�

%DEX�9HHUDSSD�6ULQLYDV��EDEXVHHQX#JPDLO�FRP� �

REOLJDWLRQV�OLVWHG�KHUH��7KH�DUWHIDFWV�WKDW�FRPPRQO\�DSSO\�WR�DOO�SULYDWH�RUJDQL]DWLRQV�DQG�

JRYHUQPHQW�DJHQFLHV�DUH��

x� $XVWUDOLDQ�3ULYDF\�3ULQFLSOHV��$33��±�7KH�QHZ�$33V�DUH�SDUW�RI�WKH�DPHQGPHQW�

WR�3ULYDF\�$FW�������&WK��ZKLFK�KDV�HQGHG�WKH�FRPSOH[LW\�DQG�FRQIXVLRQ�LQ�WKH�

DSSOLFDWLRQV�RI�SULYDF\�ODZV�E\�FUHDWLQJ�D�VHW�RI�$33V�WKDW�ZLOO�DSSO\�WR�ERWK�

IHGHUDO�JRYHUQPHQW�DJHQFLHV�DQG�SULYDWH�VHFWRU�RUJDQL]DWLRQV��7KHVH�$33V�ZLOO�

UHJXODWH�WKH�FROOHFWLRQ��KROGLQJ��XVH�DQG�GLVFORVXUH�RI�SHUVRQDO�LQIRUPDWLRQ�WKDW�LV�

LQFOXGHG�LQ�UHFRUGV���7KH\�DSSO\�WR�JRYHUQPHQW�DQG�SULYDWH�RUJDQL]DWLRQV�KDYLQJ�

PRUH�WKDQ����$8'�PLOOLRQ�DQQXDO�WXUQRYHU��

x� &\EHUFULPH�$FW�±�7KLV�$FW�RIIHUV�PRUH�FRPSUHKHQVLYH�UHJXODWLRQ�RI�FRPSXWHU�

DQG�,QWHUQHW�UHODWHG�RIIHQFHV�VXFK�DV�XQODZIXO�DFFHVV�DQG�FRPSXWHU�WUHVSDVV��

GDPDJLQJ�GDWD�DQG�LPSHGLQJ�DFFHVV�WR�FRPSXWHUV��WKHIW�RI�GDWD��FRPSXWHU�IUDXG��

F\EHU�VWDONLQJ�DQG�KDUDVVPHQW�DQG�SRVVHVVLRQ�RI�FKLOG�SRUQRJUDSK\��,W�FUHDWHG�D�

QXPEHU�RI�LQYHVWLJDWLRQ�SRZHUV�DQG�FULPLQDO�RIIHQVHV�GHVLJQHG�WR�SURWHFW�WKH�

VHFXULW\��UHOLDELOLW\��DQG�LQWHJULW\�RI�FRPSXWHU�GDWD�DQG�HOHFWURQLF�

FRPPXQLFDWLRQV��)XUWKHU��LW�HQKDQFHV�WKH�DSSOLFDELOLW\�RI�WKH�H[LVWLQJ�VHDUFK�DQG�

VHL]XUH�SURYLVLRQV�UHODWLQJ�WR�HOHFWURQLFDOO\�VWRUHG�GDWD��

x� 6SDP�$FW�±�7KLV�$FW�HVWDEOLVKHV�D�VFKHPH�IRU�WKH�UHJXODWLRQ�RI�FRPPHUFLDO�HPDLO�

DQG�RWKHU�W\SHV�RI�HOHFWURQLF�PHVVDJHV��,W�UHVWULFWV�XQDXWKRUL]HG��XQVROLFLWHG�

HOHFWURQLF�PHVVDJHV�ZLWK�VRPH�H[HPSWLRQV��5XOHV�IRU�FRQVHQW��LGHQWLILFDWLRQ�RI�

WKH�VHQGHU�DQG�WKH�XQVXEVFULEH�IHDWXUHV�DUH�H[SODLQHG�LQ�WKLV�$FW��7KLV�$FW�LV�

UHJXODWHG�E\�WKH�³$XVWUDOLDQ�&RPPXQLFDWLRQV�DQG�0HGLD�$XWKRULW\�´�

x� 7HOHFRPPXQLFDWLRQV��,QWHUFHSWLRQ�DQG�$FFHVV��$FW�±�7KH�SULPDU\�REMHFWLYH�RI�

WKLV�$FW�LV�WR�SURWHFW�WKH�SULYDF\�RI�LQGLYLGXDOV�ZKR�XVH�WKH�$XVWUDOLDQ�

WHOHFRPPXQLFDWLRQ�V\VWHPV��$QRWKHU�SXUSRVH�LV�WR�VSHFLI\�WKH�FLUFXPVWDQFHV�

XQGHU�ZKLFK�LW�LV�ODZIXO�IRU�LQWHUFHSWLRQ�RI��RU�DFFHVV�WR��FRPPXQLFDWLRQV�WR�WDNH�

SODFH��7KLV�$FW�FRYHUV�ERWK�VWRUHG�DQG�UHDO�WLPH�FRPPXQLFDWLRQV��

�

3ULQFLSOH���RI�$XVWUDOLDQ�6WRFN�([FKDQJH��$6;��³&RUSRUDWH�*RYHUQDQFH�

3ULQFLSOHV�DQG�5HFRPPHQGDWLRQV´�DSSOLHV�WR�DOO�RUJDQL]DWLRQV�OLVWHG�LQ�WKH�([FKDQJH��
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6LPLODUO\�VRPH�DUWHIDFWV�IURP�$XVWUDOLDQ�3UXGHQWLDO�5HJXODWRU\�$XWKRULW\��$35$��DSSO\�

WR�EDQNLQJ�DQG�ILQDQFLDO�VHFWRU�RUJDQL]DWLRQV��$GGLWLRQDOO\�RUJDQL]DWLRQV�WKDW�SURFHVV�

FUHGLW�FDUG�LQIRUPDWLRQ�DUH�REOLJDWHG�WR�FRPSO\�ZLWK�3D\PHQW�&DUG�,QGXVWU\�±�'DWD�

6HFXULW\�6WDQGDUG��3&,�'66��DV�PDQGDWHG�E\�WKH�UHVSHFWLYH�SD\PHQW�JDWHZD\V��7KLV�

LQFOXGHV�FKDULWLHV�ZKR�DFFHSW�GRQDWLRQV�YLD�FUHGLW�FDUGV��:LWK�PLQRU�PRGLILFDWLRQV�

RUJDQL]DWLRQV�WKDW�IDOO�XQGHU�WKH�FULWLFDO�LQIUDVWUXFWXUHV�FDWHJRU\�FDQ�XVH�3URWHFWLYH�

6HFXULW\�3ROLF\�)UDPHZRUN��363)��DQG�,QIRUPDWLRQ�6HFXULW\�0DQXDO��,60��DV�D�JRRG�

IUDPHZRUN�WR�LPSURYH�F\EHUVHFXULW\�SRVWXUH��

Table 1 -- Summary of Applicability�

6HFWRU� &RPPHQWDU\�

%DQNLQJ�DQG�)LQDQFH�

$35$�&3*�����DQG�33*������UHOHYDQW�VXE�VHFWLRQV�RI�VHFWLRQ�

5*����RI�$)6/�OLFHQVH�REOLJDWLRQ��5*��������DQG�5*�

���������$GGLWLRQDOO\�UHFRPPHQGHG�WR�IROORZ�,62����������

DQG�&2%,7����

)HGHUDO�*RYHUQPHQW�
$XVWUDOLDQ�*RYHUQPHQW�3URWHFWLYH�6HFXULW\�3ROLF\�)UDPHZRUN�

�363)��DQG�,QIRUPDWLRQ�6HFXULW\�0DQXDO��,60��

+HDOWKFDUH�3URYLGHUV�

5R\DO�$XVWUDOLDQ�&ROOHJH�RI�*HQHUDO�3UDFWLWLRQHUV��5$&*3��

&RPSXWHU�DQG�,QIRUPDWLRQ�6HFXULW\�6WDQGDUGV��1DWLRQDO�+HDOWK�

DQG�0HGLFDO�5HVHDUFK�&RXQFLO¶V�³7KH�UHJXODWLRQ�RI�KHDOWK�

LQIRUPDWLRQ�SULYDF\�LQ�$XVWUDOLD´��$GGLWLRQDOO\�UHFRPPHQGHG�

WR�IROORZ�,62����������DQG�&2%,7����

,QWHUQHW�6HUYLFH�

3URYLGHUV�

&RPPXQLFDWLRQV�$OOLDQFH�&���������LFRGH��$XVWUDOLDQ�

&RPPXQLFDWLRQV�DQG�0HGLD�$XWKRULW\¶V�³$XVWUDOLDQ�,QWHUQHW�

6HFXULW\�,QLWLDWLYH´��$&0$���������7HOHFRPPXQLFDWLRQV�

�,QWHUFHSWLRQ��DQG�/LVWHQLQJ�'HYLFH�$PHQGPHQW�$FW��

$GGLWLRQDOO\�UHFRPPHQGHG�WR�IROORZ�,62����������DQG�&2%,7�

���

0DQXIDFWXULQJ� 1RQH��UHFRPPHQGHG�WR�IROORZ�,62����������DQG�&2%,7���
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6HFWRU� &RPPHQWDU\�

0LQLQJ�
1RQH��UHFRPPHQGHG�WR�IROORZ�,62����������,62�������DQG�

&2%,7���

5HWDLOHUV� 1RQH��UHFRPPHQGHG�WR�IROORZ�,62����������DQG�&2%,7���

6WDWH�*RYHUQPHQW�

1RQH��EXW�LQFUHDVLQJO\�YDULRXV�VWDWHV�DUH�XVLQJ�363)�DQG�,60�

DQG�WKH�EDVHOLQH��5HDGHUV�PXFK�FKHFN�WKHLU�SDUWLFXODU�VWDWH¶V�

UHTXLUHPHQW�SXEOLVKHG�E\�WKH�VWDWH�JRYHUQPHQW��

7HOHFRPPXQLFDWLRQV�

3URYLGHUV�

7HOHFRPPXQLFDWLRQV��,QWHUFHSWLRQ��DQG�/LVWHQLQJ�'HYLFH�

$PHQGPHQW�$FW��$XVWUDOLDQ�&RPPXQLFDWLRQV�DQG�0HGLD�

$XWKRULW\¶V�³$XVWUDOLDQ�,QWHUQHW�6HFXULW\�,QLWLDWLYH´��$&0$��

�������$GGLWLRQDOO\�UHFRPPHQGHG�WR�IROORZ�,62����������DQG�

&2%,7����

8WLOLWLHV��
1RQH��UHFRPPHQGHG�WR�IROORZ�,62����������,62��������

&2%,7���DQG�1(5&�&,3�9��

�

8SRQ�D�UHYLHZ�RI�WKH�FXUUHQW�SXEOLVKHG�F\EHUVHFXULW\�UHODWHG�ODZV�DQG�

UHJXODWLRQV��LW�LV�HYLGHQW�WKDW�$XVWUDOLD�KDV�D�IHZ�JHQHUDO�F\EHUVHFXULW\�UHODWHG�ODZV�EXW�LV�

PLVVLQJ�VRPH�RI�WKH�LQGXVWU\�VSHFLILF�UHJXODWLRQV��([DPSOHV�RI�PLVVLQJ�UHJXODWRU\�

IUDPHZRUNV�DUH�RQHV�VLPLODU�WR�WKH�8QLWHG�6WDWHV�+HDOWK�,QVXUDQFH�3RUWDELOLW\�DQG�

$FFRXQWDELOLW\�$FW��+,3$$��DQG�1RUWK�$PHULFDQ�(QHUJ\�5HOLDELOLW\�&RUSRUDWLRQ¶V�

&ULWLFDO�,QIUDVWUXFWXUH�3URWHFWLRQ��1(5&�&,3��FRQWUROV��

)RU�WKRVH�PLVVLQJ�UHJXODWRU\�IUDPHZRUNV�LQ�$XVWUDOLD��LW�LV�D�UHFRPPHQGHG�

SUDFWLFH�IRU�WKH�$XVWUDOLDQ�RUJDQL]DWLRQV�WR�DGRSW�VRPH�RI�WKH�UHJXODWRU\�IUDPHZRUNV�

IURP�WKH�8QLWHG�6WDWHV��86��RU�(XURSH��7KLV�ZLOO�SURYLGH�D�JRRG�KHDG�VWDUW�LI�VXFK�

UHJXODWRU\�IUDPHZRUNV�DUH�PDQGDWHG�LQ�WKH�QHDU�IXWXUH��2QH�VXFK�H[DPSOH�LV�WKH�

UHFRPPHQGDWLRQ��$6,&��������RI�WKH�$XVWUDOLDQ�6HFXULWLHV�DQG�,QYHVWPHQW�&RUSRUDWLRQ¶V�

�$6,&��DGYLFH�WR�DGRSW�1,67�&\EHU�6HFXULW\�)UDPHZRUN�IRU�&ULWLFDO�,QIUDVWUXFWXUH�E\�

RUJDQL]DWLRQV�OLVWHG�LQ�WKH�$6;��6LPLODUO\��DGRSWLRQ�RI�1(5&�&,3�IUDPHZRUN�E\�WKH�

$XVWUDOLDQ�HQHUJ\�VXSSOLHUV�FDQ�SURYLGH�WKHVH�VXSSOLHUV�DQ�DGYDQWDJH�RYHU�RWKHUV�ZKR�GR�
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QRW��LI�FRPSOLDQFH�ZLWK�D�UHJXODWRU\�IUDPHZRUN�LV�HYHU�PDQGDWHG�E\�WKH�$XVWUDOLDQ�

(QHUJ\�5HJXODWRU��$(5���

6LQFH�WKH�F\EHU�WKUHDWV�DUH�HYROYLQJ�UDSLGO\��9HUL]RQ��������DQG�DIIHFWLQJ�HYHU\�

LQGXVWU\�DQG�JRYHUQPHQW�VHFWRU��WKH�UHJXODWRU\�RU�WKH�JRYHUQLQJ�ERGLHV�DUH�LQYHVWLQJ�WLPH�

DQG�HIIRUWV�LQ�SXEOLVKLQJ�ODWHVW�JXLGDQFH�UHODWHG�WR�F\EHU�VHFXULW\��5HDGHUV�RI�WKLV�

GRFXPHQW�DUH�HQFRXUDJHG�WR�UHVHDUFK�VSHFLILF�JXLGDQFH�DQG�REOLJDWLRQV�LPSRVHG�E\�WKHLU�

UHOHYDQW�JRYHUQLQJ�DXWKRULW\�IRU�WKH�ODWHVW�LQIRUPDWLRQ���

���&RPPRQ�/HJLVODWLYH�2EOLJDWLRQV�
0RVW�GHYHORSHG�QDWLRQV�KDYH�VRPH�VRUW�RI�F\EHUVHFXULW\�VWUDWHJ\��Cybersecurity 

policy making at a turning point��������LQ�SODFH��7KLV�HPSKDVL]HV�WKDW�WKHUH�DUH�VRPH�

OHJLVODWLYH�DQG�UHJXODWRU\�REOLJDWLRQV�WKDW�H[SHFW�EHKDYLRXU�RI�HDFK�LQ�F\EHUVSDFH��7KLV�LQ�

WXUQ�SURYLGHV�FRQILGHQFH�WR�WKH�VWDNHKROGHUV�DQG�JRYHUQPHQW�WKDW�WKH�RUJDQL]DWLRQV�DFW�

GLOLJHQWO\�WR�VDIHJXDUG�VHQVLWLYH�GDWD�DQG�SHUVRQDO�LQIRUPDWLRQ��7KLV�VHFWLRQ�GRFXPHQWV�

VRPH�RI�WKH�FRPPRQ�OHJLVODWLYH�DQG�UHJXODWRU\�IUDPHZRUNV�WKDW�DUH�REOLJDWHG�XSRQ�WKH�

JRYHUQPHQW�DQG�SULYDWH�EXVLQHVV�LQ�$XVWUDOLD���

����� 3ULYDF\�$FW�������&WK��DQG�LWV�$XVWUDOLDQ�3ULYDF\�3ULQFLSOHV�
7KLV�IHGHUDO�3ULYDF\�$FW�DQG�LWV�DVVRFLDWHG�3ULYDF\�3ULQFLSOHV�DSSO\�WR�DOO�

JRYHUQPHQW�DJHQFLHV�DQG�SULYDWH�VHFWRU�HQWLWLHV�ZLWK�DQ�DQQXDO�WXUQRYHU�RI�DW�OHDVW�WKUHH�

PLOOLRQ�$XVWUDOLDQ�GROODUV��7KH�SULYDWH�VHFWRU�HQWLWLHV�FDQ�EH�DQ�LQGLYLGXDO��ERG\�

FRUSRUDWH��SDUWQHUVKLS��D�WUXVW�RU�DQ�XQLQFRUSRUDWHG�DVVRFLDWLRQ��7KLV�$FW�KDV�VLJQLILFDQWO\�

VWUHQJWKHQHG�WKH�SRZHUV�RI�WKH�3ULYDF\�&RPPLVVLRQHU�LQ�UHODWLRQ�WR�LPSRVLQJ�ILQHV��XS�WR�

�����PLOOLRQ�$8'�IRU�RUJDQL]DWLRQV�DQG�XS�WR����������$8'�IRU�LQGLYLGXDOV��IRU�VHULRXV�

3ULYDF\�$FW�EUHDFK�DQG�WR�FRQGXFW�LQGHSHQGHQW�LQYHVWLJDWLRQ���

,Q�WKH�FRQWH[W�RI�WKLV�IHGHUDO�$FW��3HUVRQDO�,QIRUPDWLRQ��3HUVRQDO�'DWD��PHDQV�

LQIRUPDWLRQ�RU�DQ�RSLQLRQ�DERXW�DQ�LGHQWLILHG�LQGLYLGXDO��RU�DQ�LQGLYLGXDO�ZKR�LV�

UHDVRQDEO\�LGHQWLILDEOH��ZKHWKHU�WKH�LQIRUPDWLRQ�RU�RSLQLRQ�LV�WUXH�RU�QRW��DQG�ZKHWKHU�WKH�

LQIRUPDWLRQ�RU�RSLQLRQ�LV�UHFRUGHG�LQ�PDWHULDO�IRUP�RU�QRW��6HQVLWLYH�,QIRUPDWLRQ�

�3HUVRQDO�'DWD��PHDQV�LQIRUPDWLRQ�RU�DQ�RSLQLRQ�DERXW�KHDOWK�LQIRUPDWLRQ��FULPLQDO�

UHFRUG��VH[XDO�RULHQWDWLRQ��UHOLJLRXV�EHOLHIV��UDFLDO�RU�HWKQLF�RULJLQ��ELRPHWULF�LQIRUPDWLRQ�
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DQG��RU�JHQHWLF�LQIRUPDWLRQ��7KHUH�DUH�VSHFLILF�UXOHV�GHILQHG�RQ�KRZ�SHUVRQDO�DQG�

VHQVLWLYH�LQIRUPDWLRQ�FDQ�EH�FROOHFWHG��SURFHVVHG�DQG�RU�WUDQVIHUUHG�WR�RWKHU�HQWLWLHV��

$OWKRXJK�EUHDFK�QRWLILFDWLRQ�LV�not mandatory,�WKH�2IILFH�RI�WKH�$XVWUDOLDQ�,QIRUPDWLRQ�

&RPPLVVLRQHU��2$,&��KDV�UHOHDVHG�JXLGDQFH�RQ�KRZ�DQG�ZKHQ�WR�UHOHDVH�EUHDFK�

QRWLILFDWLRQ��$V�D�EHVW�SUDFWLFH�2$,&�KLJKO\�UHFRPPHQGV�WR�IROORZ�GDWD�EUHDFK�

QRWLILFDWLRQ�JXLGHOLQHV���7KH�$XVWUDOLDQ�/DZ�5HIRUP�&RPPLVVLRQ��$/5&��KDV�

UHFRPPHQGHG�WKDW�WKH�3ULYDF\�$FW�EH�DPHQGHG�WR�LPSRVH�D�PDQGDWRU\�REOLJDWLRQ�WR�

QRWLI\�WKH�3ULYDF\�&RPPLVVLRQHU�DQG�DIIHFWHG�LQGLYLGXDOV�LQ�WKH�HYHQW�RI�D�GDWD�EUHDFK�

WKDW�FRXOG�JLYH�ULVH�WR�D�UHDO�ULVN�RI�VHULRXV�KDUP�WR�DIIHFWHG�LQGLYLGXDOV��5HDGHUV�RI�WKLV�

SDSHU�VKRXOG�NHHS�DQ�H\H�RQ�WKH�IXWXUH�FKDQJHV�LQ�EUHDFK�UHSRUWLQJ�REOLJDWLRQV��

0RVW�RI�WKH�VWDWHV�DQG�WHUULWRULHV�KDYH�WKHLU�RZQ�GDWD�SURWHFWLRQ�OHJLVODWLRQ�

DSSO\LQJ�WR�ERWK�6WDWH�*RYHUQPHQW�DJHQFLHV�DQG�SULYDWH�RUJDQL]DWLRQV�WKDW�LQWHUDFW�ZLWK�

WKH�JRYHUQPHQW��7KHUH�DUH�RWKHU�LQGXVWU\�RU�VHFWRU�VSHFLILF�GDWD�SURWHFWLRQ���SULYDF\�$FWV�

EXW�WKRVH�DUH�QRW�FRYHUHG�LQ�WKLV�VHFWLRQ�RI�WKH�SDSHU��,W�ZLOO�EH�VXPPDUL]HG�LQ�WKH�

UHOHYDQW�VHFWRU�VSHFLILF�REOLJDWLRQV�VHFWLRQ��7KH�DXWKRU�UHFRPPHQGV�WKH�UHDGHU�RI�WKLV�

SDSHU�WR�IDPLOLDUL]H�WKHPVHOYHV�ZLWK�WKH�SULYDF\�REOLJDWLRQV�LPSRVHG�E\�WKH�LQGLYLGXDO�

VWDWHV��7KH�6WDWH�*RYHUQPHQW��H[FHSW�6RXWK�$XVWUDOLD�DQG�:HVWHUQ�$XVWUDOLD��DQG�

7HUULWRULHV�3ULYDF\�$FWV�DUH��

x� 3ULYDF\�DQG�'DWD�3URWHFWLRQ�$FW������±�9LFWRULD�

x� 3HUVRQDO�,QIRUPDWLRQ�3URWHFWLRQ�$FW������±�1HZ�6RXWK�:DOHV�

x� 3ULYDF\�DQG�,QIRUPDWLRQ�3ULYDF\�$FW������±�4XHHQVODQG��

x� 3HUVRQDO�,QIRUPDWLRQ�3URWHFWLRQ�$FW������±�7DVPDQLD��

x� ,QIRUPDWLRQ�3ULYDF\�$FW������±�$XVWUDOLDQ�&DSLWDO�7HUULWRU\�

x� ,QIRUPDWLRQ�$FW������±�1RUWKHUQ�7HUULWRU\�

,Q�$XVWUDOLD��PRVW�VWDWH�JRYHUQPHQWV�WHQG�WR�IROORZ�IHGHUDO�JRYHUQPHQW�$FWV��DOVR�

NQRZQ�DV�&RPPRQZHDOWK�$FWV���7R�HQVXUH�WKDW�WKHUH�LV�DGHTXDWH�FRYHUDJH�RI�ERWK�

IHGHUDO�DQG�VWDWH�ODZV��UHDGHUV�DUH�DGYLVHG�WR�FRPSDUH�ERWK�ODZV�DQG�FRPSO\�ZLWK�WKH�RQH�

WKDW�LV�EURDGHU�LQ�VFRSH�DQG�UHVWULFWLYH�LQ�GHWDLO�WKDQ�WKH�RWKHU��
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����� &\EHUFULPH�$FW������
7KLV�OHJLVODWLRQ�ZDV�HQDFWHG�GXH�WR�VRPH�RI�WKH�SRSXODU�YLUXVHV�RI�ODWH�����V��7KH�

$XVWUDOLDQ�*RYHUQPHQW�KRSHG�WKDW�WKLV�$FW�ZLOO�DFW�DV�D�GHWHUUHQW�RI�F\EHUFULPHV�WKDW�ZDV�

LQFUHDVLQJ�DW�D�UDSLG�SDFH��%RXOWRQ���������9DULRXV�LQGXVWU\�DQDO\VWV�VDZ�WKLV�DV�D�NQHH�

MHUN�UHDFWLRQ�WR�WKH�KLJKO\�SXEOLFL]HG�YLUXV�DWWDFNV�VXFK�DV�³0HOLVVD´��³,�/29(�<28´�

DQG�³&RGH�5HG´��()$����������$FFRUGLQJ�WR�WKLV�ODZ�WKH�GHILQLWLRQ�RI�D�³FRPSXWHU´�LV�QRW�

RQO\�D�GHVNWRS�RU�ODSWRS�FRPSXWHU��EXW�DOVR�D�WDEOHW�RU�VPDUWSKRQH��6LPLODUO\�WKH�

GHILQLWLRQ�RI�D�³QHWZRUN´�LV�EURDGHU�WKDQ�WKH�,QWHUQHW��LW�LQFOXGHV�D�FRUSRUDWH�LQWUDQHW�DQG�

HYHQ�WKH�YDULRXV�GHYLFHV�DW�DQ�LQGLYLGXDO¶V�KRPH�FRQQHFWHG�HLWKHU�E\�FDEOHV�RU�E\�:L�)L�

QHWZRUN��,QGLYLGXDOV�DQG�RUJDQL]DWLRQV�PXVW�EH�FDUHIXO�DQG�XQGHUVWDQG�KRZ�WKLV�ODZ�

FRXOG�EH�LQWHUSUHWHG�LQ�WKH�HYHQW�D�SHUSHWUDWRU�XVHV�WKH�RUJDQL]DWLRQ¶V�FRPSXWHU�RU�

QHWZRUN�IRU�FRPPLWWLQJ�FULPH��L�H���FRPSXWHU�RU�QHWZRUN�DFWV�DV�D�FDUULHU���

7KLV�ODZ�ZDV�DPHQGHG�RQ���0DUFK������DQG�HVWDEOLVKHV�WKH�OHJLVODWLYH�IUDPHZRUN�

IRU�$XVWUDOLD
V�DFFHVVLRQ�WR�WKH�&RXQFLO�RI�(XURSH�&RQYHQWLRQ�RQ�&\EHUFULPH��7KLV�ODZ�

KDV�FORVH�UHODWLRQ�ZLWK�D�QXPEHU�RI�RWKHU�H[LVWLQJ�&RPPRQZHDOWK�VWDWXWHV��LQFOXGLQJ�WKH�

Mutual Assistance in Criminal Matters Act�������&WK���WKH�Crimes Act�������&WK���WKH�

Criminal Code Act ������&WK���WKH�Telecommunications (Interception and Access) Act�

������&WK��DQG�WKH�Telecommunications Act 1997��&WK���

7KH�RIIHQFHV�FRYHUHG��LPSOHPHQWHG�LQ�WKH�Cybercrime Bill�DV�V�������WR�������RI�

WKH�Criminal Code Act���()$��������DUH��

x� 8QDXWKRULVHG�DFFHVV��PRGLILFDWLRQ�RU�LPSDLUPHQW�WR�FRPPLW�D�VHULRXV�

RIIHQFH�

x� 8QDXWKRULVHG�PRGLILFDWLRQ�RI�GDWD�WR�FDXVH�LPSDLUPHQW�

x� 8QDXWKRULVHG�LPSDLUPHQW�RI�HOHFWURQLF�FRPPXQLFDWLRQV�

x� 3RVVHVVLRQ�RI�GDWD�ZLWK�LQWHQW�WR�FRPPLW�FRPSXWHU�RIIHQFH��

x� 6XSSO\�RI�GDWD�ZLWK�LQWHQW�WR�FRPPLW�D�FRPSXWHU�RIIHQFH�

x� 8QDXWKRULVHG�DFFHVV�WR�UHVWULFWHG�GDWD�

x� 8QDXWKRULVHG�LPSDLUPHQW�RI�GDWD�KHOG�LQ�D�FRPSXWHU�GLVN��FUHGLW�FDUG��DQG�

VR�IRUWK�
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7KH�F\EHUVHFXULW\�UHODWHG�RIIHQVHV�DUH�DGGUHVVHG�LQ�WKH�&ULPLQDO�&RGH�$FW������

�&ULPLQDO�&RGH���7KHVH�RIIHQFHV�DUH�EDVHG�RQ�PRGHO�ODZV�DJUHHG�WR�E\�&RPPRQZHDOWK��

VWDWH�DQG�WHUULWRU\�JRYHUQPHQWV�LQ�������$FFRUGLQJ�WR�WKH�$WWRUQH\�*HQHUDO¶V�ZHEVLWH��

³WKH�RIIHQFHV�DUH�FRQVLVWHQW�ZLWK�WKRVH�UHTXLUHG�E\�WKH�&RXQFLO�RI�(XURSH�&RQYHQWLRQ�RQ�

&\EHUFULPH�DQG�DUH�GUDIWHG�LQ�WHFKQRORJ\�QHXWUDO�WHUPV�WR�DFFRPPRGDWH�DGYDQFHV�LQ�

WHFKQRORJ\´��$*���������&ULPLQDO�FRGH�$FW������DQG�&ULPHV�$FW������ZLOO�QRW�EH�

GLVFXVVHG�DQ\�IXUWKHU�LQ�WKLV�GRFXPHQW��7KH�DXWKRU�XUJHV�WKH�UHDGHUV�WR�FRQVXOW�ZLWK�WKHLU�

OHJDO�WHDP�IRU�DQ\�VSHFLILF�DGYLFH���

����� 6SDP�$FW������
6SDP�$FW������LV�HQIRUFHG�E\�$XVWUDOLDQ�&RPPXQLFDWLRQV�DQG�0HGLD�$XWKRULW\�

�$&0$���$XVWUDOLDQ�EXVLQHVVHV�WKDW�IDLO�WR�FRPSO\�ZLWK�WKLV�DFW�FDQ�EH�ILQHG�XS�WR�$8'�

�����PLOOLRQ�SHU�GD\�IRU�UHSHDW�FRUSRUDWH�RIIHQGHUV��%,7���������7KLV�$FW�SURKLELWV�WKH�

VHQGLQJ�RI�XQVROLFLWHG�FRPPHUFLDO�HOHFWURQLF�PHVVDJHV�YLD�HPDLO��6KRUW�0HVVDJH�6HUYLFH�

�606���0XOWLPHGLD�0HVVDJH�6HUYLFH��006��DQG�LQVWDQW�PHVVDJHV�ZLWK�DQ�$XVWUDOLDQ�

OLQN��,I�WKH�VSDP�RULJLQDWHV�LQ�$XVWUDOLD�RU�D�VSDP�LV�GHVWLQHG�WR�D�UHFLSLHQW�LQ�$XVWUDOLD��LW�

LV�VDLG�WR�KDYH�DQ�$XVWUDOLDQ�OLQN��9RLFH�FDOOV�DQG�ID[�PHVVDJHV�DUH�QRW�FRYHUHG�E\�WKLV�

$FW��LQVWHDG�WKHVH�WZR�DUH�PDQDJHG�E\�³GR�QRW�FDOO�UHJLVWHU´�PDLQWDLQHG�E\�$&0$��

*RYHUQPHQW�ERGLHV��UHJLVWHUHG�FKDULWLHV��SROLWLFDO�SDUWLHV��DQG�HGXFDWLRQDO�LQVWLWXWLRQV�FDQ�

VHQG�PHVVDJHV�ZLWKRXW�FRQVHQW��$OO�RWKHUV�KDYH�WR�FRPSO\�ZLWK�WKUHH�PDLQ�UXOHV�±�

Consent���RQO\�VHQG�FRPPHUFLDO�HOHFWURQLF�PHVVDJHV�ZLWK�WKH�DGGUHVVHH¶V�FRQVHQW�HLWKHU�

H[SUHVV�RU�LQIHUUHG��Identification���LQFOXGH�FOHDU�DQG�DFFXUDWH�LQIRUPDWLRQ�DERXW�WKH�

SHUVRQ�RU�EXVLQHVV�WKDW�LV�UHVSRQVLEOH�IRU�VHQGLQJ�WKH�FRPPHUFLDO�HOHFWURQLF�PHVVDJH�DQG�

Unsubscribe���HQVXUH�WKDW�D�IXQFWLRQDO�XQVXEVFULEH�IDFLOLW\�LV�LQFOXGHG�LQ�DOO�FRPPHUFLDO�

HOHFWURQLF�PHVVDJHV�DQG�GHDO�ZLWK�XQVXEVFULEH�UHTXHVWV�SURPSWO\��

7KH�IXOO�GHILQLWLRQ�RI�D�FRPPHUFLDO�PHVVDJH�DFFRUGLQJ�WR�$&0$��$&0$���

������LV�RQH�WKDW��

x� 2IIHUV��DGYHUWLVHV�RU�SURPRWHV�WKH�VXSSO\�RI�JRRGV��VHUYLFHV��ODQG�RU�EXVLQHVV�RU�

LQYHVWPHQW�RSSRUWXQLWLHV��

x� $GYHUWLVHV�RU�SURPRWHV�D�VXSSOLHU�RI�JRRGV��VHUYLFHV��ODQG�RU�D�SURYLGHU�RI�

EXVLQHVV�RU�LQYHVWPHQW�RSSRUWXQLWLHV��
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x� +HOSV�D�SHUVRQ�GLVKRQHVWO\�REWDLQ�SURSHUW\��FRPPHUFLDO�DGYDQWDJH�RU�RWKHU�JDLQ�

IURP�DQRWKHU�SHUVRQ��

7KHUH�DUH�WZR�W\SHV�RI�FRQVHQW��H[SUHVV�FRQVHQW�DQG�LQIHUUHG�FRQVHQW��([SUHVV�

FRQVHQW�PHDQV�WKH�PHVVDJH�UHFHLYHU�KDV�GHOLEHUDWHO\�DQG�LQWHQWLRQDOO\�RSWHG�LQ�WR�UHFHLYH�

HOHFWURQLF�PHVVDJHV�IURP�WKH�VHQGHU��([DPSOHV�RI�H[SUHVV�FRQVHQW�LQFOXGH��YROXQWDULO\�

SURYLGLQJ�HPDLO�DGGUHVV��WLFNLQJ�D�ER[�QH[W�WR�D�FRQVHQW�DFFHSWDQFH�SDJH�RQ�D�ZHEVLWH��

SURYLGLQJ�D�PRELOH�QXPEHU�WR�UHFHLYH�VXFK�PHVVDJHV��,QIHUUHG�FRQVHQW�DVVXPHV�WKDW�WKHUH�

LV�DOUHDG\�DQ�HVWDEOLVKHG�UHODWLRQVKLS�ZLWK�WKH�PHVVDJH�VHQGHU��7KLV�W\SH�RI�FRQVHQW�LV�

WULFN\�DQG�WKH�PHVVDJH�VHQGLQJ�RUJDQL]DWLRQ�PXVW�WUHDG�FDUHIXOO\�EHIRUH�VHQGLQJ�

FRPPHUFLDO�PHVVDJHV��)RU�H[DPSOH��LI�DQ�LQGLYLGXDO�DOUHDG\�KDV�D�UHODWLRQVKLS�ZLWK�D�

EDQN�DV�D�EDQN¶V�FXVWRPHU��WKLV�EDQN�LV�QRW�DOORZHG�WR�XVH�WKH�FXUUHQW�UHODWLRQVKLS�WR�VHQG�

XQVROLFLWHG�FRPPHUFLDO�HPDLOV�SHUWDLQLQJ�WR�WKHLU�RWKHU�RIIHULQJV�XQOHVV�WKH�EDQN�KDV�

H[SUHVV�FRQVHQW�IURP�WKH�FXVWRPHU��

$OO�FRPPHUFLDO�HOHFWURQLF�PHVVDJHV�PXVW�KDYH�FOHDU�DQG�DFFXUDWH�LGHQWLILFDWLRQ�

LQIRUPDWLRQ�VR�WKDW�WKH�UHFHLYHU�FDQ�FRQWDFW�WKH�VHQGHU��,GHQWLI\LQJ�LQIRUPDWLRQ�FDQ�EH�WKH�

µIURP¶�ILHOG�RU�VXEMHFW�OLQH�RI�DQ�HPDLO��D�ZHEVLWH�DGGUHVV��LGHQWLILFDWLRQ�RI�DQ�606�RU�

006�PHVVDJH�DQG�WKH�ERG\�RI�WKH�PHVVDJH�WH[W��

6HQGHU¶V�FRPPHUFLDO�PHVVDJHV�PXVW�KDYH�DQ�XQ�VXEVFULEH�IDFLOLW\�ZLWK�FOHDU�

LQVWUXFWLRQV�RQ�KRZ�WR�XQ�VXEVFULEH��6RPH�XQ�VXEVFULEH�IDFLOLW\�FDQ�EH�D�WH[W�PHVVDJH�

UHSO\�µ6WRS¶�WR�XQ�VXEVFULEH��SUHIHUHQFH�FKDQJH�RSWLRQ�RQ�D�ZHEVLWH�RU�DQ�XQ�VXEVFULEH�

OLQN�DW�WKH�ERWWRP�RI�FRPPHUFLDO�HOHFWURQLF�PHVVDJH��

����� 7HOHFRPPXQLFDWLRQV��,QWHUFHSWLRQ�	�$FFHVV��$FW������
7KLV�$FW�DSSOLHV�WR�DOO�,QWHUQHW�6HUYLFH�3URYLGHUV��,63��DQG�7HOHFRPPXQLFDWLRQV�

1HWZRUN�SURYLGHUV��7KH�PDLQ�SXUSRVH�RI�WKLV�$FW�LV�WR�PDNH�LW�DQ�RIIHQFH�IRU�D�SHUVRQ�WR�

LQWHUFHSW�RU�DFFHVV�SULYDWH�WHOHFRPPXQLFDWLRQV�ZLWKRXW�WKH�NQRZOHGJH�RI�WKRVH�LQYROYHG�

LQ�WKDW�FRPPXQLFDWLRQ��6XFK�SHUVRQV�FRXOG�EH�DQ\�FRPPRQ�FLWL]HQ�RU�DQ�XQDXWKRUL]HG�

HPSOR\HH�RI�WKH�VHUYLFH�SURYLGHUV��$XWKRUL]HG�HPSOR\HHV�RI�D�VHUYLFH�SURYLGHU�FDQ�KDYH�

DFFHVV�WR�VXFK�LQIRUPDWLRQ�WR�SHUIRUP�WKHLU�GD\�WR�GD\�GXWLHV��)DLU��������$FFHVV�WR�VXFK�

FRPPXQLFDWLRQV�LV�DOVR�DOORZHG�IRU�ODZ�HQIRUFHPHQW�DQG�QDWLRQDO�VHFXULW\�SXUSRVHV��

9DULRXV�DJHQFLHV��JRYHUQPHQW�DQG�ODZ�HQIRUFHPHQW��FDQ�DFFHVV�FRPPXQLFDWLRQV�HLWKHU�
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LQ�UHDO�WLPH�RU�VWRUHG�FRPPXQLFDWLRQV��VXFK�DV�HPDLOV��606�PHVVDJHV�RU�UHFRUGHG�YRLFH�

FDOOV��IRU�WKHLU�LQYHVWLJDWLRQV�DIWHU�REWDLQLQJ�D�ZDUUDQW�IURP�D�FRXUW�RU�WULEXQDO��$�UHFHQW�

DPHQGPHQW�WR�WKLV�$FW��HQDFWHG�RQ����$SULO�������DOVR�SHUPLWV�$XVWUDOLDQ�DJHQFLHV�WR�

DFFHVV�WHOHFRPPXQLFDWLRQV�GDWD��7KLV�PHWDGDWD�LV�WKH�LQIRUPDWLRQ�DVVRFLDWHG�ZLWK�D�

FRPPXQLFDWLRQ��VXFK�DV�WHOHSKRQH�FDOO�UHFRUGV�RU�DFFRXQW�KROGHU�QDPHV��ZHEVLWH�DFFHVV�

GHWDLOV��JHRORFDWLRQ�GHWDLOV�RI�D�PRELOH�SKRQH��DFFHVV�WLPH�DQG�GXUDWLRQ��$*�����������

$FFRUGLQJ�WR�WKH�LQIRUPDWLRQ�SXEOLVKHG�RQ�WKH�$XVWUDOLDQ�*RYHUQPHQW¶V�ZHEVLWH�

�$*����������WKH�SULPDU\�UHDVRQ�IRU�WDNLQJ�WKLV�VWHS�OLHV�LQ�WKH�IDFW�WKDW�³PHWDGDWD�SOD\V�D�

FHQWUDO�UROH�LQ�DOPRVW�DOO�VHULRXV�FULPLQDO�DQG�QDWLRQDO�VHFXULW\�LQYHVWLJDWLRQV�´�ZKLFK�LV�

ZK\�ODZ�HQIRUFHPHQW�DQG�VHFXULW\�DJHQFLHV�QHHG�WR�EH�DEOH�WR�³ODZIXOO\�DFFHVV�WKLV�NLQG�

RI�GDWD�LQ�FRQQHFWLRQ�ZLWK�WKHLU�LQYHVWLJDWLRQV�´�%XW�PDQ\�PHGLD�RXWOHWV�DQG�FLWL]HQV�RI�

$XVWUDOLD�FRQVLGHU�VXFK�DFFHVV�LV�YHU\�LQWUXVLYH�LPSDFWLQJ�WKH�SULYDF\�RI�RUGLQDU\�

$XVWUDOLDQ�FLWL]HQV��,63V�DQG�WHOHFRPPXQLFDWLRQV�SURYLGHUV�PXVW�IDPLOLDUL]H�ZLWK�WKH�

QHZ�DPHQGPHQW�WR�WKLV�$FW�DQG�LPSOHPHQW�UHFRPPHQGDWLRQV�E\�2FWREHU�������%HFDXVH�

RI�WKLV�DPHQGPHQW��,63V�DQG�WHOHFRPPXQLFDWLRQ�SURYLGHUV�VKRXOG�DOVR�SD\�DWWHQWLRQ�WR�

WKH�QHZ�$XVWUDOLDQ�3ULYDF\�3ULQFLSOHV�VLQFH�DFFHVV�DQG�SURFHVVLQJ�PHWDGDWD�FRPHV�XQGHU�

SXUYLHZ�RI�WKH�3ULYDF\�$FW�������

����� 2WKHU�)HGHUDO�OHJLVODWLYH�$FWV�
7KH�IHGHUDO�$FWV�GLVFXVVHG�LQ�VHFWLRQV�����WR�����FRPPRQO\�DSSOLHV�WR�PRVW�

JRYHUQPHQWDO�DQG�SULYDWH�RUJDQL]DWLRQV�LQ�$XVWUDOLD��2WKHU�IHGHUDO�$FWV�HLWKHU�

FRPSOHPHQW�WKH�GLVFXVVHG�$FWV�RU�IRUP�WKH�EDVLV�RI�WKRVH�$FWV��7DEOH���KLJKOLJKWV��'3&�

6$���������3URWHFWLYHVHFXULW\��������WKRVH�$FWV�WKDW�DUH�LPSRUWDQW�IURP�D�F\EHUVHFXULW\�

SHUVSHFWLYH��5HDGHUV�RI�WKLV�SDSHU�VKRXOG�HLWKHU�EH�IDPLOLDU�ZLWK�WKHVH�$FWV�RU�REWDLQ�

JXLGDQFH�IURP�WKHLU�OHJDO�WHDP��7KHVH�$FWV�FDQ�EH�DFFHVVHG�DW�

KWWSV���ZZZ�FRPODZ�JRY�DX���

Table 2 – Other Applicable Legislative Acts 

5HIHUHQFH�$FW� &\EHUVHFXULW\�5HOHYDQFH�

$XVWUDOLDQ�6HFXULW\�

,QWHOOLJHQFH�2UJDQLVDWLRQ�

(VWDEOLVKHV�DQG�SUHVFULEHV�$6,2¶V�IXQFWLRQV�DQG�SRZHUV��

,QFOXGHV�SURYLVLRQV�IRU�FRPSXWHU�DFFHVV�ZDUUDQWV��VHFXULW\�
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5HIHUHQFH�$FW� &\EHUVHFXULW\�5HOHYDQFH�

�$6,2��$FW������� DVVHVVPHQWV��DQG�OLVWHQLQJ�DQG�WUDFNLQJ�GHYLFHV��

&ULPHV�$FW������� &RGLILHV�RIIHQFHV�DJDLQVW�WKH�&RPPRQZHDOWK��)XQFWLRQV�

DORQJVLGH�6WDWH�OHJLVODWLRQ�DQG�LV�JUDGXDOO\�VXSHUVHGLQJ�WKH�

&ULPLQDO�&RGH�$FW�������

&ULPLQDO�&RGH�$FW������� 7KH�PDLQ�SLHFH�RI�OHJLVODWLRQ�FRQWDLQLQJ�IHGHUDO�RIIHQFHV��

$EROLVKHV�DOO�FRPPRQ�ODZ�RIIHQFHV�DQG�LV�JUDGXDOO\�

VXSHUVHGLQJ�WKH�&ULPHV�$FW�������

(OHFWURQLF�7UDQVDFWLRQV�

$FW�������

3URYLGHV�D�UHJXODWRU\�IUDPHZRUN�WKDW�UHFRJQLVHV�WKH�

LPSRUWDQFH�RI�WKH�LQIRUPDWLRQ�HFRQRP\�DQG�IDFLOLWDWHV�WKH�

XVH�RI�HOHFWURQLF�WUDQVDFWLRQV��

,QWHOOLJHQFH�6HUYLFHV�$FW�

������

3URYLGHV�SDUOLDPHQWDU\�DQG�MXGLFLDO�VXSSRUW�IRU�WKH�

$XVWUDOLDQ�6HFUHW�,QWHOOLJHQFH�6HUYLFH��$6,6��DQG�WKH�

$XVWUDOLDQ�6LJQDOV�'LUHFWRUDWH��$6'���$OVR�JUDQWV�SRZHUV�WR�

$XVWUDOLDQ�6HFXULW\�,QWHOOLJHQFH�2UJDQLVDWLRQ��$6,2���

1DWLRQDO�6HFXULW\�

,QIRUPDWLRQ��&ULPLQDO�DQG�

&LYLO�3URFHHGLQJV��$FW�

������&WK��

3UHYHQWV�WKH�GLVFORVXUH�RI�LQIRUPDWLRQ�LQ�IHGHUDO�FULPLQDO�

DQG�FLYLO�SURFHHGLQJV�ZKHUH�WKH�GLVFORVXUH�LV�OLNHO\�WR�

SUHMXGLFH�QDWLRQDO�VHFXULW\��H[FHSW�ZKHUH�SUHYHQWLQJ�WKH�

GLVFORVXUH�ZRXOG�VHULRXVO\�LQWHUIHUH�ZLWK�WKH�DGPLQLVWUDWLRQ�

RI�MXVWLFH��

���9ROXQWDU\�&RGH�RI�&RQGXFW��*XLGHOLQHV��
$�YROXQWDU\�FRGH�RI�FRQGXFW�DLPV�WR�KHOS�LQGXVWU\�PHPEHUV�LPSURYH�EXVLQHVV�

SUDFWLFHV�DQG�PHHW�WKHLU�UHJXODWRU\�REOLJDWLRQV��,W�VHWV�RXW�VSHFLILF�VWDQGDUGV�RI�FRQGXFW�±�

YROXQWDULO\�DJUHHG�WR�E\�VLJQDWRULHV���DERXW�KRZ�LQGXVWU\�PHPEHUV�GHDO�ZLWK�HDFK�RWKHU�

DQG�WKHLU�FXVWRPHUV��$Q�HIIHFWLYH�LQGXVWU\�FRGH�FDQ�SURYLGH�JUHDWHU�SURWHFWLRQ�IRU�

FRQVXPHUV�DQG�UHGXFH�WKH�UHJXODWRU\�EXUGHQ�IRU�EXVLQHVV��$&&&���������9ROXQWDU\�

JXLGHOLQHV�DUH�HLWKHU�LQGXVWU\�DJUHHG�RU�DQ�RUJDQL]DWLRQV�ZLOOLQJQHVV�WR�DGRSW�D�SUH�

GHILQHG�EHVW�SUDFWLFH�WR�LPSURYH�LWV�EXVLQHVV�DV�XVXDO��%$8��RSHUDWLRQV��)URP�
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F\EHUVHFXULW\�SHUVSHFWLYH��VXFK�JXLGHOLQHV�LPSURYH�F\EHUVHFXULW\�SRVWXUH�RI�WKH�DGRSWLQJ�

RUJDQL]DWLRQ�DQG�PLQLPL]H�ULVNV�IURP�HLWKHU�GHOLEHUDWH�RU�DFFLGHQWDO�WKUHDW�DFWRUV���

$OWKRXJK�$XVWUDOLD�ODFNV�VSHFLILF�F\EHUVHFXULW\�UHJXODWLRQV�OLNH�+,3$$��+HDOWK�

,QVXUDQFH�3RUWDELOLW\�DQG�$FFRXQWDELOLW\�$FW���1(5&�&,3��*/%$�$FW��*UDPP�/HDFK�

%OLOH\��DQG�VR�IRUWK��PDQ\�LQGXVWU\�YHUWLFDOV�DUH�SURDFWLYH�LQ�HLWKHU�DJUHHLQJ�WR�D�FRPPRQ�

YROXQWDU\�F\EHUVHFXULW\�JXLGHOLQH�RU�WR�DGRSW�IUDPHZRUNV�SXEOLVKHG�E\�RWKHU�FRXQWULHV��

2QH�VXFK�H[DPSOH�LV�1,67�&\EHUVHFXULW\�)UDPHZRUN�IRU�&ULWLFDO�,QIUDVWUXFWXUH��

UHFRPPHQGHG�E\�WKH�$XVWUDOLDQ�6HFXULWLHV�DQG�,QYHVWPHQW�&RUSRUDWLRQ��$6,&���7KLV�

VHFWLRQ�KLJKOLJKWV�VRPH�RI�WKH�YROXQWDU\�JXLGHOLQHV�SURSRVHG�E\�YDULRXV�LQGXVWU\�JURXSV�

WKDW�FDQ�EH�DGRSWHG�E\�PDQ\�RUJDQL]DWLRQV��:KHUH�VXFK�YROXQWDU\�JXLGHOLQHV�DUH�

QRQH[LVWHQW��WKH�DXWKRU�KDV�UHFRPPHQGHG�IHZ�IURP�RWKHU�FRXQWULHV��2QH�RI�WKH�

DGYDQWDJHV�RI�DGRSWLQJ�VXFK�JXLGHOLQHV�LV�WKH�PLQLPDO�JDS�WR�FRPSOLDQFH�ZLWK�D�VSHFLILF�

OHJLVODWLRQ�RU�D�UHJXODWLRQ�ZKHQ�LW�LV�HQDFWHG�LQ�WKH�IXWXUH��

����� *XLGHOLQHV�IRU�8WLOLWLHV�
7KHUH�DUH�QR�VSHFLILF�UHJXODWLRQV�RU�JXLGDQFH�IRU�XWLOLWLHV�LQ�$XVWUDOLD��2YHU�PDQ\�

\HDUV�PRVW�RI�WKH�JRRG�F\EHUVHFXULW\�JXLGDQFH�DQG�LQIRUPDWLRQ�VKDULQJ�KDV�KDSSHQHG�

WKURXJK�WKH�$WWRUQH\�*HQHUDO¶V�7UXVWHG�,QIRUPDWLRQ�6KDULQJ�1HWZRUN¶V��7,61��6&$'$�

&RPPXQLW\�RI�,QWHUHVW��&R,��JURXS��7,61�KDV�SXEOLVKHG�D�IHZ�JXLGHOLQHV�EXW�RQO\�WZR�

GRFXPHQW�IRU�6&$'$�QDPHG�³6&$'$��*HQHULF�5LVN�0DQDJHPHQW�)UDPHZRUN´��7,61��

������DQG�³6&$'$��$GYLFH�IRU�&(2V´��/DFN�RI�JRRG�JXLGHOLQHV�LV�GRFXPHQWHG�E\�

&KULVWRSKHU�%HJJV�LQ�KLV�SDSHU�WLWOHG�³$�+ROLVWLF�6&$'$�6HFXULW\�6WDQGDUG�IRU�WKH�

$XVWUDOLDQ�&RQWH[W´��%HJJV���������

6RPH�QRQ�$XVWUDOLDQ�F\EHUVHFXULW\�JXLGHOLQHV�DQG�IUDPHZRUNV�WKDW�FRXOG�KHOS�

$XVWUDOLDQ�XWLOLWLHV�DUH�OLVWHG�EHORZ��3ULRU�WR�DGRSWLRQ��UHDGHUV�DUH�HQFRXUDJHG�WR�DVVHVV�

WKH�VXLWDELOLW\��FRVW�DQG�WLPH�WR��

x� 1(5&�&ULWLFDO�,QIUDVWUXFWXUH�3URWHFWLRQ��&,3���5HOLDELOLW\�6WDQGDUG�

YHUVLRQ����7KLV�VWDQGDUG�LV�DSSOLFDEOH�WR�HOHFWULFLW\�XWLOLWLHV�DQG�LV��

DYDLODEOH�DW�KWWS���ZZZ�QHUF�FRP�SD�&,�3DJHV�7UDQVLWLRQ�3URJUDP�DVS[��
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x� ,62�,(&������������,QIRUPDWLRQ�WHFKQRORJ\���6HFXULW\�WHFKQLTXHV���&RGH�

RI�SUDFWLFH�IRU�LQIRUPDWLRQ�VHFXULW\�FRQWUROV�DQG�DYDLODEOH�DW�

KWWS���ZZZ�LVR�RUJ�LVR�FDWDORJXHBGHWDLO"FVQXPEHU ������

x� ,62�,(&�75������������,QIRUPDWLRQ�WHFKQRORJ\����6HFXULW\�WHFKQLTXHV����

,QIRUPDWLRQ�VHFXULW\�PDQDJHPHQW�JXLGHOLQHV�EDVHG�RQ�,62�,(&�������IRU�

SURFHVV�FRQWURO�V\VWHPV�VSHFLILF�WR�WKH�HQHUJ\�XWLOLW\�LQGXVWU\�DQG�LV�

DYDLODEOH�DW�

KWWS���ZZZ�LVR�RUJ�LVR�KRPH�VWRUH�FDWDORJXHBWF�FDWDORJXHBGHWDLO�KWP"FVQX

PEHU ������

x� 1,67�63���������*XLGH�WR�,QGXVWULDO�&RQWURO�6\VWHPV��,&6��6HFXULW\�DQG�

LV�DYDLODEOH�DW�KWWS���FVUF�QLVW�JRY�SXEOLFDWLRQV�QLVWSXEV��������63�������

ILQDO�SGI�

����� *XLGHOLQHV�IRU�0LQLQJ�LQGXVWU\�
7KHUH�DUH�QR�VSHFLILF�UHJXODWLRQV�RU�JXLGDQFH�IRU�PLQLQJ�LQGXVWU\�LQ�$XVWUDOLD���

'XH�WR�WKH�OXFUDWLYH�QDWXUH�RI�WKH�EXVLQHVV��LQ�UHFHQW�\HDUV�PLQLQJ�LQGXVWU\�LV�D�WDUJHW�RI�

FRUSRUDWH�HVSLRQDJH��H[WRUWLRQ�DQG�LQIRUPDWLRQ�VWHDOLQJ��%XUUHOO���������6LQFH�PRVW�RI�WKH�

PLQLQJ�RUJDQL]DWLRQV�DOVR�KDYH�,QGXVWULDO�&RQWURO�6\VWHPV��,&6���LW�LV�SUXGHQW�WR�FRQVLGHU�

WKH�UHVRXUFHV�OLVWHG�LQ�6HFWLRQ������

����� *XLGHOLQHV�IRU�0DQXIDFWXULQJ�,QGXVWU\�
7KHUH�DUH�QR�VSHFLILF�UHJXODWLRQV�RU�JXLGDQFH�IRU�PDQXIDFWXULQJ�LQGXVWU\�LQ�

$XVWUDOLD��$V�D�VWDUWLQJ�SRLQW��PDQXIDFWXULQJ�LQGXVWU\�VKRXOG�FRQVLGHU�XVLQJ�,62�,(&�

�����������DV�WKHLU�VHFXULW\�IUDPHZRUN��)RU�RUJDQL]DWLRQV�WKDW�KDYH�,&6�V\VWHPV��VXFK�

DV�IRU�FKHPLFDO�DQG�SKDUPDFHXWLFDO�PDQXIDFWXULQJ��WKH\�FDQ�FRQVLGHU�DGRSWLQJ�1,67�63�

�������JXLGHOLQHV��

����� *XLGHOLQHV�IRU�)HGHUDO�*RYHUQPHQW�$JHQFLHV�
7KH�IHGHUDO�JRYHUQPHQW�KDV�PDQGDWHG�WKDW�DOO�IHGHUDO�DJHQFLHV�FRPSO\�ZLWK�WKH�

3URWHFWLYH�6HFXULW\�3ROLF\�)UDPHZRUN��363)��DQG�WKH�DVVRFLDWHG�,QIRUPDWLRQ�6HFXULW\�

0DQXDO�,60���363)�DQG�,60�IRUP�D�FRPSUHKHQVLYH�IUDPHZRUN�WKDW�SURYLGHV�WKH�

DSSURSULDWH�FRQWUROV�IRU�WKH�$XVWUDOLDQ�*RYHUQPHQW�WR�SURWHFW�LWV�SHRSOH��LQIRUPDWLRQ�DQG�
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DVVHWV��ERWK�DW�KRPH�DQG�RYHUVHDV��,60�ZDV�GHYHORSHG�E\�WKH�$XVWUDOLDQ�'HIHQVH��

$XVWUDOLDQ�6LJQDOV�'LUHFWRUDWH��$6'��DQG�LV�WKH�VWDQGDUG�ZKLFK�JRYHUQV�WKH�VHFXULW\�RI�

JRYHUQPHQW�,QIRUPDWLRQ�DQG�&RPPXQLFDWLRQ�7HFKQRORJ\��,&7��V\VWHPV��%RWK�363)�DQG�

,60�UHTXLUHPHQWV�PXVW�EH�PHW�E\�WKH�RUJDQL]DWLRQV��VXSSO\�FKDLQ��WKDW�SURYLGH�VHUYLFHV�

WR�IHGHUDO�JRYHUQPHQW��,QIR6HF�5HJLVWHUHG�$VVHVVRUV�3URJUDP��L5$3��DVVHVVRUV�SURYLGH�

F\EHU�VHFXULW\�DVVHVVPHQW�VHUYLFHV�WR�$XVWUDOLDQ�JRYHUQPHQWV��*XLGHOLQHV�IRU�6WDWH�

*RYHUQPHQW�$JHQFLHV�

0RVW�RI�WKH�VWDWHV�KDYH�WKHLU�RZQ�,QIRUPDWLRQ�6HFXULW\�0DQDJHPHQW�)UDPHZRUNV�

�,60)V���$OWKRXJK�QRW�PDQGDWRU\��PDQ\�VWDWH�JRYHUQPHQWV�DUH�DGRSWLQJ�WKH�363)��,60�

IUDPHZRUN��,W�LV�SUXGHQW�IRU�WKHVH�DJHQFLHV�WR�IROORZ�363)�,60�VLQFH�WKH\�LQWHUDFW�ZLWK�

)HGHUDO�*RYHUQPHQW�DJHQFLHV�XVLQJ�,7�V\VWHPV��7R�UHGXFH�GXSOLFDWLRQ�HIIRUWV��LW�LV�

UHFRPPHQGHG�WR�SHUIRUP�D�JDS�DVVHVVPHQW�RI�WKH�LQGLYLGXDO�VWDWH�,60)V�ZLWK�363)�,60�

DQG�IRFXV�FRPSOLDQFH�HIIRUWV�RQO\�RQ�WKRVH�JDSV���

����� *XLGHOLQHV�IRU�%DQNLQJ��)LQDQFH��,QVXUDQFH�DQG�
6XSHUDQQXDWLRQ�,QGXVWU\�

7ZR�UHJXODWRU\�ERGLHV��$XVWUDOLDQ�3UXGHQWLDO�5HJXODWRU\�$XWKRULW\��$35$��DQG�

$XVWUDOLDQ�6HFXULWLHV�DQG�,QYHVWPHQW�&RUSRUDWLRQ��$6,&��SURYLGH�VRPH�JXLGDQFH�LQ�

UHODWLRQ�WR�F\EHUVHFXULW\�JXLGHOLQHV��6RPH�RI�WKH�EDQNV�ZKR�RSHUDWH�LQ�RWKHU�FRXQWULHV�

DOUHDG\�PXVW�FRPSO\�ZLWK�UHJXODWLRQV�ORFDO�WR�WKRVH�FRXQWULHV�VXFK�DV�*/%$��%$6(/�,,�

DQG�WKH�OLNH��2QH�LPSRUWDQW�UHFHQW�GHYHORSPHQW�E\�$6,&�LV�WKH�SXEOLFDWLRQ�RI�³5HSRUW�

�����&\EHU�5HVLOLHQFH�±�+HDOWK�&KHFN´��7KLV�JXLGHOLQH�ZDV�UHOHDVHG�LQ�0DUFK������DQG�

IRFXVHV�RQ�NH\�TXHVWLRQV�%RDUG�RI�'LUHFWRUV�PXVW�DVN�WR�HQVXUH�JRRG�F\EHU�UHVLOLHQFH�

SUDFWLFH�LV�LQ�SODFH��7KLV�UHSRUW�LV�EDVHG�RQ�WKH�³1,67�&\EHU�6HFXULW\�)UDPHZRUN�IRU�

&ULWLFDO�,QIUDVWUXFWXUH´���$OWKRXJK�DW�WKLV�VWDJH�LW�LV�MXVW�D�JXLGHOLQH��WKHUH�DUH�GLVFXVVLRQV�

WKDW�WKLV�FRXOG�EH�PDQGDWHG�E\�$6,&�WR�DOO�$XVWUDOLDQ�6WRFN�([FKDQJH��$6;��OLVWHG�

RUJDQL]DWLRQV��

2WKHU�LPSRUWDQW�GRFXPHQWV�SURYLGLQJ�JXLGDQFH�IURP�$35$�DQG�$6,&�DUH�EULHIO\�

GHVFULEHG�EHORZ��

x� ³3UXGHQWLDO�3UDFWLFH�*XLGH�&3*������0DQDJLQJ�'DWD�5LVN´��SURYLGHV�

LQIRUPDWLRQ�DERXW�GDWD�ULVN�JRYHUQDQFH�DQG�PDQDJHPHQW��7KLV�JXLGHOLQH�
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FDQ�EH�DFFHVVHG�DW�

KWWS���ZZZ�DSUD�JRY�DX�&URVV,QGXVWU\�'RFXPHQWV�3UXGHQWLDO�3UDFWLFH�

*XLGH�&3*�����0DQDJLQJ�'DWD�5LVN�SGI�

x� ³3UXGHQWLDO�3UDFWLFH�*XLGH�33*������0DQDJHPHQW�RI�VHFXULW\�ULVN�LQ�

LQIRUPDWLRQ�DQG�LQIRUPDWLRQ�WHFKQRORJ\´��SURYLGHV�JXLGDQFH�RQ�XVHU�

DZDUHQHVV��DFFHVV�FRQWUROV��,7�DVVHW�PDQDJHPHQW��PRQLWRULQJ��VHFXULW\�

UHSRUWLQJ��VHFXULW\�DVVXUDQFH�DQG�VHFXULW\�LQFLGHQW�PDQDJHPHQW��$V�

DGGLWLRQDO�DWWDFKPHQWV��WKLV�GRFXPHQW�SURYLGHV�IXUWKHU�JXLGDQFH�RQ�

FKDQJH�PDQDJHPHQW��VHFXUH�VRIWZDUH�GHYHORSPHQW��FU\SWRJUDSKLF�FRQWUROV�

DQG�FXVWRPHU�SURWHFWLRQ��7KLV�JXLGHOLQH�FDQ�EH�DFFHVVHG�DW�

KWWS���ZZZ�DSUD�JRY�DX�FURVVLQGXVWU\�GRFXPHQWV�SSJBSSJ���BPVULWB���

���BY��SGI�

x� $6,&¶V�$XVWUDOLDQ�)LQDQFLDO�6HUYLFHV�/LFHQVH��$)6/��KROGHUV�PXVW�

FRPSO\�ZLWK�VXE�VHFWLRQV�5HJXODWRU\�*XLGH�5*��������DQG�5*��������RI�

VHFWLRQ�5*������7KHVH�VHFWLRQV�KLJKOLJKWV�OLFHQFH�REOLJDWLRQV�LQ�UHODWLRQ�WR�

KXPDQ�UHVRXUFH�VHFXULW\��PDLQWDLQLQJ�FOLHQW�UHFRUG�VHFXULW\�DQG�,7�

V\VWHPV�VHFXULW\��7KLV�JXLGHOLQH�FDQ�EH�DFFHVVHG�DW�

KWWS���GRZQORDG�DVLF�JRY�DX�PHGLD���������UJ����SGI�

x� $6,&�5HSRUW��������7KLV�UHSRUW�LV�JDPH�FKDQJLQJ�DV�LW�LV�D�FOHDU�PHVVDJH�

IURP�$6,&�DURXQG�EHVW�SUDFWLFH�DQG�JRYHUQDQFH�UHTXLUHPHQWV�ZKHQ�LW�

FRPHV�WR�F\EHU�UHVLOLHQFH��7KH�UHSRUW�FOHDUO\�KLJKOLJKWV�WKH�UHVSRQVLELOLW\�

RI�WKH�%RDUG�RI�'LUHFWRUV�DQG�VHQLRU�PDQDJHPHQW�LQ�EHLQJ�DZDUH��DQG�

KDYLQJ�RYHUVLJKW�RI�F\EHU�ULVNV��SDUWLFXODUO\�WKH�GXWLHV�SODFHG�RQ�GLUHFWRUV�

XQGHU�WKH�&RUSRUDWLRQV�$FW��5HSRUW�����LV�ODUJHO\�EDVHG�RQ�WKH�³1,67�

&\EHU�6HFXULW\�)UDPHZRUN�IRU�&ULWLFDO�,QIUDVWUXFWXUH´�GRFXPHQW��&\EHU�

5HVLOLHQFH�±�+HDOWK�&KHFN�FDQ�EH�DFFHVVHG�IURP�

KWWS���GRZQORDG�DVLF�JRY�DX�PHGLD���������UHS����SXEOLVKHG����PDUFK�

�������SGI���
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����� *XLGHOLQHV�IRU�,QWHUQHW�6HUYLFH�3URYLGHUV�DQG�
7HOHFRPPXQLFDWLRQ�3URYLGHUV�

,63V�KDYH�QR�RWKHU�$FWV�RU�UHJXODWRU\�UHTXLUHPHQWV�DSDUW�IURP�WKH�UHFHQWO\�

HQDFWHG�GDWD�UHWHQWLRQ�ELOO��7HOHFRPPXQLFDWLRQV��LQWHUFHSWLRQ�	�$FFHVV��$PHQGPHQW�

�'DWD�5HWHQWLRQ��$FW��������7KH�&RPPXQLFDWLRQV�$OOLDQFH�ZDV�IRUPHG�WR�SURYLGH�D�

XQLILHG�YRLFH�IRU�WKH�$XVWUDOLDQ�FRPPXQLFDWLRQV�LQGXVWU\��RIIHULQJ�D�IRUXP�IRU�WKH�

LQGXVWU\�WR�PDNH�FRKHUHQW�DQG�FRQVWUXFWLYH�FRQWULEXWLRQV�WR�SROLF\�GHYHORSPHQW�DQG�

GHEDWH��&RPPVDOOLDQFH�����������7KH�$OOLDQFH�WRRN�RYHU�WKH�UHVSRQVLELOLW\�IRU�WKH�

,QGXVWU\�&RGHV��L&RGHV��DQG�FRUH�UHVSRQVLELOLWLHV�RI�WKH�,QWHUQHW�,QGXVWU\�$VVRFLDWLRQ�

�,,$��XQGHU�DQ�DJUHHPHQW�VLJQHG�RQ����0DUFK�������&���������L&RGH�LV�D�YROXQWDU\�

FRGH�DGRSWHG�E\�DOO�,63V�LQ�$XVWUDOLD��7KH�L&RGH�DLPV�WR��&RPPVDOOLDQFH���������

x� ,QVWLO�F\EHU�VHFXULW\�FXOWXUH�ZLWKLQ�$XVWUDOLDQ�,63V�DQG�WKHLU�FXVWRPHUV��

x� 3URYLGH�FRQVLVWHQW�PHVVDJLQJ�DQG�SODLQ�ODQJXDJH�LQIRUPDWLRQ�WR�FXVWRPHUV��

x� (QFRXUDJH�,63V�WR�LGHQWLI\�FRPSURPLVHG�GHYLFHV�RQ�WKHLU�QHWZRUNV���

x� (QFRXUDJH�,63V�WR�LGHQWLI\��FRPPXQLFDWH�ZLWK�HDFK�RWKHU�DQG�UHSRUW�DQ\�F\EHU�

VHFXULW\�LVVXH�WKDW�PD\�DIIHFW�$XVWUDOLD
V�FULWLFDO�LQIUDVWUXFWXUH��RU�PD\�KDYH�D�

QDWLRQDO�VHFXULW\�GLPHQVLRQ��DQG�

x� ,PSOHPHQW�WKHVH�PHDVXUHV�LQ�D�PDQQHU�WKDW�SURWHFWV�WKH�SULYDF\�RI�FXVWRPHUV��

FRQVLVWHQW�ZLWK�UHOHYDQW�OHJLVODWLYH�REOLJDWLRQV��

$QRWKHU�YROXQWDU\�LQLWLDWLYH�SURPRWHG�E\�WKH�,63V�XQGHU�$XVWUDOLDQ�

&RPPXQLFDWLRQV�DQG�0HGLD�$XWKRULW\��$&0$��VWHZDUGVKLS�LV�$XVWUDOLDQ�,QWHUQHW�

6HFXULW\�,QLWLDWLYH��$,6,����7KLV�LQLWLDWLYH�KHOS�DGGUHVV�WKH�SUREOHP�RI�FRPSURPLVHG�

FRPSXWHUV��VRPHWLPHV�UHIHUUHG�WR�DV�
]RPELHV
��
ERWV
��RU�
GURQHV
����

����� *XLGHOLQHV�IRU�+HDOWK�&DUH�3URYLGHUV�
6HFWLRQV����$$������$%�DQG����$&�RI�1DWLRQDO�+HDOWK�$FW������VSHFLILFDOO\�

DGGUHVV�SULYDF\�UXOHV��EUHDFK�RI�SULYDF\�UXOHV�DQG�DXWKRUL]DWLRQ�RI�FROOHFWLRQ�RI�KHDOWK�

LQIRUPDWLRQ�UHVSHFWLYHO\��7KHVH�VHFWLRQV�YHU\�FOHDUO\�H[SODLQ�WKH�REOLJDWLRQV�XQGHU�WKH�

3ULYDF\�$FW�������EXW��DSDUW�IURP�WKLV�$FW��WKHUH�DUH�QR�RWKHU�UHJXODWRU\�REOLJDWLRQV�LQ�

UHODWLRQ�WR�F\EHUVHFXULW\��7KH�5R\DO�$XVWUDOLDQ�&ROOHJH�RI�*HQHUDO�3UDFWLWLRQHUV�
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�5$&*3��KDV�UHOHDVHG�WKUHH�JXLGDQFH�GRFXPHQWV�WR�KHOS�KHDOWK�FDUH�SURYLGHUV�WR�

LPSOHPHQW�DSSURSULDWH�F\EHUVHFXULW\�FRQWUROV�WR�VDIHJXDUG�SDWLHQW�GDWD�DQG�VHFXUH�,7�

V\VWHPV���

7KH�ILUVW�GRFXPHQW�³&RPSXWHU�DQG�LQIRUPDWLRQ�VHFXULW\�VWDQGDUGV�IRU�JHQHUDO�

SUDFWLFHV´�FRQVLVWV�RI�WZHOYH�GRPDLQV��,Q�HDFK�GRPDLQ�WKHUH�DUH�VSHFLILF�DFWLRQV�DQG�

FRQWUROV�DOLJQHG�LQ�OLQH�ZLWK�ILYH�OHYHOV�RI�FRPSOLDQFH�PDWXULW\�LQGLFDWRUV��LQLWLDO��

UHSHDWDEOH��GHILQHG��PDQDJHG�DQG�RSWLPLVHG���'HSHQGLQJ�RQ�WKH�FULWLFDO�GRPDLQ��WKH�

PLQLPXP�FRPSOLDQFH�UHTXLUHPHQWV�LV�HLWKHU�/HYHO���GHILQHG�RU�/HYHO���PDQDJHG��

7KH�VHFRQG�GRFXPHQW�LV�³6WDQGDUGV�IRU�JHQHUDO�SUDFWLFH���IRXUWK�HGLWLRQ´�DQG�LQ�

VHFWLRQ�IRXU�±�3UDFWLFH�0DQDJHPHQW��VWDQGDUG�����³0DQDJHPHQW�RI�KHDOWK�LQIRUPDWLRQ´�

SURYLGHV�JXLGDQFH�RQ�LQIRUPDWLRQ�VHFXULW\�DQG�FRQILGHQWLDOLW\�	�SULYDF\�RI�KHDOWK�

LQIRUPDWLRQ��

7KH�WKLUG�GRFXPHQW�³&RPSOLDQFH�LQGLFDWRUV�IRU�WKH�$XVWUDOLDQ�3ULYDF\�3ULQFLSOHV´�

VSHFLILFDOO\�DGGUHVVHV�WKH�LQGLFDWRUV�RI�FRPSOLDQFH�ZLWK�WKH�$XVWUDOLDQ�3ULYDF\�

3ULQFLSOHV��7KHVH�GRFXPHQWV�FDQ�EH�DFFHVVHG�DW��

x� KWWS���ZZZ�UDFJS�RUJ�DX�\RXU�SUDFWLFH�VWDQGDUGV�FRPSXWHU�DQG�

LQIRUPDWLRQ�VHFXULW\�VWDQGDUGV��

x� KWWS���ZZZ�UDFJS�RUJ�DX�\RXU�SUDFWLFH�VWDQGDUGV�VWDQGDUGV�WKHGLWLRQ���

x� KWWS���ZZZ�UDFJS�RUJ�DX�GRZQORDG�'RFXPHQWV�6WDQGDUGV�&,6�

$33FRPSOLDQFH�SGI�

���&RQFOXVLRQ�
7KHUH�LV�QR�HVFDSH�IRU�SULYDWH�RUJDQL]DWLRQV�DQG�JRYHUQPHQW�DJHQFLHV�LQ�$XVWUDOLD�

IURP�FRPSO\LQJ�ZLWK�UHJXODWRU\�REOLJDWLRQV��1RQ�FRPSOLDQFH�LV�H[SHQVLYH�DQG�VHFXULW\�

PDQDJHUV�PXVW�EH�RQ�WRS�RI�FKDQJLQJ�UHJXODWRU\�HQYLURQPHQW�LQ�WKHLU�GRPDLQV��,Q�WRGD\¶V�

ZRUOG�RI�HYHU�LQFUHDVLQJ�GDWD�EUHDFKHV��LGHQWLW\�WKHIWV��VWDWH�VSRQVRUHG�F\EHUVHFXULW\�

LQWUXVLRQV�DQG�SULYDF\�GLVFORVXUHV��LW�LV�PRUH�WKDQ�SUXGHQW�WR�FRPSO\�ZLWK�UHJXODWRU\�

REOLJDWLRQV��
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'HVSLWH�GHEDWHV�KLJKOLJKWLQJ�WKH�SURV�DQG�FRQV�DQG�WKH�HIIHFWLYHQHVV�RI�UHJXODWLRQ�

LQ�DQ�HUD�RI�FRQVWDQW�WHFKQRORJLFDO�FKDQJH��WKH�DXWKRU�EHOLHYHV�WKDW�FRPSOLDQFH�ZLWK�WKHVH�

REOLJDWLRQV�DQG�DGRSWLRQ�RI�YROXQWDU\�F\EHUVHFXULW\�FRGHV�DQG�VWDQGDUGV�VKRXOG�EH�VHHQ�

DV�EXVLQHVV�HQDEOHUV���*RRG�F\EHUVHFXULW\�SUDFWLFHV�FDQ�LPSURYH�VWDNHKROGHU�FRQILGHQFH��

PLQLPLVHV�V\VWHP�GRZQWLPHV�DQG�SRWHQWLDOO\�SURYLGH�RWKHU�DQFLOODU\�EHQHILWV��Good 

Cyber is Good Business���������

,W�LV�DOVR�LPSRUWDQW�WR�QRWH�WKDW�WKHUH�LV�QR�RQH�VL]H�ILW�DOO�IUDPHZRUN��,W�LV�

DGYLVDEOH�WR�DGRSW�WZR�RU�WKUHH�OHDGLQJ�IUDPHZRUNV�VXFK�DV�1,67�&\EHUVHFXULW\�

)UDPHZRUN�IRU�&ULWLFDO�,QIUDVWUXFWXUH��$XVWUDOLDQ�3ULYDF\�3ULQFLSOHV�DQG�$XVWUDOLDQ�

*RYHUQPHQW�363)�DQG�,60�WR�JHW�EHWWHU�FRYHUDJH�RI�FRQWUROV��2UJDQL]DWLRQV�WKDW�FRPSO\�

ZLWK�VXFK�FRPELQDWLRQ�RI�WZR�RU�PRUH�IUDPHZRUNV�PD\�EH�EHWWHU�SRVLWLRQHG�WR�FRPSO\�

ZLWK�IXWXUH�F\EHUVHFXULW\�DQG�SULYDF\�UHJXODWLRQV��Why you should adopt the NIST 

Cybersecurity Framework���������

6HFXULW\�PDQDJHUV�DQG�SUDFWLWLRQHUV�DUH�HQFRXUDJHG�WR�UHVHDUFK�UHJXODWRU\�

IUDPHZRUN�DQG�YROXQWDU\�VWDQGDUGV�WKDW�DUH�DYDLODEOH�IRU�WKHLU�LQGXVWU\��7KLV�ZLOO�KHOS�

RWKHUV�LQ�WKH�LQGXVWU\�WR�NQRZ�PRUH�DERXW�WKHVH�VWDQGDUGV�DQG�SRWHQWLDOO\�DGRSW�WKRVH�

VWDQGDUGV��,QFUHDVHG�DGRSWLRQ�RI�VXFK�IUDPHZRUNV�ZLOO�OLIW�WKH�VHFXULW\�EDVHOLQH�LQ�D�

SDUWLFXODU�LQGXVWU\��7KLV�LV�DQ�LWHUDWLYH�SURFHVV�DQG�UHVHDUFK�LQ�H[SORULQJ�VXFK�

IUDPHZRUNV�VKRXOG�FRQWLQXH�LQFHVVDQWO\��

6LQFH�WKH�F\EHU�WKUHDWV�DUH�HYROYLQJ�UDSLGO\��9HUL]RQ��������DQG�DUH�DIIHFWLQJ�

HYHU\�LQGXVWU\�DQG�JRYHUQPHQW�VHFWRU��WKH�UHJXODWRU\�RU�WKH�JRYHUQLQJ�ERGLHV�DUH�

LQYHVWLQJ�WLPH�DQG�HIIRUWV�LQ�SXEOLVKLQJ�ODWHVW�JXLGDQFH�UHODWHG�WR�F\EHU�VHFXULW\��5HDGHUV�

DUH�HQFRXUDJHG�WR�UHVHDUFK�VSHFLILF�JXLGDQFH�DQG�REOLJDWLRQV�LPSRVHG�E\�WKHLU�UHOHYDQW�

JRYHUQLQJ�DXWKRULW\�IRU�WKH�ODWHVW�LQIRUPDWLRQ��7KH\�VKRXOG�DOVR�NHHS�DQ�H\H�RQ�WKH�IXWXUH�

FKDQJHV�LQ�HYHU\�$FW�DQG�5HJXODWLRQ�SHUWDLQLQJ�WR�F\EHUVHFXULW\�DQG�VWULYH�WR�FRPSO\�

ZLWK�WKRVH�UHTXLUHPHQWV�IRU�WKH�EHQHILW�RI�ERWK�RI�WKHLU�RUJDQL]DWLRQ�DQG�WKHLU�FRPPXQLW\��
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���5HIHUHQFHV�
�

$&&&����������Guidelines for developing effective��S������6\GQH\��$&&&��5HWULHYHG����

-XQH�������IURP�

KWWSV���ZZZ�DFFF�JRY�DX�V\VWHP�ILOHV�*XLGHOLQHV���IRU���GHYHORSLQJ���HIIHFW

LYH���YROXQWDU\���LQGXVWU\���FRGHV���RI���FRQGXFW�SGI�

$&0$����������Australian Internet Security Initiative (AISI) | ACMA��5HWULHYHG����0D\�

������IURP�KWWS���ZZZ�DFPD�JRY�DX�,QGXVWU\�,QWHUQHW�H�6HFXULW\�$XVWUDOLDQ�

,QWHUQHW�6HFXULW\�,QLWLDWLYH�DXVWUDOLDQ�LQWHUQHW�VHFXULW\�LQLWLDWLYH�

$&0$�����������Key elements of the Spam Act | ACMA��5HWULHYHG����0D\�������IURP�

KWWS���ZZZ�DFPD�JRY�DX�,QGXVWU\�0DUNHWHUV�$QWL�6SDP�(QVXULQJ�\RX�GRQW�

VSDP�NH\�HOHPHQWV�RI�WKH�VSDP�DFW�HQVXULQJ�\RX�GRQW�VSDP�L�DFPD�

$*����������Cybercrime | Attorney-General's Department��5HWULHYHG����0D\�������IURP�

KWWSV���ZZZ�DJ�JRY�DX�&ULPH$QG&RUUXSWLRQ�&\EHUFULPH�3DJHV�GHIDXOW�DVS[�

$*�����������Overview of legislation | Attorney-General's Department��5HWULHYHG����

0D\�������IURP�

KWWSV���ZZZ�DJ�JRY�DX�1DWLRQDO6HFXULW\�7HOHFRPPXQLFDWLRQV6XUYHLOODQFH�3DJHV�

2YHUYLHZRIOHJLVODWLRQ�DVS[�

$*�����������Frequently asked questions | Attorney-General's Department��5HWULHYHG����

0D\�������IURP�

KWWSV���ZZZ�DJ�JRY�DX�1DWLRQDO6HFXULW\�'DWD5HWHQWLRQ�3DJHV�)UHTXHQWO\DVNHGTX

HVWLRQV�DVS[�

$VLF�JRY�DX����������15-060MR ASIC issues major cyber resilience report | ASIC - 

Australian Securities and Investments Commission��5HWULHYHG����0D\�������IURP�

KWWS���DVLF�JRY�DX�DERXW�DVLF�PHGLD�FHQWUH�ILQG�D�PHGLD�UHOHDVH������UHOHDVHV����

���PU�DVLF�LVVXHV�PDMRU�F\EHU�UHVLOLHQFH�UHSRUW��

%HJJV��&����������A Holistic SCADA Security Standard for the���VW�HG���SS���������

0HOERXUQH��6LQFODLU�.QLJKW�0HU]�3W\�/WG��5HWULHYHG�IURP�

KWWS���UR�HFX�HGX�DX�FJL�YLHZFRQWHQW�FJL"DUWLFOH ����	FRQWH[W LVZ�
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%,7����������Don't get stung by Australia's anti-spam laws��5HWULHYHG����0D\�������IURP�

KWWS���ZZZ�ELW�FRP�DX�1HZV��������GRQW�JHW�VWXQJ�E\�DXVWUDOLDV�DQWL�VSDP�

ODZV�DVS[�

%RXOWRQ��$����������Synopsis of the Cybercrime Act 2001��Giac.org��5HWULHYHG����-XQH�

������IURP�KWWS���ZZZ�JLDF�RUJ�SDSHU�JVHF������V\QRSVLV�F\EHUFULPH�DFW�

������������

%XUUHOO��$����������Miners under cyber attack 'from everywhere'��The Australian Business 

Review��5HWULHYHG����0D\�������IURP�

KWWS���ZZZ�WKHDXVWUDOLDQ�FRP�DX�EXVLQHVV�PLQLQJ�HQHUJ\�PLQHUV�XQGHU�F\EHU�

DWWDFN�IURP�HYHU\ZKHUH�VWRU\�H�IUJ�GI���������������

&LVFR�����������Design Zone for Security��5HWULHYHG����0D\�������IURP�

KWWS���ZZZ�FLVFR�FRP�F�HQ�XV�VROXWLRQV�HQWHUSULVH�GHVLJQ�]RQH�

VHFXULW\�LQGH[�KWPO"�

&,6HFXULW\��7����������Center for Internet Security :: Security Benchmarks Division :: 

CIS Download Form��Benchmarks.cisecurity.org��5HWULHYHG����0D\�������IURP�

KWWSV���EHQFKPDUNV�FLVHFXULW\�RUJ�GRZQORDGV�PXOWLIRUP�LQGH[�FIP��

&RPPVDOOLDQFH�����������Communications Alliance - Internet Service Provider Industry��

5HWULHYHG���-XQH�������IURP�KWWS���ZZZ�FRPPVDOOLDQFH�FRP�DX�$FWLYLWLHV�LVSL�

&RPPVDOOLDQFH�������������Communications Alliance - Overview��5HWULHYHG����-XQH�

������IURP�KWWS���ZZZ�FRPPVDOOLDQFH�FRP�DX�DERXW�XV�RYHUYLHZ�

&65&����������NIST Computer Security Publications - NIST Special Publications (SPs)��

5HWULHYHG����0D\�������IURP�KWWS���FVUF�QLVW�JRY�SXEOLFDWLRQV�3XEV63V�KWPO��

Cybersecurity policy making at a turning point�����������QG�HG���S�������5HWULHYHG�IURP�

KWWS���ZZZ�RHFG�RUJ�VWL�LHFRQRP\�F\EHUVHFXULW\���SROLF\���PDNLQJ�SGI�

Cyber-security risks in the supply chain�����������VW�HG���SS��������/RQGRQ��5HWULHYHG�

IURP�KWWSV���ZZZ�FHUW�JRY�XN�ZS�FRQWHQW�XSORDGV���������&\EHU�VHFXULW\�ULVNV�

LQ�WKH�VXSSO\�FKDLQ�SGI�

'3&�6$����������Policies, Standards and Guidelines��5HWULHYHG����0D\�������IURP�

KWWS���GSF�VD�JRY�DX�VLWHV�GHIDXOW�ILOHV�SXELPDJHV�GRFXPHQWV�RFLR�,60)JXLGHOLQH

�����OHJLVODWLRQ����SGI�
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()$����������Cybercrime / Computer Crime Legislation��5HWULHYHG����0D\�������IURP�

KWWSV���ZZZ�HID�RUJ�DX�,VVXHV�3ULYDF\�F\EHUFULPHDFW�KWPO�

)DLU��3����������Cyber Security - Overview of the Regulatory Environment���VW�HG���S�������

6\GQH\��%DNHU�	�0F.HQ]LH��5HWULHYHG�IURP�

KWWS���ZZZ�FRPPVDOOLDQFH�FRP�DX�BBGDWD�DVVHWV�SGIBILOH������������%�DQG�0�

&RPPV$OOLDQFH�&\EHU�6HFXULW\�3UHVHQWDWLRQ���0D\���SGI�

*HUPDQR��-���	�*ROGPDQ��=����������After the breach: Cybersecurity liability risk���VW�

HG����1HZ�<RUN��1HZ�<RUN�8QLYHUVLW\�6FKRRO�RI�/DZ��5HWULHYHG�IURP�

KWWS���ZZZ�ODZDQGVHFXULW\�RUJ�3RUWDOV���'RFXPHQWV�&/6���$IWHU���WKH���%

UHDFK���)LQDO�SGI��

Good Cyber is Good Business�����������VW�HG���S�������/RQGRQ��5HWULHYHG�IURP�

KWWSV���ZZZ�WKDOHVJURXS�FRP�VLWHV�GHIDXOW�ILOHV�DVVHW�GRFXPHQW�F\EHU�VHFXULW\�

DXGLW�WHVW�DQG�FRPSOLDQFH�SGI�

*UHHQZDOG��-����������Sony hack spurs bipartisan support of cyber security legislation - 

Business Insurance��Business Insurance��5HWULHYHG����0D\�������IURP�

KWWS���ZZZ�EXVLQHVVLQVXUDQFH�FRP�DUWLFOH����������1(:6�������������

,%0����������IBM Redbooks | Security��5HWULHYHG����0D\�������IURP�

KWWS���ZZZ�UHGERRNV�LEP�FRP�SRUWDOV�VHFXULW\�

,VR�RUJ����������ISO/IEC 27002:2013 - Information technology -- Security techniques -- 

Code of practice for information security controls��5HWULHYHG����0D\�������IURP�

KWWS���ZZZ�LVR�RUJ�LVR�FDWDORJXHBGHWDLO"FVQXPEHU ������

0LFURVRIW�����������Security for IT Pros��5HWULHYHG����0D\�������IURP�

KWWSV���WHFKQHW�PLFURVRIW�FRP�HQ�DX�VHFXULW\��

2UDFOH����������Security Topic: Articles & Whitepapers��5HWULHYHG����0D\�������IURP�

KWWS���ZZZ�RUDFOH�FRP�WHFKQHWZRUN�WRSLFV�VHFXULW\�DUWLFOHV�LQGH[�KWPO�

3&,�����������Official Source of PCI DSS Data Security Standards Documents and 

Payment Card Compliance Guidelines��5HWULHYHG����0D\�������IURP�

KWWSV���ZZZ�SFLVHFXULW\VWDQGDUGV�RUJ�VHFXULW\BVWDQGDUGV��

3URWHFWLYHVHFXULW\����������Legislation��5HWULHYHG����0D\�������IURP�

KWWS���ZZZ�SURWHFWLYHVHFXULW\�JRY�DX�JRYHUQDQFH�3DJHV�/HJLVODWLRQ�DVS[�
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7,61����������TISN Publications-by-topic��5HWULHYHG����0D\�������IURP�

KWWS���ZZZ�WLVQ�JRY�DX�3DJHV�3XEOLFDWLRQV�E\�WRSLF�DVS[�

9HUL]RQ����������2015 Data Breach Investigations Report (DBIR)��5HWULHYHG���-XQH�

������IURP�KWWS���ZZZ�YHUL]RQHQWHUSULVH�FRP�'%,5��������

Why you should adopt the NIST Cybersecurity Framework�����������VW�HG���S������86$��

5HWULHYHG�IURP�KWWS���ZZZ�SZF�FRP�HQB86�XV�LQFUHDVLQJ�LW�

HIIHFWLYHQHVV�SXEOLFDWLRQV�DVVHWV�DGRSW�WKH�QLVW�SGI�

:LONHUVRQ��7����������Cybersecurity in the supply chain���VW�HG����%DOWLPRUH��8QLWHG�

6WDWHV�&\EHUVHFXULW\�0DJD]LQH��5HWULHYHG�IURP�KWWS���ZZZ�OPL�RUJ�HQ�1HZV�

3XEOLFDWLRQV�1HZV�1HZV�,WHP"LG ����

:LVVHPDQ��6����������Balancing Value, Costs, and Risk for an Effective Security 

Program��Enterprise CIO Forum��5HWULHYHG����0D\�������IURP�

KWWS���ZZZ�HQWHUSULVHFLRIRUXP�FRP�HQ�EORJV�KS�VHFXULW\�VWUDWHJLVWV�EDODQFLQJ�

YDOXH�FRVWV�DQG�ULVN�HIIHFWLYH�
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���$SSHQGL[��6RXUFHV�IRU�$XVWUDOLD�3ULYDF\�DQG�
&\EHUVHFXULW\�/DZV�

7KLV�DSSHQGL[�SURYLGHV�D�UHIHUHQFH�IRU�WKH�UHDGHU�ZKR�PD\�ZDQW�WR�GR�DGGLWLRQDO�

UHVHDUFK�RQ�WKH�VWDWH�RI�SULYDF\�DQG�F\EHUVHFXULW\�LQ�$XVWUDOLD��

&KDQJHV�WR�OHJDO��UHJXODWRU\�DQG�OHJLVODWLYH�IUDPHZRUN�FDQ�EH�DFFHVVHG�DW��

x� KWWSV���ZZZ�FRPODZ�JRY�DX��IRU�)HGHUDO�JRYHUQPHQW�GDWDEDVH�

x� KWWS���ZZZ�OHJLVODWLRQ�YLF�JRY�DX��DQG�FKRRVH�9LFWRULDQ�/DZ�7RGD\�IRU�

WKH�VWDWH�RI�9LFWRULD�

x� KWWS���ZZZ�OHJLVODWLRQ�QVZ�JRY�DX��IRU�WKH�VWDWH�RI�1HZ�6RXWK�:DOHV�

x� KWWS���ZZZ�OHJLVODWLRQ�VD�JRY�DX�LQGH[�DVS[�IRU�WKH�VWDWH�RI�6RXWK�

$XVWUDOLD�

x� KWWSV���ZZZ�VOS�ZD�JRY�DX�OHJLVODWLRQ�VWDWXWHV�QVI�GHIDXOW�KWPO�IRU�WKH�VWDWH�

RI�:HVWHUQ�$XVWUDOLD�

x� KWWSV���ZZZ�OHJLVODWLRQ�TOG�JRY�DX�243&KRPH�KWP�IRU�WKH�VWDWH�RI�

4XHHQVODQG�

x� KWWS���ZZZ�WKHODZ�WDV�JRY�DX�LQGH[�Z�S�IRU�WKH�VWDWH�RI�7DVPDQLD�

x� KWWS���ZZZ�DXVWOLL�HGX�DX��JHQHUDO�OHJDO�GDWDEDVH�WR�VHDUFK�FDVHV��ODZV�DQG�

OHJLVODWLRQ�

�

7KH�3ULYDF\�$FW�������&WK��DQG�WKH�SULYDF\�SULQFLSOHV�FDQ�EH�DFFHVVHG�DW��

x� 3ULYDF\�$FW��KWWS���ZZZ�FRPODZ�JRY�DX�'HWDLOV�&����&������

x� 3ULYDF\�3ULQFLSOHV��KWWS���ZZZ�RDLF�JRY�DX�SULYDF\�SULYDF\�

UHVRXUFHV�SULYDF\�IDFW�VKHHWV�RWKHU�SULYDF\�IDFW�VKHHW����DXVWUDOLDQ�

SULYDF\�SULQFLSOHV�

x� 3ULYDF\�IDFW�VKHHWV�±�DSSOLFDEOH�WR�UHOHYDQW�LQGXVWU\��

KWWS���ZZZ�RDLF�JRY�DX�SULYDF\�SULYDF\�UHVRXUFHV�SULYDF\�IDFW�VKHHWV��

�
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$GGLWLRQDO�DUWHIDFWV�WR�DOOHYLDWH�FRQIXVLRQ�DQG�WR�DVVLVW�RUJDQL]DWLRQV�LQ�

FRPSO\LQJ�ZLWK�WKLV�$FW�ZHUH�UHOHDVHG�E\�WKH�2$,&��7KH\�DUH��

x� $�UHYLVHG�DQG�XSGDWHG�JXLGH�WR�VHFXULQJ�SHUVRQDO�LQIRUPDWLRQ�ZDV�LVVXHG�

LQ�-DQXDU\�������KWWS���ZZZ�RDLF�JRY�DX�SULYDF\�SULYDF\�

UHVRXUFHV�SULYDF\�JXLGHV�JXLGH�WR�VHFXULQJ�SHUVRQDO�LQIRUPDWLRQ�

x� 8SGDWHG�$XVWUDOLDQ�3ULYDF\�3ULQFLSOH��$33��JXLGHOLQHV�RQ���$SULO�

�����KWWS���ZZZ�RDLF�JRY�DX�SULYDF\�DSSO\LQJ�SULYDF\�ODZ�DSS�

JXLGHOLQHV��

x� $�UHYLVHG�DQ�XSGDWHG�GDWD�EUHDFK�QRWLILFDWLRQ�JXLGH�ZDV�LVVXHG�LQ�$XJXVW�

������KWWS���ZZZ�RDLF�JRY�DX�LPDJHV�GRFXPHQWV�SULYDF\�SULYDF\�

UHVRXUFHV�SULYDF\�JXLGHV�GDWD�EUHDFK�QRWLILFDWLRQ�JXLGH�DXJXVW������SGI�

x� $�SULYDF\�PDQDJHPHQW�IUDPHZRUN�±�SURYLGHV�VWHSV�WKH�2$,&�H[SHFWV�

RUJDQLVDWLRQV�WR�WDNH�WR�PHHW�WKHLU�RQJRLQJ�FRPSOLDQFH�REOLJDWLRQV�XQGHU�

$33�������KWWS���ZZZ�RDLF�JRY�DX�SULYDF\�SULYDF\�UHVRXUFHV�SULYDF\�

JXLGHV�SULYDF\�PDQDJHPHQW�IUDPHZRUN�

x� 5HVXOWV�RI�LWV�DVVHVVPHQW�RI�WKH�RQOLQH�SULYDF\�SROLFLHV�RI����$XVWUDOLDQ�

DQG�LQWHUQDWLRQDO�RUJDQLVDWLRQV�IURP�WKH�ILQDQFH��RQOLQH�UHWDLO��JRYHUQPHQW��

VRFLDO�DQG�RWKHU�PHGLD�VHFWRUV���KWWS���ZZZ�RDLF�JRY�DX�QHZV�DQG�

HYHQWV�PHGLD�UHOHDVHV�SULYDF\�PHGLD�UHOHDVHV�SULYDF\�SROLFLHV�VWLOO�KDYH�

URRP�IRU�LPSURYHPHQW�

x� +DQGOLQJ�SULYDF\�FRPSODLQWV�UHVRXUFH�±�LV�LQWHQGHG�WR�KHOS�RUJDQLVDWLRQV�

DQG�DJHQFLHV�FRYHUHG�E\�WKH�3ULYDF\�$FW�DGGUHVV�SULYDF\�FRPSODLQWV�WKH\�

UHFHLYH���KWWS���ZZZ�RDLF�JRY�DX�SULYDF\�SULYDF\�UHVRXUFHV�SULYDF\�

JXLGHV�KDQGOLQJ�SULYDF\�FRPSODLQWV�

�

7KH�&\EHUFULPH�$FW������DQG�WKH�DVVRFLDWHG�DPHQGPHQWV�FDQ�EH�DFFHVVHG�DW��

x� KWWS���ZZZ�FRPODZ�JRY�DX�'HWDLOV�&����$��������&\EHUFULPH�$FW������

x� KWWS���ZZZ�FRPODZ�JRY�DX�'HWDLOV�&����$��������&\EHUFULPH�

DPHQGPHQW�$FW������

�
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7KH�6SDP�$FW������DQG�WKH�VXSSRUWLQJ�JXLGDQFH�GRFXPHQW�FDQ�EH�DFFHVVHG�DW��

x� KWWS���ZZZ�FRPODZ�JRY�DX�'HWDLOV�&����&��������6SDP�$FW������

x� KWWS���ZZZ�DFPD�JRY�DX�,QGXVWU\�0DUNHWHUV�$QWL�6SDP�(QVXULQJ�\RX�

GRQW�VSDP�VSDP�VSDP�DFW������IDTV���6SDP�$FW�)$4V�

x� KWWS���ZZZ�DFPD�JRY�DX�,QGXVWU\�0DUNHWHUV�$QWL�6SDP�(QVXULQJ�\RX�

GRQW�VSDP�VSDP�OHJLVODWLRQ�HQIRUFHPHQW�HQVXULQJ�\RX�GRQW�VSDP�L�DFPD�

��6SDP�OHJLVODWLRQ�DQG�HQIRUFHPHQW�

�

7KH�7HOHFRPPXQLFDWLRQV��,QWHUFHSWLRQ�	�$FFHVV��$FW������DQG�WKH�VXSSRUWLQJ�

JXLGDQFH�GRFXPHQW�FDQ�EH�DFFHVVHG�DW��

x� KWWS���ZZZ�FRPODZ�JRY�DX�'HWDLOV�&����&��������7HOHFRPPXQLFDWLRQV�

�LQWHUFHSWLRQ�	�$FFHVV���$FW������

x� KWWS���ZZZ�FRPODZ�JRY�DX�'HWDLOV�&����$��������7HOHFRPPXQLFDWLRQV�

�LQWHUFHSWLRQ�	�$FFHVV��$PHQGPHQW��'DWD�5HWHQWLRQ��$FW������

x� KWWSV���ZZZ�DJ�JRY�DX�1DWLRQDO6HFXULW\�'DWD5HWHQWLRQ�3DJHV�)UHTXHQWO\D

VNHGTXHVWLRQV�DVS[���'DWD�UHWHQWLRQ�)$4�

�

2WKHU�DUWHIDFWV�SHUWDLQLQJ�WR�,63V�DQG�WHOHFRPPXQLFDWLRQV�RUJDQL]DWLRQV�DUH���

x� 7KH�L&RGH�&�����FDQ�EH�GRZQORDGHG�IURP�

KWWS���ZZZ�FRPPVDOOLDQFH�FRP�DX�BBGDWD�DVVHWV�SGIBILOH������������&��

�B�����SGI�

x� 0RUH�LQIRUPDWLRQ�RQ�$,6,�FDQ�EH�DFFHVVHG�DW�

KWWS���ZZZ�DFPD�JRY�DX�,QGXVWU\�,QWHUQHW�H�6HFXULW\�$XVWUDOLDQ�,QWHUQHW�

6HFXULW\�,QLWLDWLYH�DXVWUDOLDQ�LQWHUQHW�VHFXULW\�LQLWLDWLYH�

x� /DZ�HQIRUFHPHQW�DQG�QDWLRQDO�VHFXULW\�REOLJDWLRQV�RI�DQ�,63�FDQ�EH�

DFFHVVHG�DW�KWWS���ZZZ�DFPD�JRY�DX�,QGXVWU\�,QWHUQHW�/LFHQVLQJ��,�ZDQW�

WR�EH�DQ�,63�&DUULDJH�VHUYLFH�SURYLGHU�UXOHV�LVSV�DQG�ODZ�HQIRUFHPHQW�

LVS�OLFHQVLQJ�L�DFPD�

�
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)HGHUDO�*RYHUQPHQW��&RPPRQZHDOWK�*RYHUQPHQW��3URWHFWLYH�6HFXULW\�3ROLF\�

)UDPHZRUN��363)��DQG�,QIRUPDWLRQ�6HFXULW\�0DQXDO��,60��DUWHIDFWV�FDQ�EH�DFFHVVHG�DW��

x� KWWS���ZZZ�SURWHFWLYHVHFXULW\�JRY�DX�3DJHV�GHIDXOW�DVS[�

x� KWWS���ZZZ�DVG�JRY�DX�LQIRVHF�LVP��

�

,QGLYLGXDO�6WDWH�*RYHUQPHQW�LQIRUPDWLRQ�VHFXULW\�UHVRXUFHV�FDQ�EH�IRXQG�DW��

x� 9LFWRULD���KWWS���ZZZ�GLJLWDO�YLF�JRY�DX�UHVRXUFHV�LQIRUPDWLRQ�VHFXULW\��

x� 6RXWK�$XVWUDOLD���KWWS���GSF�VD�JRY�DX�SROLFLHV�VWDQGDUGV�DQG�

JXLGHOLQHV�6HFXULW\�

x� 1HZ�6RXWK�:DOHV���KWWS���DUS�QVZ�JRY�DX�P��������GLJLWDO�LQIRUPDWLRQ�

VHFXULW\�SROLF\�

x� 4XHHQVODQG���KWWSV���ZZZ�TJFLR�TOG�JRY�DX�SURGXFWV�LQIRUPDWLRQ�

VHFXULW\�LQIRUPDWLRQ�VHFXULW\�WRROER[�

x� 7DVPDQLD���

KWWS���ZZZ�HJRYHUQPHQW�WDV�JRY�DX�VWDQGDUGVBDQGBJXLGHOLQHV�WDVPDQLDQB

JRYHUQPHQWBLQIRUPDWLRQBVHFXULW\BIUDPHZRUN�DQG�

KWWS���ZZZ�HJRYHUQPHQW�WDV�JRY�DX�LQIRUPDWLRQBVHFXULW\BDQGBVKDULQJ�

�


