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Abstract

The following topics are covered in this paper:

1. A description of a possible security architecture for an imaginary company is
presented. The security architecture includes the access requirements for all
users, the IP addressing scheme, the network diagram, and a description of
all perimeter defense components.

2. The security policies for the border router, the firewall, and the VPN used in
the network described above are detailed. A tutorial for implementing the
Firewall policies using Symantec Enterprise Firewall is presented.

3. An audit of the firewall policies implemented above is described. The audit is
performed in two different ways, first by using Netcat to verify the necessary
services are open, and second by using Nmap to scan to see that all
unnecessary protocols are blocked.

4. Three attacks are presented against the network detailed in an earlier
student’s submitted practical. The first attack involves attemtping to exploit a
recently disclosed vulnerability in the HTTP proxy service of the Symantec
Enterprise Firewall. The second attack describes using the TrinOO denial of
service program with a small number of hosts to attack the network. The third
attack attempts to gain control of the network’s web interface to their email
server, which uses the open source program Squirrelmail, which is known to
have weaknesses.

Assignment 1: Security Architecture

Background and goal and basic principals
| have been asked to analyze and enhance the perimeter defense of GIAC
Enterprises.

Online sale of fortune cookie sayings

Access Requirements
Customers

Business Operations that need to be supported

Customers will browse GIAC'’s on-line catalog using non-secure protocols
Customers will purchase fortunes from GIAC Enterprises securely over the
Internet
Customers should not need special software or configurations to order
fortunes
Customers will not need a user ID or password to order. After they complete
their first order, they will receive a password on the confirmation screen to use
(with their email address as their username) to check the status of their order.
The password and any personal customer information will not be sent by email.
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Proposed Solution including Applications, Services and Protocols Used

Customers purchase fortunes on-line from GIAC Enterprises’ secure web
server in the GIAC Service Network.

Customers will use a standard web browser (Such as Internet Explorer,
Mozilla, Opera, or Netscape) to connect to the web site.

HTTP (Hyper-Text Transfer Protocol) will be used to browse the GIAC
Enterprise On-line Catalog

SSL (Secure Sockets Layer) protocol will provide encryption, GIAC server
identity verification, and data integrity during orders.

Customers will also be able to communicate with GIAC Enterprises using
email (SMTP Protocol)

Access Requirements and Restrictions

Customers (all addresses on the public Internet) should be permitted access
to GIAC Enterprises DNS server on UDP port 53 (DNS). TCP Port 53 access
is not required because the GIAC DNS Server will not return responses
longer than UDP can support.

Customers (all addresses on the public Internet) should be permitted access
to the GIAC Enterprises Webservers on TCP ports 80 (HTTP) and 443(SSL)
Customers (all addresses) on the public Internet should be permitted access
to GIAC Enterprises mail server on TCP port 25 (SMTP). The mail server will
only accept inbound traffic destined for GIAC Enterprises (Mail Forwarding
Disabled)

Suppliers

Business Operations that need to be supported

Receive orders and other secure communications from GIAC Enterprises
Send invoices and other secure communications to GIAC Enterprises

Send large electronic files (up to 50 MB) containing fortunes to GIAC
Enterprises

All suppliers have Internet connections, and would like to communicate with
GIAC Enterprises over the Internet.

Suppliers can be supplied with a User ID and password through postal mail
prior to their first transaction.

Suppliers use a wide variety of different technologies for OS, Software, and
Internet connection.

Proposed Solution including Applications, Services and Protocols Used

Each supplier will be provided an account on the dedicated supplier/partner
mail server.

A web interface to the supplier/partner mail server will be housed on the
secure web server in the Service Network.
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SSL (Secure Sockets Layer) protocol will provide encryption, GIAC server
identity verification, and data integrity.

Standard web browsers can be used by suppliers, allowing for easy setup of
each new supplier. All common platforms (Windows, Unix, and Macintosh)
are supported.

Access Requirements and Restrictions

Suppliers (all addresses on the public Internet) should be permitted access to
GIAC Enterprises DNS server on UDP port 53 (DNS). TCP Port 53 access is
not required because the GIAC DNS Server will not return responses longer
than UDP can support.

Suppliers (all addresses on the public Internet) should be permitted access to
the GIAC Enterprises Webservers on TCP ports 80 (HTTP) and 443(SSL)
Suppliers (all addresses on the public Internet) should be permitted access to
GIAC Enterprises mail server on TCP port 25 (SMTP). The mail server will
only accept inbound traffic destined for GIAC Enterprises (Mail Forwarding
Disabled) While clear-text SMTP communication is available, suppliers will be
urged to use the web based secure mail channel for all communication.

Partners

Business Operations that need to be supported

Receive invoices and other secure communications from GIAC Enterprises
Send orders and other secure communications to GIAC Enterprises
Receive large electronic files (up to 50 MB) containing fortunes to GIAC
Enterprises

All Partners have Internet connections, and would like to communicate with
GIAC Enterprises over the Internet.

Partners can be supplied with a User ID and password through postal mail
prior to their first transaction.

Partners use a wide variety of different technologies for OS, Software, and
Internet connection.

Proposed Solution including Applications, Services and Protocols Used

Each Partner will be provided an account on the dedicated supplier/partner
mail server.

A web interface to the supplier/partner mail server will be housed on the
secure web server in the Service Network.

SSL (Secure Sockets Layer) protocol will provide encryption, GIAC server
identity verification, and data integrity.

Standard web browsers can be used by suppliers, allowing for easy setup of
each new supplier. All common platforms (Windows, Unix, and Macintosh)
are supported.
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Access Requirements and Restrictions

Partners (all addresses on the public Internet) should be permitted access to
GIAC Enterprises DNS server on UDP port 53 (DNS). TCP Port 53 access is
not required because the GIAC DNS Server will not return responses longer
than UDP can support.

Partners (all addresses on the public Internet) should be permitted access to
the GIAC Enterprises Webservers on TCP ports 80 (HTTP) and 443(SSL)
Partners (all addresses on the public Internet) should be permitted access to
GIAC Enterprises mail server on TCP port 25 (SMTP). The mail server will
only accept inbound traffic destined for GIAC Enterprises (Mail Forwarding
Disabled) While clear-text SMTP communication is available, partners will be
urged to use the web based secure mail channel for all communication.

Internal Employees

Business Operations that need to be supported

Need to run applications which access the internal database

Need access to corporate email

Need ability to access the internet via HTTP, HTTPS, and FTP

Need to communicate securely with suppliers and partners

Need to communicate with other pieces of private network infrastructure, such
as DHCP servers and DNS servers.

Proposed Solution including Applications, Services and Protocols Used

Internal Employees will communicate with GIAC’s internal systems over the
GIAC Local Area Network.

The GIAC Local area network will be protected from the Internet and Service
Network by a firewall

Internal employees will be allowed outbound access for HTTP, HTTPS, and
FTP

Internal employees can communicate with suppliers and partners through the
dedicated vendor/supplier mail server.

Access Requirements and Restrictions

All traffic between any two hosts on the private network will be permitted.
Desktops will be permitted outbound HTTP (Port 80), HTTPS (Port 443), and
FTP (Port 21)

Will communicate with suppliers and partners by sending email to the
supplier/partner mail server.
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Mobile sales and telecommuters

Business Operations that need to be supported

Need access to corporate email
Need access to internal applications which interact with the internal database
Lowest common denominator is 56K dial-up Internet Connection

Proposed Solution including Applications, Services and Protocols Used

Mobile workers use local ISP’s for Internet connectivity

VPN used to secure data between client PC and GIAC Enterprises

All hardware provided and managed by GIAC Enterprises

VPN restricted to connect only to terminal server.

Company provided laptops run Virus scan and personal firewall software

Access Requirements and Restrictions

All the same access levels for Customers, Partners, and Suppliers listed
above

The mobile sales force and telecommuters (all addresses on the Internet) will
need to access the VPN Concentrator (IPSEC, TCP Port 50 and UDP Port
500)

Network Administrator

Access Requirements and Restrictions

The Network Administrator Workstation has all the right of an internal employee,
as well as the following additional privileges for management and
troubleshooting.

SSH (TCP Port 22) to the IDS sensor in the Service Network

DNS (TCP and UDP port 53) outbound

Telnet (TCP Port 23) to the border router

All ICMP traffic to the Service Network and Internet
The network administrator is “trusted” and will be permitted to communicate on
all ports and protocols to the DMZ Network and Service Network.

Private Network Servers and network infrastructure devices

Access Requirements and Restrictions

All traffic originating from the server segment of the private network (172.17.10.x)
to the Internet or the Service Network will be blocked except the traffic shown
below. Responses to the traffic permitted below will also be permitted through
the use of stateful analysis on the firewall.

Supplier/Partner Mail Server
GCFW Practical Assignment
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Send mail outbound to the SMTP Gateway in the Service network (Port 25
outbound)

Corporate Mail Server
Send mail outbound to the SMTP Gateway in the Service network (Port 25
outbound)

Internal DNS Server
DNS lookups (port 53 TCP and UDP) outbound to the Internet. All other
devices on the private network will use this server for DNS requests.

Service Network Servers and network infrastructure devices

Access Requirements and Restrictions

All traffic originating from the service network (172.17.10.x) to the Internet or the
Private Network will be blocked except the traffic shown below. Responses to
the traffic permitted below will also be permitted through the use of stateful
analysis on the firewall.

IDS Sensor
Syslog traffic permitted to the Syslog server (Port 514 UDP)

SMTP Gateway
SMTP (port 25 TCP) to the Internet
SMTP (port 25 TCP) to the Corporate Mail Server on the private network
HTTP (port 80) to the Internet to download virus definitions

Web Server
ODBC Calls (Default Port TCP 1433 for Microsoft SQL Server, | will set this to
use the custom port TCP 1544) to the Corporate Database
IMAP Calls (TCP port 143 ) from the web server to the Supplier/Partner malil
server.

DNS Server
DNS lookups (port 53 TCP and UDP) outbound to the Internet. All other
devices on the service network will use this server for DNS requests.

IP Address Scheme

On the public Internet, GIAC Enterprises has been assigned the address range
63.100.47.32/28 by their ISP. This gives them 14 usable IP addresses. The
netmask for this address range is 255.255.255.240. For the Serial interface of
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the border router, they have been assigned the address 63.100.46.37 by their
ISP.

In the Service Network, GIAC Enterprises will use the RFC 1918 private address
range of 192.168.1.0/24

On the private network, GIAC Enterprises will use the RFC 1918 private address
range of 172.17.0.0/16. Private network infrastructure devices, such as switches,
gateways, and IDS sensors will be given static addresses of the form
172.17.20.X. Private network servers will be given static addresses of the form
172.17.10.X. Workstations will be given DHCP assigned addresses of the form
172.17.30.X.

Network Diagram
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Hardware/Software:

The border router will be a Cisco 2610 running Cisco I0OS version 12.2. This
router has one fixed 10MB Ethernet port and two Wan Interface Card Slots. In
WIC Slot O, I will install a Cisco WIC-1DSU-T1 1-port T1/Fractional T1 DSU/CSU
WAN Interface Card. The second Wan Interface Card slot and a single Network
Module slot are available for future expansion.

Firewall and VPN Concentrator

IP Addresses:

DMZ Network Interface: 63.100.47.33
Service Network Interface: 192.168.1.1
Private Network Interface: 172.17.20.1

Hardware:
Compagq Proliant DL360
1.4 GHz PIIl processor
2x 18.2 GB SCSI Hard Drives, hardware disk mirroring
512 MB RAM

Software:
Windows 2000 Server Service Pack 3
Symantec Enterprise Firewall version 7.0
Symantec Enterprise VPN version 7.0
Tripwire for Servers

Then firewall will break the network into three segments:

1. The DMZ — the area between the border router and the firewall, untrusted.

2. The Service Network, a semi-trusted segment that con communicate with
both the Internet and the Private network. It will hold our Internet servers,
such as Web, Mail, and DNS.

3. The Private Network, the trusted are of our network where our users, servers,
and data exist.

Service Network Switch
IP Address; 192.168.1.2

Hardware:

HP Procurve 2512 12 port managed switch

Switching improves performance and makes sniffing and spoofing attacks more
difficult. This switch includes support for Port monitoring — IDS can view traffic
across this segment.

Service Network IDS Sensor
IP Address: 192.168.1.5
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Hardware:
Compagq Proliant DL360
1.4 GHz PIIl processor
2x 18.2 GB SCSI Hard Drives, hardware disk mirroring
512 MB RAM

Software:
Redhat Linux 7.3
Snort 1.9.0 Network IDS software
Tripwire

The Service Network IDS sensor will monitor all traffic in the Service Network,
and report anomalous traffic via syslog to the syslog server on the private
network. It is located in the service network and plugged into the monitoring port
of the switch.

SMTP Gateway

IP Address: 192.168.1.6
Internet IP Address (Address Redirection done by Firewall): 63.100.47.36

Hardware:
Compagq Proliant DL360
1.4 GHz PIIl processor
2x 18.2 GB SCSI Hard Drives, hardware disk mirroring
512 MB RAM

Software:
Microsoft Windows 2000 Server Service Pack 3
McAffee Webshield SMTP 4.5
Tripwire for Servers

The SMTP Gateway scans all inbound and outbound traffic passing through the
gateway. The SMTP Gateway checks messages for known virus signatures and
does content filtering as well. It can be configured to clean or quarantine email
messages passing through it. It exists in the service network because it
communicates with both the Internet and Private Network servers. It allows us to
block harmful SMTP traffic before it enters our private network.

Web Server

IP Address: 192.168.1.7
Internet IP Address (Address Redirection done by Firewall): 63.100.47.37

Hardware:
Compagq Proliant DL360
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1.4 GHz PIIl processor
2x 18.2 GB SCSI Hard Drives, hardware disk mirroring
512 MB RAM

Software:
Microsoft Windows 2000 Server Service Pack 3
Microsoft Internet Information Server 5.5
Tripwire for Servers

The webserver accepts requests for web pages from the Internet. Requests may
be clear-text (http) or secured using SSL. The web server may communicate
with the private network corporate database using ODBC calls, or with the
Supplier/Partner mail server on the private network using IMAP, to pull data
needed to fulfill end user requests. No sensitive customer or company data is
stored on the web server or elsewhere in the Service Network.

Service Network DNS Server

IP Address: 192.168.1.8
Internet IP Address (Address Redirection done by Firewall): 63.100.47.38

Hardware:
Compagq Proliant DL360
1.4 GHz PIIl processor
2x 18.2 GB SCSI Hard Drives, hardware disk mirroring
512 MB RAM

Software:
Microsoft Windows 2000 Server Service Pack 3
Tripwire for Servers

GIAC is using split-level DNS. The Service Network DNS server exists in the
service network and answers DNS queries from the Internet as well as from other
devices in the service network. A separate DNS server in the private network
fulfills DNS requests for private network hosts.

Private Network Switch
IP Address: 172.17.20.2

Hardware:

HP Procurve 4000m 40 port managed switch

Switching improves performance and makes sniffing and spoofing attacks more
difficult. This switch includes support for Port monitoring — an IDS can view
traffic across this segment.

This switch is expandable to 80 ports, to allow room for company growth.
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Private Network IDS Sensor
IP Address; 172.17.20.3

Hardware:
Compagq Proliant DL360
1.4 GHz PIIl processor
2x 18.2 GB SCSI Hard Drives, hardware disk mirroring
512 MB RAM

Software:
Redhat Linux 7.3
Snort 1.9.0 Network IDS software
Tripwire

The private network IDS sensor scans network traffic for anomalies and sends
suspicious traffic alerts to the Syslog server. Is it plugged into a monitoring port
on the private network switch.

Supplier/Partner Mail Server

IP Address: 172.17.10.2
Service Network IP Address (Address Redirection done by Firewall):
192.168.1.22

Hardware:
Compagq Proliant DL360
1.4 GHz PIIl processor
3x 18.2 GB SCSI Hard Drives, hardware RAID 5
512 MB RAM

Software:
Windows 2000 Server
Gordano NT Mail version 6.04
Tripwire for servers

The supplier/partner mail server contains mailboxes for suppliers and partners.
When a supplier or partner wishes to communicate securely with GIAC
enterprises, or send data securely, they will log into their mailbox using a web
interface on the web server in the Service Network. The mail server is on the
private network because this is where the data is held.

Syslog Server
IP Address: 172.17.10.3
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Service Network IP Address (Address Redirection done by Firewall):
192.168.1.23
DMZ Network IP Address (Address redirection done by Firewall): 63.100.47.40

Hardware:
Compagq Proliant DL360
1.4 GHz PIIl processor
3x 18.2 GB SCSI Hard Drives, hardware RAID 5
512 MB RAM

Software:
Redhat Linux 7.3
Tripwire

The Syslog Server receives and logs Syslog messages as well as SNMP
messages (port 162). It resides on the private network to protect the security
logs.

Corporate Mail Server

IP Address: 172.17.10.5
Service Network IP Address (Address Redirection done by Firewall):
192.168.1.25

Hardware:
Compagq Proliant DL360
Two 1.4 GHz PIII processors
3x 18.2 GB SCSI Hard Drives, hardware RAID 5
512 MB RAM

Software:
Windows 2000 Server
MS Exchange server Version 5.5

The corporate mail server exists on the private network. All SMTP traffic from
the Internet to GIAC Enterprises or from GIAC Enterprises to the Internet goes
through the SMTP Gateway in the Service Network.

Assignment 2: Security Policy and Tutorial

Border Router Configuration
First | used Cisco’s Configmaker Utility to build the basic Router configuration.
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Which generated this router config

service timestamps debug uptime
service timestamps log uptime
service password-encryption
no service tcp-small-servers
no service udp-small-servers
!
hostname Cisco2610

!

enable password enablepw

!

no ip name-server

!

ip subnet-zero

no ip domain-lookup

ip routing

!

interface Ethernet 0/0

no shutdown

description connected to DMZ
ip address 63.100.47.34 255.255.255.240
keepalive 10

!

interface Serial 0/0

no shutdown
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description connected to Internet
service-module tl clock source line
service-module tl data-coding normal
service-module tl remote-loopback full
service-module tl framing esf
service-module tl linecode b8zs
service-module tl 1lbo none
service-module tl remote-alarm-enable
ip address 63.100.46.37 255.255.255.252
encapsulation ppp
|
router rip
version 2
network 63.0.0.0
passive-interface Serial 0/0
no auto-summary
|
!
ip classless
|
! IP Static Routes
ip route 0.0.0.0 0.0.0.0 Serial 0/0
no ip http server
snmp-server community pubcomm RO
snmp-server community privcomm RW
snmp-server location Kevins Cube
snmp-server contact Kevin,X4872, kbong@johnsonbank.com
snmp-server host 63.105.70.72 trapcomm
banner motd #Unauthorized access not permitted. You will be prosecuted.#
|
line console 0
exec-timeout 0 O
password loginpw
login
|
line vty 0 4
password loginpw
login
|
end

This | will customize to our desired secure configuration. The first resource used
is the “NSA/SNAC Router Security Configuration Guide” available at
http://nsa2.www.conxion.com/cisco/quides/. For each recommendation on the
guide, determine if it has already been implemented by Cisco Configmaker, and
if not, implement it.

Router Access and Service Configuration Recommendations
1. Shut down unneeded servers on the router. These include small services,
BOOTP, finger, HTTP, and SNMP. Here are the commands do shut them off:
no service tcp-small-servers
no service udp-small-servers
no ip bootp server
no service finger
no ip http server
no snmp-server
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2. Shut down unneeded services on the router. These include CDP, Remote
Config, Source Routing, and Classless Routing. To disable these services,
use these commands:

no cdp run

no service config
no ip source-route
no ip classless

3. Shutdown unused interfaces with this command:

shutdown

4. Secure all interfaces from smurf attacks and ad-hoc routing (should be
applied to every interface)

no ip directed-broadcast
no ip proxy-arp

5. Further secure the console, auxiliary line, and virtual terminal with the
following commands:

I secure the console
line console 0
exec-timeout 50
login

transport input telnet
I disable auxiliary line
line aux O

no exec
exec-timeout 0 10
transport input none

I secure the virtual terminal lines
line vty 0 4
exec-timeout 50
login

transport input telnet

6. Conflgure the enable-secret password, which is protected by an MD-5

algorithm.

Enable secret 0 ta2lymeb4n4n4

Use strong (hard to guess or crack) passwords on all interfaces
- line console O

password goOut2Eat$42
line aux O

password giveMe3#Pickle5
line vty O

password thisKnif3is2#

9. Prowde basic protection for console lines by using “service password-
encryption”

Service password-encryption

10. Configure Logging to the Private Network syslog server

logging on

o~
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logging 63.100.47.40
logging buffered
logging console critical
logging trap debugging
logging facility locall
11. Conflgure the router to use time information in the logging
- service timestamps log datetime localtime show-timezone
clock timezone EST -5
clock summer-time EDT recurring
ntp source Serial0/0
ntp server 203.21.37.18
ntp server 198.147.37.140

Below is our customized configuration, with details about the purpose for specific
lines.
|
service timestamps debug uptime
service timestamps log uptime
service password-encryption
|
!
hostname Cisco2610
|
enable password enablepw
|
! shut down unneeded servers
no service tcp-small-servers
no service udp-small-servers
no ip bootp server
no service finger
no ip http server
no snmp-server
no ip name-server
|
! shut down unneeded services
no cdp run
no service config
no ip source-route
no ip classless
|
ip subnet-zero
no ip domain-lookup
ip routing
|
interface Ethernet 0/0
no shutdown
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description connected to DMZ

ip address 63.100.47.34 255.255.255.240
keepalive 10

! no smurf attacks

no ip directed-broadcast

! ad-hoc routing

no ip proxy-arp

interface Serial 0/0

no shutdown

description connected to Internet
service-module tl clock source line
service-module tl data-coding normal
service-module tl remote-loopback full
service-module tl framing esf
service-module tl linecode b8zs
service-module tl 1lbo none
service-module tl remote-alarm-enable
ip address 63.100.46.37 255.255.255.252
encapsulation ppp

! no smurf attacks

no ip directed-broadcast

! ad-hoc routing

no ip proxy-arp

|

! Configure Logging to the Private Network syslog server
logging on

logging 63.100.47.40

logging buffered

logging console critical

logging trap debugging

logging facility locall

|

! Configure the router to use time information in the
logging

service timestamps log datetime localtime show-timezone
clock timezone EST -5

clock summer-time EDT recurring

ntp source Serial0/0

ntp server 203.21.37.18

ntp server 198.147.37.140

|

!
router rip

version 2

network 63.0.0.0
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passive-interface Serial 0/0

no auto-summary

|

!

ip classless

|

! TP Static Routes

ip route 0.0.0.0 0.0.0.0 Serial 0/0
'no ip http server

! snmp server disabled

!'snmp-server community pubcomm RO
!'snmp-server community privcomm RW
!'snmp-server location Kevins Cube
!'snmp-server contact Kevin,X4872, kbong@johnsonbank.com
!'snmp-server host 63.105.70.72 trapcomm
banner motd #Unauthorized access not permitted. You will
be prosecuted.#

|

! secure the console

line console 0

exec-timeout 5 0

password goOut2Eats$4?2

login

transport input telnet

|

! disable auxiliary line

line aux 0

no exec

exec-timeout 0 10

transport input none

password giveMe3#Pickle5

|

! secure the virtual terminal lines
line vty 0 4

exec-timeout 5 0

password thisKnif3is2#

login

transport input telnet

|

end

Access Lists

| will apply access lists to our router to get a “first line of defense” in our layered
security approach. | use extended access lists because they give us a higher
level of control, rather than just testing the IP source. To define an extended
access list, use access list numbers between 100 and 199. To control CPU and
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memory utilization on our router, | am not going to use reflexive ACLs. Access
lists read top to bottom until a match is found to the current packet, so the order
of the ACL rules is very important, primarily for the logic to work correctly but also
for performance. Rules to deny suspicious and non-permitted traffic come before
rules to permit traffic, and our default deny rule comes last. | will not log most
permitted packets.

The primary resources for the following ACL configuration are:

SANS Institute coursebook Track 2.3; Firewalls 102: Perimeter Protection and
Defense In-Depth, and the Router Security Configuration Guide (National
Security Agency ), which is are available from
http://nsa2.www.conxion.com/cisco/guides/

Ingress Filtering

Access list 101 will be applied to the external interface, and will filter inbound
traffic.

I First clear ACL 101

no access-list 101

I deny all packets with an RFC 1918 source address

access-1list 101 deny ip 10.0.0.0 0.255.255.255 any log
access-list 101 deny ip 172.16.0.0 0.15.255.255 any log
access-1list 101 deny ip 192.168.0.0 0.0.255.255 any log
access-1list 101 deny ip 192.0.2.0 0.0.0.255 any log

! deny packets from the localhost

access-1list 101 deny ip 127.0.0.0 0.255.255.255 any log
I deny all packets with a source address of our DMZ network
access-list 101 deny ip 63.100.47.32 0.0.0.15 any log

! deny broadcast

access-1list 101 deny ip 0.0.0.0 0.255.255.255 any log

! deny default dhcp failed addresses

access-list 101 deny ip 169.254.0.0 0.0.255.255 any log

! reject risky protocols - tcpmux
access-1list 101 deny ip any any eq 1 log

! reject risky protocols - echo
access-1list 101 deny ip any any eq 7 log

! reject risky protocols - discard
access-list 101 deny ip any any eq 8 log

! reject risky protocols - systat
access-1list 101 deny tcp any any eq 11 log
! reject risky protocols - daytime
access-1list 101 deny ip any any eq 13 log
! reject risky protocols - netstat
access-1list 101 deny tcp any any eq 15 log
! reject risky protocols - chargen
access-1list 101 deny ip any any eq 19 log
! reject risky protocols - time
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access-1list 101 deny ip any any eq 37 log

! reject risky protocols
access-1list 101 deny tcp
! reject risky protocols
access-1list 101 deny udp
! reject risky protocols
access-1list 101 deny udp
! reject risky protocols
access-1list 101 deny tcp
! reject risky protocols

access-1list 101 deny ip any any eq 111

! reject risky protocols

access-1list 101 deny ip any any range 135 139 log

! reject risky protocols
access-1list 101 deny udp
! reject risky protocols
access-1list 101 deny tcp
! reject risky protocols
access-1list 101 deny tcp
! reject risky protocols
access-1list 101 deny tcp
! reject risky protocols
access-1list 101 deny udp
! reject risky protocols
access-1list 101 deny dup
! reject risky protocols
access-1list 101 deny tcp
! reject risky protocols

- whois
any any eq 43 log
- bootp
any any eq 67 log
- tftp
any any eq 69 log
- supdup
any any eq 93 log
— sunrpc

log
- loc-srv; netbios
— xdmpc
any any eq 177 log
- netbios
any any eq 445 log
- rexec
any any eq 512 log
- lpr
any any eq 515 log
- talk
any any eq 517 log
- ntalk
any any eq 518 log
— uucp
any any eq 540 log

— Microsoft UPnP

access-1list 101 deny ip any any eq 1900 log

! reject risky protocols

— Microsoft UPnP

access-1list 101 deny ip any any eqg 5000 log

! reject risky protocols
access-1list 101 deny udp
! reject risky protocols
access-1list 101 deny tcp
! reject risky protocols
access-1list 101 deny tcp
! reject risky protocols
access-1list 101 deny tcp
! reject risky protocols
access-1list 101 deny tcp
! reject risky protocols

- nfs

any any eq 2049 log

- X windows

any any range 6000 6063 log

- irc

any any eq 6667 log
— Netbus

any any eq 12345 log
— Netbus

any any eq 12346 log
- Back Orifice

access-1list 101 deny ip any any eq 31337 log
! reject unused protocols - finger

access-1list 101 deny tcp

any any eq 79 log

! reject unused protocols - snmp
access-1list 101 deny ip any any 161 log
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! reject unused protocols - snmp trap

access-1list 101 deny ip any any eqg 162 log

! reject unused protocols - rlogin, who

access-1list 101 deny ip any any eqg 513 log

! reject unused protocols - rcommands, syslog
access-1list 101 deny ip any any eqg 514 log

! reject unused protocols - who

access-1list 101 deny ip any any eqg 550 log

! allow established connections

access-1list 101 permit tcp any 63.100.47.32 0.0.0.15
established

! allow access to the specific services allowed on our
servers

! using their redirect addresses

! allow http access to web server, and do not log
access-1list 101 permit tcp any 63.100.47.37 eq 80

! allow https access to web server, and do not log
access-1list 101 permit tcp any 63.100.47.37 eq 443

! allow SMTP access to mail gateway, and do not log
access-1list 101 permit tcp any 63.100.47.36 eq 25

! allow DNS access to dns server, and do not log
access-1list 101 permit udp any 63.100.47.38 eq 53

! allow VPN traffic to the VPN gateway

access-1list 101 permit esp any host 63.100.47.39 log
access-1list 101 permit udp any eqg 500 host 63.100.47.39 eqg
500 log

! deny certain icmp traffic

access-1list 101 deny icmp any any echo log
access-1list 101 deny icmp any any redirect log
access-1list 101 deny icmp any any mask-request log
access-1list 101 permit icmp any any log

! default deny rule

access-1list 101 deny ip any any log

Egress Filtering

The border router also uses Egress filtering to block some of the traffic headed
out to the Internet.

Access List 151 will be used for traffic coming into the internal interface. Many of
the same rules that applied to inbound traffic will be used on outbound traffic.

I First clear ACL 151

no access-list 151

I deny all packets with an RFC 1918 source address (since the firewall should
I'use NAT to convert all addresses

access-1list 151 deny ip 10.0.0.0 0.255.255.255 any log
access-1list 151 deny ip 172.16.0.0 0.15.255.255 any log
access—-1list 151 deny ip 192.168. 0.255.255 any log
access-1list 151 deny ip 192.0.2. 0.255 any log

O O

.0 0.
0.0.
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! deny packets from the localhost

access-1list 151 deny ip 127.0.0.0 0.255.255.255 any log

! deny broadcast

access-1list 151 deny ip 0.0.0.0 0.255.255.255 any log

! deny default dhcp failed addresses

access-1list 151 deny ip 169.254.0.0 0.0.255.255 any log

! reject risky protocols - tcpmux
access-1list 151 deny ip any any eq 1 log

! reject risky protocols - echo
access-1list 151 deny ip any any eq 7 log

! reject risky protocols - discard
access-1list 151 deny ip any any eq 8 log

! reject risky protocols - systat
access-1list 151 deny tcp any any eq 11 log
! reject risky protocols - daytime
access-1list 151 deny ip any any eq 13 log
! reject risky protocols - netstat
access-1list 151 deny tcp any any eq 15 log
! reject risky protocols - chargen

access-1list 151 deny ip any any eq 19 log
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! reject risky protocols

- time

access-1list 151 deny ip any any eq 37 log

! reject risky protocols - whois
access-1list 151 deny tcp any any eq 43 log
! reject risky protocols - bootp
access-1list 151 deny udp any any eq 67 log
! reject risky protocols - tftp
access-1list 151 deny udp any any eq 69 log
! reject risky protocols - supdup
access-1list 151 deny tcp any any eq 93 log
! reject risky protocols - sunrpc
access-1list 151 deny ip any any eqg 111 log
! reject risky protocols - loc-srv; netbios

access-1list 151 deny ip any any range 135 139 log

! reject risky protocols
access-1list 151 deny udp
! reject risky protocols
access-1list 151 deny tcp
! reject risky protocols
access-1list 151 deny tcp
! reject risky protocols
access-1list 151 deny tcp
! reject risky protocols
access-1list 151 deny udp
! reject risky protocols
access-1list 151 deny dup
! reject risky protocols
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access-1list 151 deny tcp any any eq 540 log

! reject risky protocols - Microsoft UPnP
access-1list 151 deny ip any any eq 1900 log
! reject risky protocols - Microsoft UPnP

access-1list 151 deny ip any any eq 5000 log

! reject risky protocols - nfs

access-1list 151 deny udp any any eq 2049 log

! reject risky protocols - X windows

access-1list 151 deny tcp any any range 6000 6063 log

! reject risky protocols - irc

access-1list 151 deny tcp any any eq 6667 log
! reject risky protocols - Netbus

access-1list 151 deny tcp any any eq 12345 log
! reject risky protocols - Netbus

access-1list 151 deny tcp any any eqg 12346 log
! reject risky protocols - Back Orifice
access-1list 151 deny ip any any eq 31337 log
! reject unused protocols - finger
access-1list 151 deny tcp any any eq 79 log

! reject unused
access-1list 151
! reject unused
access-1list 151
! reject unused
access-1list 151
! reject unused
access-1list 151
! reject unused
access-1list 151

protocols -
deny ip any
protocols -
deny ip any
protocols -
deny ip any
protocols -
deny ip any
protocols -
deny ip any

snmp
any 161 log
snmp trap
any eq 162 log
rlogin, who
any eq 513
rcommands,
any eq 514
who

any eq 550

log
syslog
log

log

! allow established connections
access-1list 151 permit tcp any 63.100.47.32 0.0.0.15

established

! allow http outbound and do not log
access-1list 151 permit tcp 63.100.47.32 0.0.0.15 any eq 80
! allow https access outbound and do not log
access-1list 151 permit tcp 63.100.47.32 0.0.0.15 any eq 443
! allow ftp access outbound and do not log
access-1list 151 permit tcp 63.100.47.32 0.0.0.15 any eq 21
! allow SMTP access to mail and do not log

access-1list
! allow DNS
access-1list
! allow ike
access-1list
log

! deny certain icmp traffic
access-1list 151 deny icmp any any echo log
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access to dns and do not log
151 permit ip 63.100.47.32 0.0.0.15 any eqg 53
traffic to the VPN gateway

151 permit udp 63.100.47.39 eqgq 500 any eq 500
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access-1list 151 deny icmp any any redirect log
access-list 151 deny icmp any any mask-request log
access-list 151 permit icmp any any log

! default deny rule

access-list 151 deny ip any any log

VPN Policy

The VPN will be used by mobile employees and telecommuters to connect to the
GIAC enterprise’s network. Users will only be permitted to connect to the
Terminal Server on the private network, which will then allow them access to all
the services that a desktop user on the private network would have. Here is how
the VPN will be configured:

User Accounts:

User accounts for VPN access will be created on the firewall. This will give us
firm control over who has access to the VPN. The VPN password will be
different from the user’s network password, so that an intruder would need to
guess both passwords to gain access to network resources.

Security Gateway Address
The address of the security gateway on the firewall will be 63.100.47.39

Protocols
The VPN will use IPSEC
The VPN will use IKE for key exchange.

Access Restrictions
Clients connecting to the VPN gateway will only be allowed to communicate with
the Private Network Terminal Server, at 172.17.10.10.

Policy Detail

Encapsulation Protocol: IPSEC/IKE

Data Integrity Protocol: MD5

Data Privacy Protocol First Preference: 3DES

Data Privacy Protocol Second Preference: DES

Data Compression: LZS

Session Lifetime Timeout: 8 hours

Inactivity Timeout: 30 minutes

Encapsulation Mode: Tunnel

Data Integrity will be only applied to the data portion of the packet (ESP)

VPN Client
VPN Clients will use the Symantec SEVPN Client software to connect to the
security gateway.
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Firewall Policy

Private Network Originated Traffic

The firewall will by default deny all traffic passing through it. The following are
the only traffic types permitted.

Purpose Source IP Source Destination IP | Destination Base
Port Port/Protocol Protocol

Web browsing 172.17.30.* | * All Internet HTTP (80) TCP
Ips

Secure Web 172.17.30.* | * All Internet HTTPs (443) TCP

browsing Ips

Web browsing 172.17.30.* | * 192.168.1.7 HTTP (80) TCP

of GIAC server

Secure Web 172.17.30.* | * 192.168.1.7 HTTPs (443) TCP

browsing of

GIAC server

File Transfer 172.17.30.* | * All Internet FTP (21) TCP
Ips

Web browsing 172.17.10.1 | * All Internet HTTP (80) TCP

0 Ips

Secure Web 172.17.10.1 | * All Internet HTTPs (443) TCP

browsing 0 Ips

Web browsing 172.17.10.1 | * 192.168.1.7 HTTP (80) TCP

of GIAC server 0

Secure Web 172.17.10.1 | * 192.168.1.7 HTTPs (443) TCP

browsing of 0

GIAC server

File Transfer 172.17.10.1 | * All Internet FTP (21) TCP

0 Ips

Outbound 172.17.10.5 | * 192.168.1.6 SMTP (25) TCP

SMTP

Outbound 172.17.10.2 | * 192.168.1.6 SMTP (25) TCP

SMTP

DNS Queries 172.17.10.8 | * All Internet DNS (53) TCP and
Ips UDP

Network 172.17.20.4 All Internet ICMP

Management Ips

Traffic

Network 172.17.20.4 192.168.1.* ICMP

Management

Traffic

Network 172.17.20.4 63.105.70.* ICMP

Management

Traffic

Network 172.17.204 | * 192.168.1.* * TCP

Management

Traffic

Network 172.17.204 | * 192.168.1.* * UDP

Management

Traffic

Network 172.17.204 | * 63.105.70.* * TCP

Management

Traffic

Network 172.17.204 | * 63.105.70.* * UDP
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Management
Traffic

Service Network Originated Traffic

The firewall will by default deny all traffic passing through it. The following are
the only traffic types permitted.

Purpose Source IP Source Destination IP | Destination Base
Port Port/Protocol Protocol

IDS Alerts 192.168.1.5 | * 172.17.10.3 Syslog (514) UDP

Inbound SMTP 192.168.1.6 | * 172.17.10.5 SMTP (25) TCP

Outbound SMTP | 192.168.1.6 | * All Internet Ips | SMTP (25) TCP

DNS Queries 192.168.1.8 | * All Internet Ips | DNS (53) TCP and
UDP

Database 192.168.1.7 | * 172.17.10.4 1544 (Custom) TCP

Queries from

Web Server

IMAP Queries 192.168.1.7 | * 172.17.10.2 IMAP(143) TCP

from webserver

SNMP Alerts 192.168.1.* | * 172.17.10.3 SNMP (161) TCP

Internet Originated Traffic

The firewall will by default deny all traffic passing through it. The following are
the only traffic types permitted.

Purpose Source IP | Source Destinatio | Destination Protoc
Port n IP Port/Protocol | ol
Router SNMP 63.100.47.34 | * 172.17.10.3 SNMP (161) UDP
Alerts
Inbound SMTP All Internet Ips | * 192.168.1.6 SMTP (25) TCP
DNS Queries All Internet Ips | * 192.168.1.8 DNS (53) TCP
Web Requests All Internet Ips | * 192.168.1.7 HTTP (80) TCP
Secure Web All Internet Ips | * 192.168.1.7 HTTPS (443) TCP
Requests

Firewall Implementation Tutorial

Overview of steps to implement the firewall

1. Install base OS, service packs, and security patches

2. Configure the network cards

3. Install Symantec Enterprise Firewall

4. Check for and install any service packs and security patches for the
Symantec firewall

5. Launch the Management console and login to the firewall administration
interface

6. Configure Routing

7. Configure Remote Management Passwords
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8. Configure DNS

9. Configure Network Entities

10. Configure Redirected Services
11.Configure Custom Protocols
12.Configure Rules

Install base OS, service packs, and security patches

Install windows 2000 server with required components, but do not install
unnecessary services such as Internet Information Server or Remote Access
Services. Upgrade to the latest service pack, and then check
http://www.microsoft.com/technet/security/ for the latest OS security patches.

Configure the network cards

Configure the network card that will be the external interface with the following
settings:

IP Address: 63.100.47.33

Subnet Mask: 255.255.255.240

Gateway: 63.100.47.34

Configure the network card that will be the Service Network interface with the
following settings:

IP Address: 192.168.1.1

Subnet Mask: 255.255.255.0

Gateway: None

Configure the network card that will be the Private Network interface with the
following settings:

IP Address: 172.17.20.1

Subnet Mask: 255.255.0.0

Gateway: None

Important: The only interface with a default gateway should be the external
interface.

Install the Symantec Enterprise Firewall

1. Download the Symantec Enterprise Firewall software from the Symantec
Website.

2. Unzip the archive. The folder C:\SymantecSW will be created.

3. Navigate to the folder
C:\SymantecSW\SEF_SEVPN_70\DES\SYMC_fw_vpn\DES\ and launch the
program Setup.exe

4. Follow the installation steps, including accepting the license agreement,
entering you license key, and choosing the installation folder.
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5. On the Interface configuration screen, the only interface that should be
configured as an “external” interface is the one that has an IP address
assigned by the service provider. All interfaces with RFC 1918 addresses
should be configured as internal. The correct configuration is shown:

Symantec Enterprize Firewall or YPNH Configuration on YWAWPwf !

—Mebwark Interfaces

Outzide Inzide
DM [6 100,47 53] PRIVATE [172.17.201
J Add > | SERVICE E192.15=3.1.1%

¢ R emwel

Product Sernial Mumber ———— — 1 License Key [Host |d FLROCZ2AE]——
|ViN|:|ne Entered | !eval-p?EEErEE?f |

k. I Cancel | Help

Install any security patches for the Symantec Enterprise Firewall

Go to http://www.symantec.com/techsupp/enterprise/ and search for the latest
hotfixes available for the version of the firewall software you are running.

Connect to the Management Console

Click on the ‘Symantec Raptor Management Console” icon to launch the
management application. You will see a screen similar to the following:
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:m rmc70 - [Console RoothS¥ymantec Enterprise Management', S¥ymantec Raptor - |EI|£|

J[%] Comsole  Window  Help |J D = E | |;Ii|£||
|J Action  Miew  Favorites |J e o= | | | E% |J B e EER |

Tree I Favorites |

Getting Connected

[ Console Rook
E? Symantec Enkerprise Managerer

ﬂ§> Syrantec Rapkor Manageme i,_ . ﬁ: i,_ .
Mew Connection MNew Cluster Connect to
172.17.20.1

1 | ©

|D0ne |

Click on “New Connection” and you will get the following dialog:

Symantec Raptor Management Console 7| x|

symantec. YWelcome to the Symantec Raptor
, Management Console
M ame: |1?2.1?.2n.1

Symantec Raptor Management Console”
G Pazzsword: Imxmm1

b anagement Port; I41 8 i’

¥ Obtain read/wiite access upon connecting

] Cancel |

Enter the password that you entered when you installed the Raptor software and
click OK.

Once you connect, the firewall icon turns green
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'{fi rmc70 - [Console Root',Symantec Enterprise Management'Symantec Raptor

J'ﬁ'ﬂ Console  Windomw  Help

=100 x|

= = =S

|J fckion  Wiew  Favorites |J G = | | @ “ EI ':?:' @ n ?‘% ! ! @

Tree I Favorites I

[ Console Root
E? Symankec Enterprise Managemer
E|4§} Symantec Raptaor Manageme
LT fiw (Connected)

Configuring your Symantec System

= J = J

G - -

[ oo S
Quickstart SMTP Wizard S25% Tunnel ¥PN Client Tunnel

Wizard Wizard

w

Disconnect from
fw

|Dcune

Configuring Routing

The first step after connecting is to set up our routes. The internal routing table
on the security gateway must be manually configured, it does not support

dynamic routing.

Use the Network Control Panel to set the default route on the external interface:

Once that is done, configure the routes within the firewall using the Symantec
Remote Management Console. You need to configure a route that says all traffic
destined for the 172.17.x.x network goes through the Private network interface.
To do this, follow these steps:
1. In the Symantec Enterprise Management Console, expand the Firewall and
then expand the “Base Components” folder.
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:m rmcT0 - [Console Root'Symantec Enterprise Management', Symantec Rap

J[%] Console  Window  Help

=10l |

I = RN S|

|J Action  Miew  Favorites |J e o= | | | E |J SRR SRS - L |

Tree I Favorites

[ Console Rook

E? Symantec Enkerprise Managerer

EI@ Symantec Rapkor Manageme
Eﬂ! fw {Connecked)

CRER Y

ase Components

----- Remate Manager
----- DMS Recaords
----- B8 network Interfac

----- Metwork Entities
User Graups

----- 1771 duthentications
Times

-8 Prokocols
| Qabewmay Service
| Filters

&-{_7] Access Controls
-2 Wirtual Private Metwe
-2 Monitaring Conkrols

| 2

Marne

-:;'Rautes

@DNS Records
EBMetwork Interfaces
@ Mebwork Entities
ﬁ User Groups

’ Users
d;ﬁ.ﬂ.uthentications
@ Times

Sprotocols
@Gateway Services

i}'FiIters

'@Remnte Management Pass...

2. Right click on Routes and Click “New” Then “Route”
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fw'Route',172.17.0.0 Properties 7| x|

Route |

"—_H Fleaze specify the route properties.

-

Destination Address:

Metmask: | 255.255.0.0

G ateway Address: |1 7217.20.1

| k. I Cancel Help |

3. For the Destination address, enter the “172.17.0.0"” network. The subnet is
“255.255.0.07, and the Gateway Address is the Private Network Firewall
Interface, or 172.17.20.1.

You also need to add a route for the Service Network addresses. Follow the
same steps as above, using a Destination address of 192.168.1.0, Subnet of
255.255.255.0, and a Gateway of 192.168.1.1.

Finally, you need to add a route that says to send all other traffic out the external
interface. This is done by adding a route for the network 0.0.0.0, Subnet

:m rmc70 - [Console RoothSymantec Enterprise Management'S¥mantec R - |EI|£|
J[%] Comsole  Window  Help |J D = E | |_|— _Iﬁl EI|
|J Action  Wiew  Favorites |J a= = | | | @ |J = § ¢ ﬁ ! ' LYy |
Tree I Favaorites | Destinakion | Metmask | Gateway |
] Cansdle Rt S=172.17.0.0 £55.255.0.0 172.17.20.1
=-7F Symantec Enterprise Managemer EIQZ.IEB.I.D 55,255, 255.0 192.168.1.1

-4 Symantec Raptor Manageme | =0.0.0.0 0.0.0.0 £3.100.47.33

Eﬂ! fw {Connecked)
223 Base Componients

----- B8 network Interfac

----- Metwork Entities
User Graups

----- 10 Authentications
Times

& Protocols

| Qabewmay Service
&P Filers

&-{_7] Access Controls
-2 Wirtual Private Metwe
-2 Monitaring Conkrols

© SANS Institute
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After making any changes to the firewall, you need to press the “Save and
Reconfigure” button to save the changes and make them take effect:
:m rmc70 - [Console Root'Symantec Enterprise Management',Symantec i |EI|£|

J[%] Comsole  Window  Help |J D = E | |;Ii|£||
|J fction Wiew  Favarites |J e = | | | @ “ h ':@:' ] ! ' oy |

Tree I Favaorites | Destinakion | Metmask T I maran -
= |Save and reconfigure
D Console Rook «==172,17.0.0 255.255.0.0 N i

: Sag

=-FF Symantec Enterprise Managemer | == 192.168.1.0 #55.255,255.0 192.168.1.1

& _h
EI%§> Symantec Raptor Manageme |«=0.0.0.0 0.0.0.0 £3.100.47.33

----- BB Mebwark Interfac

----- Mebwork Entities
User Groups

----- T Authentications
Times

el Protocols

w3 Qabeway Service
&} Filters

&-{_7] Access Controls
-2 Wirtual Privake MNetwe
-2 Monitaring Conkrols

l | 1

|D0ne

Configure Remote Management Passwords

Remote Management Passwords allow us to set up management stations that

are allowed to connect to and configure the firewall using the Symantec Raptor

Management Console application.

Follow these steps to add a remote management workstation:

1. Expand the “Base Components” folder of the firewall in the Management
Console.

2. Right- click on “Remote Management Passwords” and choose
New..Management Password

3. The following dialog will display:
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fw'Remote Management Passwurd"-.,lTZ.l'.‘éffE: 7] x|

Remote Management Paszword

- a
Specify remote mahagement type, system and pazsword.

— Remate Management Type

¥ Remate Management © Log Event Submizsion © Intrugion Detection
i Logfile Retrieval " Read Only

Intrugion Detection
[ Fort Murnber: 426 Blacklist Timeout [minutes]: |144|:|

— Remate Management System
[17217.20.4

— Remote Management Paszword

Werify Password

Ixxxxxxxxx

k. I Canicel | Help |

4. Under “Remote Management System” add the IP Address of the Network
Manager’s Workstation (172.17.20.4)

5. Enter the Remote Management password twice to verify it is typed in
correctly.

6. The default selection “Remote Management” is kept. This will allow Network
Administrator to configure the firewall settings from her workstation.

7. Click OK, then click “Save and reconfigure” to save changes.

DNS Configuration

The firewall can act as a DNS server, but GIAC has opted to instead use its DNS
servers in the Service Network and Private Network to be the authoritative name
servers. GIAC is using a split-level DNS, the Service Network DNS server is
authoritative for the domain GIAC.com and services devices in the service
network and requests from the Internet. The Private Network DNS server is
authoritative for the domain GIAC.com and services only devices on the private
network.

Since they are not using the firewall’s built in DNS service, it will need to be
disabled.
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1. Expand the “Access Controls” folder and click “Proxy Services”

:m rmcT0 - [Console Root'Symantec Enterprise Management', Symantec Ba|

J[%] Console  Window  Help

=10l |

I = RN S|

|J Action  Wiew  Favorites |J a= = | | | @ |J & g ¢ ﬁ ! ' LYy

Tree I Favorites |

l

..... 1} MAT Pools

Proxy Services

#-{_1 Monitaring Conkrols

----- ¥ Redirected Services
g ¥ Address Transforms
H323 Aliases

-2 wirtual Private Metworks

| N

Prosy | Skatus |

----- Remote Management Passw-;l FTPD Enable

..... % DINS Recards il csro Enable. ..
----- E& Mebwork Interfaces CHTTRD Enable
----- Metwiork Ertities w3 TELNETD Enable
% Lser Groups #3 CIFsD Enable
----- € Users EYnEDERAMD Enable
% Authentications %DNSD Disable
gl Times Elnreo Enable
& Protocols punTPD Enable
= Gateway Services SMTPD Enable
&} Fikers 22 pInGD Enable
=3 ;c;sl-sll;antmls Enable
) SOLMETD Enable
-] Content Profiles aHSZSD Enable

|D0ne

2. Right Click on “DNSD” and choose Properties.

3. Uncheck the “Enable DNS” box. Click Ok, and then click “Save and

Reconfigure” to save changes.
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fw'Services',DNSD Properties 7] x|

Status | Start Df.-’-‘-.uthu:urityl Mizcelaneous

Thiz zetting specifies whether the domain name zervice
daemon [DM5D] zhould be in uze by the Sumantec System.

k. I Canicel Help |

The rules to allow DNS traffic to pass through the firewall will be configured later.

Configuring Network Entities

A network entity is a host or group of hosts which will pass data through the
firewall. We must configure a network entity for each system or group of systems
that will have unique rules for passing data through the firewall.

Our list of network entities is as follows:
- Service Network Switch
Service Network IDS Sensor
Service Network SMTP Gateway
Service Network Web Server
Service Network DNS Server
Private Network Administrator Workstation
Private Network Supplier/Partner Mail Server
Private Network Syslog Server
Private Network Corporate Database
Private Network Corporate Mail Server
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Private Network Internal DNS Server

Private Network Network Administrator station
Private Network all user workstations

Private Network Terminal Server

All Internet Addresses

Border Router Internal Interface

To configure a single network entity:

1. Expand the “Base Components” folder

2. Click on “Network Entities”

3. Right Click on “Network Entities” and choose “New Host”. The following
dialog is displayed:

" Metwork Entity',NewHost Properties (N: 7] x|

i

Gereral | Address I In Use By I

Fleaze enter a name and dezcription and zelect the Mebwork
E ntity tupe.

M arne: ISewiceN ehwarkSwitch

Description: IService Metwirk, SwitcH

Type: IHI:ISt j

k. I Canicel Help |

4. The name of the first host is the “Service Network Switch”. It is of type host.

5. Click on the Address tab and enter the IP address for the device. The IP
address of the switch is 192.168.1.2. The MAC address is not required, but
can be entered for additional security.
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fw' Network Entity',NewHost Properties (N 7] x|

General Address | In Lse By

Fleaze enter the IP addresz or DMS name, and optional MALC
addrezs for thiz Host. Entering a MALC addreszs will azsociate
the |F address with a specific netwaork card.

Address: [192.168.1.4

MAC Address: |

k. I Canicel Help |

6. Click OK.

Since all of our user workstations will have the same rules applied, and all lie on

the same network, we can add them as a group rather than each individually.

To add a group of all hosts on the same network, follow these steps:

1. Expand the “Base Components” folder

2. Click on “Network Entities”

3. Right Click on “Network Entities” and choose “New Subnet”. The following
dialog is displayed:
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fw',Network Entity'NewSubnet Properties {Nes 7] x|

Gereral | Address I InJze By

Fleaze enter a name and dezcription and zelect the Mebwork
E ntity tupe.

M arne: ILlserWDrkstatinns

Description: I.-’-'-.II ser Workstations

Type: I Subnet j

k. I Canicel Help |

4. Click on the Address Tab.
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fw'Network Entity',NewSubnet Properkties { 7] x|

General Address | In Lse By

Fleaze enter the detailz to descrbe the addreszing of this
Subret,

Address: [17217.30.0

M etwork Maszk; |255. 285.254.0

k. I Canicel Help |

5. The Address for our User Workstation subnet is 172.17.30.0, and the Network
Mask is 255.255.255.0.
6. Click Ok.

Follow this process to add all applicable hosts to the system. When complete,
remember to click “Save and reconfigure”.
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Console  wWindow  Help

i rmc70 - [Console Root',Symantec Enterprise Management'Symantec R

=10l x|

DR @ | -l5x

|
|J fction  Wew  Eawvorites |J | o= | | | £ “ s ] T E e ‘

Tree I Favorites | Marme | Type | Description | Address | Mask.

----- % Remote Management Pa: - | & Universe* Host 0.0.0.0
..... DMS Records @ ServiceMetworkSwitch Hust Service Me...  192.168.1.2
..... E& nletwiork Interfaces @ServiceNetworkIDS Hiosk Service Me...  192.1658.1.5
----- Metwork. Entities @ ServiceMetworkSMTR Hiosk Service Me,..  192,168.1.6
% User Groups QSErviceNetworkWebServer Host Service Me.,.  192,168.1.7
----- £ Users @ServiceNetworkDNSServer Hust Service Me,,.  192.168.1.5
% Authentications &% ServiceMetworkYPNCancent. .. Host Service Me...  192,168,1.9
gl Times & PrivateNetwarkiDs Host  Private Met.., 172.17.20.3
-4 Protocols @ PrivatehetworkSupplierMail...  Hosk Private Met.,, 172.17.10.2
""" = Gateway Services @F‘rivateNetworkSysIogServer Host: Private MNet... 172,17.10.3
& Filkers & PrivateNetworkCorporateD... Host  Private Net... 172,17.10.4

=0 Access Contrals & PrivateNetworkCorporateMail  Host  Private Net.., 172.17.10.5
""" & rues , S PrivateNetworkadministrator  Host  Privabe Net.., 172.17.20.4

#-{_1] Conkent Profiles ) )

_____ ﬂ Redirected Services @PrlvateNetworkDNS Huost Private Net... 172.17.10.8
..... LF MAT Fools @BorderRouter Hisk Border Row..,  63.100,47.34
g % ddress Transforms QEPrwateNetwnrkLlserWorkst... Subnet  Private Net,., 172,17.30.0 255,
A HI23 Aliases
% Prowy Services

-1 Wirkual Private Metwaorks [

-2 Monitoring Controls -

dl 2 2]

|Dnne

Configuring Redirected

Services

Since we are using non-routable addresses on our service network devices, but
these devices are running services that will be available to Internet hosts, we
need the firewall to redirect traffic destined for Internet Routable addresses to the
Service Network. As we saw above, the following addresses need to be

redirected:

Service Internet Address Redirects to Service
Network Address

SMTP 63.100.47.36 192.168.1.6

HTTP/HTTPS 63.100.47.37 192.168.1.7

DNS 63.100.47.38 192.168.1.8

Service Internet Address Redirects Private

Network Address

Syslog for border router

63.100.47.40

172.17.10.3

Service

Service Network

Redirects to Private

Address Network Address
SMTP to mail server 192.168.1.25 172.17.10.5
Syslog 192.168.1.23 172.17.10.3
Corporate Database 192.168.1.24 172.17.10.4

ODBC
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IMAP to mail server 192.168.1.22

172.17.10.2

To configure the firewall to redirect an address:
1. Expand the “Access Controls” folder

2. Right Click on “Redirected Services” and choose “New”..”"Redirected Service”
3. For the SMTP Service, we will configure the redirect as shown:

fw',Redirected Services'#4 : Redirecting All: 7] x|
Service I
Fleaze zelect the zervice to be redirected, requested
Wt address and mazk to which service requests are sent, and
redirected address and port number.
Service: I hittps j

Fequested &ddress: IEE.‘I 00.47.37

fddress b ask: |255_255.255.255

[ Rediect all gateway interfaces

Redirected Addreszs: |1 92168.1.7

Redirected Park: |4431

=

k. I Canicel | Help |

Follow the same process to create each redirected service.
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i rmc70 - [Console Root',Symantec Enterprise Management'Symantec R ; - |EI|1|

Console  wWindow  Help |J D = E | ‘;Iilﬂ‘

J
|J Action  Wiew  Eaworites |J o o= | | @ |J 5 @ ?ﬁ ! ! ) ‘

Tree I Favorites | I | Requested
,,,,, % Remate Management Pafﬂ 2#2 . Redirecting smbp requests to 63, 100.47.36 to 192, 168.1.6:25 63,100,497,
..... DMS Records ¥ #3 1 Redirecting http requests to 63,100,47,37 to 192,168,1.7:60 63,100.47,
..... E& nletwiork Interfaces :#4 : Redirecting https requests bo 63, 100.47.37 to 192,163, 1. 7443 63,100.47,
----- Metwork Entities % 20 : Redirecting dns_udp requests ta £3,100,47,36 to 192,165.1.5:53  63.100.47,

% User Groups c#? . Redirecting isakmp requests bo 63,100,47,39 to 192, 168,1.9:500 &3,100.47,

----- ) Authentications
Times
-4 Protocols
----- Gakeway Setvices
& | Filkers
2-{_] Access Controls
----- g Rules
#-{_1] Conkent Profiles
----- ¥ Redirected Services
----- 3. f maT Pools
-3 % Address Transforms
H323 Aliases

% Prowy Services
-1 Wirkual Private Metwaorks [
-2 Monitoring Controls -

| a0 | | i

|Dnne |

Configuring Rules

Now we are ready to create the rules that will allow traffic to pass through the
firewall.

Our firewall will be configured as default “Deny All”, and then permit specific
services as necessary.

The Symantec firewall orders rules based on how specific they are. Rules
dealing with a specific host are tested before rules that apply to a subnet.
Subnet rules are tested before domain rules, and domain rules are tested before
rules that apply to the entire universe.

Important — Rules should always be created using the true IP address of a
device. A virtual or redirected IP address should never appear in a rule (if the
address was redirected by the same firewall that contains the rule.)

Looking at our firewall policy above, our first rule is to allow web browsing (HTTP
Traffic) by all internal network workstations. To Create the rule to allow this
traffic:

1. Expand the “Access Controls” folder

2. Right-click on Rules and choose “New..Rule”
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fw'Rule’Rule #1 Properties (New) 7] x|

Alert Threzholds I Miscellaneous I Advanced Services I
General | Services I Time I Authentication

Fleaze enter a description and zelect the Source,
Destination and Access lype.

Description:
IH TTF from User Workstations to Internet

For connections caming in via: From zource;

Iﬂ FRIVATE j IETQ F'rivateNetwurkUserWDrj
Deztined for: Coming out via:

I@ Uriverse® j I‘ DM j

Rulez can be written to allow or deny access to services:

* Allow Access To Services

" Deny Access To Services

k. I Canicel Help |

For a description, we enter “HTTP from User Workstations to Internet
Choose the “Private” interface as the “connection coming in via”

The source is our subnet “PrivateNetworkUserWorkstations”

The Destination is All IP Addresses

Coming our via the “DMZ” interface

Our default rule is to deny, so all subsequent rules will be to allow.
Click on the “Services” tab

©CONOO AW
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Alert Threzholds | Miscellaneous
Time I Authientication

General Services

fw'RuletRule #1 Properties (New)

I Advanced Services

§ Fleaze select the zervices for this rule,

Excluded Services

cifg*
exec”
ftp*

Eugheﬁ

[ogir®
nbdagran®
nnkp®
ping”
ratings*
realaudio®

shell*

all* Y

tzp® —

b [

|ncluded Services

Configure. .. |

2 x

o |

Canicel |

Help |

10.Here we choose the “http” service.
11.The http service has some special configuration options, choose “configure”
to view and set.
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HTTP Rule Properties 7| x|

Frotocols I Hestrictinnsl Wwieh P'ru:u:-:_l,ll

Pleasze select which protocols are supported over HT TP far this rile;

[ Allow HT TP over walid 551 on the following ports:

= Al Farts
= Standard Ports (443 563

€ Portz named in the following list

Add Part

B emone Paort

[~ Allow DCOM Ower HTTP
[ Allow FTP Protocol Corversion

[ Allow Gopher Protocol Conversion

k. I Cancel Help |

12.We will click to enable SSL over the standard ports.
13.Click on the “Time” tab.
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fw'Rule’Rule #1 Properties (New) 7] x|

Alert Threzholds I Mizcellaneous | Advanced Services I
General I Services Time | Authientication

Fleaze specify the time range in which thiz rule will be
enfarced.

Time Range: SR rils]=

k. I Canicel Help |

14.We have the ability to configure a time range when this rule is active. Leave
this set at “Anytime”
15. Click on the “Authentication” tab
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fw'Rule’Rule #1 Properties (New) 7] x|

Alert Threzholds I Miscellaneous Advanced Services |
Gerneral I SErvices I Timne Authertication

Fleaze select an authentication method for thiz rule and
aphionally configure any uzer andar group restrictions.

Authentication;

[T Usze Out-of-band Authentication

Apply rule ko

I EVENYONE i I

k. I Canicel Help |

16.We have the ability to force users to authenticate to activate this rule. We will
not use Authentication.
17.Click on the “Alert Thresholds” tab.
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fw'Rule’Rule #1 Properties (New) 7] x|

General | Services I Time I Authentication I
Alert Thresholds | Mizcelanesous I Advanced Services

cohhection: are made over a diven period of time. Set

g Alert thresholdz are met when a specific number of
threzholds to monitor pogsible suspicious activity,

[T Send naotifications i any of theze threshalds are reached

Murnber of connections during a time interval;

I—ﬂ during & minutes
I—il during 15 minutes
I—ﬂ during 1 hour
I—ﬂ during 1 day
I—ﬂ during 1 week

k. I Canicel Help |

18.We have the ability to configure an alert to be generated if a certain number
of connections is reached in a certain time period. We will not configure a

threashold.
19.Click on the “Miscellaneous” tab.
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fw'RuleRule #1 Properties (New) 7] x|

General I Services | Time I Authentication

Alert Threzholds Mizcellaneous Advanced Services

g Fleaze select any mizcellansouz attributes to thiz rule.

v application Data Scanning

k. I Canicel

Help |

20.Here we have the ability to choose to log activity and scan the data sent by
the application. We will do both. With application data scanning, the firewall
acts like a proxy firewall, reading in the entire request to see if it is valid
before passing it to the target system. If application data scanning is
disabled, the firewall acts like a packet filtering firewall, and passes each
packet of the request to the target system without verifying it is a valid request

for the configured service.
21.Click Ok to save the new rule

Use this same process to configure all of the other rules.

Configure Custom Protocols

If a rule does not have a pre-configured service or protocol listed (such as our
custom ODBC port for communication between the web server and the
database) the protocol will need to be added prior to adding the rule. Follow this

process to add a protocol:
1. Expand the “Base Components” folder

2. Right-click on “Protocols” and choose “New”..”Protocol”
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fw"Protocol NewProtocol Properties (New) 7] x|

General | TCP/UDP Fort Ranges | In Use By |

Pleaze enter a name, dezcrption, and baze protocol for this
protocaol.

M arne:

Description: IEustDm ODBLC Part

Base Protocal: I TCP j

[ Display in Bule Window

k. I Canicel | Help |

3. The name of our protocol is “odbc_custom”

4. The Base Protocol is TCP. It should be displayed in the Rule Window.
5. Click on TCP/UDP Port Ranges
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fw"Protocol NewProtocol Properties (New) 7] x|

General TCRAUDP Part HEII"IQES | In ze B_Irl I

Fleaze enter destination and zource port ranges for thiz
TCRAUDP bazed pratocaol.

Destination Port B ange: |1 A44

Source Port B ange: |1 024H65535

k. I Canicel Help |

6. The Destination Port Range is the custom port 1544. Our source port is any
of the ephemeral ports, or 1024-65535.

7. Click OK. Now our custom service is available in the “Services” window of
the “Add Rule” dialog.
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Alert Threzholds |
General Services

fwRuletRule #2 Properties (New)

Miscellaneous
Time I Authentication

I Advanced Services

§ Fleaze select the zervices for this rule,

Excluded Services

gopher® ﬂ

h323
hitp®
login®

nbdaram*

ping”
ratings*
realaudio®
tzp®
ghell*
srtp®
alnet”
telnet*

|ncluded Services

odbc custom

Canfigure... |

2 x

Ok

Canicel

Help |

Deny Rules
Deny rules are added in the same way as permit rules. The following

screenshots show a deny rule to deny all unused services from passing through
the firewall from the Internet to the Server Network.
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fw',Rule’Rule #23 : Universe* - Universe™ : cifs 7] x|
Miscellaneous | Advanced Services I
General Services | Time Alert Threzholdz
§ Fleaze select the zervices for this rule,
Excluded Services |ncluded Services
all? cifs* -
dns_udp custom_0ODEC —
dnz_udp_ss dnz_tcp
hitp® dnz_udp_rey
ratings* enec®
amkp* ftp*
zalnet” gopher®
ayzlog Fr | b33
ICKP
[MapP
o | login® |
nbdararn®
nnkp®
ping*
ealud -l
k. I Canicel Help |
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fw'Rule’,Rule #23 : Universe* - Universe*: 7] x|

Miscellaneous I Advanced Services I
General I Services I Time Alert Threzholdz

Fleaze enter a description and zelect the Source,
Destination and Access lype.

Description:

|

For connections caming in via: From zource;

Iﬂ ] e j I@ Universe® j
Deztined for: Coming out via:

| Universe* ~|  |=seRwice |

Rulez can be written to allow or deny access to services:

" Allow Access To Services

¥ Deny Access To Services

k. I Canicel Help |

Assignment 3: Verify the firewall policy

Audit Plan

We will use three tools to test the firewall configuraton:
NetCat

Ethereal

NMap

There are two ways we will test the firewall.

First will will use NetCat to determine if traffic is permitted to the appropriate

servers.

For each type of traffic that is to be permitted, we will do the following:

1. Set up a listening service on the specified port on the server that is supposed
to receive the traffic. For example, if we want to set up a listener on port 25
TCP (pretending to be an SMTP server), we will use the following command
on the server:
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nc -l —p 25

The “-I” switch tells netcat to run in listen mode.
The “-p” switch tells netcat to use port 25
The default behavior is to use TCP

2. We will run Ethereal on all three network segments during the test to capture
any packets. This will show us that the firewall is routing traffic to the
appropriate segments.

This diagram shows the testing configuration:

Client Running netcat

Server running Netcat Listener

="

Ethereal

=

Ethereal Ethereal

3. We will then go to the client machine and attempt to connect to the server
machine using netcat:

nc server_ip 25

If the connection is successful, we should be able to type characters into the
netcat instance on either the client or the server, and have the characters show
up on the other machine.

One thing to keep in mind, the Symantec Enterprise Firewall acts as a proxy for
many well known services, such as HTTP and SMTP. To successfully pass
traffic through the firewall on these services, the traffic must be a valid request or
response for that type of traffic. To accomplish this, we can either paste valid
traffic into NetCat, or use a web or smtp client to generate the traffic.

Netcat can be used to test services using both TCP and UDP. To test UDP
services, use the same commands as above, but use the —u switch.

We will check the Ethereal log on all three segments to see if any additional
traffic was generated.

This testing can be performed at any time of day, because we do not have any
rules that are time-based.

The cost to perform this testing will be minimal, because we are using freely
available tools. The effort/time to perform the test will be a couple of days. This
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is because we are testing each permitted rule individually, and also testing each
interface using NMAP from a number of different source hosts.

Example 1: Test with Netcat and Internet Explorer of permitted rule

corporate database on our custom port 1544, but that it is not allowed to
communicate with the syslog server on that same port.

1. For this test, we configure a device to act as the web server in the service
network.

IP Address: 192.168.1.7

Subnet: 255.255.255.0

Gateway: 192.168.1.1

And we plug it into the Service Network switch.

2. We also configure a device to act as the user workstation
IP Address: 172.17.30.5

Subnet: 255.255.0.0

Gateway: 172.17.20.1

And we plug it into the private network switch.

3. Now we start Ethereal on both ofn the above workstations.

4. Now start a listener on the “web server” using the following command:
nc - —p 80

5. Since we are using the HTTP proxy on the Firewall, we will need to send a
valid HTTP request or the firewall will block it. The easiest way to do this is to
launch Internet Explorer and use it to send the request. We launch Internet
Explorer on the “User Workstation” and type the web server address
192.168.1.7 into the address bar.

6. We see the HTTP request in the NetCat session on the “Web Server”, so the
firewall permitted our request to go through.
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Mi C:AWINNTASystem32\cmd.exe - nc -1 -p 80

C:%>nc —1 —p BA

GET ~ HTTP-1.1

Accept: /%

Accept—Language: en—us

Accept—Encoding: gzip, deflate

gser—ﬂgent: Mozilla~s4.8 <(compatihle; MSIE 6.8; Windows NT 5.8; .HMET CLR 1.8.378

Host: 192 _168.1.7
Connection: Keep—Alive

HTTP-1.1 288 OK
Hi

7. To test that our response is also permitted to go through the firewall, we type
the following three lines into Netcat on the webserver:
HTTP/1.1 200 OK\n

\n
Hi\n
This sends a valid HTTP header and the content “Hi” back to the browser:
A} http://192.168.1.7/ - Microsoft Internet - 10| x|
File Edit Wiew Faworites Tools  Help “
&= Back - D [7] 4| Disearch [GFavorites Media (% | By S >
Address &) http:/{192,168.1.7/ ~| @G | Links >
Hi
& Done & Inkermet

Ethereal picked up the expected network traffic and no other traffic:
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& <capture: - Ethereal =1ol x|

File Edit Capture Display Tools Help
Mo. . |Time Source Destination |F'mmcnl |Inf0 A
21 16.924726 172.17.30. 192.168.1.7 HTTR GET / HTTR/1.1
22 17.041143 192.168.1. 172.17.30.5 TCP http = 1504 [ACK] Seqg=
23 40.354273 192.168.1. 172.17.30.5 HTTF HTTR/1.1 200 OK J
24 40.468155 172.17.30. 192.168.1.7 TCP 1504 > http [Aack] seg=
25 40.488241 172.17.30. 152.168.1.7 TCP 1504 = http [ACK] Seg=

Continuation

192.168.1.

5
7
7
5
i
i
i
7
i
5
2

27 45.475362 172.17.30. 7 TCP 1504 » http [ack] sSeqg=

28 45.475451 172.17.30. 192.168.1.7 TCP 1504 = http [ACK] seg=

29 73.751439 192.168.1. 172.17.30.5 HTTP Continuation

30 73.916256 172.17.30. 192.168.1.7 TCP 1504 = http [ACK] seg=

31 73.016347 172.17.30. 1%2.168.1.7 TCP 1504 > http [Aack] seg=

2T TFA NRIOATOIGT TAR T M7 1T 2N R HTTD ContAnnatinn !
-~ I =

EFrame 26 (&0 on wire, 60 captured)

B Transmission Control Protocol, Src Port: http (80), Dst Port: 1504 (150470, Seq: 16480421°¢
H Hypertext Transfer protocol

5
® Ethernet II
EHInternet pProtocol, src adde: 192.168.1.7 (192.168.1.7), Dst addr: 172.17.30.5 (172.17.30.

7|

UUZU LB US UU SU U BU UY O &Y 50 04 B8 92 BL SU I8 P R P K
0030 23 o7 <d 32 00 00 IENGEENDR 00 00 00 #..2. .. ..
£

Fitter| /| Reset||pata (data)

We can follow this same process to verify that every service we expect to be
open is open. We can also verify that non-expected services are not open.

Example 2: Test with Netcat of Non-permitted rule

In this example, we are going to test that the web server is allowed to
communicate with the corporate database on our custom port 1544, but that it is
not allowed to communicate with the syslog server on that same port.

1. For this test, we configure a device to act as the web server in the service
network.

IP Address: 192.168.1.7

Subnet: 255.255.255.0

Gateway: 192.168.1.1

And we plug it into the Service Network switch.

2. We also configure a device to act as the database
IP Address: 172.17.10.4

Subnet: 255.255.255.0

Gateway: 172.17.20.1

And we plug it into the private network switch.
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3. Now we start Ethereal on both of the above workstations.

8. Now start a listener on the “database” using the following command:
nc - —p 1544

" System32icmd.exe - nc -1 -p 1544
G: \}1uute delete A.A.8.A mazk B.A.A.8 172.

C:2>route print

Interface
ME TCP Loopback interface
Hircom Ethernet 18188 PC Card

Interface

172.17.10.4
172.17.255 255
224.08.0.8 -A.8. -
255.255.255. 255 - - - 172 17.1@.
1 172.17.28.1

n-hrh»-hl-‘rh"‘rh

C:x>nc —1 —p 1544

9. Now attempt to connect to the listener on the “database” from the “web

server” using the following command:
nc 192.168.1.24 1544

Note that since we are communicating from the Service Network into the
private network, we use the “redirect” address of 192.168.1.24, rather than
the true IP address of the device, 172.17.10.4.
You can now move between the two computers and send traffic between
them, as shown below.

E:"-.,W'INNT"'.,5rstem32"-.,|:md.e:-:e -nc 192.168.1.24 154

C:\>nc 192.168.1.24 1544

TEST to Corporate Database from webserver
Test Response to wehservep
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[5] C WINNT', System32'.cmd.exe - nc 192.168.1.24 1544

C:x>nc 192.168.1.24 1544
TEST to Corporate Database from webserver
Test Response to wehservep

Ethereal shows no additional network traffic.

The second part of this test involves attempting to connect from the webserver to
the Syslog server on the custom port 1544. This traffic should be denied.

1. For this test, we configure a device to act as the web server in the service
network.

IP Address: 192.168.1.7

Subnet: 255.255.255.0

Gateway: 192.168.1.1

And we plug it into the Service Network switch.

2. We also configure a device to act as the syslog server
IP Address: 172.17.10.3

Subnet: 255.255.255.0

Gateway: 172.17.20.1

And we plug it into the private network switch.

3. Now we start Ethereal on both of the above workstations.

10.Now start a listener on the “syslog server” using the following command:
nc —| —p 1544
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E:"-.,W'INNT"'.,5rstem32"-.,|:md.e:-:e -nc-l-p 1544

C=%>nc -1 —p 1544

11.Now attempt to connect to the listener on the “syslog server” from the “web
server” using the following command:
nc 192.168.1.23 1544
Note that since we are communicating from the Service Network into the
private network, we use the “redirect” address of 192.168.1.23, rather than
the true IP address of the device, 172.17.10.3.

The connection attempt fails, we are returned to the command prompt after a
short timeout.

C:YWINNT  System32cmd.exe

C:n>ne 192.168.1.23 1544
LR

No indication of a connection is shown in the listener.
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E:"-.,W'INNT"'.,5rstem32"-.,|:md.e:-:e -nc-l-p 1544

C=%>nc -1 —p 1544

Testing the firewall with NMAP

The second way we will verify the firewall policy is to run nmap against each of
the interfaces and verify that the appropriate ports are open. The allowed
services are different depending on the source of the traffic, so we will need to
run the scan from a number of different source addresses.

Some of the options of nmap we will use are:

-sS TCP Syn scan

-PO (do not ping hosts before scanning) because our firewall blocks ICMP echo
traffic

-oN <logfilename> - log results to a file

-S <ipaddress> - select the IP address to use. We will bind each used IP
address to the network card before it is used so that we grab the response traffic.
-n do not resolve DNS addresses

-v verbose mode

Example 3: Private Network User Workstation scan of the Service Network

1. Setthe NMAP machine to the IP address of a workstation —172.17.30.5

2. Place the Ethereal sniffer in the Service Network

3. Run the following command:

Nmap —sS —p0 -S 172.17.30.5 —n —v 192.168.1.7 > test.txt

(for this example we scanned only the webserver, 192.168.1.7. We could scan
the whole range using the form 192.168.1.0/24)

Here is the contents of test.txt:
Starting nmap V. 3.00 ( www.insecure.org/nmap )
Host (192.168.1.7) appears to be up ... good.
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Initiating SYN Stealth Scan against (192.168.1.7)
Adding open port 514/tcp

Adding open port 21/tcp

Adding open port 1521/tcp

Adding open port 512/tcp

Adding open port 554/tcp

Adding open port 119/tcp

Adding open port 1720/tcp

Adding open port 80/tcp

Adding open port 23/tcp

Adding open port 25/tcp

Adding open port 443/tcp

Adding open port 70/tcp

Adding open port 139/tcp

Adding open port 7070/tcp

Adding open port 513/tcp

The SYN Stealth Scan took 216 seconds to scan 1150 ports.
Interesting ports on (192.168.1.7):
(The 1135 ports scanned but not shown below are in state: filtered)
Port State Service

21/tcp open ftp

23/tcp  open telnet

25/tcp  open smtp

70/tcp  open gopher

80/tcp  open http

119/tcp open nntp

139/tcp open netbios-ssn
443/tcp open https

512/tcp open exec

513/tcp open login

514/tcp open shell

554/tcp open rtsp

1521/tcp open oracle
1720/tcp open H.323/Q.931
7070/tcp open realserver

Nmap run completed -- 1 IP address (1 host up) scanned in 216 seconds

This is a strange response to get. It shows that services such as gopher, telnet,
oracle, and realserver are open on the firewall. A scan of any address through
the Symantec firewall returns this same list of “open” ports. A TCP Connect scan
using NMAP also returns the same list.

These open ports correspond to the “Proxy” services that Symantec Firewall has
built-in and enabled by default. We have no rules to permit activity on the
majority of these services, and in fact, all of the unused ones are explicitly set to
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“deny” in our deny rule. However, it appears that the Proxy Services on the
Symantec Enterprise Firewall allow the client to complete the TCP three-way
handshake, and waits to see what data the client sends to the proxy before
deciding to which rule to apply and to terminate the connection.

We will need to use another means, such as the Netcat connection attempt
shown above, to verify whether any of the “open” ports listed above would
actually allow a transaction.

Conclusions

The configuration of the Symantec Firewall permits the traffic appropriately
according to the rules we created.
The Symantec immediately blocks denied traffic by not even completing the
three-way handshake. The exception to this are any of the services for which the
Symantec Firewall has a proxy built and enabled. For these services, it
completes the three-way handshake for every request, and then waits to see the
session data before checking the rulebase and terminating the connection.
Recommendation: GIAC should go back into the Raptor Management Console
and disable any unused proxy services. Even though there should not be a risk,
because there are no rules permitting traffic on these services, the fact that the
server completes a three-way handshake on these ports could expose a
vulnerability.
The proxy services that should be disabled are:
- 70/tcp - gopher

119/tcp - nntp

139/tcp - netbios-ssn

512/tcp - exec

513/tcp - login

514/tcp - shell

554/tcp - rtsp

1521/tcp - oracle

1720/tcp - H.323/Q.931

7070/tcp - realserver

Assignment 4 — design under fire

For this assignment, | chose to analyze Greg Surla’s practical, available at
http://www.qgiac.org/practical/Greqg_Surla_GCFW.doc . Here is Greg’s Network
Diagram:

GCFW Practical Assignment
Kevin Bong Page 70 of 79
© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



External IF Address Information

Internal IP Address Information: Metwork - 540400232527
Internet- 5.10.100.32/27 Lrtely=t Internet Router- 5.10.100.33
Servicenetd - 192.163.44.0/24 - SQL Data Firewall - 5.10.400.34
Servicenet! - 10.100.1.0/24 - veb Servars rnailsweeaper.giacent.com- 5.10.100.39
Servicenet2 - 10100.2.0/24 - SEH Servers ftporders.giacent.com - 510,100,327
Servicenat? - 10.100.32.0/24 - IDS Metwark sftp.giacentcom - 5.10.100.28
H2-172.281.0/28-172.25.39.0/24 orders.giacentcorn - 5.10.100.45
RAS-172.28.40.0/24 vy, giacentocom - 5.10.100.46

@ Ciseo 2507 Router webrnail.giacentcorm - 51010047

51040033

Firewrall External
Address:
540100.24

Web Orders Datbasg
Webdata.giacent.co
19216584410

Servicenetl
192168.44.2
Servicenet { .
1 | Firewal FartnerSupplier 55SH Server

Web Crders Server 101001.2 P 1 Servicenet 10.100.2.100
orders.giacent.com L 2 “Wirtual IP: §.10.100.28
10.100.1.84 10.100.2.2 sftp.giacent.com

“irtual IF: 5§.10.100.45 -

Internal
Metwark
Fublic Web Server 172.281.2

whmnny. giacent.com Zustorner S5H Server
SMTF Relay Server  4pq00.1.80 (int 10.100.2.30
Mailsweeper.giacent.com g 40100 46 () YWirtbal IP:
10.100.1. 25¢int) woebrmail.giacent.e oy L i nat 3 5.10.100.37
5.10.100.36(ext) 10.100.1.81 (int) 1010032 ftporder.giacent.com

514010047 ()

Internet DS

MetSensor

510.100.32 [E—
1040036 Internal Het DS

Servicenet! 1D

MetSensar J dl :J;;S;snfoor
10.100.1.0 = | 00,3,
A ] 1010035

i
i
i
i
: 1
; 1
; 1
; 1
; 1
; 1
i
i 3
!
, Server Wl MetSensor ! 172.28.1.100
\ 10100341 m172.28.400 Internal Syslog Server
i 3
!
; 1
; 1
; 1
; 1
; 1
; 1
; 1
; 1
; 1
; 1
1

e Layer- 3 Metwork
Swritch
172.28.1.254

10.4100.3.8
SiteProtect FAS Net IDS
10.100.3.5 syslog.giacent.com
17.281.10

Servicenetd DS, oo nat2 DS

| Firewal

MetSensor GlAC Internal Metwarlk,

MetSensor
192 168.44.0 10100.2.0 172.281.0-
10.100.3.100 5 P 172.28.20.0
10-100:8:20 172.28.40.1
______________________________ ' g g g
RAS Server

172.28.40.254/24

RADIUS Server
A172.28.40.2532/24

1
P

Mobile Users

Attack 1: An Attack Against the Firewall
Greg is using a Symantec Enterprise Firewall Version 7.0.

A search of Bugtraq (http://online.securityfocus.com/archive/1 ) reveals the
following recently discovered vulnerability:
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; SecurityFocus HOME Mailing List: BugTraq - Microsoft Internet Explorer

_iof x|
File Edit ‘iew Favorites Tools  Help ﬁ

$=Back ~ = - (2 at | @Qlsearch  (GelFavorites G0Media &% | Eh- SO - L]
Address Iﬁj http: fionline, securityfocus, comfarchive1 /295152 j ﬁGD |Links >

[ ]

Multiple Symantec Firewall Secure Wehserver timeout Dol

Problemdescription:

There exists a problem in "5imple, secure wehserwver 1.1" which iz shipped with numerous Aymantec
firewalls, in which an attacker can connect to the proxyserver from the outside, and

issue a HITP-style

CONNECT to a domain with a missing, or flawed DN3-zerwer. The "3imple, secure webszerwer 1.1"
appears to wait for a timeout contacting the DNS server, and while doing so the software

does not fork and

thereby queues or drops all recquests coming from other clients. The timeout usually last up

to 300 seconds. Sending subsedquent requests for other hostnames inh the same flawed domain

will force the

Sinple, secure webserver 1.1 to stop processing requests for a long time.

The exploit works regardless if the donmainname in gquestion is allowed or not in the ACL.

Versions affected:

Raptor Firewall 6.5 (Windows NT)

Raptor Firewall ¥6.5.3 (Solaris)

Symantec Enterprise Firewall 6.5.2 (Windows Z000 and NT)
Symantec Enterprise Firewall V7.0 (Solaris)

Symantec Enterprise Firewall 7.0 (Windows 2000 and NT)
VelociRaptor Model 500770071000

VelociRaptor Model 1100/41200/1300

Symantec Gateway Security 5110/5200/5300

Workarounds:

Apply official patch from Symantec

Solutions:

Apply official patch from Symantec, or dizsable Simple, secure webserwer.

-
4| | »

€l | [ e mterner /4

The Symantec Firewall uses a HTTP Proxy service to handle web requests. The
exploit above indicates that a certain type of request to the proxy service will
force the service to wait for a timeout, and multiple requests will cause the proxy
service to stop processing requests for a significant period of time.

Probability of success

Before attempting the exploit, we need to evaluate if it is likely to be successful
agalnst Greg'’s configuration.
The vulnerability and fix was made public fairly recently, many network
administrators have likely not applied the fix yet.
This is a denial-of-service vulnerability, and does not allow anyone additional
levels of access or put GIAC data at risk. For this reason, this fix is
considered less critical and is not widely publicized.
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Greg is using the HTTP proxy service to handle requests to his protected web
servers.
Based on this information, it is likely that the attack will be successful.

The Attack

To exploit the vulnerability against Greg’s setup we do the following:

1. Find a domain name with a non-responding DNS server, or create the
situation. Many registrars do not test to see if a Domain Name Server is
functional before allowing you to set it as the authoritative server for a
domain, so we simply need to find a non-responding internet address, and
configure a domain name to point at that address. As a number of networks
configure their routers as “Black Holes” (meaning they do not return ICMP
Unreachable messages) a random scan of the Internet should turn up a
usable address in short order.

2. Configure the domain name to point to the non-responding internet address.
For our example, we will assume we have configured “sample.com” to have
it's domain name server set as 140.104.1.1

3. Now we need to connect to the HTTP proxy on Greg’s firewall and issue a
http connect request for our domain. We will use netcat. From the diagram
above, the external address for Greg’s webserver is 5.10.100.46

First Command:
nc 5.10.100.46 80
This connects us to the web server

Second Command:

GET/HTTP/1.1

Host: testl.sample.com
This command will cause the GIAC Firewall proxy to send a DNS request to the
sample.com DNS server. Since the name server does not send any response to
dns queries, the http proxy on the firewall will wait for up to 300 seconds before
timing out and proceeding to the next request.

The attack can be made more effective by scripting the GET request, to
repeatedly query the HTTP proxy with different servers in the domain
sample.com.

Protecting against this attack:

If the firewall is vulnerable, the patch should be applied immediately. Itis
available from http://www.symantec.com/
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Attack 2: Denial of Service

The goal of this attack is to perform a distributed denial of service attack against
the above network.

The Attack

Step 1: Gain control of 50 client machines and install the DDOS client. For this
attack | have chosen to use TrinOO. | chose TrinOO because it has a windows
client. One of the easiest targets for machines to use to lauch DDOS attacks are
new or novice home DSL/Cable users, who are often running windows, may
have not applied patches, may not be running antivirus software, and may be
likely to open email attachments or install software from untrusted sources.
TrinOO can be found and downloaded from various hacker tool sites.

The structure of TrinOO is a Master and Daemons. The TrinOO daemon is
installed on each controlled host that will attack the final victim. The single
TrinOO master sends commands to multiple TrinOO daemons to launch a
coordinated attack. The hacker controls the TrinOO master using netcat or
telnet.

Step 2: Install the TrinOO master component on one or two compromised
machines

Step 3: Install the TrinOO daemon on the rest of the controlled hosts. TrinOO
daemon is installed by running the compiled W32.DoS.Trin00 software on the
host. When this program is run, TrinOO copies itself to the windows/system
folder and modifies the registry to load the program at startup. The daemon will
then send the string *Hello* to the master on port 31335 to register itself. The
Daemon will now be listening on port 34555

Set 4: Send the command to the TrinOO masters to being the attack.

This is as simple as connecting to the masters with Netcat on port 27665 TCP,
sending the password (144adsl), and then sending the command to DOS the
host — “dos 5.10.100.34”

The TrinOO master now sends the command to the controlled TrinOO daemons
to begin attacking the address 5.10.100.34. The Daemons send out large
numbers of UDP packets in an attempt to use up network bandwidth and firewall
resources.

Mitigating the attack:

A Denial of Service Attack is very difficult to stop. Some things that could be
done to mitigate the attack include:
Contact the ISP and attempt to have them block the attacking hosts
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Configure the border router to block the offending traffic if possible, to reduce
resource utilization on the firewall

Configure the border router and firewall to not send ICMP unreachables, so
that we are not sending responses to each attack packet, thereby increasing
the bandwidth used by the attack.

References for this section:
Brumley, David. “Denial Of Service”. http://crypto.stanford.edu/cs155/lecture-

ddos.ppt

Bowden, Eric J. “Toolkits for DOS Attacks”.
http://techupdate.zdnet.com/techupdate/stories/main/0,14179,2645417-
3,00.html. October 30, 2000.

Attack 3: Attempt to compromise an internal host

The Target

| would attempt to compromise the “Web-based E-Mail Server”

webmail.giacnt.com. | chose this host because

- Controlling this system would be a great foothold into the network. | may be
able to read user’s email, capture user IDs or passwords, and attack other
hosts from this system.
This system has an open service to the Internet, the secure web port (443)
This system is running SquirrelMail. Squirrelmail is an open source mail web
interface package that is known to have major security flaws in earlier
versions, and although the known ones have been fixed, there may be
unknown ones we could exploit. Since the source is available, we could
search the source for new vulnerabilities.
Squirrelmail requires PHP. PHP’s default configuration leaves many
vulnerabilities if strict coding standards are not carefully followed.
Squirrelmail requires temporary mailbox, attachment, and configuration
directories which need to be write-able by the apache web service. This
means there is may opportunity to write or overwrite data on the server.

Previous Vulnerabilities in Squirrelmail involved exploiting the following attributes:

1. Many variables are not declared or initialized before they are used.

2. There are a number of shared “library” files that are called from the
Squirrelmail PHP scripts. These library files are not meant to be called
directly by the web user, but the default configuration allows them to be.

3. PHP includes functions that allow for reading or executing code pulled from
other sources. If these functions are used without carefully checking their
input, they can be exploited.

4. File Upload saves to a temporary file on disk before processing the script.
Allows the attacker to write attack code to disk.
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The attack

To attempt this attack, | would first connect to the webmail.giacnt.com site and
save the code returned for some of the screens viewed. Then | would download
the source code for the most recent versions of Squirrelmail, and compare it to
the responses received, to determine which version of Squirrelmail they are
running. Once | know which version they are running, | would check the
Squirrelmail mailing list and the BugTragq list to see if there are any known
vulnerabilities in that version. If that fails, | would then install the same version
that GIAC is running on a local server, and attempt to configure that server as
close as | can to what | believe is the configuration of GIAC'’s server. Then |
would begin to go through the Squirrelmail source code looking for bits of code
that use the features listed above, which are known to often cause
vulnerabilities.

Sample Exploit

A sample exploit of a vulnerability that existed in Squirrelmail 1.0.4 is shown here
as a sample attack. An attack on a more recent version would likely be similar

This vulnerability in Squirrelmail allows an attacker to read information from any

file to which the web server user account has rights without logging in to the

server. Here are the attributes of the Squirrelmail code that work together to

allow this to happen:

1. Many variables are not declared or initialized before they are used.

2. There are a number of shared “library” files that are called from the
Squirrelmail PHP scripts. These library files are not meant to be called
directly by the web user, but the default configuration allows them to be.

Here is a block of code from one of the library files, “load_prefs.php™
38 if ((isset($chosen_theme)) && (file_exists($chosen_theme))) {
39 require("$chosen_theme");
40 } else {
41 if (file_exists($theme[O]["PATH"])) {
42 require($theme[0]["PATH"]);
43 } else {

If the library file “load_prefs.php” is called directly by the web browser,
$theme[0][“PATH"] is not initialized before it is used here. Since PHP allows us
to create a globally-scoped variable simply by passing that variable as an HTTP
GET or POST parameter, or even a cookie value, it is easy for the user to
initialize this variable to any value.

Inspection of additional code in “load_prefs.php” reveals that one must also
provide the following variables to get the code above to execute by directly
calling load_prefs.php.

$username (can be anything)
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$config_php = true

$data_dir = the directory of the Squirrelmail data directory. This could be
guessed, or there are vulnerabilities in Squirrelmail that will provide this
information. This vulnerability can be found in Remote command execution
vulnerabilities in Squirrelmail
(http://www.securereality.com.au/sradv00010.txt).

We use the above information to craft a specific URL to send to Squirrelmail.
This URL can be loaded using any web browser, such as Internet Explorer.

http://webmail.giacnt.com/squirrelmail/src/load prefs.php?username=nobody&co
nfig php=true&theme[0][PATH]=/etc/passwd&data dir=/var/www/html/squirrelma
il/data

When the web server loads this URL and parses the script, the PHP variable
$theme[O][PATH] is set to “/etc/passwd”.

When the script executes “42 require($theme[0]["PATH"]);", the contents of
letc/passwd will be pushed to the screen. If a different file that contained PHP
code had been specified, that PHP code would have been executed.

Detecting the attack

The following pieces of the security architecture would not have been effective in
stopping or detecting the attack for the following reasons:

Border Router — the border router would not have blocked the attack, it is
configured to permit this web traffic to pass.

Firewall — The firewall permits access to the GIAC webserver on the secure web
port. We are sending normal web requests, our attack information is part of our
guerystring or form parameters, so it will not rais suspicion. Also, the firewall
cannot decrypt the SSL data, so it would not be able to see the attack
parameters

IDS — The IDS would not see that attack for the same reason as the firewall, it is
encrypted using SSL. If the attack were not encrypted, an IDS would still likely
not detect it, because the form and querystring parameters are not unusual.
Tripwire — Tripwire would not have detected the attack. The folders required by
squirrelmail for configuration, temporary data, and attachments have dynamic
content, and would be configured to be ignored by Tripwire during scans.
Webserver logfiles — the attack would not likely be noticeable in the webserver
logfiles. We are sending normal-looking requests to valid web pages.

Countermeasures to prevent this attack

Do not use the default configuration of PHP, secure the PHP application. This
will break some of the functioinality of Squirrelmail, but the source code is
available and the broken functions can be fixed.
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These settings are stored in the php.ini file. Here are some of the settings that

can be changed:

- Set safe_mode to TRUE
By default, safe_mode is set to false. Setting safemode to true does the
following:

1. Restricts running external programs on the web server from PHP

2. Restricts the use of dangerous functions, like include(), ReadFile(), fOpen(),
etc.

3. Restricts access to files based on authentication information

4. Disables file upload
While this setting renders your PHP site much more secure, most PHP
software, such as Squirrelmail, will not function with safe_mode set to TRUE

Set register_globals to FALSE

This setting will cause PHP not to create a global variable for each URL GET,
POST, or Cookie parameter. While this restricts an attacker from initializing
your script variables, most PHP software is developed with the assumption
that register_globals is set to TRUE.

Set open_basedir
The open_basedir setting limits which directories files can be read from. This
will keep the user from reading files outside of the PHP script directories.

Set allow_url_fopen to off
This setting disables the remote file include feature of PHP

References for this section:
Clowes, Shaun. “A Study in Scarlet: Exploiting Common Vulnerabilities in PHP
Applications” SecureReality, http://www.securereality.com.au/studyinscarlet.txt

Bong, Kevin “Exploiting Vulnerabilities in Squirrelmail”.
http://www.qgiac.org/practical/Kevin_Bong_GCIH.doc
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