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. Abstact__________________________

This practical assignment will demonstrate network and perimeter defense techniques
needed to secure a successful on-line eBusiness called GIAC Fortune Cookie Sayings
(eFortCS.) Part one will define eFortCS business requirements and a proposed
network architecture. Part two will detail security policy for both the perimeter router as
well as a high available firewall and other in-depth defense strategies. Part three will
demonstrate an audit against the proposed eBusiness site, and finally, part four will
explore a network design under attack.
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| Part One: SECURITY ARCHITECTURE
| BACKGROUND

GIAC Enterprises e-business Fortune Cookie Sales (“GIAC eFortCS”) is a very
aggressive new on-line business that is taking the Internet by storm. They have entered
into a marketing agreement with the National Basketball Association (TM) drawing on
the popularity of one of its newest stars in Yao Ming. In fact, Yao Ming has consented
to be the official spokesperson for eFortCS. Fortune cookies sales are expected to see
a 50% increase in sales in the next four years.

EfortCS e-Business operations will consider the following components for the business
plan:

Customers

% EfortCS will have a worldwide customer base to include individual or
companies. With the marketing prowess of the NBA, fortune cookie
sayings will be very popular.

Suppliers

% The Chinese Sports Federation will be contracted to provide fortune
cookie sayings. The overall theme of the sayings will be sports.
EfortCS will expand to other international sports federations in the near
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Partners

% The NBA will be a very important partner in this enterprise. The other

partner will be a well-known translation service company located in
Beijing, China. The sayings will be translated into 30 different
languages. Since the NBA has international marketing arrangements,
eFortCS will have a direct tie-in.

EfortCS Enterprise Employees

% EfortCS core enterprise employees located on the eFortCS internal
networks. They will insure the integrity and security of the fortune
cookie sayings.

EfortCS Mobile Sales Force and Teleworkers

% EfortCS mobile sales force will be located in cities where NBA teams are

located. They will work closely with the marketing group of each team to
formulate promotions. Given the high availability of broadband Internet
connectivity, a small group of employees will be working from home to
help with the accounting and financial aspects of the business.
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| Business Requirements

Customers

Customers will purchase bulk on line fortunes via the Internet using a web browser that
supports128-bit SSL encryption. The eFortCS web portal uses an OpenSSL-enabled
Apache web server that is interfaced with mySQL database. This configuration will
allow customers to view samples, create accounts, purchase fortunes, and download
bulk fortune cookie sayings.

All customer registrations and purchases will be conducted over a 128-bit SSL
connection (“HTTPS”). Initial browsing of the eFortCS.com web site for pricing and
information will be using the HTTP protocol.

Suppliers

All access for the Chinese Sports Federation will be conducted using a 128-bit SSL web
portal to the mySQL database. They will be able to view accounting information, access
the sayings database, and submit fortunes via the web portal. The portal will provide a
means to mass load fortune cookie sayings. By allowing them to upload direct to the
database, it will insure the fortune cookie sayings are current.

Partners

The business partner in Beijing will also have direct access to the web portal using 128-
bit SSL encryption. The firm in Beijing is internationally well known with the ability to
translate the sayings into 30 different languages. All translated sayings will be uploaded
to the mySQL database through SSL encrypted tunnel via the web portal. All other
correspondence via email will be encrypted using PGP.

Local Employees

Local eFortCS employees will be allowed access for web (http/https), email, and ftp for
file transfers. Internal access will be to the local file and print server. An Internet
access usage policy will be read and signed. Sys admins will access local servers only
through SSH. Internal users will access the web/DB servers on DMZ via SSH. All
internal computers will have Norton Anti-virus software and ZoneAlarm Pro personal
firewall software.

Remote Employees

Remote sales and telecommuting users will access the internal resources at eFortCS
via SecuRemote VPN software that integrates with Check Point firewall. In addition to
VPN software, all remote users will also have Norton AntiVirus software and ZoneAlarm
Pro personal firewall software installed. Some remote users have Broadband Internet
connectivity. Those employees who require dial-in access will be allowed to connect to
a modem pool that will be set up on the access network. A toll-free number will be
provided for the convenience of the employees. Authentication to either the modem
pool or VPN will be by a hardware authenticator card that generates one-time
passwords. All access to the internal network via modem pool is through SecuRemote.
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\ Network Security Design/Architecture

The eFortCS network is shown below. The network will consist of one external network
(“DMZ”) tied to a High Available (“HA”) firewall configured in hot-standby mode. This
will provide the needed availability as well as the means to do system maintenance

without bringing down the firewall.
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Addressing Scheme

Non-routable addresses are used for the internal protected network. EFortCS has
contracted with a leading ISP for its Internet connectivity. The ISP has provided
eFortCS with a class C address. The following table outlines the network address

allocation:
External Network/Router 209.245.30.248/29
External Network/Firewall 209.245.30.0/29
Access Network 209.245.30.128/26
DMZ Network 209.245.30.64/26
Internal Protected Network 192.168.30.1/24
Description
209.245.30.1 Virtual IP (VIP) address of external interfaces of firewall
209.245.30.2 Physical firewall external interface of node one
209.245.30.3 Physical firewall external interface of node two
209.245.30.65 Virtual (VIP) address of DMZ interfaces of firewall
209.245.30.66 Physical firewall DMZ interface of node one
209.245.30.67 Physical firewall DMZ interface of node two
209.245.30.68 DMZ SNORT IDS Server
209.245.30.69 Public DNS Server
209.245.30.70 Public Web Server
209.245.30.71 Public DB Server
209.245.30.72 SMTP Relay Server
209.245.30.73 External Sys Log Server
209.245.30.129 SNORT IDS Server
209.245.30.130 RAS/Modem Pool Server
209.245.30.131 Radius Server (Authenticate Modem Pool)
209.245.30.132-190 Reserved for modem pool (RAS Server)
192.168.30.1 Virtual (VIP) address of internal interfaces of firewall
192.168.30.2 Physical firewall internal interface of node one
192.168.30.3 Physical firewall internal interface of node one
192.168.30.10 DNS/DHCP Server
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Description

192.168.30.11 Internal Web/DB Server
192.168.30.12 Mail Server
192.168.30.13 File/Print Server
192.168.30.14 Radius Server
192.168.30.15 Anti-Virus Server
192.168.30.16 Syslog Server
192.168.30.17 Management Server
192.168.30.18 SNORT IDS Server
192.168.30.48-55 Network Printers
192.168.30.64-254 DHCP Pool for internal users

All internal networks will use (RFC 1918) non-routable IP addresses. The firewall will
be configured to perform network address translation (“NAT”). The external interfaces

of the firewall will be used for hidden NAT to the internal protected network. This will
provide additional security through use of NAT.

Border Router

The border router is a Cisco 3660 running IOS 12.2. This router is very flexible and will
accommodate expansion in the future if needed. The router will utilize the built-in
Ethernet 10/100 ports for the internal and access networks and a T1 interface on the
external side for WAN connectivity to our ISP. This router will allow for further
expansion if the need for more broadband is required. Administrative access to the
router will be restricted to SSH.

Firewall/VPN

The firewall design will use a traditional three-legged approach; i.e., external leg, DMZ
or Public leg, and internal leg. Considering the importance of the eCommerce site, it
was determined to purchase a HA firewall solution.

The firewall configuration selected was the Compaq SolutionPaq Ver 2.0. The two node
HA firewall will run on Compaq ProLiant 320 rack mount servers with 2 GB of RAM
memory, 36 GB SCSI hard drive, and a quad Ethernet card to provide a total of six
10/100 ethernet ports.

The Compaq SolutionPaq Ver 2.0 [1] is a pre-configured hardened version of RedHat
Linux running kernel 2.2.19-7.0.12. This “Secured by Check Point” appliance has pre-
installed, pre-configured, tested, and OPSEC certified software to ensure 'out-of-the-
box' deployment as a single, fully integrated product. Checkpoint Firewall-1/VPN-1
version 4.1 SP6 with the Aggressive IKE Hotfix and OpenSSL Hotfix is installed. Even
though end of life for Check Point 4.1 is eminent, it was decided to install version 4.1
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and then upgrade to NG at an appropriate time in the future. This will provide eFortCS
sys admins time to get up-to-speed on NG. Rainfinity Rainwall version 1.6 Build 31 will
provide the HA solution. A hot-standby HA solution will be implemented. This will allow
the flexibility of performing maintenance on individual nodes with no downtime. A
guideline detailing how to install and configure this solution is included as Appendix A.
Eth3 interface on both nodes will be used as a heartbeat connected via a cross-over
cable.

Content Vector Protocol (“CVP”) will be utilized to provide anti-virus and content filtering
at the firewall for incoming email. Radius authentication using one-time passwords will
be utilized.

The Check Point provided SecuRemote clients will be used for VPN support for remote
sales and telecommuting workers. SecuRemote is very flexible to use and clients are
available for Windows, Macintosh, and Linux (beta) users. To provide VPN support,
SecuRemote clients will be utilized. A detailed configuration of the VPN is included as
part of the tutorial.

When the need arises to establish a VPN tunnel to a partner or supplier site, Check
Point can be used to establish this tunnel to other IPSEC compliant firewalls or VPN
based routers.

IDS

There will be three strategic locations where SNORT IDS systems will be placed. Each
SNORT box will have two 10/100 Ethernet ports installed with one port in stealth mode
listening to the wire with no IP address assigned. The three locations are depicted on
the network diagram. The first SNORT IDS will be listening to the spanning port of the
switch associated with the access network. This will monitor all traffic that has passed
through the modem pool. The second box will be connected to the spanning port on the
switch supporting the DMZ. This will be able to watch for any malicious packets that
pass through the firewall destined for the public net. The third box will be monitoring all
traffic destined to the internal protected network. This will provide a robust ID umbrella
monitoring malicious packets in front of and behind the firewall. Access to the servers
themselves will be over SSH. Tcpwrappers will restrict access to these boxes only from
the management server.

SNORT will run on Dell Poweredge 2500 servers on RedHat Linux 8.0, SNORT 1.9,
mySQL 3.23.56 and ACID 0.9.6b23.

Virus/Content Filtering Protection

Considering all the recent news of viruses and trojans, it is imperative that eFortCS
users are protected at the firewall for viruses and malicious attachments. In this regard,
the firewall will be configured to use the smtp security server with CVP over to a Dell
Poweredge 2500 server running on Windows 2000 SP3 with TrendMicro InterScan
VirusWall 3.52 anti-virus and content filtering support [2]. TrendMicro will be configured
to go out hourly to check for new virus definitions. Vendors have become very
responsive to virus outbreaks and sometimes have new signatures available within
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hours. This will insure that we have the most up-to-date signatures. Content filtering
will be enabled and the industry recommended attachments will be stripped off.
Microsoft provides a recommended list of file extensions [3], as follows:

© SANS Institute 2003,

Extension ____File type

.ade Microsoft Access project extension
.adp Microsoft Access project

.asx Windows Media Audio / Video

.bas Microsoft Visual Basic class module
.bat Batch file

.chm Compiled HTML Help file

.cmd Microsoft Windows NT Command script
.com Microsoft MS-DOS program

.cpl Control Panel extension

.crt Security certificate

.exe Program

.hip Help file

.hta HTML program

.inf Setup Information

.ins Internet Naming Service

.isp Internet Communication settings

Js JScript file

.jse Jscript Encoded Script file

.Ink Shortcut

.mda Microsoft Access add-in program

.mdb Microsoft Access program

.mde Microsoft Access MDE database

.mdt Microsoft Access workgroup information
.mdw Microsoft Access workgroup information
.mdz Microsoft Access wizard program

.msc Microsoft Common Console document
.msi Microsoft Windows Installer package
.msp Microsoft Windows Installer patch

.mst MS Win Installer transform; MS Visual Test src file
.0ps Office XP settings

.pcd Photo CD image; Microsoft Visual compiled script
.pif Shortcut to MS-DOS program

.prf Microsoft Outlook profile settings

.reg Registration entries

.scf Windows Explorer command

.scr Screen saver

.sct Windows Script Component

.shb Shell Scrap object

.shs Shell Scrap object

.url Internet shortcut

.vb \VBScript file

.vbe \VBScript Encoded script file

.vbs \VBScript file

As part of GIAC pBactical repository.

Author retains full rights.



.wsc Windows Script Component
.wsf Windows Script file
.wsh Windows Script Host Settings file

To add security in depth, a site license of Norton Anti-Virus corporate edition will be
purchased and installed on all systems to include remote users. Norton will be
configured to automatically go out daily to check for new virus definitions as well as a
weekly in-depth scan of all hard drives. Users will also be instructed to use sound
security techniques of scanning all removable media for viruses before attempting to
access any files.

Web/DB Servers

eFortCS Web and DB Server is running on a hardened RedHat Linux 8.0 Dell
Poweredge 2500 server. The latest version of Apache (Version 2.0.44) will be installed
and integrated with MySQL Server (Version 3.23.56). The web server will be running
on a separate server from the MySQL server. Access to the PHP based web portal will
be controlled with strict user access controls. A host-based firewall will be installed on
the database server and configured to allow access only from the web server. This will
provide a separation between the web server and the important data contained on the
DB server. Policy mandates that all security patches be applied immediately upon any
known wulnerability. All clients will be required to have 128-bit SSL Encryption enabled
in their web browser.

Tripwire will be used to monitor the integrity of the core operating system and
application binaries.

An internal server will provide eFortCS employees with the needed web and database
capability.

Remote Access Server (RAS)

A Cisco AS5400 with IOS version 12.2.2 will be deployed for remote access.
Authentication will be required using a dedicated Safeword RADIUS server and
hardware authenticators that generate one-time passwords. These will be located on a
separate access network. This will provide a separation from the DMZ to reduce the
risk to these resources. In order for the modem pool users to access the internal
network, SecuRemote will be required. This will ensure a more complete security
model for remote users.

Radius Server

The internal radius server running on a Dell Poweredge 2500 server will use Safeword
Authentication server with Platinum hardware authentication cards employing a one-
time password scheme. This will be used for SecuRemote and firewall authentication.
The Radius server running on the access network will be used exclusively for
authenticating modem pool users. This server will be running a host-based firewall and
strict controls to only allow access from the RAS server.
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SMTP Mail Relay

The smtp mail server will act as a gateway for all e-mail. The server will be running
Sendmail (latest version) with strict spam filtering enabled. This server will run on a Dell
Poweredge 2500 server with a hardened RedHat Linux 8.0 OS. OpenSSH 3.5p1 will be
enabled to allow for administration of the box. TCPWrappers will be set to only allow
connectivity from inside eFortCS computers.

DNS

eFortCS will deploy a split DNS with an external and internal server. The external DNS
will only provide information on servers that are available on the public network (DMZ).
The internal DNS server will also provide DHCP services for the internal network
workstations. The Internet Software Consortium versions of Bind (9.2.1) and DHCP
(3.0p2) will be installed and configured based on sound security practices. Again, Dell
Poweredge 2500 servers will be deployed running RedHat hardened Linux 8.0 OS.
OpenSSH 3.5p1 will be used for administration of the box.

Log Servers

The eFortCS log servers will be running on Dell Poweredge 2500 servers running
RedHat Linux 8.0. The log server located on the DMZ will be configured to centrally
capture all log events from the border router, and access and DMZ switches. An
internal log server will support internal switches and other syslog generating devices.
SWATCH will be configured to provide alerting capabilities [4].

File/Print Server

The file and print server the eFortCS will deploy will be run on a Dell Poweredge 2500
server running a hardened RedHat 8.0 Linux OS. Samba services will be enabled to
provide full Windows compliant file/print services. OpenSSH3.5p1 will also be allowed
on this server to provide file transfer capabilities using scp.

Management Server

A management server running Windows 2000 SP3 will be run on a Dell workstation that
will be used mainly to remotely manage the firewall cluster HA software (Rainwall.) This
station can also be used to manage other areas of the internal network servers to
include DNS/DHCP, email server, tripwire, etc. A Win32 version of OpenSSH 3.5p1
will be installed in support of this management concept.
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| Part Two: Security Policy and Tutorial

The border router will be running Cisco IOS 12.2. Information gained from attending the
SANS Firewalls, Perimeter Protection and VPNs class, SANS Inside Network Perimeter
Security book [5] as well as the 'Router Security Configuration Guide' by NSA [6] will be
utilized in developing policy for the protection of our border defense.

Logging will be important to this defense so all logging will be allowed to our Syslog
server at IP address 209.245.30.73.

All access lists will be maintained on the internal management station located at
192.168.30.17. The router will be securely managed via SSH tunnel from internal
management workstation, 192.168.30.17.

I This will setup the basic global configuration of the router and restrict services that are
not needed

service password-encryption
service linenumber

hosthame eFortCS
enable secret 5 %1223@Co&7942@Ut
enable password 7 InS*x1aw&bJ1am

no service tcp-small-servers
no service udp-small-servers
no service finger

no snmp-server

no cdp enable

no ip http server

no ip bootp server

no boot network

I Disable source routing/ip-spoofing, broadcast amplifiyers

no ip source-route
no ip directed-broadcasts

I Limit ability of hacker to gain info

no ip proxy-arp
no ip unreachable
no ip redirect

no ip mask-reply
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I Lets log!

logging on

logging console informational
logging server 209.245.30.73
logging facility local6

| Banner Info

Unauthorized access or use of this site, eFortCS.com, may subject violators to criminal
or civil action. All information on this site may be intercepted, recorded, read, copied,
and disclosed by and to authorized personnel for official purposes, including criminal
investigation. Access or use to eFortCS computers by any person whether authorized
or unauthorized, constitutes consent to these terms.

I Require vty to use SSH

line vty 0 4

login local

ip ssh time-out 90

ip ssh authentication-retries 2
transport input ssh

ISet up the router interfaces including IP address, services, and access lists

interface FastEthernet 0/0

description inside network connection

ip address 209.245.30.251 255.255.255.248
no ip directed-broadcast

no ip redirects

no ip proxy-arp

no ip mroute-cache

duplex auto

speed auto

I

interface FastEthernet 0/1

description access network connection

ip address 209.245.30.252 255.255.255.248
no ip directed-broadcast

no ip redirects

no ip proxy-arp

no ip mroute-cache

duplex auto

speed auto
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I Will apply access lists to external serial interface of border router
interface serial0/0

description connection to ISP

ip address 209.245.30.253 255.255.255.248
ip access-group 101 in

ip access-group 102 out

no ip directed-broadcast

no ip redirects

no ip unreachables

no ip proxy-arp

no ip mroute-cache

no cdp enable

I Define routes
Default route to next hop of upstream ISP.
ip route 0.0.0.0 0.0.0.0 209.245.30.254

With the access network and internal network connected on physical interfaces, routing
will be handled direct, however, the routes are added for clarity.

ip route 209.245.30.128 255.255.255.192 209.245.30.252

ip route 209.245.30.0 255.255.255.248 209.245.30.251

Inbound ACL

I Ingress filtering
I Deny any packets without an IP address

access-list 101 deny IP host 0.0.0.0 any log
I Deny packets that are sourced with eFortCS IP address in order to prevent spoofing
access-list 101 deny ip 209.245.30.0 0.0.0.255

I Deny Loopback
access-list 101 deny ip 127.0.0.0 0.255.255.255 any log

I Deny Private addresses
Private addresses are non-routable.

access-list 101 deny ip 10.0.0.0 0.255.255.255 any log
access-list 101 deny ip 172.16.0.0 0.15.255.255 any log
access-list 101 deny ip 192.168.0.0 0.0.255.255 any log
access-list 101 deny ip 192.0.2.0 0.0.0.255 any log
access-list 101 deny ip 169.254.0.0 0.0.255.255 any log
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I Deny multicast, broadcast

access-list 101 deny ip 224.0.0.0 31.255.255.255 any log
access-list 101 deny ip 255.0.0.0 0.255.255.255 any log

! Deny reserved Class E addresses
access-list 101 deny ip 240.0.0.0 0.255.255.255 any log

I Unused IANA addresses.

This will prevent someone from spoofing an unused IANA address. This helps us be a
good net neighbor. Will consolidate using supernetting to increase router performance.

access-list 101 deny ip 1.0.0.0 0.255.255.255 any log
access-list 101 deny ip 2.0.0.0 0.255.255.255 any log
access-list 101 deny ip 5.0.0.0 0.255.255.255 any log
access-list 101 deny ip 7.0.0.0 0.255.255.255 any log
access-list 101 deny ip 23.0.0.0 0.255.255.255 any log
access-list 101 deny ip 27.0.0.0 0.255.255.255 any log
access-list 101 deny ip 31.0.0.0 0.255.255.255 any log
access-list 101 deny ip 36.0.0.0 0.255.255.255 any log
access-list 101 deny ip 37.0.0.0 0.255.255.255 any log
access-list 101 deny ip 39.0.0.0 0.255.255.255 any log
access-list 101 deny ip 41.0.0.0 0.255.255.255 any log
access-list 101 deny ip 42.0.0.0 0.255.255.255 any log
access-list 101 deny ip 49.0.0.0 0.255.255.255 any log
access-list 101 deny ip 50.0.0.0 0.255.255.255 any log
access-list 101 deny ip 58.0.0.0 1.255.255.255 any log
access-list 101 deny ip 60.0.0.0 0.255.255.255 any log
access-list 101 deny ip 70.0.0.0 1.255.255.255 any log
access-list 101 deny ip 72.0.0.0 7.255.255.255 any log
access-list 101 deny ip 83.0.0.0 0.255.255.255 any log
access-list 101 deny ip 84.0.0.0 3.255.255.255 any log
access-list 101 deny ip 88.0.0.0 7.255.255.255 any log
access-list 101 deny ip 96.0.0.0 31.255.255.255 any log

! Block untrusted services

It is critical to block Microsoft networking ports 135-139 and ports 445. There have
been too many worms that have exploited these ports. There is no reason to allow

Windows networking in from the Internet.

access-list 101 deny tcp any any range 135 139 log
access-list 101 deny udp any any range 135 139 log
access-list 101 deny tcp any any eq 445 log
access-list 101 deny udp any any eq 445 log
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!
Again, block access to SunRPC ports 111. Many exploits are found to run against RPC
services.

access-list 101 deny tcp any any eq 111 log
access-list 101 deny udp any any eq 111 log

I Block inbound syslog
access-list 101 deny udp any any eq syslog log

I Block inbound SNMP

access-list 101 deny tcp any any eq 161 log
access-list 101 deny udp any any eq 161 log
access-list 101 deny tcp any any eq 162 log
access-list 101 deny udp any any eq 162 log

I Block inbound tftp
access-list 101 deny udp any an eq 69 log

I Permit everything else and log
access-list 101 permitip any any log

Outbound ACL

I Only allow eFortCS routable IP addresses outbound — restricting everything else.

access-list 102 permit 209.245.30.0 0.0.0.255 any
access-list 102 deny ip any any log
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Firewall Policy

The firewall will be a clustered HA hot-standby solution running on the Compaq
SolutionPaqg Ver 2.0. This “Secured by Check Point” appliance has pre-installed, pre-
configured, tested, and OPSEC certified software. Checkpoint Firewall-1/VPN-1 version
4.1 SP6 with the Aggressive IKE Hotfix and OpenSSL Hotfix is installed and integrated
with Rainfinity Rainwall version 1.6 Build 31 which provides the HA capability. This
solution will provide excellent management capability by allowing sys admins to perform
maintenance on one node without bringing down the firewall.

Source

Destination

Service Action Track

Install On Time | Comment

ﬁ RainwallCluster

‘ ﬁ RairsvallCluster

F. Rainwvall_Stop ‘ O drop

eFartCS_firswealll
eFortCS_firewall2

@ Ay

Rainwall rule to determing
that firewvall is operating properly

ﬁ RainwalCluster

‘ ﬁ RairsvallCluster

@ Rainywall_Dasmon

eFartCS_firewall
eFortCS_firewal2

@ Any

Rule permitting communicstion
hetween the Rainvwall cluster machines.

ﬁ RainwallCluster
mgmt_server

‘ ﬁ RaimavallCluster

@ Rainwall_Ststus

accept

accept

eFortCS_fireweall
eFartCS_firswall2

@ Any

Rainwall status rule to permit
communication betvween remote
Management Consols

B} momt_server

‘ ﬁ RaimwallCluster

@ Rainwall_Commant accept

eFortCS_firewalll
eFortCS_firewesll2

@ Ay

Allows Rainvall Management
GUI access to RaimwallCluster.

@ Arey

wweb_server

1) b
@ hittps

accept Account

eFortCS_firewall
eFortCS_firewall2

@ Ay

Public access to eFortCS Web/DB server

ﬁ eFortCS_modem_pool
i MET-192.168.30.0

@ Ay

@ https
i o

ié’x echo-regquest

accept

2
= traceroute

i I I i EE

eFartCS_firswealll
eFortCS_firewall2

@ Any

Ao internal and mocem pool
uzers access 1o authorized services

HNETJ 92.168.300

external_dns_server

@ domain-tcp

acce|
T domain-udp c

‘@mp

eFartCS_fireweall
eFartCS_firswall2

@ Any

Allows queries to external DNS server

KNEM 92.165.300

‘ external_smtp_server

accept

@ STt

eFartCS_firewesll
eFartCS_firewall2

@ Any

Allows incoming SMTP traffic to
external SMTP server

mgmt_server

‘S eFortCS_Firewall_Cluster
Q external_dns_server
external_smtp_server

eh_server
db_server

£ TcP-1189 accept Long

eFortCS_fireweall
eFortCS_firewesll2

@ Ay

Allow management server to monitor
tripwvire clients

‘5 sysadmin_wvorkstations

ﬁ eFortCS_Firewall_Cluster
external_dns_server

ternal_smip_server
wweb_server

B} eFortcs_router
db_server

ﬁ snort_servers

L) 55H

Long

accept

eFartCS_fireweall
eFartCS_firgwall2

@ Any

Allow syssdming access to
external servers via 83H

s

@ FortCS Fi I Clust di E RADILE il o i eForCS_firewall @ A Allow access to Radius authertication
eron Iresnea| ster bty TRAOILS_SErver u ACCEY Cooul )
J = = e HEF ForCS firewall2 ¥ server.
ESP eFortCs_firewall1 Meeded for SecuRemote access.
@ Ay ‘E eFortCS_Firewall_Cluster ¥ accept @ Account e @ Any
) P _keys eFortCS_firewall2

@ SecuRemateg@iny

‘@ Arry

@ Account

‘@ Ay = Cliert Encrypt

eFartCS_firewvesll
eFartCS_firewall2

@ Ay

Allow remote and modem pool
eFortCS employees access to
intenal resources via SecuRemots

{5 eFortcs_Firewall_Cluster

B arti-virus_server

@ Pt _ovp Account

eFortCS_firewallt
eFortCS_firewall2

@ Ay

Allow fireweall cluster to talk to
anti-virus scanner

@ Ay

‘ ﬁ eFortCS_Firewall_Cluster

@ Ay

Lang

‘ accept ‘
Hi drop ‘

eFartCS_firswealll
eFortCS_firewall2

@ Ay

Firewsall stesith rule

2 external_smtp_server ‘ irternal_smtp_server ‘ [ smip-=EMTP_scan

Account

accept

eFartCS_firewall
eFortCS_firewal2

@ Ay

Virusicontert fitering on sl incoming
email traffic

B} cFortcs_router
:ﬁ: external_switch
E dmz_switch

=
~

dmz_syslog_server

T syslog accept Long

i EE e i i P A

eFartCS_fireweall
eFartCS_firsgwall2

@ Ay

Allow routers/switches access to
syslog server

=
=]

@ Ay

{8 NET-209.245.300

iop
S HESt-UNFERCH

Sk echo-reply accept

ot g
o time-exceeded

[l

eFartCS_firewall
eFortCS_firgwall2

@ Ay

Allow replies back to pingstraceroutes

@ Ay

‘@ Ay

‘ igE icmp-prota

Hﬁ drop

eFartCS_firewealll
eFortCS_firewall2

@ Any

Deny all inbound icmp except those
allovved above.

@ Ay

= = =5 = = = = =
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Implied Rules

Looking at the property configuration of the firewall policy, all implied rules were
disabled. Any access required will be provided by a specific rule as outlined in the
breakdown by rules.

Properties Setup H Properties Setup B

Authentication ] S'NDefender ] LDAP ] Encryption ] ConnectControl futhentication | SYNDefender | LDAP | Encwplion | ConnectContiol |
High Awailabiliy ] IP Poal MAT } Access Lists } Desktop Secuity Security Policy I Traffic Contral I Services ] Log and Alert } Securty Servers ]
Security Policy l Tiaffic: Control ] Services ] Log and Alert ] Security Servers High Availability 1 IF Pocl NAT Access Lists ] Desktop Security ]
Apply Gateway Rules to Interface Direction:
[v Accept Established TCP Connections: First -
TCP Session Timeout: G000 B Seconds
¥ Accept UDP Replies: [ &ccept RIP: First -
LIDP Virttual Session Timeout: 40 3: Seconds
i Bl e i e [~ Accept Domain Hame Over UDP [Queries]: First -
Implied Rules 3 1 -
[ Accept Domain Name Over TCP [Zone Transfer): First -
[ AcceptWPM-1 & Firg\wall-1 Control Connections:
[~ AcceptRIP -
CEED First [ Accept ICMP: Eefore Last
[ Accept Domain Mame Over UDP [Quernies] First -
[ Accept Domain Mame Over TCP [Zone Transfer): First -
™ Accept ICMP: Before Last =
¥ Accept Outgoing Packets Originating Fraom G ateway: Last =
¥ Log Implied Rules
[ Install Security Policy only if it can be successfully installed on ALL
selected targets.

oK | Cancel | Help | OK | Cancel | Help

Finally, doing a view of the implied rules shows only the following:

-‘ P P Host ‘@ Any ‘@ Ary ‘ accept ‘ ‘ Iml Gateways ‘@ Any

Enable Outgoing Packets

This is exactly what we expected. The only implied rule allows outbound established
TCP connections as held in the state table.

Breakdown by Rule

‘ ‘@ RainwrallCluster ‘ ﬁ RaimavallCluster

The first four rules deals with Rainwall configuration. The first rule blocks a specific
packet type (Rainwall_stop (udp/6332)) used by Rainwall to determine that the firewall
is operating properly. Short logging will be used initially. One might want to not log this
rule once the firewall is up and operating since it will generate a lot of logs.

-‘ ‘Q RainwallCluster ‘ ‘S RainwrallCluster

Rule two permits communication between the Rainwall cluster nodes. This provides the
heartbeat between the two nodes to occur.

Rainwall rule to determine
that firewvall is operating properly

Short E eFortCs_firswallt
01
7] ] eFortcs_firewallz

@ Rainwall_Stop ‘ O drop

@ Any

Rule permitting communication

G5, Rainwal Dasmon between the Raeinwall cluster machines.

= B eFortcs_firewallt
scoe) E% Lon = b An
L ‘ 8 IE] eFortcs_firewalz B any
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ﬁ RainwalCluster
mgimt_server

Rainwall status rule to permit
communication betyween remate
Management Console.

= ] cFortcs_firewalt
R Rainwal_Status acoept EQ Long = 5
& ‘ IR cFontCa_firewal2

‘ ‘S RainwalCluster

@ Any

Rule three permits status communication to and from the remote management console
(GUI) or from rwstat (a shell command used to collect data on Rainwall status).

-‘ g momt_server ‘ ﬁ RainwalCluster

Rule four allows the management server to monitor and control the Rainwall daemon
through a management interface. This interface provides firewall, Virtual IP address
assignment, interface load status. Through this interface, one can also stop a node,
switch to the other node and other administrative functions. This rule only allows
access from the management server and no other system.

-‘@Anv

Rule five is a very active process since it allows all traffic to the web/DB server. Since
the most important function is the web portal, priority is given to this rule to allow the
quickest processing through the rule base. Since we want to see all interaction with the
web portal, account logging is enabled. Account logging allows for packet counts and
number of bytes transferred in additional to the normal logging associated with Firewall-

Allowes Rainwsl Management

Ul access to RainwallCluster.

’ n B [ eFortcs_firewallt
) Rainwal_Command E% Long =

VY| scce
4\ k [E] eFortcs_firewalz

@ Any

- Public access to eFortCS WebiDB server
web_server

@ Any

£56) ] eFortcs_firewal
Q P accept @ Account = o
,@ hitps E eForCS_firewall2

¥ eFortCs_madem_pool £ hitp ] eFortcs_firewallt alow internal aned modem pocl
% MET-182.168.30.0 @ Hitps E eFortCs_firswal2 users access to autharized services

S) any 1) ftp ’i_.\‘ accept @ Account 8) Any
Sk echo-recuest
‘?7 traceroute

Rule six allows eFortCS employees access outbound based on the policy defined. This
rule covers not only internal users but users coming in through the modem pool. Again,
account logging will be used to insure that full information is gathered. The above
services should provide employees with the Internet access required to perform their
jobs.

‘ KNETJ 92165300

Rule seven allows for access to the external DNS server from the Internet in general.
Again, we anticipate there will be many requests to the DNS server in accessing
eFortCS web portal information. Long logging will be implemented to insure auditing
capabilities. A negate source on the protected network will prevent internal employees
from using the external DNS server.

“‘ HNETJ 92165.30.0

Rule eight allows SMTP traffic to flow to the external smtp server. All inbound email will
come to the external relay smtp server. This server will be configured to insure no
SPAM email is allowed to be sent from eFortCS servers. Long logging will be
implemented to provide auditing capabilities. A negate source on the protected network
will prevent internal employees from using the external SMTP server

. Allowes queries to external DNS server
external_dns_server

) domain-toy = [ eFortcs_firewallt
Q i accept E% Long = o @ Ly
@ cormain-Lcp — E eForCS_firewall2

Allows incoming SMTP traffic to

external_smip_server external SMTP server

— (W] erortcs_trewalt |
£ s accel [E5 Lon = = A
£ srip ‘ v il =z & ] eFortcs_firewallz & any
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& eFortcs_Firewall_Cluster ] eFortcs_firswall! Allow management server to monitor

external_dns_server m eFartCS_firgwall2 tripwire clients

mgmt_server external_smtp_server @ TCP-1169 ﬁ accept E% Long @ Any
B} web_server
db_server

Rule nine allows the internal tripwire management console access to each of the
external servers. The tripwire console will be setup to monitor critical file system binary
files and other files deemed critical. Hourly integrity checks will be setup to check
binary and library files. In addition, a full integrity check will run four times a day. Sys
admins will be responsible to insure tripwire database files are kept updated if they
make any changes to the files being monitored by tripwire. A four-hour window will be
established during the day for these changes. Long logging will be implemented to
verify access from the tripwire management console.

5 eFortcs_Fireveal_Cluster ] eFortcs_firewal Al sysadming access to
B} external_dns_server m eForCS_firewal2 external servers via S5H
external_smtp_server

‘@ sysadmin_workstations weh_server LoF) 35H ’i_.\‘ accept E% Long @ Any
B} eFortCs_router
B} db_server

ﬁ snort_servers

Rule ten allows access to all external servers via SSH protocol. Any administrative
work on the external servers will only be performed through an encrypted SSH tunnel.
Long logging will be implemented.

‘ {5 eFortCS_Firewall_Cluster

Rule 11 allows the SecuRemote users configured on the firewall cluster to authenticate
with the internal radius server. Safeword one-time authentication will be used with
hardware authenticator cards. Authenticator cards will be issued to all remote access
employees to insure an additional layer of security when using SecuRemote.

‘@ Ay ‘ ﬁ eFortCS_Firewall_Cluster

Rule 12 allows the required protocols needed for use by SecuRemote. This rule is
necessary because we elected to turn off the default settings. It is expected to be used
extensively so account logging is turned on.

Rule 13 enables remote users access to internal resources through the use of
SecuRemote VPN software. This provides client encryption for any remote employees
or employees using the modem pool. Account logging will be utilized.

Allow access to Radius authertication
server.

. il If [T eFartca_frawalt |
radius_server @ RADILS accept @ Account ﬁ &
e EFoOCS_firewal2

@ Any

hleeded for SecuRemote access.

ESP » @ _— ] eFortcs_firavall !
ACCE Ccooul
) P _keys i ] eFortcs_firewallz

@ Any

Allow remote and modem pool
eFonCs employees access to
intenal resources via SecuRemate

= ] eFortcs_firswall!
& secuRemate@dny B) any ) any Client Encrypt @ Account I eForcs:_firewall2 ) any

Allow fireweall cluster to talk to
ariti-virus scanner

_— ] eFortcs_firswall!
arti-virus_server =5 E
IR eFortcs_firewall2

@ Any

@ P _cvp ‘ accept

n‘ {5 sFortcs_Firewal_Cluster

Rule 14 allows the firewall cluster to communicate with the anti-virus server running
TrendMicro InterScan VirusWall CVP version. All inbound email will run through the
content manager and then checked for viruses. Account logging will be used.
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Firewall stesith rule

[ I — (W] erortcs_trewalt |
& FortCS_Firewsll Clust A O o EQL = 5 A
‘@ y ‘ﬁ eFortCs Firewsll_Cluster |©) Any ‘ (e ‘ Rba] o ] eFortcs_firewallz & any

Rule 15 is the firewall cluster stealth rule. Only permitted access to the firewall cluster
is allowed in above rules. All other interaction with the firewall will be dropped and
logged. This insures the integrity of the firewall. Long logging will be employed.

n‘ g external_smitp_server ‘ internsl_smtp_server ‘ [ smitp-=SMTP_scan

Rule 16 allows access from the external smtp server to communicate with the internal
smtp server. Of course, all email will be sent through the anti-virus scanner before
being delivered.

Rule 17 allows syslog information to be passed to the DMZ syslog server from the
border router and external switches. Long logging will be enabled.

Rule 18 allows responses back in from pings and traceroutes. This rule is needed

because we shut off the default icmp policy. By allowing destination unreachables
(icmp type 3), we don't break MTU discovery. Logging is set to short.

|- -

Rule 19 blocks all icmp that is not allowed in rule 19 above. Because the default icmp
policy is not used, this rule is necessary. Logging is short.

‘@ Ay ‘@ Ay ‘@ Ay ‘ O drop

“irus/content fittering on all incoming
email traffic

o K] eFortcs_firawall
VY| scce Account =1 = A
I\ i ‘ E [E] eFortcs_firewalz &) any

Allow routers/switches access ta
syslon server

] cFortcs_firewallt

gl ‘E} Long ‘E eForCs_ firewall2

eFortCS_router
E external_switch
E omz_switch

@ syslog @ Any

dmz_syslog_server

e
o Hest-unreach

] cFortcs_firewallt

Short ‘ K] cFortcs_firewalz

Allow replies back to pingstraceroutes

ié’lﬂ echo-reply ﬁ accept @ Any

ot g
o lime-exceeded

B) eny ‘ B NET-209.245.30.0

Deny all inbound icmp except those
allovred ahove.

Short E eFortCs_firswallt
01
7] ] eFortcs_firewallz

Sk icmp-proto ‘ O drop

@ Any

] eFortcs_firewallt
IR eFortcs_firewall2

Explicit drop rule for logging

@ Ay

Rule 20 blocks everything not allowed by prior rules and logs it. Even though the rule is
on be default, the need to log all dropped packets is very important. Account logging is
used.

The rules are applied top down and thus the most used rules are set at the top. After
having the site up and running for a period of time, the rules maybe reordered to ensure
better firewall performance.

VPN Policy

As mentioned before, SecuRemote will be used to provide all VPN connectivity to
eFortCS.com. This software will establish a VPN tunnel from the client desktop
anywhere on the Internet to the firewall. The eFortCS employees will be required to
have an account on the Radius server, a Safeword authenticator hardware card, and a
PIN number to authenticate with the firewall. SecuRemote uses IPSEC with 3-DES
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encryption and supports the SHA-1 algorithm. Client Mode will be setup to
‘Transparent’. Split tunneling will be disabled.

Rules 12 and 13 helps define the VPN policy on the firewall.

] eFoncs _firewallt

MNeeded for SecuRemote access
: &) any
] eFortcs _firewallz

(==
An eFoHCS_Firewall_Cluster . ACCE|
O ‘ = - - EFF) P _keys ‘ ﬁ &L

Allowy resmote and modem pool
eFortCs employees access to
intenal resources via SecuRemate

et [ eFortcs _firewsaln Sin
CeR ] eFortes _firewall2 T

o
n @ SecuRemote@any ‘@ Any ‘@ Any ,-E:'! Cliert Encrypt

All remote eFortCS employees coming in from broadband connections from the Internet
or through the modem pool will be required to use SecuRemote to provide for client
encryption to internal resources. The details of the setup and configuration of
SecuRemote VPN will be detailed in the tutorial that follows next.

Checkpoint SecuRemote VPN Configuration Tutorial

This tutorial will detail how SecuRemote VPN is configured for use by eFortCS remote
employees. It will cover the setup on the firewall and user definitions as well as the
setup and configuration of SecuRemote on the client.

Since we are using SafeWord for radius authentication, we need to configure the

Radius Server properties. Do this by selecting Manage=>Servers=>New=> Radius and
configure it as below:

RADIUS Server Properties E

General l

M ame: |F|a|:|ius_5w

Comment: |eFu:urtES Radius Server

_ =
radius_servej Prriority: |1 =1 highest
Service: |@RADIUS j Calar: | 1 ~

Shared Secret:

Host: |

HRERREERH

WeISIon: [RAnIUS Ver. 1.0 Campatible B

Ok | Cancel | Help |

The 'Shared Secret' password will be used in configuring the Safeword Radius software.
We next need to establish the encryption domain for use by SecuRemote. Select
Manage=>Network Objects => New => Group and select the internal subnet.
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M ame: |eF0[tES_encr_l,lptd0main

{Group Properties E

Comment; |eFortEs Encryption Domain

Color: | D -
Mot in Group: I Group:
@ internal_smtp_server j ﬁ MET-132.163.30.0
&), irternal_syslog_server
JZL gt _server
= MET-10.1.1.0
= MET-192.188.1 .0 J < Remove
B NET-192.1881 64127
I8} radiuz_server j

(]9 | Cancel | Help |

This encryption domain will represent the resources that will be accessible to the
SecuRemote users. In our case, it will be the internal network.

We next need to update the firewall objects to reflect the encryption type and domain.
Select Manage => Network Objects and select the eFortCS_firewall1. Add the
encryption domain defined earlier as shown below:

Domair:

" Disabled
" %alid Addresses(of Interffaces)
* Other:

| @ eFurtCS_encrypthmailj

[+ Ewportable for SecuRermote

Encryption zchemes defined:

Workstation Properties E

General] Interfaces] MAT ]Eertificates WEM ]ﬂuthenticatiun]

F [
' T Manual IPSEC
r SKIP
O & Pz

Edit...

()4 | Cancel

| Help |

We chose IKE for the encryption scheme. We also made the encryption domain
exportable for SecuRemote. Next, we need to define the IKE encryption scheme.
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IKE Properties E

General l

Suppaort key exchange encryption with: Support data inteagrity with:

v D5

¥ 30ES

¥ SHAT

Suppart authentication methods:

[+ Pre-Shared Secret Edit Secrets. ..

[ Public Eey Signatures
=

i

W Supports Aggresive Maode v Support keys exchange for Subnets

QF. | Cancel | Help

We got to the IKE Properties dialogue box by clicking edit. We will use 3DES for the
key exchange encryption. Select Pre-Shared Secret for authentication method and will
support data integrity with MD5 and SHA1. We will also select 'Supports Aggressive
Mode' and 'Support keys exchange for Subnets’'.

Do the same thing for eFortCS_firewall2 node. Since the configuration is the same, the
screen shots will be spared.

Next, we want to ensure that authentication will be required to respond to topology
requests. This is configured under the policy property dialogue box. Select Policy =>
Properties. Select the Desktop Security tab. The configuration for this is shown below:
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Properties Setup E

Althentication I SvMOefender ] LDAP I Encryption ] ConnectCantral I
Security Policy ] Traffic Cantral ] Services ] Log and Alert ] Security Servers ]
Highswaiabilty | IPPoolM&T | AccessLists Deskton Security

SecuRemote;
[ Respond to Unauthenticated Topalogy Bequests [IKE and FwZ)
[ Cache Static Pazzwords On Desktop

Walidation Timeaout:

" Desktop Does Mot Invalidate

+ Desktop Invalidates Every |30 Minutes

Required Policy for All Deskiops:
Aillows Ercrypted Only ﬂ

Diesktop Canfiguration Werification Options:
[v Desktop is Enforzing Required Policy
v Policy iz Installed on Al Interfaces
[v Ornly TCPAP Protocols are Used

Configuration Yiolation Maotification:
v Generate Log
Iv Motify Desktop User

QK | Cancel | Help ‘

Deselect 'Respond to Unauthenticated Topology Requests (IKE and FWZ)'. Also, a

validation timeout of 30 minutes was selected. We will disable split tunnel by selecting
'‘Allow Encrypted Only'.

We now create a group object for our SecuRemote users. Select Manage => Users =>
New => Group.

Group Properties E

M arne: |SecuHemote

Carmment; |eF0rtES SecuRemaote users

Color: | [ ~

Mt in Group: I Group:

3 Debhie ] € Marketing
@ Engineering @ Sales
@ T Add > ﬁ yming
ﬁ Joe

@ ModemPaool < Remave

e

@ sysadmins -

(] | Cancel Help
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We now need to populate the SecuRemote group with a eFortCS users that are
required to use SecuRemote. Since there are many users, a template will be built to
accommodate the addition of users. Select Manage => Users => New => Template.

User Definition Template n User Definition Template E

General ] G[Qupgl Authentication] Lgcatign] Tirne ] Enc[_l,.lplionl General  Groups ].&uthentication] Location] Time ] Encryption]

Awallable Groups Belongs to Groups

Namme: |eFortCS_tempIate @ Engineering @ SecuRemote

Comment: |eFortES Employess @ IT

@ harketing

Color: | I ~ 5 ModemPonl Add >

Expiration D ate (dd-mmm-ysy):  |31-Dec-2003 @ alss < Delete

@ sysadming

QK | Catwcel I Help | 1[4 | Cancel

Help |

In the General Tab, an expiration date is defined as well as the name of the template.
Under the Groups Tab, SecuRemote group is selected.

User Definition Template n User Definition Template E

General] Groups  Authentication ] Localion] Time ] Encryptionl Generall Groups] Authentication  Lecation ] Time ] Encryption]
Metwark Objects: Source:
Authentication 5 cheme: |H,-’.\D|LIS j =) il @ Any
Settings: B dmz_switch < Delete
‘@ eFortCS_encryptd e
Select a BADIUS Server or Group of Servers: @ SFOHCS Firewall 1 Destination:
" Sy
[E] eFortcs_firewal S
[E] eFortcs_firewail2 D
@ eFor‘tCS_modemJaj

k. | Carcel I Help | 1] 4 | Cancel | Help |

Under the Authentication Tab, Radius authentication scheme is selected with the
appropriate Radius_Srv selected. No source or destination restrictions are placed on
eFortCS users.
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User Definition Template E User Definition Template n

General] Groups] Authentication] Location  Time ]Encrypti0n1 General] Gmup&] Authentication] Ln-:atic-n1 Time  Encrpption ]

iiserines Fonmera Client Encryption Methods -

-Day in week: Tirne of day [kh:mn]: F [
I EE Pz
¥ Manday —
e Frarn: | 0000
v Wwednesday To: 2259
[¥ Thursday
[v Friday
v Saturd
v Sznuc:ajy Successful Authentication Track:

 Maone * Laog 7 flert

ok | Cancel J Help | (1] ‘ Cancel I Help |

EfortCS users will have no time restraints placed on them. IKE encryption is selected.

User Properties E

General lGrDups] .&uthenticatiunl Lucatiu:un1 Time ] Enu:r_l,lptiu:un]

Marne: |yming

Comment; |Ya0 Ming, Houston Fockets

Color: B -
Expiration D ate [dd-mrorn-pppy]: [31-Dec-2003

0k | Cancel I Help

Yao Ming is given an account to access eFortCS resources!

The VPN rule is created as already detailed. Finally, we need to configure SecuRemote
client.

Check Point VPN-1 SecuRemote/SecureClient NG Feature Pack 3 was installed.
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Check Point YPN-1 SecuRemote/fSecureClient MG Feature Pack 3 E

Welcome to Check Point YPH-1
SecuRemote/SecureClient NG Feature Pack 3

The Check Point Wizard will install Check Point VPMN-1
SecuRemote/SecureClient NG Feature Pack 3 on your
computer. To continue click Mext.

Mewt > | Cancel |

A Site was created by selecting Sites => Create New. The following site was created
using the information below:

Create Mew Site E

v Mickname: |EFDrtE5

Mame A 1P |2EIEI.245.3EI.2

k. Cancel Help

A Nickname of eFortCS was used with an IP address of 209.245.30.2. In order to
create the site and download the topology, authentication was required as shown below:
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VYPH-1 SecureClient Authentication E

m‘ﬂ b‘. Pleaze authenticate yourself to site:
VPN-1 SecureClient NG eFortiCS
[ Use Certificate
Uzer name: S-yming
Fagsword
A

* Type in password now; [

CHecK POINT™

| coftwars Technologies Lid.

" | www.checkpoint.com
0K | Cancel | Help |

The site was created successfully. The final step is to insure that IKE is configured
properly. Verify that the default settings are as shown below by going to Tools =>
Advanced IKE Settings. Also, transparent mode is selected by default.

Advanced IKE Settings E Client Mode Configuration E

Client tode

MNAT traversal mechanizm
* Tranzparent Mode

W Force UDP encapsulation (™ Connect Mode

¥ Support IKE over TCP

Ok, | Cancel Help | )4 | Cancel | Help ]

SecuRemote is memory resident on the client and is activated when one attempts to
access resources within the encryption domain as defined in the firewall policy. The
icon resides in the system tray as shown below:

‘@yﬁﬂ 3:41 P

© SANS Institute 2003, As part of GIAC @8ctical repository. Author retains full rights.



\ Part Three: Verify the Firewall Policy

EfortCS is required to conduct an audit of its new firewall implementation and policy. It
is critical to test the firewall policy to ensure that the policy is functioning properly. Since
humans create and implement policy, mistakes can be made. This section will address
three phases of verifying the firewall policy: 1) plan the audit, 2) conduct the audit, and
3) evaluate the audit.

Plan the audit

Now that the eFortCS web portal and network is up and functioning, an audit will be
performed to test the firewall implementation and policy. An outside consulting firm will
be contracted to perform the audit. The consulting firm, Packets'R'US, will use the
testing methodology as outlined in the NIST DRAFT Guideline on Network Security
Testing [7]. In particular:

Specific IP addresses/ranges to be tested;

Any restricted hosts (i.e., hosts, systems, subnets, not to be tested);

A list of acceptable testing techniques and toals;

Times when testing is to be conducted;

Define a finite period for testing;

IP address of the machines from which testing will be conducted so that
administrators can differentiate the legitimate testing attacks from actual
malicious attacks;

Points of contact for both the testing team, the targeted systems and
networks;

Measures to prevent law enforcement being called with false alarms
(created by the testing); and

Handling of information collected by testing team.

Specific IP addresses/ranges

The following IP addresses/ranges will be part of the scope of this audit:

P ) Desepfn

209.245.30.1 Virtual IP (VIP) address of external interfaces of firewall
209.245.30.2 Physical firewall cluster external interfaces
209.245.30.3
209.245.30.68 DMZ SNORT IDS Server
209.245.30.69 Public DNS Server
209.245.30.70 Public Web Server
209.245.30.71 DB Server
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Description

209.245.30.72 SMTP Relay Server
209.245.30.73 Syslog Server
209.245.30.129 Access Network SNORT IDS Server
209.245.30.251 Internal IP of Border Router
192.168.30.12 Mail Server (Internal)
192.168.30.14 Radius Server (Internal)
192.168.30.15 Anti-Virus Server
192.168.30.17 Management Server (Internal)
Restricted hosts

There are no hosts that are restricted from the audit. For the purpose of this audit, only
selected internal hosts will be targeted. The internal hosts were selected because of
the firewall policy allowing interaction between DMZ hosts and specific internal hosts.

Testing techniques and tools

Since the focus of this audit is to verify that the firewall policy is correctly enforced, a
good scanning tool will be utilized. Probably the best tool available for this task is Nmap
[8]. A description and usage (man page) of Nmap is included in Appendix B. Nmap
will be the primary tool used in this audit.

Even though the audit is not intended to look for vulnerabilities, Nessus [9], an open
source vulnerability scanner, will be used to audit the firewall.

To verify that the anti-virus scanner is working properly, the test file eicar [10] will be
sent through the firewall.

Another important part of the audit will be to test the IDS capability. Results of the
scans will be correlated with SNORT. This should help to confirm the scanning results
as well as verify the IDS systems are placed strategically.

Testing Times

Packets'R'US will conduct the audit starting on a Saturday morning at 08:00 a.m. This
will reduce the impact of the higher traffic seen during the work week. This will also
allow eFortCS network/sys admins to be available in case the audit degregates the
network. It will also provide them with an opportunity to verify the IDS. The auditors
will correlate the scans against the IDS to provide further opportunity to improve the
overall security of the network.
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Testing Duration

The audit will be scheduled for six hours on the chosen Saturday between the hours of
08:00 a.m. - 2:00 p.m. This should provide the auditors plenty of time to conduct their
testing. This will force the Packets'RUS to have a well thought out test plan.

IP address of the machines conducting test

Testing against the firewall itself will be coming from IP 209.245.30.5. A test
workstation will be connected to the switch just inside the border router. Testing against
the internal hosts will be conducted from both IP 209.245.30.5 as well as from a
workstation positioned on the DMZ in place of existing servers. By placing the test
workstation and configuring it as the same IP address as the existing server, a Nmap
scan can be run to verify the firewall policy. Also, scans will be run from the
management server at IP 192.168.30.17 to assist in verifying the firewall policy.

Points of contact

Packets'R'US point of contact will be Joe Sniffer Jones. His mobile number is (555)
248-3632.

eFortCS network team will be represented by Sam Slamdunk Smith. His mobile
number is (555) 844-4827. All coordination with other Sys Admins will be handled by
Sam.

Any risks associated with the audit will be handled by the above listed individuals. Sam
will be working closely with the audit team and will have on hand key sys admins in
case one of the key servers are knocked off-line due to any denial of service or other
unforeseen events. Considering that the audit will be conducted on a Saturday
morning, the risks should be minimal.

Measures to prevent false alarms being escalated to law enforcement agencies

Given that this will be a well-defined and pre-planned audit conducted at a specific date
and time, there will be no need to involve any outside law enforcement agencies.

Handling of information collected by testing team

A formal agreement will be signed by both Packets'R'US and eFortCS management to
include a Non-Disclosure statement. This will insure that any information gathered will
be used only for the benefit of improving security. Any critical holes found in the
implemented router/firewall policy by Packets'R'US team will be immediately shared
with Sam Smith. His team will take whatever action is needed to insure that any
vulnerability is taken care of. A formal report will be issued by Packets'R'US within 14
days of the audit. This report will include other findings of a not so critical nature,
suggestions to improve security, and a proposal to provide an audit tool for future
periodic testing.
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Contract with Packets'R'US
Packets'R'US has submitted a proposal considering the requirements outlined above.

They will employ a three-man team to conduct the audit. EfortCS has agreed to pay the
going rate of $150/hr. Packets'R'US has estimated that the effort will take the following:

Pre-audit planning — 5 Hrs
Audit — 18 Hrs (3-man equivalents x 6 Hrs)
Data analysis, formal report and recommendations — 25 Hrs

A contract for a cost of $7200 (36 Hrs x $150/hr) has been signed with Packets'R'US.

Audit and Analysis

Audit against Firewall

This is the most important part of the audit. Since the firewall is a hot-standby high
available firewall, nmap scans were conducted against the VIP address as well as both
physical interfaces.

We will first scan the VIP address. We would anticipate that there would be no ports
open on the VIP address.

# nmap (V. 3.00) scan initiated Wed Feb 19 13:10:13 2003 as:
nmap -PO0 -sS -O -p 1-65535 -oN firewall_vip.txt 209.245.30.1

Warning: OS detection will be MUCH less reliable because we did not find at least 1 open and 1 closed TCP port
Interesting ports on eFort_firewall.eFortCS.com (209.245.30.1):

(The 65535 ports scanned but not shown below are in state: filtered)

Too many fingerprints match this host for me to give an accurate OS guess

# Nmap run completed at Wed Feb 19 15:25:26 2003 -- 1 IP address (1 host up) scanned in 8112 seconds

This produced exactly the results that we expected. A more interesting scan will be
against the physical interfaces.

The next scan was against the physical external interfaces of the firewall nodes, as
follows:
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# nmap (V. 3.00) scan initiated Wed Feb 19 13:19:21 2003 as:

nmap -P0 -sS -O -p 1-65535 -oN firewall_phys.txt 209.245.30.2 209.245.30.3
Insufficient responses for TCP sequencing (3), OS detection may be less accurate
Interesting ports on 209.245.30.2

(The 65533 ports scanned but not shown below are in state: filtered)

Port  State Service

25/tcp  open smtp

264/tcp open bgmp

265/tcp open maybeFW1

Remote OS guesses: Linux 2.1.19 - 2.2.20, Linux 2.2.14
Uptime 55.269 days (since Thu Dec 26 07:53:25 2002)

Insufficient responses for TCP sequencing (3), OS detection may be less accurate
Interesting ports on 209.245.30.3:

(The 65533 ports scanned but not shown below are in state: filtered)

Port  State Service

25/tcp  open smtp

264/tcp open bgmp

265/tcp open maybeFW1

Remote OS guesses: Linux 2.1.19 - 2.2.20, Linux 2.2.14
Uptime 14.318 days (since Wed Feb 5 07:45:10 2003)

Checkpoint uses port 264 for the exchange of public keys and port 265 for topology
downloads in support of SecuRemote. This service is required to insure the proper
functionality of our VPN connectivity. Authentication is required from the SecuRemote
client before one can download the topology.

Port 25 is open on Check Point firewall as the SMTP security server. All inbound email
from the external smtp server to the internal smtp server will pass through the firewall
security server. The firewall accepts all smtp traffic in and passes it to the anti-virus
scanner using content vector protocol (CVP). Once the message has been scanned
and accepted or rejected based on content, etc., the firewall has another process that
negotiates and sends the message on to the internal smtp server. This way, the
external smtp server never actually opens up an connection directly with the internal
smtp server.

As a second check against the firewall, Nessus was run. The results are below.
Nessus was run against the VIP 209.245.30.1 as well as the two physical interface
addresses 209.245.30.2 and 209.245.30.3.

This report gives details on hosts that were tested and issues that were found. Please follow the recommended steps
and procedures to eradicate these threats.

Hosts which where alive and responding
during test

Number of security holes found 0

o~

Number of security warnings found
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Host(s) Possible Issue

209.245.30.3 Security warning(s) found
209.245.30.2 Security warning(s) found
209.245.30.1 Security warning(s) found

Address of Host Port/Service Issue regarding Port
209.245.30.3  unknown (264/tcp) Security warning(s) found
209.245.30.3 unknown (265/tcp) No Information

Type Port Issue and Fix

The remote host seems to be a Checkpoint FW-1 running SecuRemote.
Letting attackers know that you are running FW-1 may enable them to
focus their attack or will make them change their attack strategy. You
should not let this information leak out. Furthermore, an attacker can
perform a denial of service attack on the machine.

Warning unknown (264/tcp) Solution:
Restrict access to this port from untrusted networks.

Risk factor : Low
For More Information:

http://www.securiteam.com/securitynews/Check
Point_ FW1_SecureRemote_DoS.html

Address of Host Port/Service Issue regarding Port
209.245.30.2  unknown (264/tcp) Security warning(s) found
209.245.30.2 unknown (265/tcp) No Information

Type Port Issue and Fix

The remote host seems to be a Checkpoint FW-1 running SecureRemote.
Letting attackers know that you are running FW-1 may enable them to
focus their attack or will make them change their attack strategy. You
should not let this information leak out. Furthermore, an attacker can
perform a denial of service attack on the machine.

Solution:

Restrict access to this port from untrusted networks.

Risk factor : Low

For More Information:
http://www.securiteam.com/securitynews/CheckPoint_FW1_SecureRemo
te_DoS.html

Warning unknown (264/tcp)

This file was generated by Nessus, the open-sourced security scanner.
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Nessus validated our Nmap scan. In regards to the Denial of Service risk mentioned,
Check Point was never able to confirm the DoS behavior and, therefore, deemed it
nothing to worry about.

Finally, an ACK scan was run to test if the firewall is truly stateful. A nmap ACK scan
was run against the web server on the DMZ as shown below:

C:\bin\nmap-3.00>nmap -P0 -sA -p 80-85 209.245.30.70

Starting nmap V. 3.00 ( www.insecure.org/nmap )
Interesting ports on 209.245.30.70:

Port  State Service

80/tcp filtered http

81/tcp filtered hosts2-ns

82/tcp filtered xfer

83/tcp filtered mit-ml-dev

84/tcp filtered cif

85/tcp filtered mit-ml-dev

Nmap run completed -- 1 IP address (1 host up) scanned in 36 seconds

Looking at the firewall produced the following log entries:

26Feb2003 13:19:31 drop efortcs_firewall1 >ethO proto tcp src 209.245.30.5 dst 209.245.30.70 service http s_port
63497 rule 0 reason: unknown established TCP packet

26Feb2003 13:19:31 drop efortcs_firewall1 >eth0 proto tcp src 209.245.30.5 dst 209.245.30.70 service 81 s_port
63498 rule 0 reason: unknown established TCP packet

26Feb2003 13:19:31 drop efortcs_firewall1 >ethQ proto tcp src 209.245.30.5 dst 209.245.30.70 service 82 s_port
63499 rule 0 reason: unknown established TCP packet

26Feb2003 13:19:31 drop efortcs_firewall1 >eth0 proto tcp src 209.245.30.5 dst 209.245.30.70 service 83 s_port
63500 rule 0 reason: unknown established TCP packet

26Feb2003 13:19:32 drop efortcs_firewall1 >eth0 proto tcp src 209.245.30.5 dst 209.245.30.70 service 84 s_port
63501 rule 0 reason: unknown established TCP packet

26Feb2003 13:19:32 drop efortcs_firewall1 >eth0 proto tcp src 209.245.30.5 dst 209.245.30.70 service 85 s_port
63502 rule 0 reason: unknown established TCP packet

This demonstrates that the Check Point is a stateful firewall. ACK packets were sent
through the firewall and dropped according to firewall protocol. When inspecting a non-
SYN packet, Check Point checks its state table. Since no entry was present, it dropped
the packet with the error “unknown established TCP packet.”

Audit by Rule

Rules 1—4
In order to truly audit and verify that the firewall policy is performing as advertised, each

rule or groupings of rule will be tested. To start with, the first four rules deals with the
Rainwall's hot-standby high availability cluster configuration.
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Source ‘ Destination | Service ‘ Action ‘ Track Install On Time ‘ Comment

; . J ] eFortcs_tirewal Rairrevall rule to determine
‘@ RainwallCluster ‘E RainvealCluster @ Rainwal_Stop O drop I — @ Any that firewall is operating properly.
el =
) ’ ) o [ eFortcs_firewallt Fule permitting communication
- @ RairveallCluster ‘ ﬁ RainwallCluster @ Rainwal_Daemon ||l accept ﬁ — @ Any e e e T e e
& ReinwallCluster ] eFortcs_firewal Feairreval status ruls to permit
RN 1 i _server 5 ReinwalCiuster T Rainwal_Status accept ] eFortcs_frewal2 &) any ;::g:;:;:;og;eg;.{:en remote
. = . m eForCS_firewallt Alloves Rainwsl Management
Q momt_server ‘S RainvwallCluster F) Rainwal_Command accept W @ Any GUl access to ReinwalCluster.
e !

In order to verify that the above rules are working properly, a test was conducted from
the management server (192.168.30.17). The Rainwall management GUI was brought
up and the first node was shutdown. Rainwall failed over to the other node
automatically.

Enatle Gateway

Enatle IR Load Balancing

Disable WIF Lasd Balancing
Enable Suto Rejoim
Disable Auto Rejoin

Femove Gateway Monitor

| right-clicked on the gateway icon and selected Disable Gateway. What is shown
below is the effect of this action. The gateway shows it is a closed state and the VIPs
moved over to the other node. Just before | disabled the active node, | started a ping
from 192.168.30.17. Not one ping request timed out. The firewall was able to
successfully switch over to the hot-standby node without missing a beat.
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&Rainﬁnity: Rainwall Status - - Rainwall'wallgui.cfg ;Iﬂlll
Fle Edit Wiew Help

RaijmWall Gdam.

—192.168.30 192168 30

H i

TN

NIC

As a final test of the Rainwall ruleset, a fwstop was issued on the hot-standby node and
the captured screen shot is below. The rule recognized the firewall had stopped.
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&Rainﬁnity: Rainwall Status - - Rainwall'wallgui.cfg 3 ;Iﬂlll
Fle Edit Wiew Help

RajmWalll Gbsam.

-182.168.30 ~192.168.30.

NiC

| feel confident that the Rainwall ruleset is operating properly and according to policy.

Rule 5

-‘@Anv

A nmap scan was run against the web server (209.245.30.70) from workstation located
at 209.245.30.5.

Public access to eFortCS WebiDB server

£56) If ] eFortcs_firewal
P P accept @ Account = o
@ hitps E eForCS_firewall2

weh_server

@ Any

# C:\bin\nmap-3.00>nmap -PO -sS -F 209.245.30.70

Starting nmap V. 3.00 ( www.insecure.org/nmap )

Interesting ports on 209.245.30.70:

(The 1146 ports scanned but not shown below are in state: filtered)
Port  State Service

80/tcp  open http

443/tcp open https

Nmap run completed -- 1 IP address (1 host up) scanned in 297 seconds

This is exactly what we want to see; only http/https in an open state. A scan from the
internal management server at 192.168.30.17 produced the same results. Correlation
of the firewall logs confirmed our results.
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Rule 6

¥ eFortCs_madem_pool £ hitp ] eFortcs_firewallt alow internal aned modem pocl
% MET-182.168.30.0 @ Hitps E eFortCs_firswal2 users access to autharized services
=
S) any 1) ftp Iyl =ccent @ Account 8) Any

E_-‘,’E echo-reguest
2t ut
b2 raceroute

To confirm that rule six only allows the above services, the management server at
192.168.30.17 was used to attempt http, https, ping, and traceroutes out to yahoo.com.
It was also confirmed that one could ftp out (microsoft.com).

B htkp: f v, vahoo,comf = m V_R 100% V_i
iy A el ’ ) - e 2Help &

FPersonalize Finance Shop Email Meszenger HotJobs
“B https:/flogin.yahoo, comyconfig/login? , sro=mmyd&, =08 u=10t2jSkvSpgpSa&. last=8&promo==2.intl=us&, bypass=&. partner=&., done V_ﬂ@ V_ﬁ} 100% | =

MHOO! Yahoo! - Help
Welcome to My Yahoo! &
You must sign in to customize your own start page.

C:\bin\nmap-3.00>ping yahoo.com
Pinging yahoo.com [66.218.71.198] with 32 bytes of data:

Reply from 66.218.71.198: bytes=32 time=111ms TTL=247
Reply from 66.218.71.198: bytes=32 time=113ms TTL=247
Reply from 66.218.71.198: bytes=32 time=99ms TTL=247
Reply from 66.218.71.198: bytes=32 time=45ms TTL=247

Ping statistics for 66.218.71.198:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 45ms, Maximum = 113ms, Average = 92ms

C:\bin\nmap-3.00>tracert -d yahoo.com

Tracing route to yahoo.com [64.58.79.230]
over a maximum of 30 hops:

17 1ms 1ms 1ms 192.168.30.1
12 50ms 51ms 51ms 64.58.79.230

Trace complete.

C:\bin\nmap-3.00>ftp ftp.microsoft.com
Connected to ftp.microsoft.com.

220 Microsoft FTP Service

User (ftp.microsoft.com:(none)):

All allowed services were confirned to work from both internal and from the modem
pool. The last test is to see if other services are not allowed. An attempt was made to
connect to port 135 to yahoo.com. The result shows the port is filtered which confirms
our policy.
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C:\bin\nmap-3.00>nmap -PO -sS -p 135 yahoo.com

Starting nmap V. 3.00 ( www.insecure.org/nmap )
Interesting ports on (64.58.79.230):

Port  State Service

135/tcp filtered loc-srv

Nmap run completed -- 1 IP address (1 host up) scanned in 40 seconds

The firewall logs confirmed the above tests.

. ) domain-toy I ] eFortcs_firewal Aoz queries to external DN server
i KNETJ 92168300 external_dns_server Q . IEI accept E2 Long =1 = @ Any
@ dormain-ucp L E eFortCS_firewal2

Two nmap scans (-sS for tcp and -sU for udp) was performed from workstation
209.245.30.5 and management server 192.168.30.17 to 209.245.30.69.

Scan from 209.245.30.5
C:\bin\nmap-3.00>nmap -PO -sS -F 209.245.30.69

Starting nmap V. 3.00 ( www.insecure.org/nmap )

Interesting ports on 209.245.30.69:

(The 1147 ports scanned but not shown below are in state: filtered)
Port  State Service

53/tcp open domain

Nmap run completed -- 1 IP address (1 host up) scanned in 242 seconds
C:\bin\nmap-3.00>nmap -P0O -sU -F 209.245.30.69

Starting nmap V. 3.00 ( www.insecure.org/nmap )

Interesting ports on 209.245.30.69:

(The 996 ports scanned but not shown below are in state: filtered)

Port  State Service

53/udp open domain

Nmap run completed -- 1 IP address (1 host up) scanned in 1202 seconds

Scan from 192.168.30.17

C:\bin\nmap-3.00>nmap -PO -sS -F 209.245.30.69

Starting nmap V. 3.00 ( www.insecure.org/nmap )

Interesting ports on 209.245.30.69:

(The 1148 ports scanned but not shown below are in state: filtered)
Nmap run completed -- 1 IP address (1 host up) scanned in 239 seconds
C:\bin\nmap-3.00>nmap -P0O -sU -F 209.245.30.69

Starting nmap V. 3.00 ( www.insecure.org/nmap )

Interesting ports on 209.245.30.69:
(The 997 ports scanned but not shown below are in state: filtered)

Nmap run completed — 1 IP address (1 host up) scanned in 1342 seconds

Results from 209.245.30.5 showed port 53 was in state ‘open’ while the scan from
192.168.30.17 provided the expected results due to the negate rule.
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Rule 8

“‘ HNETJ 92165.30.0

A nmap scan was performed from workstation 209.245.30.5 and management server
192.168.30.17 against 209.245.30.72. Again, the same results as from the domain
scan above.

|A\IDWS incoming SMTP traffic to

I eFortcs_firevvalt |
) any |ex15mal EMTP server

] eFortcs_firewallz

external_smtp_server

L) smip ‘ accept ‘

Scan from 209.245.30.5
C:\bin\nmap-3.00>nmap -PO -sS -F 209.245.30.72

Starting nmap V. 3.00 ( www.insecure.org/nmap )

Interesting ports on 209.245.30.72:

(The 1147 ports scanned but not shown below are in state: filtered)
Port  State Service

25/tcp  open smtp

Nmap run completed — 1 IP address (1 host up) scanned in 209 seconds

Scan from 192.168.30.17
C:\bin\nmap-3.00>nmap -PO -sS -F 209.245.30.72
Starting nmap V. 3.00 ( www.insecure.org/nmap )

Interesting ports on 209.245.30.72:
(The 1148 ports scanned but not shown below are in state: filtered)

Nmap run completed — 1 IP address (1 host up) scanned in 342 seconds

Rule 9
3 eForCS_Firewall_Cluster I eFortcs_firevvalt Al management server to manitar
external_dns_server IR eFortcs_firewallz tripwire clients
mamt_server external_smtp_server @ TCP-1169 accept @ Any
weeb_server
db_server

To confirm that only the management server at 192.168.30.17 is the only system
allowed communication on tcp/1169, a nmap scan was performed against that port only.
Another nmap scan was tried from workstation 209.245.30.5.
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From 192.168.30.17
C:\bin\nmap-3.00>nmap -PO -sS -p 1169 209.245.30.2 209.245.30.3 209.245.30.69 209.245.30.70 209.245.30.71
209.245.30.72

Starting nmap V. 3.00 ( www.insecure.org/nmap )
Interesting ports on 209.245.30.2:

Port  State Service

1169/tcp open unknown

Interesting ports on 209.245.30.3:
Port  State Service
1169/tcp open unknown

Interesting ports on 209.245.30.69:
Port  State Service
1169/tcp open unknown

Interesting ports on 209.245.30.70:
Port  State Service
1169/tcp open unknown

Interesting ports on 209.245.30.71:
Port State Service
1169/tcp open unknown

Interesting ports on 209.245.30.72:

Port  State Service
1169/tcp open unknown

Nmap run completed -- 6 IP addresses (6 hosts up) scanned in 11seconds

From 209.245.30.5
C:\bin\nmap-3.00>nmap -PO -sS -p 1169 209.245.30.2 209.245.30.3 209.245.30.69 209.245.30.70 209.245.30.71
209.245.30.72

Starting nmap V. 3.00 ( www.insecure.org/nmap )
Interesting ports on 209.245.30.2:

Port  State Service

1169/tcp filtered unknown

Interesting ports on 209.245.30.3:
Port State Service
1169/icp filtered unknown

Interesting ports on 209.245.30.69:
Port State Service
1169/tcp filtered unknown

Interesting ports on 209.245.30.70:
Port State Service
1169/tcp filtered unknown

Interesting ports on 209.245.30.71:
Port  State Service
1169/tcp filtered unknown

Interesting ports on 209.245.30.72:
Port State Service
1169/tcp filtered unknown

Nmap run completed -- 6 IP addresses (6 hosts up) scanned in 198 seconds
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For rule nine, only connections from the management console were allowed to
communicate on the tripwire port 1169/tcp. The firewall logs also confirned the results.

Rule 10

5 eFortcs_Fireveal_Cluster ] eFortcs_firewal
g external_dns_server m eFoHCS_firewal2

external_smtp_server
@Sysadminfwurkslaﬁuns weh_server LoF) 35H IEI accept Eg Long
B} eFortCs_router
B} db_server
ﬁ snort_servers

Allowe sysadmins access to
external servers via S5H

To verify Rule ten, a nmap scan was performed from the management server at
192.168.30.17 and another scan from our outside workstation at 209.245.30.5. Results

are contained below. The scan will only target tcp/22 on the scan.

From 192.168.30.17

209.245.30.71 209.245.30.72 209.245.30.129 209.245.30.251
Starting nmap V. 3.00 ( www.insecure.org/nmap )

Interesting ports on 209.245.30.2:
Port  State Service
22/tcp open ssh

Interesting ports on 209.245.30.3:
Port  State Service
22/tcp open ssh

Interesting ports on 209.245.30.68:
Port  State Service
22/tcp open ssh

Interesting ports on 209.245.30.69:
Port  State Service
22/tcp open ssh

Interesting ports on 209.245.30.70:
Port  State Service
22/tcp open ssh

Interesting ports on 209.245.30.71:
Port  State Service
22/tcp open ssh

Interesting ports on 209.245.30.72:
Port  State Service
22/tcp open ssh

Interesting ports on 209.245.30.129:
Port  State Service
22/tcp open ssh

Interesting ports on 209.245.30.251:
Port  State Service
22/tcp open ssh

Nmap run completed -- 9 IP addresses (9 hosts up) scanned in 19 seconds

C:\bin\nmap-3.00>nmap -PO -sS -p 22 209.245.30.2 209.245.30.3 209.245.30.68 209.245.30.69 209.245.30.70
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From 209.245.30.5
C:\bin\nmap-3.00> nmap -P0 -sS -p 22 209.245.30.2 209.245.30.3 209.245.30.68 209.245.30.69 209.245.30.70
209.245.30.71 209.245.30.72 209.245.30.129 209.245.30.251

Starting nmap V. 3.00 ( www.insecure.org/nmap )

Interesting ports on 209.245.30.2:
Port  State Service
1169/tcp filtered unknown

Interesting ports on 209.245.30.3:
Port  State Service
1169/tcp filtered unknown

Interesting ports on 209.245.30.68:
Port  State Service
1169/tcp filtered unknown

Interesting ports on 209.245.30.69:
Port  State Service
1169/tcp filtered unknown

Interesting ports on 209.245.30.70:
Port  State Service
1169/tcp filtered unknown

Interesting ports on 209.245.30.71:
Port  State Service
1169/tcp filtered unknown

Interesting ports on 209.245.30.72:
Port  State Service
1169/tcp filtered unknown

Interesting ports on 209.245.30.129:
Port  State Service
1169/tcp filtered unknown

Interesting ports on 209.245.30.251:
Port  State Service
22/tcp open ssh

Nmap run completed -- 9 IP addresses (9 hosts up) scanned in 238 seconds

The scan from the internal management server produces results consistent with the
rulebase, the scan from outside on 209.245.30.5 did as well. The open port to the
router makes sense due to the fact that the workstation scanning is between the firewall
and the router.

Rule 11

Allow access to Radius authertication

. . ) ] eFortcs_fireweall
‘@ eFortCE_Firewrall_Cluster radius_server @RADIUS IEI accept 4 Account E eFoCS,_firewal2 @Anv server.

In order to test Rule 11, the nmap scan will be coming from the firewall at addresses
209.245.30.2 and 209.245.30.3. Again, the management server at 192.168.30.17 and
the workstation at 209.245.30.5 will demonstrate the rule is valid by filtering the scan.
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From 209.245.30.2/209.245.30.3 (same results)
# nmap -PO -sU -p 1645 192.168.30.14

Starting nmap V. 3.00 ( www.insecure.org/nmap )
Interesting ports on 192.168.30.14:

Port State Service
1645/udp open radius

Nmap run completed -- 1 IP address (1 host up) scanned in 37seconds

From 192.168.30.17 and 209.245.30.5

# nmap -PO -sU -p 1645 192.168.30.14
Starting nmap V. 3.00 ( www.insecure.org/nmap )

The 1 scanned port on 192.168.30.14 is: closed

Nmap run completed -- 1 IP address (1 host up) scanned in 17seconds

Nmap verified that Rule 11 is functional. Only access to the internal Radius server is
from the firewall for authentication purposes only.

Rules 12/13

(==
An eFoHCS_Firewall_Cluster ACCE|
@ ’ i T
n @ SecuRemote@any ‘@ Any ‘@ Any ’f‘i Client Encrypt

Rules 12 and 13 are tied together in supporting SecuRemote. The best way to validate
these rules is to attempt a SecuRemote session and capture the stream using tcpdump.
A SecuRemote session was opened with workstation 209.245.30.5. Below is the
results (note efortcs_firewall1 — 209.245.30.2 is the active node):

E eFortCS _firewallt MNeeded for SecuRemote access

A
] eFortcs _firewallz 2k

[ eFortcs _firewsaln
@ Aot | ] ceopcsfrewalz ) AT

sie| Account

Allowy resmote and modem pool
eFortCs employees access to
intenal resources via SecuRemate
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09:27:54.245663 209.245.30.5.isakmp > efortcs_firewall1.isakmp: isakmp: phase 1 | agg:(sa: doi=ipsec
situation=identity(p: #1 protoid=isakmp transform=4

(t: #1 id=ike (type=enc value=3des)(type=hash value=sha1)(type=auth

value=preshared)(type=group desc value=modp1024)(type=lifetype value=sec)(type=lifeduration

len=4 value=00003840))(t: #2 id=ike (type=enc value=3des)(type=hash value=md5)(type=auth
value=preshared)(type=group desc value=modp1024)(type=lifetype value=sec)(type=lifeduration

len=4 value=00003840))(t: #3 id=ike (type=enc value=1des)(type=hash value=sha1)(type=auth
value=preshared)(type=group desc value=modp1024)(type=lifetype value=sec)(type=lifeduration

len=4 value=00003840))

(t: #4 id=ike (type=enc value=1des)(type=hash value=md5)(type=auth

value=preshared)(type=group desc value=modp1024)(type=lifetype value=sec)(type=lifeduration

len=4 value=00003840))))

(ke: key len=128)(nonce: n len=20)(id: idtype=user FQDN protoid=0 port=0 len=8 ssmith2)(vid: len=40)
09:27:54.672400 efortcs_firewall1.isakmp > 209.245.30.5.isakmp: isakmp: phase 1 R agg:

(sa: doi=ipsec situation=identity(p: #1 protoid=isakmp transform=1

(t: #1 id=ike (type=enc value=3des)(type=hash value=sha1)(type=auth

value=preshared)(type=group desc value=modp1024)(type=lifetype value=sec)(type=lifeduration

len=4 value=00003840))))(ke: key len=128)(nonce: n len=20)

(id: idtype=IPv4 protoid=0 port=0 len=4 efortcs_firewall1)(vid: len=40)(hash: len=20) (DF)
09:27:54.911922 209.245.30.5.isakmp > efortcs_firewall1.isakmp: isakmp: phase 1 | agg:(hash: len=20)
09:27:55.005675 209.245.30.5.isakmp > efortcs_firewall1.isakmp: isakmp: phase 1 | agg:(hash: len=20)
09:27:55.115160 209.245.30.5.isakmp > efortcs_firewall1.isakmp: isakmp: phase 1 | agg:full rights.

Key fingerprint = DB27 EC46 4D42 664D ECB4 BC3D A8C4 E4C8 B245 7C37

Key fingerprint = DB27 EC46 4D42 664D ECB4 BC3D A8C4 E4C8 B245 7C37

(hash: len=20)

09:27:55.023514 209.245.30.5.isakmp > efortcs_firewall1.isakmp: isakmp: phase 2/others | oakleyquick|
E]: [encrypted hash]

09:27:55.326716 efortcs_firewall1.isakmp > 209.245.30.5.isakmp: isakmp: phase 2/others R oakleyquick]
E]: [encrypted hash] (DF)

09:27:55.432569 209.245.30.5.isakmp > efortcs_firewall1.isakmp: isakmp: phase 2/others | oakleyquick|
E]: [encrypted hash]

09:27:55.532571 209.245.30.5.isakmp > efortcs_firewall1.isakmp: isakmp: phase 2/others | oakleyquick|
E]: [encrypted hash]

09:27:55.634266 209.245.30.5.isakmp > efortcs_firewall1.isakmp: isakmp: phase 2/others | oakleyquick|
E]: [encrypted hash]

09:27:55.753491 209.245.30.5 > efortcs_firewall1: ESP(spi=0x0c5a0bbd,seq=0x1)

09:27:55.835419 efortcs_firewall1 > 209.245.30.5: ESP(spi=0x7b7eaa30,seq=0x1)

09:27:55.852077 209.245.30.5 > efortcs_firewall1: ESP(spi=0x0c5a0bbd,seq=0x2)

09:27:55.949266 efortcs_firewall1 > 209.245.30.5: ESP(spi=0x7b7eaa30,seq=0x2)

09:27:55.951572 efortcs_firewall1 > 209.245.30.5: ESP(spi=0x7b7eaa30,seq=0x3)

The tcpdump captured an IPSEC tunnel being set up with Phase1 and Phase2
negotiations, and ESP (protocol 50) packets kicking in for the actual encrypted data.

Rules 14 and16

IR eFortcs_firewall2

) = I eFortcs_firevvalt Al fireval cluster totalk to
n ‘E eFortCS_Firewvall_Cluster anti-virus_server @ [ |E| accept | Account =5 Bl @ Ay Anti-virus scanner

[ K] eFortcs_firawall irus/content fitering on all incoming
external_smip_server internal_smtp_server smip->SMTP_scan IEI accel iais| Account =1 T A
n 2 kit =i B3 smip = g i [ eFortcs_firewal2 & any i

Rules 14 and16 will be discussed together as they are closely associated in the
rulebase. To verify Rule 14, the test virus file, eicar.com, was sent through the firewall.
Not only did the internal server communicate with the external smtp server, the anti-
virus server did its very important function as well. Below is the message the sys admin
received in response to this test:
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From: InterScan@eFortCS.com

Sent: Wednesday, February 19, 2003 3:46 PM

To: hostmaster@eFortCS.com

Subject: Attachment Stripped in Transaction (Replaced with text)

Kkkkk kkk kkk kk *kkkk kkkk kkk kk

eManager Notification
The eFortCS firewall has stripped the attachment because it may contain a virus or malicious code.

Source mailbox: "tester@test-isp.com"

Destination mailbox(es): "hostmaster@eFortCS.com"
Policy: Replaced with text

Attachment file name: eicar.com - application/octet-stream
Action: Attachment Removal

Kkkkk kkk kkk kkkk kkk ok End of message *kkkkkkkkkkkkkkkkkk

The anti-virus capability of the firewall is functioning properly as well as the exchange
between the external smtp relay server and the internal smtp server.

Rule 15

‘@ Ay ‘ ﬁ eFortCS_Firewall_Cluster

As demonstrated in the section above, Audit Against Firewall, the stealth rule is working
properly and preventing no connectivity to the firewall itself except what is allowed by
the rulebase. The firewall logs substantiates this rule everyday due to scans performed
against it.

Firewall stesith rule

o I— ] EQ : ] eFortcs_firavall ! B
0 ro) |=iE% Lon 2
y O P (i3 tond [T eFortCs_firewal2 V

Rule 17

Tcpdump listened on the interface of the SNORT server on the DMZ switch. It captured
the traffic below which was allowed through the firewall for syslog traffic:

Allow routers/switches access ta
syslon server

] cFortcs_firewallt

gl ‘E} Long ‘E eForCs_ firewall2

eFortCS_router
E external_switch
E omz_switch

@ syslog @ Any

dmz_syslog_server
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21:14:32.224803 209.245.30.253.4086 > 209.245.30.73.514: udp 87

21:14:34.157466 209.245.30.251.56959 > 209.245.30.73.514: udp 158
21:14:34.157596 209.245.30.251.49785 > 209.245.30.73.514: udp 158
21:14:34.157789 209.245.30.251.56888 > 209.245.30.73.514: udp 158
21:14:45.625337 209.245.30.251.56959 > 209.245.30.73.514: udp 152
21:14:45.625476 209.245.30.251.49785 > 209.245.30.73.514: udp 152
21:14:45.625601 209.245.30.251.56888 > 209.245.30.73.514: udp 152
21:14:45.625731 209.245.30.251.56959 > 209.245.30.73.514: udp 149
21:14:45.625860 209.245.30.251.49785 > 209.245.30.73.514: udp 149
21:14:45.625981 209.245.30.253.56888 > 209.245.30.73.514: udp 149
21:14:58.429200 209.245.30.251.56959 > 209.245.30.73.514: udp 150
21:14:58.429342 209.245.30.251.49785 > 209.245.30.73.514: udp 150
21:14:58.429474 209.245.30.251.56888 > 209.245.30.73.514: udp 150
21:15:08.329150 209.245.30.253.56959 > 209.245.30.73.514: udp 157
21:15:08.329282 209.245.30.251.49785 > 209.245.30.73.514: udp 157
21:15:08.329451 209.245.30.251.56888 > 209.245.30.73.514: udp 157
21:15:31.357295 209.245.30.252.56959 > 209.245.30.73.514: udp 150
21:15:31.357426 209.245.30.252.49785 > 209.245.30.73.514: udp 150
21:15:31.357546 209.245.30.252.56888 > 209.245.30.73.514: udp 150
21:15:32.334470 209.245.30.253.4086 > 209.245.30.73.514: udp 87

21:15:34.588862 209.245.30.251.56959 > 209.245.30.73.514: udp 152
21:15:34.589001 209.245.30.251.49785 > 209.245.30.73.514: udp 152
21:15:34.589129 209.245.30.251.56888 > 209.245.30.73.514: udp 152
21:15:34.589266 209.245.30.251.56959 > 209.245.30.73.514: udp 149
21:15:34.589400 209.245.30.251.49785 > 209.245.30.73.514: udp 149
21:15:34.589525 209.245.30.251.56888 > 209.245.30.73.514: udp 149

The rule supporting syslog appears to working fine.

Rule 18

9% dest-unreach I eFortcs_firewald

. ) I |
__ _ L
B) tny ‘ B NET-209.245.30.0 P echo-reply ‘ accept Short K] cFortcs_firewalz
I

ot g
o lime-exceeded

EAHDW replies back to pingstraceroutes

@ Any ‘

The test from Rule 6 showed that pings and traceroutes worked from our internal
network. Because the default ICMP rule was disabled, it became necessary to allow
ICMP through the rulebase. The ICMP rule is functional.

Rule 19

[ I T = =i [ eFortcs_rewal | Deny all inbound icmp except those
Al |5 & P iemp-proto |@ dra . Shart e 5 A
‘@ iy |@ y e IEMP-7I 4 ! % E ForCS._firewal2 @ ¥ |al\uwed shove.

The firewall logs confirms ICMP packets are being dropped.

Rule 20

. . | : —
‘@ Any i@ Ay ‘@ Any “O drop

A quick look at firewall logs confirms this rule is functional. Also, the testing associated
with the other rules have confirmed that packets are being blocked accordingly.

[ eFortcs_firewalt |

IR eFortcs_firewall2

Explicit drop rule for logging

@ Ay

| Account
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Evaluation and Recommendations

Packets'R'US did a great job in auditing the firewall policies. They were able to
complete the task within the six-hour window that was originally scheduled. They found
no major holes that needed immediate attention. Of course, no consultant is worth their
salt if they don't find some shortcomings. Packets'R'US provided the following
comments and recommendations in their report that was submitted within the 14 day
period. Their specific comments/recommendations are:

1. They were pleased to see a HA firewall solution. Demonstration of switching nodes
proved successful. The current HA is only a hot-standby solution. It is recommended
that eFortCS the load through the firewall and possibly move to a true HA load
balance active-active configuration. No additional software is required to support a
true load balance scenario with Rainwall; only a software key and configuration
changes to Rainwall. Of course, it will cost more money to obtain an active-active
solution.

2.To mitigate the potential of a Denial-of-Service attack, configure Check Point with
SYN Defender turned on.

3.Incorporate an outbound proxy web server into the network. It was felt that a proxy
server like squid, would provide improved security as well as support management
usage policy by restricting users access to certain offensive web sites.

4 Develop an automated log correlation tool. This tool should incorporate the firewall,
SNORT IDS, and syslogs. Log checking, if done right, can be a time-consuming
process. Provide a means to consolidate and correlate the logs that are important to
eFortCS. Packets'R'US would be available to develop such a tool.

5.Documentation of Network Security can be improved. This report provides a good
start to documenting the network. Recommend that this document be fleshed out.

6.In order to maintain and audit firewall and border router policy, develop a test audit
application. It can be a custom tool that utilizes open source scanners, etc. This will
provide a consistent check against perimeter routers and firewall. Insure that this tool
be run every time a policy change is made and on a regular planned schedule of at
least once a month. Packets'R'US will submit a formal proposal for management
consideration.

7.Recommend that sensitive systems be placed behind an internal firewall. Currently,
eFortCS has no restrictions on internal access. This would not necessarily have to
be a Check Point solution but something as simple as an IPTables type of firewall.
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Recommended internal network changes are shown below:
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| Part Four: Design Under Fire

| selected Craig Duerr's (GWFC Analyst Number 0356) practical posted 31 December
2002. Reference can be found at:

http://www.giac.org/practical/ GCFW/Craig Duerr GCFW.pdf [11]

The network design uses Check Point Firewall-1/VPN-1 version 4.1. Below is the
network diagram:
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The design uses a Check Point firewall protecting the DMZ and an Internal IPTables
firewall protecting critical internal network resources.
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Attack against the Firewall

In order for an attacker to try to break into a firewall, it would be necessary to determine
what type of firewall is deployed. Techniques, such as port scanning a potential firewall,
might lead to clues, particular, in the case of a Check Point firewall. If tcp/259, tcp/264,
tcp/265 are listening, it would be a great clue that it is a Check Point firewall. Without
having to go through such steps, it was determined from the practical submission that
Check Point Firewall Version VPN-1 and FW-1 Version 4.1 SP6 was being deployed.

The latest alerts were researched from the Check Point web site [12].

2} Check Point Alerts - Microsoft Internet Explorer

| File Edt  Wiew Favorites  Tools Help

.@.Back v@ - IJ @ _;j pSearch ‘f:‘\? Favarites eMedia e} E:;'::v :\,‘ - '3 ﬂ

| Address @ http:ffcheckpaint.com/techsupport/alerts)

conNEcT
How to Buy Company  Partners

search N = Alerts Archive

September 03, 2002 (Updared Scrober 7, 2002)
IKE Aggressive Mode

SERY DOWNLOADS

February 22, 2002
HTTP Connect Commands

February 14, 2002

Alerts Archive SHMP Alert

Dowmloads Archive
October 25, 2001
EDP Communication [ssue

September 19, 2001
GUI Buffer Overflow

July 11, 2001 (Updated September 13, 2001)
Format Strings Yulnerability

July 9, 2001 (Updated September 13, 2001)
EDP Communication Yulnerability

March 12, 2001
Denial of Service reported on RealSecure Network Sensar

Mmmmoabhae 40 AGA0

@ http:,l’,l’checkpoint.com,l’techsuppor.t:f;a.leﬁsfi.ke:h.Ei'ﬁI

Also, NIST ICAT metabase was researched with 29 hits on Check Point [13].
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“A ICAT Metabase: A CVE Based Yulnerability Database - Microsoft Internet Explorer

File Edit Wiew Favorkes Tools Help

@Back - ‘__/Ii |ﬂ @ :\J /.- ) Search ; # Favarites @Medla ‘1 i ~f = 'i% l,j

Address |@ http:fficat.nist.gov/icat. cFm?function=results&startrow=1

l C A T Your CVE Yulnerahility Search Engine I x ﬁ : b m

METABASE SEARCH DOWNLOAD NOTIFICATION CONTAARMISEENTEERRINE  syaTisTicS

Welcome to JCAT] There are 29 matching records. Displaying matches 1 through 20

Mext 20 Matches

CAN-2001-1171
Summarny: Check Point Firewall-1 3.0b through 4.0 SP1 follows symlinks and
creates a world-writable ternporary cpp file when compiling Policy
rules, which could allow local users to gain privileges or modify the

firewall policy
Published Before: 4/1/2002
Severity: High

CVE-2001.0940

Summarny: Buffer overflow in the GUI authentication code of Check Point WYPN-
1/FireWyall-1 Management Server 4.0 and 4.1 allows remote attackers
to execute arbitrary code via a long user name

Published Before: 972172001

Severity: High

CAN-2001-1102

Summarny: Check Paint FireMall1 3.0b through 4.7 for Solaris allows local users
to overwrite arbitrary files via a symlink attack on temporary policy
files that end in a .cpp extension, which are set world-writable

Published Before: 9/8/2001

Severity: High

Sl CaN2001-1101
FEdCIRC ISS X- Summarny: The Log Wiewer function in the Check Point FireWall-1 GUI for Solans
FD'FE Nk, SANS. 3.0b through 4.1 5P2 does naot check for the existence of "log' files
Institute, and Security when saving files, which allows [19 remote authenticated users to
Focus. overwrite arbitrary files ending in “log', or (2) local users to overwrite

ﬁj http:ficat. nist. govw ficat_full_listing. cfm

Exploit Selection

Since it appears that this site is running SP6 with no mention of additional hot fixes, IKE
aggressive mode was chosen since it is a fairly new wulnerability. Considering that if
one could obtain permission via VPN through the firewall, they would have access to
internal resources. This would then open up additional opportunities to exploit a more
wide range internal hosts or obtain sensitive information via this privileged access.

Roy Hills, Technical Director from NTA Monitor, Ltd, discovered this vulnerability and
disclosed the findings on the BugTrag mailing list [14]. He indicated the following in this
posting on the NTA web site [15].
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During the course of regular testing, NTA Monitor have discovered two serious flaws in Checkpoint
Firewall-1, giving rise to both username guessing and sniffing issues.

Firstly, affected versions permit remote users to determine if a Firewall username is valid without having
to know the associated password, enabling hackers to guess valid usernames using a dictionary attack.
In tests of the flaw conducted by NTA Monitor, it took 2 minutes 30 seconds to check 10,000 usernames
at a rate of 67 guesses per second using only 10% of a 2Mbps leased line. The guessing rate is mostly
limited to by the Firewall CPU rather than by the Internet link speed. In effect, this means that companies
using a hi-spec firewall server increase the speed at which an attacker can guess passwords.

In addition, VPN usernames are passed in the clear without encryption, allowing anyone who is able to
sniff network traffic between VPN clients and the Firewall to observe usernames in transit. The flaws
exploit the Internet Key Exchange (IKE) encryption scheme and affect all Checkpoint Firewall1 systems
of 4.0 or above.

This leaves the back door to the enterprise wide open to hackers. The biggest problem is that it is not
necessary to send a password to obtain a reply from the Firewall. Given that both users and system
administrators often chose weak passwords, it is likely that any attacker wil be able to guess at least one
password and thus gain access to the VPN - and from there most configurations easily allow full access
to the company's resources.

The correct approach would be to wait until both username and password are supplied, and if either is
incorrect, send a generic error message. We were surprised to find this flaw when this is standard
security practice in many other authentication mechanisms, including Unix logon.

This is a true brute force exploit of Firewall-1. One could go through a bunch of hoops
and attempt to gather username information by covert or other means but with this sort
of capability, one could build a dictionary of known usernames and “let 'er rip”, so to
speak. This could be a hit or miss type effort. It would still be more effective to attempt
to obtain valid users to attempt the process. One could go to the web site and look for
any contact info that might be found. With only finding as few as ten names, it would
increase the odds of a successful attack attempt.

NTA web site provided the example [16]. A packet is crafted in IKE Phase-1 aggressive
mode in the following format:

1. ISAKMP Header

2. SA - Containing one proposal with four transforms:

a) 3DES encryption, SHA1 hash, Shared Secret Auth, DH group 2, Lifetime 86400 seconds.
b) 3DES encryption, MD5 hash, Shared Secret Auth, DH group 2, Lifetime 86400 seconds.
c) DES encryption, SHA1 hash, Shared Secret Auth, DH group 2, Lifetime 86400 seconds.
d) DES encryption, MD5 hash, Shared Secret Auth, DH group 2, Lifetime 86400 seconds.
3. Key Exchange - DH Group 2 (MODP 1024)

4. Nonce

5. Identification - Type ID_USER_FQDN, Value is SecuRemote username as text string

The four transforms were selected to ensure that there would be an acceptable combination of encryption
and hash algorithms for the Firewall. It would be possible to use just one transform if it were known which
encryption and hash algorithms the Firewall supported.

NTA developed a script that performs the brute force attack using a dictionary of
usernames. Script usage and examples of this program and results are listed below [16
ibid]:
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# > fw1-ike-userguess --help
Usage: fw1-ike-userguess [options] <hostname>

<hostname> is name or IP address of Firewall.
Options:

--file=<fn> or -f <fn> Read usernames from file <fn>, one per line.

--help or -h Display this help message and exit.

--id=<id> or -i <id> Use string <id> as SecuRemote username.

--sport=<p> or -s <p> Set UDP source port to <p>. Default 500. O=random.

--dport=<p> or -d <p> Set UDP dest. port to <p>. Default 500.

--timeout=<n> or -t <n> Set timeout to <n> ms. Default 2000.

--random=<n> or -r <n> Set random seed to <n>. Default is based on time
Used to generate key exchange and nonce data.

--version or -V Display program version and exit.

--idtype=nor -y n  Use identification type <n>. Default 3 (ID_USER_FQDN)
For Checkpoint SecuRemote VPN, this must be set to 3.

--dhgroup=nor-gn Use Diffie Hellman Group <n>. Default 2
Acceptable values are 1,2 and 5 (MODP only).

fw1-ike-userguess version 1.2 2002-08-30 <Roy.Hills@nta-monitor.com>

Results

Username guessing against Firewall-1 4.1 SP6

rsh@radon% fw1-ike-userguess —file=testusers.txt 172.16.2.2
testuser Notify message 9101 (User testuser unknown.)
test-ike-3des USER EXISTS

testing123 Notify message 9101 (User testing123 unknown.)
test-ike-des USER EXISTS

guest Notify message 9101 (User guest unknown.)

test-fwz-des Notify message 9101 (User cannot use IKE)
test-ike-cast40 USER EXISTS

test-ike-ah USER EXISTS

test-ike-hybrid Notify message 9101 (IKE is not properly defined for user.)
test-expired Notify message 9101 (Login expired on 1-jan-2002.)
Username guessing against Firewall-1 NG FP2

rsh@radon% fw1-ike-userguess —file=testusers.txt 192.168.124.150
testuser Notify message 14 (NO-PROPOSAL-CHOSEN)
test-ike-3des USER EXISTS

testing123 Notify message 14 (NO-PROPOSAL-CHOSEN)
test-ike-des USER EXISTS

guest Notify message 14 (NO-PROPOSAL-CHOSEN)
test-fwz-des Notify message 14 (NO-PROPOSAL-CHOSEN)
test-ike-cast40 Notify message 14 (NO-PROPOSAL-CHOSEN)
test-ike-ah Notify message 14 (NO-PROPOSAL-CHOSEN)
test-ike-hybrid Notify message 14 (NO-PROPOSAL-CHOSEN)
test-expired Notify message 14 (NO-PROPOSAL-CHOSEN)

Results of Attack

The potential use of this attack would be to obtain access with an obtained username.
With a valid username, a password cracking dictionary could be utilized. Given the fact
that there are users who still pick weak passwords, this could be considered a very
likely possibility. If the overall attack was successful, one would have full authorization
through the VPN to internal resources; in other words, Game Over! In our particular
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attack against the referenced practical, the most likely scenario is that this attack was
unsuccessful. Craig is utilizing SecurlD which is an excellent means to prevent this
attack. One can only hope that there are some administrative passwords directly on the
firewall itself.

Counter Measures

The following steps are strongly recommended!

1.Apply the SP6- Aggressive IKE Hotfix.

2.Insure all accounts are using Firewall-1 Hybrid mode authentication with SecurlD (or
other strong authentication) server with one-time password authentication card.

3.Limit access to IKE to known authorized IP addresses.

Denial of Service Attack

50 cable modems/DSL hosts have been compromised with TFN2K (Tribal FloodNet 2K)
servers installed. A wulnerability in Bind was reported in November 2002. Information
concerning this can be found here http://icat.nist.gov/icat.cfm?cvename=CAN-2002-
1219 [17]. Exploitation of this vulnerability could result in the execution of arbitrary
attacker-supplied code with the privileges of the vulnerable BIND daemon. With the
number of small businesses using cable modems/DSL, it would be very easy to find and
compromise 50 DNS servers and install TFN2K.

TFN2K is a client-server tool that can be used to launch a distributed Denial-of-Service
attack against a specific server. TFN2K is available from Packet Storm at
http://packetstormsecurity.org/distributed/tin2k.tgz. A detailed analysis of TFN2K was
written by Jason Barlow and Woody Thrower [18]. A good description of TFN2K is
provided from this paper.

TFN2K is a two-component system: a command driven client on the master and a
daemon process operating on an agent. The master instructs its agents to
attack a list of designated targets. The agents respond by flooding the

targets with a barrage of packets. Multiple agents, coordinated by the

master, can work in tandem during this attack to disrupt access to the

target. Master-to-agent communications are encrypted, and may be intermixed
with any number of decoy packets. Both master-to-agent communications and
the attacks themselves can be sent via randomized TCP, UDP, and ICMP
packets. Additionally, the master can falsify its IP address (spoof). These

facts significantly complicate development of effective and efficient
countermeasures for TFN2K.

Usage of tfn client is broken down below:

Jtfn < file | <-h host> -c <id> -i target host <options> -p target port
-f file contains list of compromised TFN2K servers
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-h hostname of just one server
-Cc <id> consists of one of 10 different options.

ID 1 - Anti Spoof Level: The DoS attack commenced by the servers will
always emanate from spoofed source IP addresses. With this command,
you can control which part of the IP address will be spoofed, and

which part will contain real bits of the actual IP.

ID 2 - Change Packet Size: The default ICMP/8, SMURF, and UDP attacks
use packets of a minimal size by default. You can increase this size
by changing the payload size of each packet in bytes.

ID 3 - Bind root shell: Starts a one-session server that drops you
to a root shell when you connect to the specified port.

ID 4 - UDP flood attack. This attack can be used to exploit the fact
that for every udp packet sent to a closed port, there will be an
ICMP unreachable message sent back, multiplying the attacks potential.

ID 5 - SYN flood attack. This attack steadily sends bogus connection
requests. Possible effects include denial of service on one or more
targeted ports, filled up TCP connection tables and attack potential
multiplication by TCP/RST responses to non-existent hosts.

ID 6 - ICMP echo reply (ping) attack. This attack sends ping requests
from bogus source IPs, to which the victim replies with equally large
response packets.

ID 7 - SMUREF attack. Sends out ping requests with the source address
of the victim to broadcast amplifiers, hosts that reply with a
drastically multiplied bandwidth back to the source.

ID 8 - MIX attack. This sends UDP, SYN and ICMP packets interchanged
on a 1:1:1 relation, which can specifically be hazard to routers and
other packet forwarding devices or NIDS and sniffers.

ID 9 - TARGAS attack. Uses random packets with IP based protocols and
values that are known to be critical or bogus, and can cause some IP
stack implementations to crash, fail, or show other undefined behavior.

ID 10 - Remote command execution. Gives the opportunity of one-way

mass executing remote shell commands on the servers.

-i target hosts <options> <Example of option: "echo Wonder if your server is next to be
slammed | mail -s 'a word of warning' webmaster@eFortCS.com”
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The command | would use to send to the agents is:
Jtfn -f tfin_agent.list -c 5 -i 1.100.215.1 -p 80

This command launches a Syn flood to destination port 80 of victim host 1.100.215.1
using the list of 50 compromised servers. Initially, the pipe from the ISP would be
overwhelmed where legitimate packets would have a difficult time getting through. Next,
the state table of the firewall would be consumed. Essentially, all traffic would stop
under an intense DoS attack as described above.

Counter Measures

There is no real way to defend against this type of denial-of-service attack. However,
there are some things that can be done to mitigate this attack.

1.Configure routers to do egress/ingress filtering, preventing spoofed traffic from
leaving/entering the network.

2.Employ good IDS system to allow early detection of such an attack.

3.Increase the amount of memory on the firewall to allow for larger state tables.

4 .Enable Check Points Syn Defender.

5.Perhaps adding some QoS features on the router to only allow a certain
percentage of the bandwidth to the web server. This might still allow
connectivity to other network resource.

6.Be a good net neighbor and insure that none of your systems are vulnerable to
attacks that might allow the TFN2K agent being installed.

Attack against Internal System
Vulnerability
On March 17, 2003, Microsoft announced a vulnerability in [IS 5.0 web server. The

details of the announcement can be found at
http://www .microsoft.com/technet/treeview/default.asp?url=/technet/security/bulletin/MS

03-007.asp [18].

While this was a major concern to the Internet community as related to IS 5.0 servers,
the shocking news didn’t come out until a week later when it was discovered that this
vulnerability could be exploited in many other ways. According to TruSecure
Corporation, the affected NTDLL.DLL could potentially provide other attack vectors.
Quoting from the article found at
http://www.trusecure.com/knowledge/hypeorhot/2003/tsa03006.shtml [19]:
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TruSecure Corporation discovered today that knowledge of other attack vectors against
NTDLL.DLL (see TruSecure ALERT TSA 03-005 and 03-005a) are known to the
Security Underground Community. We therefore expect attacks, potentially against
W2K devices beyond just IIS servers. There are numerous additional attack vectors
against NTDLL.DLL.

It is therefore likely that within the near future multiple attacks attempting to exploit the
vulnerability in NTDLL.DLL may surface and be used against your systems. Attacks
may be network-based intrusion attempts, such as IS or possibly FTP, NNTP, IMAP,
etc... or within Email messages or Web Pages. Trojans may be built which include this
attack method. They may come as attachments, or be found on public FTP servers.
Further, publication of the details of the vulnerable applications may lead to internal
attacks based on code being run by a malicious, although trusted, user.

Also, David Litchfield from NGSSoftware concluded in a security research publication
concerning the vulnerability found at http://www.nextgenss.com/papers/ms03-007-
ntdll.pdf [20] as quoted below:

Security researchers at NGSSoftware have already discovered several new attack
vectors and believe there will be many that will come to light over the next few weeks.
There are too many ways for an attacker to "access" the vulnerability. Likely areas will
be Non-MS web and ftp servers, IMAP servers, Anti-Virus solutions and other MS
Windows Services.

Consequently, NGSSoftware believes that every Windows 2000 server or workstation
should be patched, and patched as soon as possible — regardless of whether the box is
running IIS or not.

Looks like we have found an attack vector to compromise an internal system. ltis a
fairly safe assumption that Windows 2000 systems are running at this site considering
the dependence of Lotus Notes.

An exploit will be run against the Lotus Domino/Notes server. The impact of the
vulnerabilities ranges from denial of service to data corruption and the potential to
execute arbitrary code. CERT issued a detailed alert on March 26, 2003 as posted here
http://www.cert.org/advisories/CA-2003-11.html [21].

| also searched and found the following Security Advisories at the Nextgenss.com web

site [22]:
d = B O hitkpef s, nexbgenss, com|researchfadvisories . html - ﬂu’y V_R 100%:
G & e I e NI are I are NGE
ngs://research Security Advisories
O Software © 17th February 2003 Lotus B Denial of Service Attacks Read more. .
© squirrel for Oracle © 17th February 2003 Lotus iMotes Client ActiveX Contral Buffer Cwverrun Read more...
© NGSSQuirreL © 17th February 2003 Lotus Doming YWeb Server iNotes Overflow Read rmore. .
2 IZ_)Dm_mDSCan © 17th February 2003 Lotus Domino YWeb Server Host/Location Buffer Overflow Read more. ..
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Attack Vector
Here is the attack vector that will be attempted to compromise an internal system:

1. An attempt will be made using the exploit listed in a security research advisory
from NextGenss author Mark Litchfield as listed here
http://www.nextgenss.com/advisories/lotus-hostlocbo.txt [23]. Quoting from the
advisory concerning the vulnerability:

Lotus Domino 6 suffers from a remotely exploitable buffer overrun
vulnerability when performing a redirect operation. When building the 302
Redirect response, the server takes the client provided "Host" header and
implants this value into the "Location" server header. By requesting certain
documents or views in certain databases the server can be forced to perform
a redirect operation and by supplying an overly long string for the

hostname, a buffer can be overflowed allowing an attacker to gain control of
the Domino Web Services process. By default these databases can be
accessed by anonymous users. Any arbitrary code supplied will run in the
context of the account running Domino allowing an attacker to gain control of
the server.

If the exploit was successful, it would be possible to install a keystroke logger to
collect passwords or install an IP proxy or tunnel to bypass the firewall, such as
netcat [24], zebedee [25], or stunnel [26]. The goal here is to obtain account info
and provide a hole through the firewall. Using netcat, the following command could
be issued on the compromised server:

.nc -1 p1080 —d —e cmd.exe —L
where:

-l (listen mode)

-p 1080 (use port 1080)

-d (run detached from console)

-e cmd.exe (execute cmd.exe)

-L (restart netcat with same command line when connection terminated)

One could then attempt a connection to port 1080 on the compromised server.

2. Armed with a possible hole through the firewall or account info, it would be
possible to now send a very convincing email from the Lotus Notes admin
pleading for assistance in applying the critical Microsoft patch as mentioned
above. However, the attached patch will be the killer app SubSeven or BO2K.
The user, knowing the criticality of the patch, will more than likely run the
attached ‘Microsoft patch-©’.
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i¥% ** Urgent ** Critical Windows 2000 Patch - Message (Plain Text) =3

| Ble Edt wiew Insert Format Tooks Actions Help
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111
il [}

Ta,.. |AI|Gm(Empluyees
e | [Lotus hiotus Sys admin

Subject:  [** Urgent ** Critical Windows 2000 Patch

To all GIAC Employees, ;|

There is an immediate need to apply the attached patch for the critical Windows 2000 patch.
This vulnerability is described in Microseft advisory MS03-007

(http://vwr.microsoft. com/ technet/creeview/ 2ur l=/techner/securicy/bulletin/ ¥S503-007 .. asp)
and a patch is available.

Mote, Windows 2000 computers MUST install service pack 3 before applying the patch to avoid
the possibility that the patch could negatively affect the system.

It also appears that GIAC is under @ Denial of Service attack at the current time. Due to
the limited network resources, it would be impossible to chtain the patch directly from
Nicroso ft. For your protection, apply the patch IMMEDIATELY!

—George

George Smith

Lotus Notes Sys Admin

GIAC Enterprises
george.smith@notes.giac.com

-

QBIS021 ..

3. If this isn’t successful, an attachment could be sent that might exploit the buffer
overflow in NTDLL.DLL code that is common to many windows applications.
Again, malicious code could be run against the Windows system that could install
a DDoS zombie or an app like SubSeven or BO2K. A BO2K server would be

configuration as shown below: Notice the change to the listening port.

T BO2K Server Configuration HiE B
Current Server Fils: DRE S | @
IE:\D\bo2k.e:-:e
Server Info: SRR |
Wersion 1.0 :
Close Server | Al |
Pluginz Loaded:
Plugin Mame | “erzion | BOZK Ver | Description Ihzert... |
w4 hoddes. dl 1.0 1.0 BOZK Triple-DES Module
'{.,r' bo_peep.dl 0.7 1.0 BOZK Remote Congole Manar Remove |

4] | »| EstractToFie . |

Option Y ariables: Current Walue:
#-(C3 File Transfer «| [12345
EID JiERIl Mew Walue:
¢ o123 Default Port TR
#-([Z3 UDPIO I
[:I Builtn Siteh Seting——————————— e
-3 %O Pr‘“ Disabled €7 Enabled ﬂl
-7 Startun ;I

Back Orifice 2000 5 erver Configuration Utilite, Copyright [C] 1999, Cult of the Dead Cow

After BO2K is listening on port 54321, an attempt could be made to connect to it from
an external client.

Results/Counter Measures

If the above attack were successful, many systems could possibly be compromised.
The implications could be disastrous! The exploits could provide a means to bypass the
firewall for further attacks through an IP proxy or remote control software like SubSeven
or BO2K. It could also provide the means to sniff passwords as well as provide a
platform for attacks on other internal or outside systems.
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The following counter measures could be used:

1.Apply the latest maintenance release (6.0.1) to Lotus Notes/Domino Server
[27].

2.Apply critical Microsoft patch MS03-007 [28].

3.Provide an authenticated means of applying critical patches to internal
systems. This might include the use of software such as PatchLink [29].

4 Monitor IDS for any inappropriate activity from client systems such as
scanning, or SubSeven/BO2K activity.

5. Insure that client systems are running up-to-date anti-virus software and
signatures.

The Design Under Fire section was an eye opener. It really shows how critical it is to
keep current on the systems and application software that your site is running. Just

because you have installed and patched your firewall, for example, doesn’t mean that
you can ignore it. The Internet is an unforgiving creature, if you don’t keep it caged, it

will come back and bite you.
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\ Appendix A

Rainfinity Rainwall Configuration Guide

This tutorial will cover the setup and configuration of Rainwall HA hot-standby firewall
cluster software. There are two phases to implementing Rainwall: First, installation and
configuration of Rainwall software on each firewall node. Included in this is the
Checkpoint Firewall-1/VPN-1 synchronization feature. Second, the firewall policy
needed to support Rainwall software. The last part of this tutorial will cover the
Management GUI that provides status of firewall cluster as well as the ability to send
management commands to the node. This includes the ability to stop a node, switch
control from one node to another, and other management functions. Let's get started!

Rainwall provides a nice java based front-end to configure its software. | prefer to get to
the heart of the matter and setup the config files direct. This helps one truly understand
how the software works and not just be dependent on some GUI interface to configure
the software. All config files are located under the /opt/rainwall/conf directory.

Step one involves installing Rainwall software. Do this from the Compaq start menu
(/fetc/Consoles/Console1).

Main Menu
aelect one of the following
commatds.

Information and 3tatistics
Network Settings

Change Foot Paszsword

Halt [(Shutdowm) 3ysten
Feztart Jvstenm

Linux Command Shell
Advanced Comnmands

Exit 3vysten

HeEP o "mE= -

“ <.Cancel-

From 'Additional Software' menu, select Install Rainwall. This installs rainwall under the
/opt/rainwall directory.

Once the software is installed, the following will need to be performed to configure the
system:
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a: run /opt/rainwall/bin/rwadmin program. Following is the help command for
rwadmin:

/rwadmin --help
Usage: ./rwadmin [options]
rwadmin is used to administer Rainwall on the local machine.
options: -q, -quiet: do commands silently
-p, -passwd [password]: Update Rainwall password. If no password
is given on command line, you will be prompted for the new password
-pf, -passwdfile <password file>: Specify the password file to use
the default location is SRAINWALLROOT/conf/passwd
-d, -dump : Shows the Rainwall driver information
-d p, or -dump p: shows proxyarp IPs on the local node
-query <query string>: send query string to driver
-h, -help, --help, /? : show this usage listing

# > ./rwadmin -p password
Run this on both firewall nodes.

b. Enter Rainwall-S license /opt/rainwall/conf/license.cfg file (sample license).

d11bbbc1-5a2a2a00-a0067bc8

Again, update the license.cfg on both nodes.

c. Configure the /opt/rainwall/conf/nodemap.cfg file on both nodes.

PRIMARY_IP {
192.168.30.2
192.168.30.3

}

These IP addresses provide the state synchronization between the two nodes. A cross-
over cable between interface eth3 on both nodes provides the best connectivity for this
function.

d. Configure VIP addresses of cluster in file /opt/rainwall/conf/vip.cfg on both nodes.

VIRTUAL_IP 209.245.30.0 {
209.245.30.1
}

VIRTUAL_IP 192.168.30.0 {
192.168.30.1
}

© SANS Institute 2003, As part of GIAC p@ctical repository. Author retains full rights.



This sets up the two Virtual IP addresses associated with the external network/DMZ and
internal network.

e: Configure Rainwall for hot-standby mode in file /opt/rainwall/conf/rainwall.cfg on both
nodes.

RAINWALL {
hotStandby(1);
}

This tells Rainwall that the configuration is hot-standby.

Setup of Check Point Firewall-1/VPN-1 state synchronization is required. This can be
accomplished by the following steps:

Edit the /opt/CPfw1-41/conf/sync.conf file. The corresponding IP needs to be setup on
each node. A fourth interface, eth3 will be used for this purpose. IP address 10.1.1.1
and 10.1.1.2 will be used.

Node 1:

110.1.1.2

Node 2:

110.1.1.1 |

Authentication is required between the Firewall-1/VPN-1 nodes to allow state
synchronization traffic to flow. This can be accomplished by running the following:

Node 1:

fw putkey 10.1.1.2
Enter Secret key:

Node 2:

fw putkey 10.1.1.1

Enter Secret key:
Verify that Firewall-1/VPN-1 is exchanging state info. This can be accomplished this
way:

#> [opt/CPfw-41/bin/fw ctl pstat.
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Hash kernel memory (hmem) statistics:
Total memory allocated: 33554432 bytes in 8191 4KB blocks using 1 pool
Total memory bytes used: 401080 unused: 33153352 (98%) peak: 3240636
Total memory blocks used: 138 unused: 8053 (98%)
Allocations: 132800188 alloc, 0 failed alloc, 132793433 free
System kernel memory (kmem) statistics:
Total memory bytes used: 35120663 peak: 36078715
Allocations: 6968 alloc, 1174 failed alloc, 6482 free, 0 failed free
Inspct: 738863063 packets, 1141177282 operations, 992015829 lookups, 135918970
record, -165484 3488 extract
Cookies: 92382412 total, 0 alloc, 0 free, 35021 dup, 1323247016 get, 35362 put,
1009222281 len, 0 chain alloc, 0 chain free
Fragments: 32589 fragments, 11374 packets, 2998 expired, 0 short, 10 large, 314
duplicates, O failures
Encryption: 0 encryption, 0 decryption, 0 short, O failures
Translation: 0/2139824997 forw, 0/-2122929016 bckw, 0 tcpudp, 0 icmp, 0-0 alloc
sync old ver working
sync out: on sync in: off

The 'sync out: on' status will be shown at the bottom of the output window. Verify this
on both nodes. The last thing to check is whether the state table is sync. There will be
a slight variance to this number but should be fairly close. Try to run the following
command at the same time from both nodes:

#> /opt/CP-FW41/bin/fw tab -t connections -s

HOST NAME _E_ #VALS

Node1 Connections 3717

Node?2 Connections 22 3719

From the above output of the fw tab command, one can see that synchronization is
occurring. The #VALS represent active sessions in the connections table.

This concludes phase one of the Rainwall configuration. Phase two will be configuring
the firewall policy to support Rainwall.

There will be four rules needed to configure and make sure Rainwall is working
properly. The summary of these rules are included below as well as a detailed
description on the creation of the services required:

m Source Destination Service Action Track Install On Time Comment
IR eFortcs_firewall Ral nwau ule 1o determine
- & ReinwallCluster ﬁ ReinwealCluster Eg’ Fesinwvall_Ston ‘ drop Short Ii.‘:l e e 8) any iy ey
] eFortcs_firewal
- @ RairwaliCluster ﬁ RainwallCluster E Rainwall_Dasmaon ’i_.“ accept lm — f:;:::ﬂz @ Any between th R nwal\ ‘ sl er machines.
& ReinwallCluster : : ’— ] eFortcs_firewal Feairrevail Stat ruls to permit
3 Q mommt_server ﬁ RainwallCluster @ Rainwval ll_Status accept m SFOHCS_firewall2 @ Ay communication bet eeeeeee ot
(] gementC nEale
[ eForcs_firewal i1 Alloves Raimwal Management
- ) momt_server ‘S RainwallCluster @ Rainwal _Comman d accept ﬁ e i - @ Any LI access to RainwalCluster.
il o

Let's set up rule one. The first rule blocks a specific packet type (Rainwall_stop
(udp/6373)) used by Rainwall to determine that the firewall is operating properly. We
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first need to create the Rainwall_stop service. This service will be created by going to
Manage=>Services=> New => UDP

[ Services: —

Show |4

UDP Service Properties E

) AP-Defende!  Ganeral ]
@ archie
@ AT-Defender Name:iHalnwaII_Stc-p
@' Avdio_Yideo Comment: 1F|ainwa|| Stop Service
Calar: ,il’
e Port: [6373 Get

Close I Source port range: J t01

ak. | Cancel ] Help J

Name the service Rainwall_stop and assign udp/6373 to this service.

The next step is to define the RainWall Cluster group. | did this by selecting Manage =>
Network Objects => New => Group and include all firewall interfaces in a group.

Group Properties B

Marme: |EEREINEEE

Comment; iFlainwaII cluster [P

Colar: ] B v]

Mot in Group: In Group:

&% arti-virus_server
E dmz_zwitch

5 eFor‘tCS_FirewaIl_Clustej Add >

‘@ eForCS_madem_poal

&} eFaortCS_router < Remove J

2% external_dns_server
2% external_smip_server -

K] eForcs_tirewsilt
K] eForcs_tirewsil2
B eFortcsdl

(n] 4 | Cancel Help

Now create rule one as shown below:

‘ ‘@ RainwrallCluster ‘ ﬁ RaimavallCluster

Rule two permits communication between the RainWall cluster machines.

Communications run over udp/6372. Need to create the Rainwall_Daemon service.
Manage=>Services=> New => UDP

Rainwall rule to determine
that firewvall is operating properly

. ] eFortcs_firavall !
Shart e

] eFortcs_firewallz

@ Rainwall_Stop ‘ O drop @ Any
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B
[ Services: <
Show &l J :

o J UDP Service Properties B
@) PoirtCast
@ pop-2 General ]
@ pap-3 Mame: |F|ainwaII_Daem0n

Push_Tratfi
@ e Eomment:iHainwallDaemon Service
I RADIUS

Color: | DN ~

Part: W ﬂ]
. A_.Eﬂm_l —  Soucepotrange:|  te]

Cloze |

I | o |

Now create rule two as shown below:

-‘ ‘Q RainwallCluster ‘ ‘S RainwrallCluster

Rule three permits status communication to and from the remote management console
(GUI) or from rwstat (a shell command used to collect data on Rainwall status). All
status communication runs over udp/6374. Let's create the service by going to
Manage=>Services=> New => UDP

R airwwall Stop Servi

Rule permitting communication

[E] eFortcs_firewall
hetween the Rainwall cluster machines.

B eFortcs_firewalz

@ Any

accept

@ Rainwall_Dasmon

B

[ Services: -

-l |

UDP Service Properties

Shaw: |A||
@) PointCast
@ pop-2 General 1
@ pop-3

& Push_Traffic
@ RADILS Comment; jHainwaII Status Daeman

Color: | | v]

Port: 153?44 Get
Source port range: ] ta

Mame: jHainwaII_Status

@ Raimall_Dasmon

R airwwall D aemon Servic

Mew... Reme

Claze
_ ] | Cancel ‘ Help

Now create rule three as shown below:
Rule four allows the management server to monitor and control the Rainwall daemon
through a graphical interface. This interface provides firewall, Virtual IP address

assignment, interface load status. Through this interface, one can also stop a node,

switch to other node and other administrative functions. Manage=>Services=> New =>
TCP

Rainwall status rule to permit
communication betyween remate
Management Console.

[ eFortcs_firewallt

T Reinwall_Status ‘ accent ‘ES Long B cForicsfrewal2 | &

ﬁ RainwalCluster

mgimt_server ANy

‘ ‘S RainwalCluster
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Services:

Shaow: |&l TCP Service Properties E
@ pop-2 General l
) pop-3
a b M ame: |F|ainwaII_E0mmand
& Push_Traftic
I RADIUS Comment: |Rainwall Command Dasman
@ Rairvaall_Daemor Calor: | [ ~
i sirvvall_Status

Port: 6374 Get
Source part range: to
Mew... Re Protocol Tyepe: [{FGES -

Rairwall Status Dasm

[ FastMaode
Close
ok | Cancel ‘ Help
1

Now create rule four as shown below:

-‘ g momt_server ‘ ﬁ RainwalCluster

The final phase involves setting up and configuring the management GUI called
Rainwall Management Console Version 1.6.0 build 17. This is a java based application
S0 a javaZ2 run-time environment is required. It will be run from the management server
on the internal network at 192.168.30.17.

Allowes Rainwsl Management

= BE K] eFortcs_firawall
E% Lo Ul access to RainwallCluster.

) Rainwall_Command ||[7Ey| =cce
- A g [E] eFortcs_firewalz

@ Any

The first time the console runs, certain configuration parameters need to be set. Let's
go through them.

a. The first thing that will pop up is a password dialogue box as shown below:

£ Enter Rainwall GUI Authentication Password: x|

Password ; || (B3 | Cancel |

Enter in the same password that was created when installing Rainwall on each node.
This will allow the GUI to interact with each firewall node.

b. From Edit => Add Gateway Monitor menu, add both nodes as shown below:

mput Enout x|

Enter Gateway to be monitored: Enter Gateway ko be monitored;

f192.162.302] [192.168.30.3

i I Cancell | a4 I Cancell
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c. From the Edit => Set Number of Adapters as shown below:

mput x|
P Enter Mumber of Adapkers:
L]
E

(0] I Cancell

Since we have external, DMZ, and internal adapters, this will satisfy our requirements.

d. From Edit => Set Size of VIP Pool as shown below:

mput x|

P Enter Size of YIP Poal:

Ll
f1
Ik, I Zancel |

This will allow us to see the Virtual IP assigned from the external, DMZ, and internal
segments of firewall nodes.

Once the configuration changes are made, you will see a screen as shown below:
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& Rainfinity: Rainwall Status - c:\Rainwall, wallgui.cfg 1 |E||1|
File Edit View Help

Rz imWalll Rainfininy)),

—192.168.30 ~192.168.30.3

This represents all the different components of the firewall and Rainwall that the
management GUI monitors. Let's break each part down. The gateway represents each
node. The animal icons represent each VIP address and indicates which node is active.
The other node is the hot-standby. The bear in our case is the external VIP of
209.245.30.1; the wolf is the internal VIP of 192.168.30.1 and the caribou is the DMZ
VIP of 209.245.30.65. The stoplights at the bottom indicates the status of each
interface and corresponds directly to the VIP above it. The firewall icon represents the
health of the firewall. Green is good. The satellite icon can be configured as a ping
monitor. Routers, switches, etc. can be included in a ping pool and this would show the
health of the network.

The green indicator squares represent the throughput of the firewall or individual
interfaces in Mbits/sec. This will be a dynamic indicator.

Finally, if one right-clicks on the gateway icon, a command menu appears as shown
below.
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¥ ou)

Emable Gateway

=  p=)

Disable Gakteway

Enable YIF Load Ealancing
Lisable Y IF Load Balanting
Enabile Auta Rejain

Disable Auko Rejoin

Remove Gateway Monitaor

From here one can control some functionality of the hot-standby cluster. By disabling
the gateway, control immediately switches over to the other node (to include the animal
icons) and this way, you can perform maintenance of a node and still have a fully
functioning firewall.

More information concerning the integration of Rainwall with Check Point Firewall-
1/VVPN-1 software can be found at the Rainfinity web site [30].
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\ Appendix B

Nmap Command Summary
Usage:

nmap [Scan Type(s)] [Options] <host or net list>
Scan Types:

-sT TCP connect() scan: Most common form of TCP scanning. Because it com-
pletes the full TCP handshake it is the most detectable.

-sS TCP SYN scan: Often referred to as "half-open" scanning, because this
scan does not open a full TCP connection. Because this scan does not complete
the TCP handshake, it is somewhat less detectable and is often referred to as a
.stealth. scan. The user will need root privileges to conduct this type of scan.

-sP Ping scanning: Uses ICMP ping to detect active hosts. It does not conduct a
port scan.

-sF Stealth FIN scan: Uses a bare FIN packet as the probe.

-sU UDP scan: This scan is used to determine which UDP ports are open on a
host. UDP scanning can be slow due to the fact that some hosts limit the ICMP
er-ror message rate.

Options:

-P0 With this option enabled, nmap will not attempt to ping the host prior to start-
ing a scan. This is useful for scanning through firewalls that block ICMP echo
re-quests.

-PT This option enables the use of TCP "ping" to determine active hosts. To set
the destination port of the probe packets use .PT <port number>. This option is
similar to the .sP option in determining active hosts except that it does not rely on
ICMP which makes it useful for scanning through firewalls that block ICMP echo
requests.

-F This option enables fast scan mode. With fast scan enabled, nmap will scan
only for ports listed in the services file included with nmap.

-O This option activates remote host identification via TCP/IP fingerprinting.
-h This option displays a quick reference screen of nmap usage options.
-n/-R The option tells namp to never (-n) or always (-R) perform DNS resolution.

-v This option enables verbose mode. This mode provides additional information
and can be used twice for greater effect (-v -v)

-oN <logfilename> Logs results of the scan in a .normal. (plain text) format to
the file specified.
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-oM <logfilename> Logs results of scan in a machine parsable form into the file
specified.

--resume <logfilename> Resumes cancelled network scans. The log filename
must be either a normal or machine parsable log from the aborted scan. Nmap
will start on the machine after the last one successfully scanned in the log file.

Nmap Usage Examples:
nmap -v target.example.com

This example scans all reserved TCP ports (1-1024) on the machine tar-
get.example.com. The -v option activates verbose mode.

nmap -sS -0 192.168.10.1/24

This example launches a stealth SYN scan on all active hosts on the
192.168.10.x class 'C' network. This example will attempt to determine the
operating system the scanned hosts are running. This scan will require root
privileges due to the use of the SYN scan and the OS detection options.

nmap -n -v -sS -O -oN nmap-sS-0_172.30.100.20-31_230.N -oM nmap sS-
0_172.30.100.20-31_230.M 172.30.100.20-31,230

A stealth SYN scan of addresses 172.30.100.20 through 172.30.100.31 plus
172.30.11.230. Verbose mode, -v and TCP/IP -O fingerprinting modes are en-
abled. The -n option configures nmap not to attempt any DNS resolution.
Output will be in both human readable format (-oN) with flename nmap-sS-
0_172.30.100.20-31_230.N and machine readable format (-oM) with the
filename nmap-sS-O_172.30.100.20-31_230.M.
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