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Abstract

Reverse Engineer an unknown piece of Malware using different methods of
analysis. Dangerous malicious code needs to have proper precautions to
prevent it from entering the wild of the Internet. To this end a set of Virtual
Machines have been brought together to form a test environment, with the
emphasis placed on safe controlled analysis of this unknown Malware. Once
enough data is collected surmise the capabilities of the Malware specimen,
what does it do, who would use the program. What can be done to set up
defensive measures can be and what can be derived from the analysis to
prevent future attacks and eliminate current infections.

Document Convention

When you read this practical assignment, you will see that certain words are
represented in different fonts and typefaces. The types of words that are
represented this way include the following:

command Operating system commands are represented in this font
style. This style indicates a command that is entered at a
command prompt or shell.

filename Filenames, paths, and directory names are represented in
this style.
computer The results of a command and other computer output are in
output this style
URL Web URL's are shown in this style.
Quotation A citation or quotation from a book or website is in this style.
-4 -
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Laboratory Setup

To afford some protection and allow for a controlled analysis of the Malware,
software called VMW are was used to create the test environment. The test
environment was created using VMW are version 4.5.2 build 8848 on a dual
Athlon MP system with 512 MB of RAM and 120GB hard drive. This software
allows for the emulation of different hardware and allows for installation of
different Operating System software into those emulated collections of
hardware.

Configuration and installation of the Operating Systems in the VMW are
environment requires knowledge of both VMW are and of Operating System
Installation. The network was setup to use Host Only Networking.

Host-only — When you use this type of network connection, the virtual
machine is connected to the host operating system on a virtual private
network, which normally is not visible outside the host. Multiple virtual
machines configured with host-only networking on the same host are on the
same network!®.

os Version Service Pack Memory (MB) Hard Disk1 (GB) Hard Disk2 (GB)
Win 98 4.10.1998 128 2 none

Win NT4 4.00.13811E 5 6.0.2800.1106 256 1.29 (4.0) 0.126 (0.512)
Win 2K 5.00.2195 SP 4 256 2 none

Win XP 2002 SP 1 128 2 1

Linux RH 9 284 2 none

Figure 1: Machine specifics for lab environment.

As an added precaution it is advised that the researcher install and use a local
firewall application like ZoneAlarm2. This will help prevent any accidental
releases into the LAN or out onto the Internet. The operating systems focused
on in this research were Windows XP Professional (Win XP) and Linux Red Hat
9.0 running kernel 2.4.20-8 (RH Linux). The Malware was tested for launch on
each of the other four Operating Systems, Windows 98, Windows NT and
Windows 2000 and Windows XP Professional. The RH Linux allowed for
interaction with the Malware as well as use of tools such as Snort, Net Cat and
Internet Relay Chat (IRC). The Windows machines will provide the environment
for running the Malware. This is also where the investigation of the specimen
will be conducted.

! Host-only information from the VMWare help, search host only network and displaying the first
entry, Configuring a Network Adapter (NIC).
2 http://www.zonealarm.com
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Win 85
192.165.147 152

Win T
192.165.147.130

iln 2000
192165.147.1351

Win =P E FH Lirwz

1921658147129 192168147 125

2: Lab Setup with Host Only Networking — 192.168.147.0/24.

Tools for Analysis:

© SANS Institute 2005

WinZip.exe 9.0 (6028) —Used to unpack the Malware Specimen.
MD5sum. exe — Used to create MD5 hash of files.

RegShot.exe 1.61e5 Final 2003/1/1 — Used for comparison of
Registry before and after Malware is launched.

RegMon.exe — Used to show access to the Registry.

FileMon.exe 6.07 — Used to show file access.

TDIMon.exe 1.01 — Used to view network access similar to netstat —an.
UPX 1.24 — Unpacking tool.

BinText.exe 3.0 — Used to inspect strings found in the Malware
Specimen.

LordPE.exe RoyalTS — Used to Dump the decrypted Malware Specimen
from memory.

Unaspack.exe 2.0 — BinText.exe showed the string “aspack” a packing
software was used to pack the Malware.

AspackDie.exe 1.3d — Utility used to unpack the Malware Specimen.
OllyDB.exe 1.0.10.0 — 32 bit Assembler Level Debugger.
IDAPro.exe 4.0 — Used to disassemble the Malware Specimen.

Snort 2.04 (Build 96) — Used to monitor network traffic.
NetCat.exe 1.10 — Used to set listening ports and move files from Linux
to Win XP machine.

Ircd-hybrid 2.8/hybrid-6.3.1 —IRC server.

Listdlls.exe - Lists Dynamically Link Libraries and process that is
using them.

TCPView.exe 2.34 — For viewing TCP/UDP ports being used and the
process with ID.

VMWare 4.52 build 8848 — Used for the creation of the testing
environment.

Author retains full rights.
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Properties of the Malware Specimen

The Malware msr11.exe, is an application file, as seen in Figure 3 the
msrll.exe Properties.

General | Compatibility | S urnmary

mzrll.exe

Type of file:  Application

Dezcription:  merll

Location: E:ASample
Size: 41.0 KB [41,984 bytes)
Size on disk:  41.0 KB [41,984 butes]

Created: Maonday, kMap 10, 2004, 4:29:54 PM
kM odified: Maonday, kMap 10, 2004, 4:29:54 PM
Accessed: Taday, Januarye 19, 2005, 5:01:20 PM

Attibutes: ] Bead-onl  [] Hidden

I (] 4 l [ Cancel ] [ Apply

Figure 3: Properties of msr11.exe.

From the Properties this researcher was able to determine the file size is 41KB
(41,984 bytes). It was created on May 10, 2004 at 4:29:54 PM. It was
downloaded from the GIAC website as msr11.zip. It was unzipped with
WinZip using the password “malware” as stated in the GREM Practical
Assignment documentation. The MD$S hash for msrll.exe is
84acfe96a98590813413122¢c12¢11aaa, which was found using the md5sum. exe
application. The Malware msr11.exe does not run in DOS mode, as seen in the
strings found using BinText .exe. The Malware does, however, run on
Windows 98, Windows NT, Windows 2000 and Windows XP Professional, as it

-7 -
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was launched in each within the lab setup VMW are instances. From OllyDbg
CPU window we can see in the code that different Operating Systems are
usable by the Malware to run. This information also helps the Malware
determine the Registry Keys to write to the infected machines Registry to allow
it to start up when the system reboots.

- main thread, module msril

[EEETEEETETRTN =] test eax,ean -~
ER4EE4EC| | ~BFE4 17A1AAEA| je marl L. BR4AGEZS -
88486412 . B3EC B8 sub esp, 8
. B2 58344188 | push marll.B0413468 pBufCount = msrll.B8413468
. 2025 DESFCFFFF| lea eaH [local.282]
. E push ea Buffer = MULL
. E& ZABZBOOE call <JmD LADVARIZZ, GetUsertameA GetUzerMamer
. 83C4 B3 add e=p,
. test esan, s
~BF34 FEABEEEA| je msrll. 86486529
. 83BD 43FFFFFF|cmp [local.461,2
T4 AC Je short merll.804860446 =
» CPOE 54344100 mow dword pre dsi[413464], merll.@840622 ASCIT "on™
Jmp ghort merl . 88485420
> BSBD SCFFFFFF|cmp [local.491,5
40(f . 22 Jnz short msrll BEd4RE4EZ
Ba4asddr || . BSBD 4BFFFFFF|cmp [local.4281,8
Ba4a5456|] L~ 75 BAC jnz short merll.BE4BGE464
EE4EE452 | . CPAS 64344108| mow dword ptr ds: (4134641, msrl 1. BE4A5628] ASCIT "2k™
EadastE2 (] BB 28 Jmp short merl . BB4EG480
BR4Ee4e4 || » 83B0 3CFFFFFF|cmp [local.491,5
E[] .~75 1B Jdnz short il 1. BB4BE402
O|f . £3BD 48FFFFFF|cmp [local.481,1
74(] .75 _BC Jnz short merll.@88485422
4ac47E (] . CPA5S 64344188| mow dword ptr ds:[4134641, merll.B84085625 ASCIT "HP™
Ea4@s4sE| | L ~EBE @A Jmp short merll.@8486430
po4a5452|| 3 C7eS c4344100| hou dword ptr de:[4134641,mer || BE4BE2E] ASCIT "HP++"
ER4EE45C| | » 83B0 1CFFFFFF|cmp [local.571,1
EE4AE455 (] L FE 10 ibe short marll.0E4B64E2
BR4AG495 | . 83EC B4 sub esp, 4
@a4@e422| | . FFBS ICFFFFFF|push [local. {xur = 80 .1
Gad4@sd2e| ) . &3 9BeZ4088  |push msrll. 39496298 [Format = HCDus b
Had4asdns | . 8025 CEFCFFFF| lea ean, [local.288] b
ds: [FYFFEE3E4I=CZ (" |}"]
Jump from BE4E85EZ2E

Figure 4: Operating System environments in which the Malware can execute.

= sampletest - |[B][x]
File Edit Miew Favorites Tools  Help ﬂ'

aBack > .\_) lf pSaarch [E: Folders v

address |3 E:"Samplelsampletest 4 | 2
File and Folder Tasks S;pl?gkdiewd.zip mstll, exe
Other Places - -
T SR AspackDie. exe

I Sample
E] My Docurnents

[ Shared Documents
'Q My Computer

EXETOOLS
Inkernet Short AspackDie - :D

1 KB

File seems to be unpacked successfully,
Compressor: Aspack 2,12
Qutput: E:\Samplelsampletestiunpacked. ExE

g My MNebwork Places

Details

unpacked.ExE
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Properties — Malware Specimen

Figure 5: Unpacking the msr11.exe with AspackDie 1.3d.
It is packed with Aspack.exe 2.12, which AspackDie 1.3d listed as it unpacked
the Malware specimen. Simply drag the Malware sample over the
AspackDie.exe application and release the mouse button and it will begin
processing the Malware file if it is able to unpack the specimen.

The Malware contains the following significant embedded strings, found by
using OllyDB.exe and IDAPro.exe to investigate the unpacked specimen:

.aspack

Location Command Location Command

Location Command

409345 "?si",0 004093C1 "?die",0 409436 "?exec",0
409349 "?ssl",0 004093C6 "?md5p",0 0040943C "?ps",0
0040934E "?clone",0004093CC "?free",0 409440 "?kill",0
409355 "?clones",0 004093D2 "?raw",0 409446 "?killall",0
0040935D  "?login",0 004093D7  "?update”,0 0040944F "?crash",0
409364 "?uptime”,0 004093DF "?hostname",0 409456 "?dcc",0
0040936C "?reboot",0 4.09E+12 "?fif",0 0040945B "?get",0
409374 "7?status",0 004093EE "?Mfif",0 409460 "?say",0
0040937C  "?jump",0 004093F4 "?del",0 409465 "?msg",0
409382  "?nick",0 004093F9 "?pwd",0 0040946A "?kb",0
409388 "?echo",0 004093FE "?play",0 0040946E "?sklist",0
0040938E  "?hush",0 409404 "?copy",0 409476 "?unset”,0
409394 "?wget",0 0040940A "?move",0 0040947D "?uattr",0
0040939A  "?join",0 409410 "?dir",0 409484 "?dccsk",0
004093A0 "?20p",0 409415 "?sums”,0 0040948B "?con",0
004093A4  "?aop",0 0040941B "?1s",0 409490 "?killsk",0
004093A9 "?akick",0 0040941F "?cd",0 409499 "VERSION*",0
004093B0  "?part".0 409423 "?rmdir",0 004094A8 "PING",0
004093B6 "?dump”,0 0040942A "?mkdir",0 004094AE "IDENT",0
004093BC "?set",0 409431 "?run",0
servers

collective7.zxy0.com,collective7.zxy0.com:9999!,collective
7.zxy0.com:8080

irc.chan
#mils

mIRC v6.12 Khaled Mardam-Bey
m220 1.0 #2730 Mar 16 11:47:38 2004

Jjtr.bin
msrll.exe

Jjtr.id
m220

!This program cannot be run in DOS mode.

-9-
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Behavioral Analysis

Environment for Analysis

Launch the VMWare Application and launch the WinXP Pro (Created for this
analysis) and Linux Red Hat 9.0 (From the CD handed out at the SANS Session
in Las Vegas) instances. Log into each accordingly.

Obtaining Malware Specimen

Log into the GIAC website® using momgate and the given login information.
From section 24.1.5 entitled “Malware Specimen for GREM Practical
Assignment”, download the Malware specimen. The Malware specimen is in a
file named msrll.zip that is protected with the password “malware.”

Once downloaded, use the “Drag and Drop” functionality available in VMWare to
copy the Malware zip file to the WinXP Pro instance. For my Analysis the zip
file was placed into £: \sample. Using the built-in WinZip* menu feature,
perform an extract of the file from the £:\sample directory. WinZip will require
the password “malware”. There should now be a file named msr11.exe in the
E:\Sample directory.

Checking the Specimen

From the Start/Run prompt, type in cmd and hit “Enter”. Within this Command
window type e:\> md5sum msrll.exe. The MD5 hash for msr1l.exe is
84acfe96a98590813413122c12c11aaa. Launching BinText 3.0 on the newly
uncompressed file reveals that the executable is packed with Aspack.

Readying for the First Run

Launch regshot.exe and select the Shot 1 button to take a snapshot of the
Registry before the Malware Specimen is launched. Launch Filemon.exe,
TDImon.exe, and Regmon.exe and clear each after pausing the capture of the
data. Once all three applications have been cleared, restart capturing for each.
Double click on the Malware Specimen msr11.exe. After approximately four
seconds it will disappear from the £:\sample directory. Launch the Task
Manager and note that the Malware msr11.exe now runs under its own name.
Select the msr11.exe process from the Task Manager list and click on the “End
Process” button and click the “Yes” button to stop the Malware from running.
Stop capturing with Filemon.exe, TDImon.exe and Regmon.exe. Save these
logs to separate files and name them accordingly for the respective application,
the malware and the date (Ex: Filemon-msr11-20041204.10g). In

3 http://giactc.giac.org/cgi-bin/momgate
4 http://www.winzip.com

-11 -
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RegShot.exe click on the “Shot 2” button to capture the state of the Registry
after the Malware was launched and the process was ended. Click on the
“Compare” button and then save the resulting Log file following the above
naming convention.

Analyze the Log files
The Malware will move itself from its point of origin on the Windows computer to
the $windows%\System32\mfm\ as a file named msr11.exe with a matching

MD5 hash. Note the change in Process ID as the location and active
msrll.exe changes.

From the Filemon.exe log file:

569 9:22:13 AMmsrll.exe:1020 CLOSEE:\Sample\msrll.exe

SUCCESS

570 9:22:13 AM msrll.exe:1020 CLOSE
C:\WINDOWS\System32\mfm\msrll.exe SUCCESS

1042 9:22:14 AM msrll.exe:1168 DELETE E:\Sample\msrll.exe
SUCCESS

1043 9:22:14 AM msrll.exe:1168 CLOSEE:\Sample\msrll.exe
SUCCESS

In addition, the Malware also creates a file named jtram.conf, which appears
to be encrypted.

From the Filemon.exe log file:

1615 9:22:30 AM msrll.exe:1168 WRITE
C:\WINDOWS\system32\mfm\jtram.conf SUCCESS Offset: O
Length: 53

The Regmon . exe log file shows the Malware querying many Dynamically Linked
Libraries for information on the System settings. The TDImon.exe log file shows
the Malware Specimen is listening on TCP port 2200 as shown below:

156 49.49251315 msrll.exe:1168 81697028
TDI_SET_EVENT_HANDLERTCP:0.0.0.0:ZZOO
SUCCESS Error Event: NULL

157 49.49256037 msrll.exe:1168 81697028
TDI_SET_EVENT_HANDLERTCP:0.0.0.0:ZZOO
SUCCESS Disconnect Event: NULL

158 49.49259277 msrll.exe:1168 81697028
TDI_SET_EVENT_HANDLERTCP:0.0.0.0:ZZOO
SUCCESS Receive Event: NULL

159 49.49263133 msrll.exe:1168 81697028
TDI_SET_EVENT_HANDLERTCP:0.0.0.0:ZZOO
SUCCESS Expedited Receive Event: NULL

-12 -
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160 49.49307272 msrll.exe:1168 81697028
TDI_SET_EVENT_HANDLER TCP:0.0.0.0:2200
SUCCESS Chained Receive Event: NULL

161 49.49316575 msrll.exe:1168 81697028

IRP MJ CLEANUP TCP:0.0.0.0:2200

This may be easier to view using the “netstat —an” command.

Network Analysis with SNORT

Extract another msr11.exe fromthe msr11.zip file using the password
‘malware” without the quotation marks. The MD5sum creates the same MD5
hash as before. Login to the Red Hat Linux 9.0 —- REM VMW are Instance and
launch the SNORT® network sniffer software using the tee command to split the
output to both STDOUT and a file. To do so, execute the following command:

# snort -vd | tee /tmp/sniff-msrll.log
Nothing much is occurring at all

The original VMW are session for the WinXP Pro instance is set to VMNet5.
When the Red Hat Linux 9.0 — REM is set to this network as well
communications between the two are lost. Moving both back to the Host Only
Network requires shutting down both instances. The commands start
Shutdown can be used for the WinXP Pro instance and shutdown -h now can
be used on the Red Hat Linux instance. Settings also need to be adjusted to
use the Host Only Network. (NOTE: | noticed at this point in the practical that
the WinXp Pro instance was also missing USB Controller Hardware so | added
it as well).

Continuing on

Start up both instances again and login to each with each respective user and
password pair. Launch SNORT on the Linux instance using the following
command:

# snort -vd | tee /tmp/sniff-msrll2.log

Switch to the WinXP Pro instance, log in and launch the previously unzipped
msrll.exe file by double clicking it. After a few seconds the file will disappear.
Confirm the move of the file to the %windir%\System32\mfm directory and
MD5sum to make sure it is still the same file.

Switch back to the Red Hat Linux session. SNORT log file information should

5 http://www.snort.org

-13 -
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be visible on the screen. The SNORT log shows a request for DNS information
using UDP port 53 from the infected machine to the 192.168.147.x subnets
gateway located at 192.168.147.1. The request will be for the IP address of
collective7.zxy0.com. Use “Control-z” to pause the SNORT application.
Next at the command prompt type in:

# ps -ux

This command will give the Process Identification number (PID) for the SNORT
process that has just been stopped. Use the ki1l command:

# kill -9 (SNORT PID)

The following shows the DNS request on UDP port 53 in the SNORT log file:

12/06-15:05:38.058348 192.168.147.129:1027 -> 192.168.147.1:53
UDP TTL:128 TOS:0x0 ID:374 IpLen:20 DgmLen:66

Len: 38
00 39 01 00 00 01 00 OO OO 00O OO0 00 OB 63 6F 6C
S col

6C 65 63 74 69 76 65 37 04 7A 78 79 30 03 63 6F
lective7.zxy0.co
6D 00 00 01 00 01 m.....

Next, use the following command to determine the IP address of the Red Hat
Linux 9.0 VMW are instance.

Ipconfig ethO

The IP address for the Red Hat Linux instance will display as 192.168.147.128.
Switch to the WinXP Pro VMW are instance and launch The Task Manager and
end the msr11.exe process. Edit the hosts file located in the
swindir%\System32\dirvers\etc directory. Add to the end of the hosts file
the IP address of the Red Hat Linux instance and match this to the
collective?7 name as follow:

192.168.147.128 collective7.zxy0.com collective?

Save this change. Next, unzip another msr11.exe tothe E:\Sample directory.
Double click the file to launch this application. After a few seconds it will
disappear again . Switch to the Linux session and launch SNORT using:

# snort -vd | tee /tmp/sniff-msrll3.log

The same DNS request for collective7.zxy0.com will appear followed by
attempts to connect to collective7.zxy0.com on TCP port 6667, a typical IRC
port. The following SNORT log file excerpt shows the Malware looking for the
IRC server:

-14 -
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12/06-15:07:51.457856 ARP who-has 192.168.147.128 tell 192.168.147.129

12/06-15:07:51.457973 ARP reply 192.168.147.128 is-at 0:C:29:A5:4E:4E

12/06-15:07:51.458245 192.168.147.129:1033 ->
192.168.147.128:6667

TCP TTL:128 TOS:0x0 ID:375 IpLen:20 DgmLen:48 DF

*xAHxIXS* Seqg: Ox3EF4C409 Ack: 0x0 Win: OxFAFO TcpLen: 28
TCP Options (4) => MSS: 1460 NOP NOP SackOK

Stop the SNORT application using the following commands:

Control-z

ps -ux

kill -9 (SNORT PID)

kill -9 (PID of the tee /tmp/sniff-msrll3.log)

Switch to the WinXP Pro VMW are instance and launch the The Task Manager
and end the msrll.exe process. Extract another msril.exe from the msrll.zip file
using the password “malware” minus the quotation marks. The MD5sum creates
the same MDS5 hash as before. Switch to the Red Hat Linux instance and start
the IRC server with the following steps:

# SU - ircd

$ ./ircd

S exit

# ps —-u ircd

PID TTY TIME CMD
1638 2 00:00:00 ircd
# irc

This will connect you to the Internet Relay Chat server version 2.8 / hybrid —
6.3.1 which was created on Tue June 4, 2002 at 16:59:45. If the last line is not
completed, you can use a Windows client like mIRC 6.12 to connect to the
collective7.zxy0.com 6667 IRC server. Inthe Red Hat Linux instance start
the SNORT sniffer application and begin logging to the STDOUT and to a log file
using the following command.

# snort -vd | /tmp/sniff-msrlld.log
Extract another msr11.exe fromthe msr11.zip file using the password
‘malware” minus the quotation marks. The MD5sum will create the same MD5
hash as before.

IRC session

Connect to the IRC server either through the Red Hat Linux instance using the
command:

-15 -
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# irc

or by launching a Windows32-based IRC client like m1rC 6.12. From the
SNORT log file you will see that the Malware specimen connects to the IRC
server on TCP port 6667.

The IRC server connection being established is displayed below:

12/06-15:07:51.469686 192.168.147.128:6667 —->
192.168.147.129:1033

TCP TTL:64 TOS:0x0 ID:0 IpLen:20 DgmLen:48 DF

**FHAA**S* Seqg: 0xBC345638 Ack: Ox3EF4C40A Win: Ox16D0 Tcplen:
28

TCP Options (4) => MSS: 1460 NOP NOP SackOK

12/06-15:07:51.481980 192.168.147.129:1033 ->
192.168.147.128:6667

TCP TTL:128 TOS:0x0 ID:376 IpLen:20 DgmLen:40 DF

*HFHAAF*xX Seq: Ox3EF4C40A Ack: 0xBC345639 Win: OxFAFO0 Tcplen:
20

The infected machine sets up an ident server that listens on TCP port 113. This
will gather information on computers accessing the infected machine.

=+ C:AWINDOWS\System32\cmd. exe
C:sDocuments and Settings™ldministratorsDesktopsfportsFport—2.B>netstat —an
Active Connections

hddress State
:8 LISTENIHG
%] LISTEMING
.A:8 LISTENING
.A:8 LISTEHIHG
H ] LISTENING
208 %] LISTEMING
.B.B:-3389% .A.8.8:8 LISTENIHNG
.B.8:5808 . .A:A LISTENIHNG
LA68.147.129:113

L O TIME_WAILT
2.168.147.129:13% = .B:8 LISTENING
2.1 -1

2.168.147.129:1848

.B.@:445
.A.8:508
.A.@:1827
.0.9:1828

27.8.8.1:123
-A.@.1:1988
168.147.129:123

58.147.12 e

47.128 ESTABLISHED

Figure 6: IRC connection and request for identd information.

The same identd information is displayed below as seen in the SNORT log file:

12/06-15:07:51.498045 192.168.147.128:32771 ->
192.168.147.129:113
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TCP TTL:64 TOS:0x0 ID:13924 IpLen:20 DgmLen:60 DF
*xAHx*xS* Seqg: OxBCCFEE13 Ack: 0x0 Win: Ox16D0 TcpLen: 40
TCP Options (5) => MSS: 1460 SackOK TS: 448631 0 NOP wWS: O

12/06-15:07:51.507899 192.168.147.129:113 ->
192.168.147.128:32771

TCP TTL:128 TOS:0x0 ID:377 IpLen:20 DgmLen:64 DF

***A**S* Seq: Ox3EF61675 Ack: OxBCCFEE14 Win: OxFAFO0 Tcplen:
44

TCP Options (9) => MSS: 1460 NOP WS: 0O NOP NOP TS: 0O O NOP NOP
SackOK

12/06-15:07:51.508153 192.168.147.128:32771 ->
192.168.147.129:113

TCP TTL:64 TOS:0x0 ID:13925 IpLen:20 DgmLen:52 DF

**xHAA**x* Seqg: OxBCCFEE14 Ack: Ox3EF61676 Win: Ox16D0 Tcplen:
32

TCP Options (3) => NOP NOP TS: 448632 O

The Malware will next join the #mils IRC channel using a randomly generated
user and nick.

[rootPlocalhost rootl#f nc -1 -p dHEH

USER XdRKDBbKFP localhost B8 :apIPRAAVbngbalzTRASXTLxDSBsU
NICK MfEbeNhulhUF

[root@localhost rootl#t nc -1 -p 9939

USER IryMimO0dwIlla localhost 8 :vBTRCrwlUcUskorkWUShslyxGeUukDhrrhng
NICK gADXZKNBEnk
[rootPlocalhost rootl#

Figure 7: Randomness of user and nick

The TCP ports 6667, 9999 and 8080 are cycled through when connecting to the
IRC server. It will stop once it has found the IRC server on the hosting machine,
collective7.zxy0.com.

Attempted Interaction with the Malware Specimen

On the listening TCP port 2200 attempts were made from the RH Linux machine
to connect to the infected machine using telnet and ftp. This attempt resulted in
a shell like prompt of “#:". Several attempts to type commands did not result in
any information returned to the sessions on the RH Linux machine.
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ssbhinsmingetty
login -- root
-bash

ps -ux

1?82 8.8
1?83 @A.8
1963 8.8 8
[rootPlocalhost rootl#
Trying 192.168.147.129...
Connected to 192.168.147.129.
Escape character is *"1°.
i :

8.3
8.4
.Z

t

N®®

elnet 192.168.147 .12

[rootPlocalhost rootl# ft
Conmected to 192 .168.147 .17

Figure 9: Attempted connection on port 2200 using ftp
Moving logs from the Linux Instance

At the Las Vegas SANS Conference in the Fall of 2004, Lenny Zeltzer taught a
Reverse-Engineering Malware class® that illustrated how Netcat can be used
to create a unidirectional connection between the Red Hat Linux instance and
the WinXP Pro instance. This type of connection can be utilized to move log
files from the Red Hat Linux to the WinXP Pro Instances.

To create this connection in the WinXP Pro instance perform the following
command:

C:\>nc -1 -p 5555
In the Linux instance perform the following command:
# cat /tmp/sniff-msrll.log | nc 192.168.147.129 5555

Do the same for the remaining sniff-msrll(numbered).log files

Dynamically Link Libraries

¢ SANS Reverse-Engineering Malware: Tools and Techniques, Hands-On, 2004 Pg 2-41.
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ommand Prompt HE H

B ?ddBBRR BB AR 5.01.2600.11686 C:MINDOWS™ temd2~ADUAPI 32 ..d11
Bx7EOHAAAR  H.x87A68 5.81.2688.1361 C:WINDOWS~ tem3d2~RPCRT4.

1664
"CNWINDOWS S Systend2wunfrsasrll..exe™” Ad "E:sSamplesmsrll.exe"

Bas Size Uersion Path
AxAR40RABAR Bx120008 C: \UIHDOU&\KJ*tEﬂ?“\an\m rll._exe
Bx77F50000 Bxa7008
B e Bxe 600 a.ﬂi ZEBB 113h
Bx77ddBBEE Bx8d888 -.Hl.ZEHH.llHB
Ax780000BA Bx87000 L
Bx77c10088 Ox53000
Bx77340088 Ox7f20808 .1233
Bx7eBY0000 Gx41868 5.81.2680.1346
B2 7d4088E  Bx8cBBl 5.81.2688.1255 C :
Ax70a70080 Ox605000 6.88.2808.1498 L-\Ulﬂnﬂla 5
Bx77cBBEBRE Bx7000 5.81.2680.8888 C:~WINDOWS
Bx6IA0ABAE Ox760608 6.80.2800.1488 C: \U]HD"!“\
Bx762cHBBE Bx88088 5.131.2688.1123
Bx76220008 Bx1i0008 5.81.260R0.1362 C
Bx77120080 Ox8hLAGA 3.50.5416.8888 C
Bx771hABAE Gx124808 5.81.2680.1362
Bx71abBBBE Bx148688 5.81.2688.1248 C
Bx71aaBBBd  Bx8088 5.81.26808.8888 C:=W Sy EL
Bx71950080 4RA0 6.88.2808.1186 C UINDOHE\Ui B H1cunfn}t Windows .
Common-Controls_6595bh6d4i4dccFidf_6.A.10 . 8_x—ww_f7?Fh58A5\conct 132 .d11

Bx77340088 Ox8hBBA 5.82.2888.1186 C:=~WINDOUS \,JutnnEZHuunutIBZ.dll
Bx71abB88H Bx3hBBE 5.01.2680.8888 C:k e,
Ax71a90080 Bx20008 5.81.2608.9808
Bx76F90080 Ox1B0060 5.81.2680.1186
Bx76eccBBBE Ox370600 5.81.2680.1186 ' OIS utnnlz HHoﬂPIBE DLL
Bx76eY080H Bx118688 5.81.26808.1186 CsWINDOWS“Systemd2 rasman.dll

{ Bx4de DA .8l.2600.1343 CasHINDOWS~Systend2~NETAPI32 .d11

Bx2hARA - G: \U]HDOUa\uJ,ten1?\THP]
BxdB88 5.81.26008.8888 C: \U]HD"U“

Hx?ﬁh&ﬁﬂﬂﬂ Bx2cBBa 5.81.2688.1186 C:\M
Bx722hHBAE  Bx5808 5.081.2680.1186 . v
Bx75a70080 Oxab000 5.81.2608.1186
Bx76F20080 Ox25000 5.81.26808.1186 5
Bx76FhAEAE Bx7E00 5.81.2600.8888 C: \U]HD"U“\:JﬂthEZ virinene.dll
Bx76F6ABAE Bx2cBBl 5.81.2680.1186 CWINDOWS“systemd2 \WLDAP3I2.d1l1l
Ax76FcABBE  BxSA008 5.81.2608.89808 C:~WINDOWS stemd2vwrasadhlp.dll
BxBf FAABBE Ox231000 5.81.2608.1829 SHINDOWS~Systemnd2 s rsaenh.dl]l

listdlls.exe pid: 1128

Figure 10: 1istdlls.exe, list of Dynamically Link Libraries used by msrll.exe

The system’s Dynamically Link Libraries (DLLs), as seen in Figure 10, will be
used by the Malware specimen to interact with the system and connect through
the network to the IRC server. The Malware specimen msr11.exe can be seen
in this screenshot below from the program 1istdlls.exe.

The Malware will add registry entries to run itself as a service when the infected
machine is started up. It will add values to the registry entries it creates. |t
changes the values in the

HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Cryptography\RNG\Seed

In Windows 9x environments the Malware will create a Registry entry in:

HKEY LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\Run

Using the value:
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R11 enhanced drive = "$System$\mfm\msrll.exe"

In Windows NT, Windows 2000 and Windows XP the Malware will create an
entry in:

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\mfm

This will cause the Malware in either environment to restart when the machine it
has infected is rebooted.

The RegShot.exe compare log from the Windows XP is shown below:

REGSHOT LOG 1.61eb

Comments:

Datetime:2004/12/4 15:21:34 , 2004/12/4 15:25:37
Computer:VMWAREXP , VMWAREXP

Username: ,

HKEY LOCAL MACHINE\SYSTEM\ControlSet0O0l\Services\mfm

HKEY LOCAL MACHINE\SYSTEM\ControlSet(0Ol\Services\mfm\Security
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\mfm

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\mfm\Securit
Yy

HKEY USERS\S-1-5-21-1935655697-1715567821-725345543~-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\ComD1lg32\
OpenSaveMRU\LOG

HKEY USERS\S-1-5-21-1935655697-1715567821-725345543~-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\
.LOG

HKEY USERS\S-1-5-21-1935655697-1715567821-725345543~-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\
.LOG\OpenWithList

HKEY USERS\S-1-5-21-1935655697-1715567821-725345543~-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDoc
s\.LOG

HKEY USERS\S-1-5-21-1935655697-1715567821-725345543~-
500\Software\Microsoft\Windows\ShellNoRoam\BagMRU\4

HKEY USERS\S-1-5-21-1935655697-1715567821-725345543~-
500\Software\Microsoft\Windows\ShellNoRoam\Bags\27

HKEY USERS\S-1-5-21-1935655697-1715567821-725345543~-
500\Software\Microsoft\Windows\ShellNoRoam\Bags\27\Shell

HKEY USERS\S-1-5-21-1935655697-1715567821-725345543~-
500\Software\Microsoft\Windows NT\CurrentVersion\TaskManager

HKEY USERS\S-1-5-21-1935655697-1715567821-725345543~-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDoc
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s\Folder\3:
00 00 00 00
00 00 2C 00
00 4E 00 65
00 00 1A 00

4E
00
03
00
00

00
00
00
74
00

65
00
04
00

00
00
00
43

74
00

00
00

EF BE

00

61

43
00
00
00

00
4E
00
74

HKEY LOCAL MACHINE\SYSTEM\ControlSet0O0l\Services\mfm\Security\Se
curity: 01 00 14 80 90 00 00 00 9C 00 00 00 14 00 00 00 30 00 0O

00
00
01
OF
00
FD
01
00

02
00
02
00
8D
01
00
00

00
00
00
01
01
02
00

1C
01
01
02
02
00
00

00
00
01
00
00
01
00

01
00
00
00
01
02
00

00
00
00
00
01
00
05

00
00
00
00
00
00
12

00
02
00
00
00
00
00

02
00
00
05
00
00
00

80
60
05
20
00
00
00

14
00
12
00
00
05
01

61
65
00
00

00
04
00
00
05
20
01

00
74
00
2E

FFE
00
00
00
0B
00
00

74
43
00
00

01
00
00
20
00
00
00

00
61
00
6C

OF
00
00
02
00
00
00

00
74
00
00

00
00
00
00
00
23
00

00
2E
00
6E

01
00
18
00
00
02
00

46
6C
14
00

01
14
00
00
00
00
05

00
6E
00
6B

00
00
FFE
00
18
00
12

HKEY LOCAL MACHINE\SYSTEM\ControlSet00l\Services\mfm\Type:
0x00000120
HKEY LOCAL MACHINE\SYSTEM\ControlSet0Ol\Services\mfm\Start:
0x00000002

HKEY LOCAL MACHINE\SYSTEM\ControlSet0O0l\Services\mfm\ErrorContro
0x00000002
HKEY LOCAL MACHINE\SYSTEM\ControlSet00l\Services\mfm\ImagePath:
"C:\WINDOWS\System32\mfm\msrll.exe"
HKEY LOCAL MACHINE\SYSTEM\ControlSet00l\Services\mfm\DisplayName

1:

"R11 enhanced drive"

32
6B
00
00

00
FD
01
14
00
01
00

HKEY LOCAL MACHINE\SYSTEM\ControlSetO0l\Services\mfm\ObjectName:
"LocalSystem"
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\mfm\Securit
y\Security:

00
00
00
FF
00
18
00
12

00
00
FD
01
14
00
01
00

00
00
01
OF
00
FD
01
00

02
00
02
00
8D
01
00
00

01
00
00
00
01
01
02
00

00
1C
01
01
02
02
00
00

14
00
00
01
00
00
01
00

80
01
00
00
00
01
02
00

90
00
00
00
00
01
00
05

00
00
00
00
00
00
00
12

00
00
02
00
00
00
00
00

00
02
00
00
05
00
00
00

9C
80
60
05
20
00
00
00

00
14
00
12
00
00
05
01

00
00
04
00
00
05
20
01

00
FF
00
00
00
0B
00
00

14
01
00
00
20
00
00
00

00
OF
00
00
02
00
00
00

00
00
00
00
00
00
23
00

00
01
00
18
00
00
02
00

30
01
14
00
00
00
00
05

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\mfm\Type:
0x00000120
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\mfm\Start:
0x00000002
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\mfm\ErrorCo
0x00000002
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\mfm\ImagePa

ntroI:

th:

"C:\WINDOWS\System32\mfm\msrll.exe"

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\mfm\Display
"R11 enhanced drive"

Name:

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\mfm\ObjectN

ame:_"LocalSystem"
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HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Cryptography\RNG\Seed: 05
A9 8E C4 4A 70 B9 28 E5 23 3F 0C E7 50 3D 36 58 CA 39 65 66 46

46 2E 9B BO E1 B1 48 9F AA D7 21 06 1A 81 CB BB CA DA C9 9B 28

AC F2 43 6D 60 FF 9A E1 26 6A F4 4B 89 96 AA 4C 41 F6 A6 8C 33

6E 90 55 7A 2A E8 7B CE 9F 20 A3 6A 5B Cl1 Do 70

HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Cryptography\RNG\Seed: F0
CB 37 6E AB 38 EF 3B 26 9A C4 02 FO DE A3 D3 5C A4 ED 20 B2 99

BS F6 11 99 00 77 4D 08 76 74 ¥D 25 18 F2 C2 E9 68 BA 8D BB 5k

13 9D 36 02 4F E4 77 DD DO E8 6B 3E 6E 5E 77 87 21 50 8D C8 C7

50 41 BA 72 C2 00 E2 5B 45 95 23 CA 5A 9D 31 7B

The information written to the HKEY LOCAL MACHINE\SYSTEM\
CurrentControlSet\Services\mfm is information needed to start the service.
The information written to the HKEY LOCAL MACHINE\SYSTEM\
CurrentControlSet001\Services\mfm helps the Malware to still start as a
service even after the owner of the infected machine attempts to use the F8
troubleshooting option and then selects boot with last known good.

OllyDbg - msrll.exe

File “ew Debug Pluging ©Options ‘Window Help
B x| wn| w4 | i vjEM|TwWH|c|/|K[B|R|..|s| iZ|E?]

[E cPU - main thread, module msril

[FEESET=IN ]
EE411HEG(] > S1CH

-~EB

retn
Hor eax,eas

A Jdmp short msrll.d8841160E4
S0Be BRBEARABEAE| [c5 ccl,dword pte dsilesil
4C 69 62 54 6l ascii "LibTomCrypt 8,53
ascii "EEEndianess: Lit™
ascii "™tle (32-bit word™
ascii "slEAClean stack: ™
ascii "disableddCiphers™
ascii "™ built—in:@ "
ascili "owfishlE R
ascii ™ RCEE RCEE =1
ascii "erpentl  Safer+™
ascii "H Saferf] Rij™
ascii "ndas @ “TEAD ™
ascii ™ Twofish B CAS™
ascii "TE@ MHoek eonEREH™"
ascil ™ashes built-ini@™
ascii ™ SHA-S12@  SHT
ascii "A-3240 SHA-25&"
ascii "H TIGERE SHA™
ascii "1 MDEE  MOD4@™
ascii ™ MDEEEElock Ch™
ascii "aining Modes:@ ™
ascii ™ CFEE OFE@ C™
ascii "TREEFEHG:E Yar'"
ascii "rowd  SPRMED T
ascii "RC4EEPK Alas:@ ™
ascii ™ RSAE  OHE  EC™
ascii "CE KRERCompi Le™
ascii "ri@ WIN3Z plat™
ascil "form detected.@ "
ascii ™ GCC compiler d™

EE411236 . 46 472
BE411248( BA @A
ga4ilzc8 o 77 @R
gad4ilzen | 24 @R
gadilzvel . B2 41
BE4i1286 . 268 26
ga411298 en 28
ga4ilzaE . 72 &b
HE4112E6 26

BE4118E4=mzr1 1. 8641 10E4

o
w
o
ow
P Tt T T 50050 Pt O 50 O o o O 000 e = T O P O 50— 0 i [ i

Figure 11: The Malware’s Built-in Ciphers.

The Cryptographic sections help with encrypting the jtram.conf data file and
decrypting it. There are several encryption algorithms available in the Malware.
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The built in Ciphers from the output from BinText 3.0:

000110F0
00011102
00011123
00011139
0001114B
00011157
0001115E
00011165
000111e6cC
00011177
00011181
0001118A
00011196
0001119E
000111AA
000111B3
000111BF
000111DO0O
000111DB
000111E6
000111F1
000111FA
00011202
00011209
00011210
00011218
0001122E
00011235
0001123C
00011244

0001124A
00011254
0001125D
00011265
0001126E
00011275
0001127B
00011282
00011289
00011293
000112AF
000112CaA
00011313
00011430
v1.0

© SANS Institute 2005

004110F0
00411102
00411123
00411139
0041114B
00411157
0041115E
00411165
004111ecC
00411177
00411181
0041118A
00411196
0041119E
004111AA
004111B3
004111BF
004111DO0
004111DB
004111E6
004111F1
004111FA
00411202
00411209
00411210
00411218
0041122E
00411235
0041123C
00411244

0041124A
00411254
0041125D
00411265
0041126E
00411275
0041127B
00411282
00411289
00411293
004112AF
004112CA
00411313
00411430

Il
)

cNoNoNoNoNoNoNoRoNoNoNoBoRoBoRoloBolololNolNoNoNoNoNoNoNeNeNe]

[cNoNoNoNoNoNoNoRoNoNONONGNG)

LibTomCrypt 0.83

Endianess: little (32-bit words)

Clean stack: disabled
Ciphers built-in:
Blowfish
RC2
RC5
RC6
Serpent
Safer+
Safer
Rijndael
XTEA
Twofish
CAST5
Noekeon
Hashes built-in:
SHA-512
SHA-384
SHA-256
TIGER
SHA1
MD5
MD4
MD?2
Block Chaining Modes:
CFB
OFB
CTR
PRNG:

Yarrow
SPRNG
RC4
PK Algs:
RSA
DH
ECC
KR
Compiler:

WIN32 platform detected.
GCC compiler detected.
Various others: BASE64 MPI

/dev/random
Microsoft Base Cryptographic
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Code Analysis
Checking for Strings and Unpacking

Loading the Malware specimen into BinText 3.0 just after it is unzipped from
the msr11.zip file will show several readable strings, including Aspack. A
Google.com’ web search for “Aspack unpacking” resulted in Aaron’s Homepage
located at http://www.exetools.com/unpackers.htm?® which included several
unpackers. The first unpacker attempted is upx to confirm that it is not packed
with this packing tool. This was an attempt to follow the procedures from the
SANS Lecture. The result will be a failure to unpack the msr11.exe file. The
next attempted unpacker is Aspack unpacker v2.0. It will also fail to unpack
the msr11.exe Malware specimen. Looking further down the page at Aaron’s
Homepage you will find a listing for AspackDie 1.3d, which contains support
for an unknown Aspack version. AspackDie 1.3d is a program created by
Yoda the creator of LordPE Memory dumping software. An attempt to unpack
the Malware specimen using AspackDie 1.3d will prove successful.
AspackDie 1.3d will find the Malware file is packed with ASPack version 2.12.
The unpacked version of the Malware specimen will be 1.12 MB (1,175,552
bytes) and have an MDS$ hash of:

E:\Sample>md5sum unpacked.exe
dc0c6b598c87£f8a7d5c0bcb75eebdbea *unpacked.exe

Unpacking with AspackDie 1.3d can be completed by dragging the Malware
specimen over the top of the AspackDie application and releasing the mouse
button. The result is a small window generated by the AspackDie application
that describes the results of the unpacking process, See Figure 5 above.

Further searching after unpacking

Within the unpacked Malware sample there will be a line that containing mIRC
v6.12 Khaled Mardam-Bey. A Google.com® search for this string will supply a
link to http://www.mirc.com/index.htmlI*® which will have information about the
IRC client and the creator of the software. The site will include a useful help file
on mIRC 6.12 software that explains the usage of common IRC commands.
This can lead one to believe that the Malware uses this sting to represent itself
to other IRC channel users if they query the version of the Malware IRC user,
like camouflage.

" http://www.google.com

& http://www.exetools.com/unpackers.htm
° http://www.google.com

1 http://www.mirc.com/index.html
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Ed Status: MEDster [+i] on EFnet [localhost. localdomain: 6667)

tWQADHWUG is ~yqF jJurHRE192_.168.147.129 = gHIhWahaEcnt

tWQADHWU] on #mils

tWQADHWU] using localhost.localdomain IRC Server

tWgADHWU] has been idle 1hr 48secs, signed on Thu Feb 17 B3:18:52
tWOQADHWU]Q End of AWHOIS list.

[tWOADHWU] PIHG reply]: 1sec

[tWOADHWU UVERSION reply]: mIRC v6.12 Khaled HMardam-Bey

Figure 12: Whois, ping and version performed on the Malware client.

From the version command we can see that the mIRC v6.12 Khaled Mardam-
Bey found earlier in the strings of the Malware is used as camouflage, hiding
the fact that it is Malware.

Another interesting string is m220 1.0 #2730 Mar 16 11:47:38 2004, which
looks similar to the name, version, build and build date of the Malware.

* BB4BBEDSG call Sub_HBETE@
* BB4BBEDB add esp, BCh
* BB4BBEDE mow edx, offset aM2zZB [ “"m22O7 |
* BB4BBEE3 test eax, eax
* BB4LBBEES jz short loc_4BBEER
* BB4BBEE7 moy edx, [eax+u]
BB4BEEER
BB4BBEEA loc_4H%OBEERM: ; CODE XREF: sub %O0BE4HB+9DTj
* BB4LBBEEA push edx ; lpHame
* BB4LOBEEB push 1 ; bInitialOwner
* BBLBBEED 1lea eax, [ebp+HutexfAttributes]
* BBLBBEFG push eax ; lpMutexAttributes
* BDALBBEF1 call CreateMutexn
* BBLBBEFG mou dsthHutex, eax
* BBLBBEFEB add esp, &
* BBLBBEFE test eax, eax
* DBLOBF 08 jz short loc_4B8EBEF BE
* DAL OBF B2 call GetLastError

Figure 13: Mutex “m220” setting code from IDA Pro.

The Malware also will set a Mutex of “m220” to keep other instances of it from
starting up. There are several commands in the strings of the msr11.exe file
that look like they are able to control and infect a machine.

Below is a list of embedded strings that may be special or unique to the
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Malware and code:

Location Command Location Command

Location Command

409345 "?si",0 004093C1 "?die",0 409436 "?exec",0
409349 "?ssl",0 004093C6 "?md5p",0 0040943C "?ps",0
0040934E "?clone",0004093CC "?free",0 409440 "?kill",0
409355 "?clones",0 004093D2 "?raw",0 409446 "?killall",0
0040935D  "?login",0 004093D7  "?update”,0 0040944F "?crash",0
409364 "?uptime”,0 004093DF "?hostname”,0 409456 "?dcc",0
0040936C "?reboot",0 4.09E+12 "?fif",0 0040945B "?get",0
409374 "?status",0 004093EE "?Mfif",0 409460 "?say",0
0040937C  "?jump",0 004093F4 "?del",0 409465 "?msg",0
409382  "?nick",0 004093F9 "?pwd",0 0040946A "?kb",0
409388 "?echo",0 004093FE "?play",0 0040946E "?sklist",0
0040938E  "?hush",0 409404 "?copy",0 409476 "?unset",0
409394 "?wget",0 0040940A "?move",0 0040947D "?uattr",0
0040939A  "?join",0 409410 "?dir",0 409484 "?dccsk",0
004093A0 "?20p",0 409415 "?sums”,0 0040948B "?con",0
004093A4  "?aop",0 0040941B "?1s",0 409490 "?killsk",0
004093A9 "?akick",0 0040941F "?cd",0 409499 "VERSION*",0
004093B0  "?part",0 409423 "?rmdir",0 004094A8 "PING",0
004093B6 "?dump”,0 0040942A "?mkdir",0 004094AE "IDENT",0
004093BC "?set",0 409431 "?run",0

Ports will also show up in the unpacked Malware specimen. These will be
backup ports to connect to an IRC server. If the IRC server is down on port 6667
then the Malware will cycle through the alternate TCP ports, 9999 and 8080.
Setting Netcat up on the Red Hat Linux instance to listen on these ports will
reveal whether or not this is the information sent to the ports. Listening using
NetCat can be done using the following command statement:

For port 8080:
For port 9999:

nc -1 -p 8080
nc -1 -p 9999

[rootPlocalhost rootl#f nc -1 -p dHBA

USER XdRkDBbKF localhost B8 :apIPRAAUVbngbalzTRASXTLxDSBsU

NICK MfEbeNhulhUF

[root@localhost rootl#t nc -1 -p 9939

:wBTRCrwlcUskorkUShs lyxGeUukDhrrhng

USER IryMimOdwIllla localhost 8
NICK gADXZKNBEnk
[root@localhost rootlf _

Figure 14: Netcat.exe commands with results.

More embedded strings from the Malware are below:
servers
collective7.zxy0.com,collective7.zxy0.com:9999!,collective
7.zxy0.com:8080

The Malware will connect to the IRC channel #mils which will also be seen in
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the sNORT log files.

The sNORT log file will look as follows :

12/06-15:08:19.580789 192.168.147.128:6667 —->
192.168.147.129:1033

TCP TTL:64 TOS:0x0 ID:36437 IplLen:20 DgmLen:113 DF

***AP*** Seq: 0xBC345C71 Ack: Ox3EF4C45F Win: Ox16D0 Tcplen:
20

3A 6C 6F 63 61 6C 68 6F 73 74 2E 6C 6F 63 61 6C
:localhost.local

64 6F 6D 61 69 6E 20 33 30 32 20 41 55 78 73 45 domain 302
AUxsE

6E 51 53 4D 20 3A 41 55 78 73 45 6E 51 53 4D 3D nQSM
:AUxsEnQSM=

2B 72 47 73 73 4E 40 31 39 32 2E 31 36 38 2E 31
+rGssN@192.168.1

34 37 2E 31 32 39 20 0D 0A 47.129

Malware will join the #mils IRC Channel and perform the /who #mils
command:

12/06-15:08:23.568340 192.168.147.129:1033 ->
192.168.147.128:6667

TCP TTL:128 TOS:0x0 ID:388 IpLen:20 DgmLen:53 DF

***AP*** Seq: Ox3EF4C45F Ack: O0xBC345CBA Win: OxFAA7 Tcplen:
20

47 4F 49 4E 20 23 6D 69 6C 73 20 3A 0A JOIN #mils

Also evidenced in the output from BinText 3.0 as seen below:

irc.chan
#mils

When the Malware is renamed and launched on a Windows machine it will
name itself back to the original msr11.exe as it is moved into the
$windir%\System32\mfm directory.

Jjtr.bin
msrll.exe

The Malware application msr11.exe will not run in DOS mode but will run on
the Windows 32 platforms.

!This program cannot be run in DOS mode.

The Malware specimen will create several Registry entries as well as querying
the Registry for System Setting information. This can be seen in the screen
shot below from IDA Pro.
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B b \rlw A

BRNBCHET Ao ebx, [ebhpruar k]
" DBNBCHEL LT esp. chp
* BBRDCAEES o ehp
* BNRDCAERT retn
DRNBCREY sub &OCTFFL endp
DONDCEE T
DONDCEET
* NN BCHEEE deord SOCEER dd Z2SSCFa2%h : DRTA XREF: =ulh NDCEFD+F Do
" AnADCHEE dii Fah, @
* AnhBCHAE dword_ YBCESE dd 2L5CF325h, FAZSESCF3h © DARTA XREF: sub ROCRFD+Oh Lo
* nnkDCHY G db 0
* BIABCAEYY aR1L1IEnhancedDri ob "H11 enhanced drive” 0 ; DATH KREF ; sub SOCHEFDs 10910
ONDABCRY 7 sub WOCAFD* 219 0
" BOABCEAR dd 5 dup{?0900a9ah)
b align M
afoftwaredicros db “softwars\nicresof t\ywindowsycurrentversionrun® .0
4 = DRl XREFI =ab HSUBCHFD-1I H,I
EVERR RN HE 0 s Sl RECHFD=TEZ Lo
* AONDCHEE aDs dby " Fd t" : DATA XHEF @ sobk ABCRFDP+ZNC Lo
* MONDCEFO a_ gb ".", ; DARTA XREF z sub NOCHAFD+ 202 o
= N BCEF allpsn_@ db 'npqu. .8 : DATA XHEF @ sub hBCHTB2CF Lo
DHNDCEF D
peamcRFD. ; 0L QIIBILRRIIER S uB RD U T LM E FERIEDRIRERARAER R ERRR PR ERR NN ) |oE
£ .4 |

Figure 15: Code related to the Registry

The Connection to the IRC server through port 6667 will allow the controller of
the Malware to get information to and from the infected system. The listening
on TCP port 2200 created by the Malware allows the controller of the Malware to
connect to the infected machine. The Malware continues to listen on TCP port
1033 for information from the IRC session on channel #mils. This can be seen in
the screenshot from Tcpview.exe in Figure 16.

& TCPYiew - Sysinternals: www.sysinternals.com

© SANS Institute 2005

File Options Process Yiew Help

a2 —

Froc... « Protocol FRemote Address State
£ ksass.exne 480 Uop =
E marll exe:384 TCP wmwearexp: 0l LISTEMIMG
£ marll exe: 354 TCP ymwearexp: 0l LISTEMIMG
£ marll exe:384 TCP wmwearexp: [l LISTEMIMG
i msrll EME 384 collective?. zapll com EEE? ESTABLISHED
E collective? . zxull. con )] ESTAELISHED
| svchast B EdEI wmwanexp: [l LISTEMIMG
1 svohost. exeb92 TCP ymwanexp: LISTEMIMG
g wvchost exer 632 TCP wmwanexp: (]l LISTEMIMG

Figure 16: TCPView.exe look at listening and IRC server."
Researching the content of the jtram.conf file

After far too many F7 key presses, within OllyDBg, to count had elapsed, many
starting from a copy of the unpacked.exe file and and dragging it to the
OllyDBg application. This however does not work well, in the process of
launching the unpacked.exe malware it copies itself to the directory structure it
creates C:\Windows\System32\mfm (jtr.home) as msr1l.exe then it deletes

" http://www.sysinternals.com
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itself and removes itself from memory as the newly created msr11.exe starts
up. It will build Registry entries to cause itself to launch when the infected
machine is rebooted, either as an application to launch or as a service
depending on the Windows Operating System of the machine the Malware is
infecting. For Windows NT and above it even sets Registry entries that go back
to the last known good, using the ControlSet001 under services. With the
original unpacked.exe deleted OllyDBg is no longer able to track the process.
With this learned, using the msrll.exe that is located in the jtr.home directory
structure is a better method for researching the contents of the jtram.conf file.

First run of msr11.exe gives the following jtram. conf file:

e/8RAOYI3FLMh+yKj9pMUCVRkuDs5h5wngexcaiQdHjcphb4PQ==
mAMRAEVLDpg9BZxz9sd0fHavguohmXsW0eBgy8YOXXtLAGN1YQ==
ZAARAPPHUHQYTgCAPVh2cSYd32RjzrSSEtiGkYgC1Rd/6/2k9A==
5/4RAIDgE+vgYREOkKkINHS1+ChPdAOB4HOtWBIXYLhIJwxQlJTAw==
fwARALLMuphCrKzYrrbw9vxucWEIP34RMD9ql9pg61894yaiqgg==
CP8BRAEKZST7CN7YVDWXGpoallRbZfVkUjhp+nbSIVIMZA4IHRKQ==
hgERAKJZVmOLFPR6kegMUS/EsSUtHigZYg77Vulvm+RcIokXPA==
TQQRADsSf/WwjQkQPO30jNPZrbEzDE13JbjWYa6sZf08eNmIrrg==
4P1KAKtctX/nAPsmZVL1k2LzVgucUROHXbUog4DbAaupBzbNTLDjiEg62f0++yFQ
4MxGRPiE20nG1LADPKBUZz4+Kjg8RBoOCSFRIywsOVs5Er4CCoBVbOypGXQgl 6 7KQ==
bwIRALvNnK3B4N/gxQwx/dYm1IEORH1hxgbRjgWENNWgK9jglBPA==
gfORAASOxOfjVWTiHNj1DcsgLccsY5L5u3GYjIJLFhpKRwiRxLw==
If4RA0JRzZMgZvTM1E6nK41yDF+QhGgmmV+HyLb9J8VSp0gGCg==
XWARAJhrzuNYZARJAJOgpUiVze8hcnPUh5J8RBxVQOFov8rs/g==
h/4RAAgFeBkoFXgx9ISom82cvkQ8sVDVThOlzge/ENeXSbyJdA==
7AIjAPsO35efvxXMxBruZWibzVTMa+hvALGKEkz49/09RSPyb+RBI2VbsxV8DITL
LjRQVWhDkQ==
6gARAKpsNKR24L6CYMvIWs09HbMSss 6t 6FXHsqCThdzAtwX2 9nw==
NAERAFwd6X74Lg5gbbBsvp4efDhl13CDzIPunB60nJehOxV2mog==
OQEJjJAN4noYVvRhk6SPWr8vU9YF80+d86wMHTNCzWpvXGOQROUPICB8VgIBaNQM+Z+0
PvhEsnn/RA==

Second run of msrll.exe gives the following jtram.conf file:

+vORAJ2£67PEhRAOAVSLR]T/x0MqUP3UnkOGVPKR/UlntC7AmMSw==
mgARAC4uGR1kve76IYIRQZBRCV/LrokwRrBUOOg2c0wRI/JOGQ==
hv8RAFUY4QgccSpOlhpmnleM0Cus3pzTXau+l/1j3PLYNAXhDA==
awERAPVEgxMIxeSOKa50942ycetPNjBi7gJHyekNIH2kcbVhfg==
6vV4ARAJTOMAVCKICcSkxYWe8s88/cnXv7UhjgHHELkgKj940PzIg==
awARAAG6XCSg+mRVwvVcULH57RLzD47SujopwTSsttzMYkiogRg==
8vORAKe08dvaGOtlwgcOyrgqOKH]jgsPOxOKWONFeT33+2dLO4Ew==
JfORA0601+n0/+ILbZ/R4KoCaemm5XcoluCJOO0kPIbjzylNpw==
Lv5KAMshsBBJBRF2bcpwHTAht /mPdOorW2oMViF10p9/rQo2hSVL/IkWlkiZ1LPTp
Mw+4R5761noB12GwgfDVHe5MGzxSLkesD1IMI1p+6+K7XCECIJp87146n7tylurg==
kvBRAATEY/3mmrLOdSyianpbLYFNvQAus4Wtazibxal+Eev3aA==
4QARAPMMOrYPLwvVCDJbe2fiHGab8DyVvj3gbSFzSYKpjhGM7Q==
df4RALIrI9%905s1ESRmSOCPoIgbaJotqoStexBL7mQ/IgNdvsfQ==
LAARAJXhEhW1CcxBH93Dva55p0xg8nvG+crZza/yOClZIKwnZVA==
bgIRAFk+rF0Q6uls9RV1ITzNp/0/Q1lH]j111/XYocQ3gqJdv4CcbhbdQ==
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hwAjJAOJBFNn529ZIUcAccONjgxYDN2XWrVwhOmR1ggORQNnfxZBo7jATMwS59cZGX
+rmyNMwoDw==
av8RAMWT6ATYqwI8Htz51rnH7Ik837Bxy311FQ7KZwXzh/IJmfg==
COERAKvOIgtavymlPNJMKBF091TIAloxGcUZw7eyJOGDosn3T+Q==
YP47AFM19kCjRb6Cz5WBktuIZrkPQL1Q/B87YWXLO5XQUTxnwLmO5/yF8tOmxKcv
8BW7wHznGw==

Checking to see what the Malware did if the jtram.conf file was deleted and it
had to build another copy of the data file was the starting point. This file was
removed from the C:\Windows\System32\mfm directory. To begin debugging
with OllyDbg, the current running Malware process was ended using Task
Manager. Highlight the msr11.exe process and hit the End Process button and
then the yes button when asked if ending the process is really what is wanted.
Once the current process is ended debugging with OllyDbg can begin by simply
dragging and dropping the Malware from the jtram.home directory,
C:\Windows\System32\mfm onto the OllyDbg application and release the
mouse button. OllyDbg will launch and the focus will be the msr11.exe
Malware specimen.

E£] Breakpoints g@@

Address |Module Aot ive Dizassembly C A
HE4E5EBED | merl L Hlwaus push msrll.H04859ER

HE4B5CFE | merl L Alwaus push mzrll.08485CEC

HE4ASDES| M=l L Always push dword ptr ds:[ean+d4]

[EEETSEIN=EY msrl L Alwaus push dword prr ds:lebnl

BE4ECIAF | msrl L Alwaus push msrll.8848C283

BE4ECIZZ | msrl L Alwaus push msrll.B06848E045

BE4ECA5E merl L Alwaus push msrll.B0048B033

Figure 17: Breakpoints used in the investigation.

Looking at memory marker 00409DE4 in the msr11.exe module near a piece of
coded data “DiCHFc2ioiVmb3cb4zZ7zWZH1oM=" a section with Argl and
Arg2 shows promise. Setting a breakpoint at this memory marker and running
the Malware back to the breakpoint was very helpful and informative.
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OllyDbg - msril.exe

File WYiew Debug Plugins Options Window Help
Bl x| wjn| wij+i ¥ Y =+ L[E[M[T|WH|[C|/|K[B|R|..|5]| E[E?]

CPL - main thread, module msrll

Ha4a309E]] . DCEFFFFF|mow [local. 18321, eax
BE4a30A4]] . a4 add esp, <
Ga4a20A7) | . 2 FF cMp ean, -1

Sa4a300A]] . E40BEEEE | je msrll.B8489E94

Ha4a30E6(] . DBEFFFFF | mow [ local. 18361, 8
BE4Ea30ER|] . EBEFFFFF| mow ean, [local. 168221
HE4E90CH| ) .« 2925 D4EFFFFF | mow [local. 18351, =an
HEa4a30C5 D4EFFFFF | rmow edi, [local. 18351
BE4E30CC| | . mow ebi,dword prr dsi[eds]
BE4E30CE] ] . (515] crp dword ptr ds:lebul.B
H@a4a3001(] .~74 5B je short msrll.B8483EZE
HE4E3002 ) « 20BS EEEFFFFF|| lea esi,[local.1@2@]
HE4E3009 &2 FE994008 Foush mercll. G84899F5 ASCII "DiCHFc2ioilmb3cbdzZvzWZH1oM=""
EE4a300E|] « 68 AA16a868 push 168&
HE4AIOES]) . E6 push esi HrazZ = @E413974
. FFz2 push dword ptr ds:lebxl [F!r‘gl = 4Ce841ev
EE4E30ES|| o ES CR148608 call msrll.0846B268 msr | L. BA40E2E8
HE4E30EE|] « 23C4 B3 add esp, 2
HE4EZ0EE|] « &2 129A4008 push merll.BE4E9A12 sro = O
aR4R30F3|| . 56 push esi [dest = "HA
Ga4a%0F4|| o ES STE30E0E call <imp.dmsvcrt. stroat stroat
HE4EI0FS| ) o CPed24 aeagas! || mow dword ptr ssilespl, @
Ha4a3ERE || o 8085 E4EFFFFF lea eax, [local. 18311
BR4B9ERE|| . 58 push eax pButesllritten = BE22CO7A
HE4HIEEF|] . 8FT mow edi,esi merl L. BE84139A4
HA4a3EAS|] . FC cld
HE4EZEEA|] o BB G8 mow al,d
HE4EIEBC| ) . B2 FFFFFFFF moy ecH, -1
AR4R3ELL|| . F2:RE repne =cas bute ptr es:ledil
BE4a3e13(] - FFD1 not ech
BE4EIELS]] . dec ecH
AR4R3ELG|l - 51 push ecx nButesTaollrite = 1A (26.1]
AR4AELT|] . 5B push esi Euffer = marll.88412904

Figure 18: Section of code where the jtram.conf information is encoded.

Setting a breakpoint on the 00409DE4 memory address and hitting the F9 key
allowing the running of the Malware and stopping at this set breakpoint results
in the following information being revealed.

00409DE3 |. 56 | [push esi
; /Arg2 = 0022EE80 ASCII "collective7.zxy0O.com"
00409DEA4 | . FF33 | [push dword ptr ds: [ebx]

; |Argl = 003D5858 ASCII "set"

00409DE3 |. 56 | [push esi

; /Arg2 = 0022EE80 ASCII
"e/8RAOYI3FLMh+yKj9pMUCVRkuDs5h5wngecxcaiQdHjcphb4PQ== "
00409DEA4 | . FF33 | lpush dword ptr ds: [ebx]

; |Argl = 003D5878 ASCII "bot.port"

00409DE3 |. 56 | [push esi

; /Arg2 = 0022EE80 ASCII
"MAMRAEVLDpg9BZxz9sd0fHavguohmXsW0eBgy8YOXXtLAGN1YQ== "
00409DEA4 | . FF33 | l[push dword ptr ds: [ebx]

; |Argl = 003D58A0 ASCII "2200"

00409DE3 |. 56 | [push esi

; /Arg2 = 0022EE80 ASCII
"ZAARAPPHUHQYTgCAPVh2cSYd32RjzrSSEtiGkYgCIRd/6/2k9A== "
00409DEA4 | . FF33 | [push dword ptr ds: [ebx]

; |Argl = 003D5910 ASCII "set"

00409DE3 |. 56 | [push esi
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; /Arg2 = 0022EE80 ASCII
"5/4RAIDqE+VgYREOklnHS1+CthAoB4HOtWB1XYLhJWXQlJTAW== "
00409DEA4 | . FF33 | [push dword ptr ds: [ebx]

; |Argl = 003D5930 ASCII "irc.quit"

00409DE3 | . 56 | [push esi

; /Arg2 = 0022EE80 ASCII
"fwARALLMuphCrKzYrrbw9vxucWEIP34RMD9ql9pg61894yaiqg== "
00409DEA4 | . FF33 | [push dword ptr ds: [ebx]

; |Argl = 003D5958

00409DE3 |. 56 | [push esi

; /Arg2 = 0022EE80 ASCII
"CP8RAEKZST7CN7YVDWXGpoallRbZfVkUjhp+nbSIVIMZA4THRKQ== "
00409DEA4 | . FF33 | [push dword ptr ds: [ebx]

; |Argl = 003D59C8 ASCII "set"

00409DE3 |. 56 | [push esi

; /Arg2 = 0022EE80 ASCII
"hgERAKAZVmOLFPR6kegMUS/EsSUtHigZYg77Vulvm+RcIokXPA== "
00409DEA4 | . FF33 | [push dword ptr ds: [ebx]

; |Argl = 003D59E8 ASCII "servers"

00409DE3 |. 56 | [push esi

; /Arg2 = 0022EE80 ASCII
"7QQRADsf/WwjQkQPO30jNPZrbEzDE13JbjWYa6sZf08eNmIrrg== "

00409DEA4 | . FF33 | [push dword ptr ds: [ebx]

; |Argl = 003D5A08 ASCII
"collective7.zxy0O.com,collective7.zxy0.com:9999!,collective7.zxy
0.com:8080"

00409DE3 |. 56 | [push esi

; /Arg2 = 0022EE80 ASCII
"4P1KAKtctX/nAPsmZVL1k2LzVgucUROHXbUog4DbAaupBzbNTLD]iEg62f0++yF
04MxGRPiE20nG1LAbKBUZz4+Kjg8RBoCSFROyws9Vs5Er4CCoBVbOypGXQgl 6 7KQ=
00409DE4 | . FF33 | [push dword ptr ds: [ebx]

; |Argl = 003D5ACO ASCII "set"

00409DE3 |. 56 | [push esi

; /Arg2 = 0022EE80 ASCII
"bwIRALvNK3B4N/gxQwx/dYml1EORHIhxgbRjgWENNWgK9jglBPA== "
00409DEA4 | . FF33 | [push dword ptr ds: [ebx]

; |Argl = 003D5AEQ ASCII "irc.chan"

00409DE3 |. 56 | [push esi

; /Arg2 = 0022EE80 ASCII
"gfORAASOxXOfjVWTiHN]j1DcsgLccsY5L5u3GYJJLFhpKRwiRxLw== "
00409DEA4 | . FF33 | [push dword ptr ds: [ebx]

; |Argl = 003D5B08 ASCII "#mils"

00409DE3 |. 56 | [push esi
; /Arg2 = 0022EE80 ASCII
"If4RAOJRZzZMgZvTM1E6nK41yDF+QhGqmmV+HyLb9J8VSpOgGCg== "
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00409DEA4 | . FF33 | [push dword ptr ds: [ebx]
; |Argl = 003D5B78 ASCII "set"

00409DE3 |. 56 | [push esi

; /Arg2 = 0022EE80 ASCII
"XwARAJhrzuNYZARJAJOgpUiVze8hcnPUh5J8RBxVQOFov8rs/g== "
00409DEA4 | . FF33 | [push dword ptr ds: [ebx]

; |Argl = 003D5B98 ASCII "pass"

00409DE3 |. 56 | [push esi

; /Arg2 = 0022EE80 ASCII
"h/4RAAgFeBkoFXgx9ISom82cvkQ8sVDVThOlzge/ENeXSbyJdA== "
00409DEA4 | . FF33 | [push dword ptr ds: [ebx]

; |Argl = 003D5BB8 ASCII "S$1SKZLPLKDf$W8k18Jrl1X8DOHZsmIp9qgO"

00409DE3 |. 56 | [push esi

; /Arg2 = 0022EE80 ASCII
"7TATIjAPsO35efvxXMxBruzZWibzVTMa+hvALGKEkz49/09RSPyb+RBJI2VbsxV8D]T
LLIRQVWhDkQ== "

00409DEA4 | . FF33 | [push dword ptr ds: [ebx]

; |Argl = 003D5C48 ASCII "set"

00409DE3 |. 56 | [push esi

; /Arg2 = 0022EE80 ASCII
"6gARAKPpsSNKR24L6CYMVIWs09HbMS5ss6t 6FXHsqCThdzAtwX29nw== "
00409DEA4 | . FF33 | [push dword ptr ds: [ebx]

; |Argl = 003D5C68 ASCII "dcc.pass"

00409DE3 |. 56 | |[push esi

; /Arg2 = 0022EE80 ASCII
"nAERAFwd6X74Lg5gbbBsvp4efDhl13CDzIPunB60nJehOxV2mog== "
00409DEA4 | . FF33 | [push dword ptr ds: [ebx]

; |Argl = 003D5C90 ASCII "$1SKZLPLKDf$55isA1ITvamR7bjAdBziX."

Take?2:

00409DE3 |. 56 | [push esi

; /Arg2 = 003D6308

00409DEA4 | . FF33 | [push dword ptr ds: [ebx]
; |Argl = 003D6308

00409DE3 |. 56 | [push esi

; /Arg2 = 0022EE80 ASCII "collective7.zxy0O.com"
00409DEA4 | . FF33 | [push dword ptr ds: [ebx]

; |Argl = 003D5930 ASCII "set"

00409DE3 |. 56 | [push esi

; /Arg2 = 0022EE80 ASCII
"+vORAJ2f67PEhRAOAVSLR]T/x0MgUP3UnkOGVPKR/UlntC7AmSw== "
00409DEA4 | . FF33 | [push dword ptr ds: [ebx]

; |Argl = 003D5980 ASCII "bot.port"

00409DE3 |. 56 | [push esi
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; /Arg2 = 0022EE80 ASCIT
"mgARAC4uGR1kve76IYiRQZBRCV/LrokwRrBUOOg2cOwRJ/jOGQ== "
00409DE4 |. FF33 | [push dword ptr ds: [ebx]

; |Argl = 003D59D0 ASCII "2200"

00409DE3 |. 56 | [push esi

; /Arg2 = 0022EE80 ASCII
"hv8RAFUY4QgccSpOlhpmnleMOCus3pzTXau+l/1j3PLYNAXhDA== "
00409DEA4 | . FF33 | [push dword ptr ds: [ebx]

; |Argl = 003D5B48 ASCII "set"

00409DE3 |. 56 | [push esi

; /Arg2 = 0022EE80 ASCII
"awERAPVEgxMIxeSOKabo0942ycetPNjBi7gJHyekNIH2kcbVhfg== "
00409DEA4 | . FF33 | [push dword ptr ds: [ebx]

; |Argl = 003D5B98 ASCII "irc.quit"

00409DE3 |. 56 | [push esi

; /Arg2 = 0022EE80 ASCIT
"6v4ARAJToMAVCKICcSkxYWe8s88/cnXv7UhjqHHELkgKj940PzIg== "
00409DE4 |. FF33 | [push dword ptr ds: [ebx]

; |Argl = 003D5BES

00409DE3 |. 56 | [push esi

; /Arg2 = 0022EE80 ASCII
"awARAAG6XCSg+mRVwvVcULH57RLzD47SujopwTSsttzMYkiogRg== "
00409DEA4 | . FF33 | [push dword ptr ds: [ebx]

; |Argl = 003D5D60 ASCII "set"

00409DE3 |. 56 | [push esi

; /Arg2 = 0022EE80 ASCII
"8vORAKe08dvaGOtlwgcO0yrgOKHjgsPOxOKWONFeT33+2dLO4Ew== "
00409DEA4 | . FF33 | [push dword ptr ds: [ebx]

; |Argl = 003D5DB0O ASCII "servers"

00409DE3 |. 56 | [push esi

; /Arg2 = 0022EE80 ASCII
"JfO0RA0601+n0/+ILbZ/R4KoCaemmb5XcoluCJOO0kPIbjzylNpw== "

00409DEA4 | . FF33 | [push dword ptr ds: [ebx]

; |Argl = 003D5EO0Q0 ASCII
"collective7.zxy0O.com,collective7.zxy0.com:9999!,collective7.zxy
0.com:8080"

00409DE3 |. 56 | [push esi

; /Arg2 = 0022EE80 ASCII

"Lv5KAMshsBBJBF2bcpwHTAht /mPdOorW20MViF10p9/rQo2hSVL/IkWlkiZ1LPT
PMw+4R5761noB12GwgfDVHebMGzxSLkesDIMI1p+6+K7XCEfCIp87146n7tylurg=
00409DEA4 | . FF33 | [push dword ptr ds: [ebx]

; |Argl = 003D5FC8 ASCII "set"

00409DE3 |. 56 | [push esi
; /Arg2 = 0022EE80 ASCIT
"kv8RAATEY/3mmrLOdSyianpbLYFNvQAus4Wtazioxal+kEev3aA== "
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00409DEA4 | . FF33 | [push dword ptr ds: [ebx]
; |Argl = 003D6018 ASCII "irc.chan"

00409DE3 |. 56 | [push esi

; /Arg2 = 0022EE80 ASCII
"4QARAPMMOrYPLwvVCDJbe2fiHGab8DyVvj3gqbSFzSYKpjhGM7Q== "
00409DEA4 | . FF33 | [push dword ptr ds: [ebx]

; |Argl = 003D6068 ASCII "#mils"

00409DE3 |. 56 | [push esi

; /Arg2 = 0022EE80 ASCII
"df4RAL1rI905s1ESRmSOCPoIgbadotgoStexBL7/mQ/IgNdvsfQ== "
00409DEA4 | . FF33 | [push dword ptr ds: [ebx]

; |Argl = 003D61EO ASCII "set"

00409DE3 |. 56 | [push esi

; /Arg2 = 0022EE80 ASCII
"LAARAJXhEhW1CcxBH93Dva55p0xg8nvG+crza/yOClZIKwnZVA== "
00409DEA4 | . FF33 | [push dword ptr ds: [ebx]

; |Argl = 003D6230 ASCII "pass"

00409DE3 |. 56 | [push esi

; /Arg2 = 0022EE80 ASCII
"bgIRAFk+rF0Q6uIs9RV1ITzNp/0/Q1H7111/XYocQ3qJv4CcbdQ== "
00409DEA4 | . FF33 | [push dword ptr ds: [ebx]

; |Argl = 003D6280 ASCII "S$1SKZLPLKDf$W8k18Jrl1X8DOHZsmIp9qqgO"

00409DE3 |. 56 | [push esi

; /Arg2 = 0022EE80 ASCII
"hwAjJAOJBFNn529Z2IU0AccONgxYDN2XWrVwhQmR1gqORONnfxZBo7jATMwS59cZG
X+rmyNMwoDw== "

00409DE4 | . FF33 | [push dword ptr ds: [ebx]

; |Argl = 003D6410 ASCII "set"

00409DE3 |. 56 | [push esi

; /Arg2 = 0022EE80 ASCII
"av8RAMWT6ATYgwO8Htz51rnH7Ik8S7Bxy31i1FQ7KZwXzh/Jmfg== "
00409DEA4 | . FEF33 | [push dword ptr ds: [ebx]

; |Argl = 003D6460 ASCII "dcc.pass"

00409DE3 |. 56 | [push esi

; /Arg2 = 0022EE80 ASCII
"CQERAKvOIgtavymlPNJIJMKBF09iIAloxGcUZw7eyJOGDosn3T+Q== "
00409DEA4 | . FF33 | [push dword ptr ds: [ebx]

; |Argl = 003D64B0 ASCII "$1SKZLPLKDf$55isA1ITvamR7bjAdBziX."

Pulling the important information together from this harvested from the running
Malware during takeZ2:

Take2:
"Set"
"+vORAJ2f67PEhRAOAVSLR]T/x0MgUP3UnkOGVPKR/UlntC7AmSw== "
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"bot.port"
"mgARAC4uGR1kve76IYiRQZBRCV/LrokwRrBUOOg2cOwRJI/jOGQ== "

"2200"
"hv8RAFUY4QgccSpOlhpmnleM0Cus3pzTXau+l/1j3PLYNAXhDA== "

"Set"
"awERAPVEgxMIxeSOKabo0942ycetPNjBi7gJHyekNIH2kcbVhfg== "

"irc.quit"
"6v4RAJToMAVCKICcSkxYWe8s88/cnXv7UhjgqHHELkgKj940PzIg== "

003D5BES
"awARAAG6XCSg+mRVwvVcULH57RLzD47SujopwTSsttzMYkiogRg== "

"Set"
"8vORAKe08dvaGOtlwgcOyrgqOKH]jgsPOxOKWONFeT33+2dLO4Ew== "

"servers"
"JfORAO601+n0/+ILbZ/R4KoCaemm5XcoluCJO00kPIbjzylNpw== "

"collective7.zxy0O.com,collective7.zxy0.com:9999!,collective7.zxy
0.com:8080"

"Lv5KAMshsBBJBF2bcpwHTAht /mPdOorW20oMViF10p9/rQo2hSVL/IkWlkiZ1LPT
PMw+4R5761noB12GwgfDVHebMGzxSLkesDIMI1p+6+K7XCEfCIJp87146n7tylurg=

"Set"
"kv8RAATEY/3mmrLOdSyianpbLYFNvQAuUs4Wtazioxal+Eev3aA== "

"irc.chan"
"4QARAPMMOrYPLwvVCDJbe2fiHGab8DyVvj3gqbSFzSYKpjhGM7Q== "

"#mils"
"df4RAL1rI905s1ESRmSOCPoIgbaJotqoStexBL7mQ/IgNdvsfQ== "

"Set"
"LAARAJXhEhW1CcxBH93Dva55p0xg8nvG+crza/yOClZIKwnZVA== "

"paSS"
"bgIRAFk+rFO0Q6uls9RV1ITzNp/0/Q1Hj111/XYocQ3qJv4CcbdQ== "

"$1$KZLPLKDf$W8k18Jr1X8DOHZsmIp9gq0™
"hwAjJAOJBFNn529ZIU0AccONgxYDN2XWrVwhQmR1gqORONnfxZBo7jATMwS59cZG
X+rmyNMwoDw== "

"Set"
"av8RAMWT6ATYgwO8Htz51rnH7Ik8S7Bxy31i1FQ7KZwXzh/Jmfg== "

"dcc.pass"
"CQERAKvVOIqtavymlPNIJMKBF09iIAloxGcUZw7eyJOGDosn3T+Q== "
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"S1SKZLPLKDf$55isA1ITvamR7bjAdBziX. "
"YP4jAFM19kCjRb6CZ5WBktuIZrkPQL1Q/B87YWXLO5XQUTxnwLmO5/yF8t0mxKc
v8BW/wHznGw== "

When the jtram.conf file is not deleted it still rewrites the file. Each time the
Malware launches it rewrites the jtram.conf file. There are several built-in
ciphers that might aid in this process. Though the resulting content of the file is
different each time the data encoded is the same. The Registry entry that had
the SEED written to it is used to generate the encryption of the jtram.conf
file’s data. This would make it near impossible to just decode the jtram.conf
file with some scripted algorithm. This SEED Registry entry,

HKEY LOCAL MACHINE\ SOFTWARE\Microsoft\Cryptography\RNG\Seed, iS
modified with the current SEED for each launching of the Malware specimen.

From this exercise we now have much needed information to help control and
interact with the Malware specimen.

"pass" = "S$1SKZLPLKDf$W8k18Jr1X8DOHZsmIp9gqgO"

"dcc.pass" = "$1$SKZLPLKDfS$55isA1ITvamR7bjAdBziX."

Next we can attempt taking over the clients and controlling them through the IRC
session on the IRC channel #mi1s. From information about controlling viruses
with IRC found at http://swatit.org/bots/* and at the Las Vegas SANS
Conference in the Fall of 2004, Lenny Zeltzer taught a Reverse-Engineering
Malware class™ that illustrated how to control a Malware specimen with IRC.
Within the IRC session Commands that were found embedded in the Malware
as strings should be able to run and reveal more information about the Malware
and its functionality. This process started with trying the pAss command. pass
alone or with the password found in the jtram.conf file with variations of
leading characters like “!e”, “127, w27, “si1s”, 71@2” nor !~ did not return
results like those from the SANS Conference, while controlling the
Tnnbtib.exe Trojan file. In the lecture Lenny Zeltzer was able to use the
'@login command to connect to the Malware being investigated.

If the use of “ ! pass $1$KZLPLKDfS$W8k18Jr1X8DOHZsmIp9qq0” had worked
and control of the bots logged into the IRC session was obtained, the next steps
would be to interact with the Malware and then remove the threat on the infected
machines. Using embedded commands like ?rmdir to remove the
C:\%windows%\System32\mfm directory and then running 2die or 2ki11 to stop
the msr1ll.exe process.

12 http://swatit.org/bots/
¥ SANS Reverse-Engineering Malware: Controlling the Trojan, 2004 Pg 54-56.
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Analysis Wrap-Up
Capabilities and What It Does

The Malware msr11.exe operates as a backdoor on the computer it is infecting.
It is able to report statistics to the Malware controller via its connection to
collective7.zxy0.com. Itsets up a listening TCP port on 2200 to accept
connection from the Malware controller. It is able to create directories, move
files, copy files, compute MD5 sums, crash systems, reboot the infected
machine, and accept login information from the controller. When launched
initially it moves itself to a directory it creates at $windir%\system32\mfm.
Malware msr11.exe runs under its file name in the The Task Manager and does
not attempt to hide its presence. The Malware used mIRC version 6.12 created
by Khaled Mardam-Bey'* as camouflage, to hide that it was Malware, when a
request for version information is sent to it. The Malware msr11.exe referred to
as “m220” in the Malware code includes its own version information: m220 1.0
#2730 Mar 16 11:47:38 2004. The Malware creates a mutex called m220 to
keep other instances from starting. This m220 also might also relate to the TCP
port 2200 that the Malware uses to listen for connections from its creator. It
requests information on collective7.zxy0.com and once it locates the IP
address it connects to a running IRC server with a default TCP port of 6667. The
code also listed TCP ports 8080 and 9999, if the default IRC port is not found it
will cycle through the other two TCP ports, looking for an IRC server on one of
these ports on the server set in the code “collective7.zxy0.com”. The Malware
uses random usernames, nicks and joins the IRC channel #mils. Registry
entries are created and populated with values that allow the Malware
msrll.exe to run on reboot for Windows 98, Windows NT, Windows 2000 and
Windows XP Professional machines that are able to do this functionality.
Machines that are able to run services get msr11.exe setup to start as a service
and display "RIl enhanced drive". Other Operating Systems were not available
for installing into the VMW are environment as test machines.

Who would use the program?

The user of this malicious program would be someone with several possible
goals. They might be using this program for bragging rights either having the
biggest BOT army or to have completed the challenge of creating and controlling
such an enterprise. They may also want to use hard disk space on machines
that are not theirs for purposes like file sharing.

Defensive measures and elimination of current infections

Defending against this and similar Malware can begin with simply adding a
firewall to the environment to introduce a barrier to intrusion. The firewall would
be used to control traffic in and out of the protected internal environment.

4 http://www.mirc.com/index.html
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Blocking TCP and UDP traffic at a firewall would eliminate the beginning steps
such Malware use to identify themselves and set up connections with their
creators, namely the IRC servers and the created listening port on the infected
machines. On a PIX firewall these rules can be added to stop internal traffic
from infected machines from contacting the IRC session on the
collective7.zxy0.com server.

access-1list inside deny tcp any any eq 6667
access-1list inside deny tcp any any eq 8080
access-1list inside deny tcp any any eq 9999

Access from outside on the internet to the 2200 port would be in a state of deny
by default. Additionally there would have to be a NAT set to allow those
attempts and a rule to allow these connections from outside to inside.

Add adware and spyware removal software to the desktop and laptop machines
that reside both inside and outside the firewall. Include antivirus software in this
strategy. Most importantly, keep the environment updated with current patches
and up-to-date signature files (virus.dat files). Establish regularly scheduled
machine scans with these defenses. Keep Operating System software patched
against the latest known exploits. Research on the web to ensure that
vulnerabilities are known and defenses can be put in place if possible before
malicious code is written to take advantage of it. Most viruses are designed to
exploit sometimes known and sometimes unknown vulnerabilities in software
that may be running on machines in the company’s enterprise environment.
Finally, be sure to include web browser software in any update and patching
strategy.

Current Removal

To remove the current infection do debugging with the AspackDie 1.3d
unpacked sample and determine the login password to access the Malware on
the TCP port 2200 that is set to listening or send a command through IRC to
killall. Use the IRC command /who #mils to get a listing of the machine IP
addresses that are infected and use an application like DameWare to login
remotely and edit the Registry and remove the files through the hidden share
C$, that are placed there by the Malware.

Sending a sample of the virus to the antivirus vendor so that a signature file can
be made to detect and cure the infection. Once a signature is created it can be
distributed through the company’s Antivirus software already existing signature
distribution method.

Building a script that is accessed by the login script could help with removal. It
would need to remove the %windir%\system32\mfm directory and the files
within it as well as the registry entries created by msrll.exe noted with
Regshot.exe. Since the Malware msr11.exe does not have a built in network
distribution system it would not be necessary to add a dummy file with the same

'8 http://www.dameware.com/
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name as the Malware but as an empty read-only file.
Deduced Information

The m220 command set that was found in the mIRC v6.12 code could be used
to perform Social Engineering. Commands like “?>echo” could be used to talk on
the IRC and get real users to accept DCC connections and thus do file transfer
to move the Malware to a new machine.

If the use of “ ! pass $1$KZLPLKDf$W8k18Jr1X8DOHZsmIp9qq0” had worked
and control of the bots logged into the IRC session was obtained, the next steps
would be to interact with the Malware and then remove the threat on the infected
machines. Using embedded commands like ?rmdir to remove the
C:\%windows%\System32\mfm directory and then running 2die or 2ki11 to stop
the msr1ll.exe process.
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