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Owverview

Much documentation has been written about security including its policies, procedures, forensics and the
strategies for protecting technology from unauthorized access, yet little is seen, outside of the vendor forums
about the Hewlett Packard family of Unixservers. To this end, the following description, for the layman and
the technical person both, abrief outline of the steps used in securing an HP server and some to keep in mind
when dealing with security on different unix flavors.

The par ameter s

We propose to secure aserver tha will house acorporate database with storage for 300 employees and 52
weeks of forecast data, it will includeover 200 M B of disk space, also configured will be adual-port GSC
802.3 LAN card and RS-232C consoleand UPSports. A midrange server for this size database will make
use of 4-120M hz PA-RISC processors, standard in the HP-UX family of servers, 4 Gigs of memory; the
node will be configured within as LAN environment behind redundant firewalls with 24x7x365 availability
and a SLA requires 99.999% uptime. Generally, an Oracle DB environment can beembedded in athreetier
environment with an NT front end, and an HP-UX Unix server that serves asthe gpplication server.

The Process

We will begin building our secure server by installing the Operating System from scratch viavendor
supplied CD’s and be selective with the number and types of system utilities that get initially installed; many
defaults configurations will be accepted and opt to disable or remove unwanted gpps later. We will then
apply, fromthe most current distribution, the recommended hardware, software, security and general release
pach bundles specific to our configuration.

Once our server is built, our first security measure will be to implement access authentication by way of the
‘Trusted Systenrs’ utility, an HP-UX OS-included security gpplicaion that provides password policies and
auditing; next we will be removing unnesded pseudo accounts and users and incressethe sensitivity to file
user and group permissions systemand world files. We will investigate SAM, for *kernel tuning’, spend
some time on OS patching, network services, and sendmail; brief notes on backup strategies and disaster
recovery will also be provided. Finally, we will make some comments on backup and disaster recovery
strategies and conclude with acomment on ‘canned’ security gpplications available on the intemet. A good
sourceof information for this process is the HP-UX ‘instant documentation CD’ provided freely with the
distributed OS, in it you will find user guides, manuals and other technical documentation for the
administration of these unix family of servers.

Installing the OS

The process of installing the OS from scratch should take place with the server disconnected fromthe
network. We will be making use of an HP9000-K420 4-way CPU with 1152 Mb RAM, 12 Gigs disk space
(2-4gig and 2-2gig disks are available for this) and 2-100 Mb GSC NIC's and a DDS-2 tape drive, server.
We have selected Nov. 1999 Core 10 OS and planto install it as a 32bit OS, the 64bit option can
altematively beselected if you are interested in installing the web enabled version of Oracle. Weplan to
update the OSby way of patches and application enhancements.

Building the OSis accomplished through interactive screans, & every step of which a different parameter is
set, the following steps aretaken:

1. Boot fromselected Core-IO CD after powering-up the server

2. On first screen select the OS you wish to install, we select: HP-UX B.11.00 Default
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Note: We are not selecting the advanced method for loading the OS,; this will cause additional

applicationsto be installed by default. This will also simulate a real-world situation where gpplications,

utilities and processes are preloaded and have to be removed.

Select 32-Bit HP-UX without CDE support, for the environment.

Next select default root disk; we will make use of the 1% 4GB available disk.

Root swep area is selected next; our value will be thedefault 1GB. Value can be changed later as needed.

The file system selected is, Logical Volume Manager (LVM) with VXFS. Most logical volumes housing

the operating systemwill havethis format and be located in the root volume group vg00 will be created

using this format.

The language selected is English

. A 2-User default license will be selected next.

9. Additional software selections can determine hardware/software requirements later, be selective in
adding these.

o 0k W

o N

Theserver will reboot upon accepting the above selections. Thenext step will be to initiate configuration of
the OS by optioning hastname, timezone, date time, root_passwd, ip_address, addl_network, these system
parameters require planning and should be compiled prior to the server build in coordination with
management and while adhering to corporae policy and naming convention. The boot process, lasting
between 15 and 30 minutes, loads the OS, scans hardware building adevicefile list and initiates start-up
scripts according to configured requirements, the above process can is also referred as: building or loading
thesystemkernel. Thesystemis finally available when wesee thepronpt: console 1ogin:, continueby
login on as root with the password you provided aove.

Securing theser ver

Password security is the first and most powerful line of defense, because of this we implement *trusted
systems’. By making useof the: /usr/1bin/tsconvert cOmmand, we are creaing aprotected database on
the systemfor storing security information. This process will literally convert the systemto asecureserver,
shadowing the passwd file and implementing password aging; auditing processes can and should be also
enabled a this time by selecting different options available, again, consult corporate policy. Password
behaviors and file locations will be changed and defined according to your selections, for instance, the
trusted audit log will be located a: /. security/etc/audrile1l. Becareful, all UID’s other than root will
be forced to change their passwords the first time they log on, so be prepared to provide procedures and
documentation instructing users. The installed umask of O for all accounts will be changed to 07077, and the
password section of /etc/passwd Will be replaced by “** masking the encrypted string; aword to the wise,
usethe sam utility and grant someone shutdown rights in case the root account becomes deactivated, in HP-
UX when aserver is rebooted, the administrator can bring up the server in * singleuser mode’, this mode
allowsthe root user the availability to login as root without entering its password and changing it. The
securedaabase will belocated in /tcb/files/auth/system/default, and depending onyour version of
OS, the passwd files may be located in /tcb/files/auth/[a-z, A-z]/*; eachuser inthe original passwd
file, will have asegparaedirectory.

Once the server is secured in this fashion, the next step we'll take isto remove any unnesded pseudo-
accounts created by the install process so we take alook a system groups and users that do not start any
particular processes, we do this by browsing the password and group files searching questionable entries,
after alittle verification we target groups: Ip, unuucp and daemon. Try the following commands:

find / -group Ip—0—group nuucp -0 —group daemon —o -group —exec Is—Id {} \;
The output from the above command could be extensive so be prepared, if you find groups that do not start
any processes, then remove themby:

groupdd Ip; groupdd nuucp; groupdd daenon;
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The same process can be used for user accounts:

find / -user uugp —0—user |p—0 —user nuucp —0 —User WWw —0 —user daenon—exec la—ld {} \;
Again, this output could also be somewhat extensive, extraneous users can be removed by:

userdel uucp; userdd Ip; userdd nuucp; userdel hpdb; userdd www; userdd daemon;
The remaining user default accounts (bin, sys and adm) should be configured with an invalid login shell path
like /; and changing their shell to using anoshd| program

Now locate all setuid progrars on the system by the following command:

find / -type f perm—-4000—exec|s—I {} \; , then make adecision asto whether they really need this
much control, you may have some flexibility on the above, some setuid root prograns may be mede setuid to
some cther user or groupid created especially for the purpose.

The topic of file and directory permissions can be summed best by a recent comment donaed into a technical
forum ...it is easierto 'open up’ permissions later than to have to tighten themup after the fact...”. In this
case thetechnite suggests setting up umask permissions when first building the server rather than laer.
Root’s umask should be verified to be 022, but most preferable would be 077; regular users umask should be
set, asaminimum, to 022 in the /etc/profile so that all users have protection for their own files. A fatal
mistake in securing this server would be to have roots’ umask set to 666 or 777, this would imply that
anyone, not just root, can modify or remove systemfiles, or possibly worse, run aroot script or program
compromising the environment. The umeask for csh and tcsh shell users can be set inthe /etc/login file.
Use the following lines in the users profile to set the umesk:

export WHO="whoam’;if [ “SWHO" ="“roat” ];then;umask 077;elseumask027;fi;
remember each member also has a profile in the $HOM E directory and can alter their own umask by
executing the command. Altematively, you set theumask for root and daemons by putting aumask 022
command in /etc/rc after the: PATH= and HOM E=lines. Inthe /etc/rc.local file change the permission
setting for /etc/motd by changing the line: chmod 666 /etc/motd to chmod 644 /etd/motd. Like the system
banner, /etc/motd can be abused by unscrupulous people.

SAM; the System Administration Manger is an HP-UX tool that provides an easy-to-use user interface for
performing setup and other essential systemtasks. This interface is the altemativeto the command line
interfacethat has always been available for all flavors of Unix. A systemadministrator can provide
restricted superuser access to other administrators by configuring the interfece by typing: sam -r.

SAM also provides a“Tuned Parameter Set” for most standard system gpplicaions, yet, as these paameter
sets were made for generic systeminstallations they should be used with caution. Kernel changes are mede
by entering SAM, typing sam and selecting “ Kemel Configuration” fromthe main menu and the
“Configurable Parameters” option; of the goproximately 110 ‘tungble’ parameters, only afew arecritical to
any installed device or application, also, beawarethat after every change in this areathe systemwill request
to be rebooted for all configuration changes to take effect.

Patching the Ser ver

Patching is a critical part of the HP-UX plaform, generally the vendor suggests aquarterly analysis be
performed for all sorts of hardware compdibilities, software enhancements and security updates. We used
the September 2000 HP-UX 11 diagnostics and tested patch bundles CD to install the Software General
Release parches: XSN GR1100 and the Software and Hardware Critical Patch bundles: XSAVHW CR1100 as
described. Note: the commit_patches option will be used later, do not opt for it now, committing patchesis a
process tha theadmin uses for cleaning up and availing necessary disk space. Patches installed on our sever
should be analyzed later, some of these may not be necessary and reading thepatch. t ext, provided with
each patch for details aout the patch dependencies can lead to less headaches. It is OK to leave unknown
installed patches in place orto install a particular ones that you are not sure about, the space the mgjority of
themtake is minimal and they will not affect the performance of server. To install patches on the server,
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performa scan of availabledevices by way of the ioscan -func disk command. Mount the CD on the
/cdromor /SD_CDROM (softwaredistributor recommended mountpoint) by way of themount
/dev/dsk/c3t2d0 /cdrom, and runthe swinsta11 application and follow directions.

Security patches, on the other hand can beverified on the platform by making use of the

“security patch check” Utility available fromHP at: http://www.software.hp.com/cgi-
bin/swdepot_parser.ogi/cgi/displayProductinfo.plZproductNumber=B6834AA. It isa Perl script that
analy zes file sets and patches on an HP-UX systemand it is a tremendous tool tha heSI)Ps HP-UX
administrators ensure their systems' security patches are up-to-date; relessed on May 9", 2001 by HP, please
install and use.

Remove /etc/hosts. equiv and /. rhosts files unless you have someoverriding need for them, if so,
remove all entries for root in themand use themin the individual users homedirectories. Set /. rhosts SO
that no other machine is equivalent and test the functionality for the ability to use: “* -user name” to deny
trusted logins from any systemand usemame pair. Verify that hostnames listed in the /. rhosts files have
fully qualified names firsts and then aliases, they should contain NO ‘+ entries. Do not forget to check the
.netrc file as it has simlar effectsto FTP access, whenever possible, removeit.

Do not allow direct root logins, except maybe fromthe console, this is performed by adding the word
console into the /etc/securetty file, other terminals must su to the superuser account upon login. Limit the
users who areallowed to i to root. By inserting: ‘auth.notice /var/log/authlog  intothe
/etc/syslog.conf file, the admin can monitor su activity, have sendmail send you the sulog fromtime-to-
time. The admin can implement sudo in place of su to avoid giving people unrestricted root access.

The stickybit is another one of those extremely useful security utilities. 1f is set on adirectory, users will not
be permitted to delete files, which they do not own. Theimportance: utilities create temporary filesin a
public directory and assume tha what they read back will be what they wrote. A malicious user can replace
the temporary file with questionable codethat can execute inadvertently: chmod +t <directory name> Will
work just fine.

The internet services daenon, inetd, controls most —but not all-- of the services your system providesto the
rest of theworld. Edit the/etd/inetd.conf and disable (by placing a“#’ in column 1of each line) all services
which you do not plan to use. We should also enable ineid logging as inetd will remain enabled; add the—|
argument to the INETD_A RGS environment variable in the /etd/rc.config.d/netdaemons as follows: export
INETD_ARGS=-I. Letsnow look at each one of these services available in a default configuration:

ftp - If you don't planto use FTP, disable it, if you do, consider using an FTPdaemon that has added logging
and access control features such as proftpd.

telnet, shell, login, exec — These utilities allow remote users to log into any one of your systems, chances are
you nesd some of these, consider using ssh.

talk — Cute, usethe phone, diseble it.

uucp — If youdon't useit, disableit.

tftp — The Trivial File Transfer Protocol, there is no place for this service in a production server, disable it.
finger— This service is part of many root tool kits. Disable it, very dangerous.

nestat — This service is necessary to troubleshoot network issues, if possible use the TCPWrgpper on it.
ntpdate— Sets local date/time by polling Network Time Protocol server. Use the start-up script method
instead of the cron.

echo, discard, daytime, chargen — Depending on who you speak with, these aredangerous, used in SYN-
ACK DoD attacks, personally | would disable them, this would cause developers from charging my office
rexd — Scary, rpc based remote execution server, should we say more?
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walld — Although useful in certain situaions, best safe with TCPWrapper. Seetalk above.

tooltalk — Used by many common desktop elements, yet serious remote exploits have been created targeting
this utility, can bedisabled.

uucp —asuiteof utilities, which allow a primitive form of networking using hardwired RS232 cables and
dialup telephone connections. If not used, disable it by: editing the /etc/passwa file and setting the
encrypted password fieldto “*” for theuucp account, the shell field should also be editedto say: noshe11.

Note: It may beagood idea to tum off as many execute permission on related commands &s listed aove.
This same gpproach can be taken with other standalone daemons not started by inetd and where TCP
Wrappers have no effect. Executeps -er, review the display and kill any processesthat ask for it and
review the fallout, act accordingly, one suggested activity may beto rename, unlink or remove permissions
of their start-up scripts.

A word about TCP W rapper; written by Wietse Venema and used as a tool commonly used on Unix systams,
it is configured to monitor and filter connections to network services. It is the preferred method for
restricting network services, it permits the admin to specify access control lists by site, domain or user names
while logging all requests. The most (and safest version) of the utility can be obtained &:
ftp://ftp.porcupine.org/pub/security/, it IS encouraged tha any download after Thursday, January 21, 1999 at
06:16:00 GMT of this utility beverified for its authenticity as it is known to have been compromised. Best
option is to obtain information fromthe above site and CERT advisories and proceed accordingly.

The nsswitch.conf DNS resolver can be set to search local files only, if possible also chmod 444
/etc/nssamitch.conf and the/ec/resolv.conf files for their protection.

NFSis anotorious security problem, if it is going to be used, use the nosuid and readonly options.
Furthermore, make use of specific entries in the /etc/export s by way of: -access=hoga:hostb.

Disabling NFSand NIS fromstarting up at boot time can essily be accomplished by vi'ing the
/etc/rc.config.d/nfsconf andthe /etc/rc.config. d/namesvrs files and setting NFS_CLIENT=0and
NFS_SERVER=0and NIS MASTER_SERVER=0, NIS_SL AVE_SERVER=0 and NIS_CLIENT=0,
respectively. Thesesettings can be set manually =1 if done through SAM for the purposes of temporarily
mounting or exporting filesystems. Remember to disable them back when done with the operation.

Do not selfreference an NFSserver in its own exports file either by nameor by the logback address:
localhost.

Network card drivers are next; these arealso available onthe gop od’s and should be installed a thistime.
Remember that it must be configured according to the switch or router’s port configuration, suggested is
100M bps running at Full-Duplex with auto-negotiation=0FF. M ost of these changes can be done with the
‘lanadmin’ command-line utility, see the man pages for lanadmin for more information.

No document on unix security would be complete without a quick study of Sendmail. In searching one of
my systems | verified the latest relesse of sendmail, v8.9.3; the latest available (as of this writing), v8.11.3
can be fount at: ftp://ftp.sendmail.org/pub/sendmail, it comes complete with release notes. To verify your
version,type: telnet <local host> 25, thiswill connect you to the SMTP port 25 of your system. The
following should retum: 220-<fully qualified name> Sendnmail 8.9.3 Patch () 8.8.6 Ready Wed May 8, 2001.
A superficial test to verify your susceptibility to compromise can be tested by running the command: wiz,
the response should be: 500 Command Unrecogni zd; next type: expn, the response should be: 502 Sorry, we
do not allow thisoperation. If the response is: 501 Argument Required, then rest assured that your server
could becompromised. Next type: quit, to exit.
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Back up and Disaster Recovery Strategy

As we continue our secure server study, we describe data recovery fromthe standpoint of acontingency plan
and in this scenario, backups play the most critical role while cost of time and resources play a back role.
Realistically, though, few organizations are fully prepared for all possible events that can arise from disaster,
denial of service or something as simple as peripheral failure.

We could repesat details on system utilities like tar, dunp, cpio and dd, or describe the usage of gpplications
for different platforms, namely, ArcServer for NT or RBM Sfor IBM, but are more inclined to inclined to
provide information on asolution that we find extremely effectivefor this plaform, i.e.. HP OpenView’
enterprise backup software, Omniback 1. Although the gpplication is installed from standard release
Application CD'’s, its license is controlled by use of ‘code words’ provided upon purchase; a 30-day
evaluation-emergency licensecan be installed with the aid of standard technical support.

OpenViews’ Omniback 11 is a robust server based application that can be considered secure, few advisories
have emerged that detail incidents involving the compromise of either itsserver or client based modules.
Its internal database manages datalists, schedules, tgpe management rules and so on; it also has much room
for scaling and cross platformimplementation. While the client installation makes use of server-to-server
root authentication, it dgpends of an administration GUI tha verifies fully-qualified node names. Day-to-
day activities are managed from configuration files, viathe GUI, tha are securely embedded in deep
directory structures.

DLT, the media of choice (although DDSdevices can also be configured), cartridges are monitored for
expiration, staeand cgpacity within the gpplication. Tape management is performed by accessing media
libraries (20-50-100 tape cabinets) viaa GUI based environment and is configurable for son-father-
grandfather type media rotation. M ost installations include tape, 3to 6, drive cabinets that make use of SCS|
technology; fibre options can be purchased for increased throughput to the media. A most reliable
configuration makes use of parallel writes onto two different tapedrives, in this method, onetepe is
maintained on site for quick on-the-fly type recoveries while another copy is sent off-site on a daily basis.
This, in addition to Omniback’s ability to write individual tapes from six different servers, synchronously,
makes the gpplication full proof as the enterprise solution of choice for contingency recovery. As mentioned
earlier, the great mgjority of mediaused by OmniBack is maintained on-site within the DLT Tape Exchanger
(70%), while the remaining tapes are packaged and set away for off-site storage. Off-site storage is part of
the disaster recovery process that safeguards data and documentation from damage in case of accident,
disaster or vandalism.

A complete HP-UX disaster recovery strategy, fromthe point of HP-UX systemtools and gpplications, can
be said to betwo-fold: Omniback 11 for backup purposes and asystemrecovery tool available for the
platform, Ignite-UX. Thesystemrecovery feature of Ignite-UX implements an easy-to-use, consistent and
reliable process for recovering the root systemdisk or volume group on HP-UX systems by way of the

“make _tape recovery’ utility. The System Recovery process allows auser to cold install a failed system
froma“recovery tape’; currently DDSwhile a DLT method is currently in beta. With advance planning, it
recreates the” Core OS’ portion of the root disk or root volume group fromthe recovery tgpe, and getsthe
systemback to a fully customized systemwithout the user having to go through all the processes or
reconfiguring the system, as in the case of astandard cold install with the HP-UX distribution media, adding
paches, subsystems, selecting software, etc. The make_tape recovery utility can be scheduled by way of
roct or an admins’ cron.

All or most methods discussed can be considered critical in safeguarding communications to and froma
production server. Any host connected to anework is vulnerable to compromise by individuals or code

© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.



introduced by an automeatic method or personal access, malicious code can be introduced through HTTP Java
applets, Trojan executables and SMTP atached files.

Conclusion

This document is intended for system administraors, users and managers; to incressethe sensitivity about
their responsibilities in making acomputing environment secure from malicious attacks fromoutside as well
as inside an organization. Secure environments can be accomplished by the use of many ‘ canned’
applications and utilities readily available onthe intemet, two of the best: Cr ack , a password cracking utility
that checks for poor passwords and Tiger, autility that can help in checking for variances and possible holes
in: cron entries, mail aliases, NFS exports, inetd entries, .thosts & netrc files, provides for one of the best
ways of performing an internal audit. These scripts expand on and aresimilar to the Computer Oracleand
Protection System (COPS) scripts which is asecurity status checker, essentially, it checks various files and
software configurations to see if they have been compromised, (as would hgppen when they are edited to
plant atrojan horse or back door), and checks to seethat files have the gppropriate modes and permissions
set to maintain the integrity of your security level. Additionally, Secure Shell (ssh), a utility used to connect,
login and execute commands in a remote system and which provides strong authentication and secure
communication over unsecured channels.

The art of securing the unix servers is without a doubt an extensive propasition, but while it is fun, it is time
consuming and requires support from administration teams, management and much technical documentation.
It is hoped that with the help of the presented process, the use of the readily available utilities and resources
we have provided direction in the method for securing an HP-UX server.
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