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IntroductionII.

Microsoft Windows 2000 includes a set of new features. Some of these features give 
administrators better control over servers, workstations and users. The addition of Active 
Directory (AD) and Group Policy Objects (GPO) significantly decreases the amount of overhead 
associated with administering and maintaining a properly secured environment. The 
enhancements lead to a consistent look and feel, better distribution of resources, proper user 
rights assignments, etc… This is evident by the granular control exhibited by objects, which 
include users, groups, and workstations among others.

This document presents an approach to further enforce the “Least Privilege” principle by 
combining Active Directory, GPOs, and Group Policy filtering techniques. This principle states 
that users should be given the minimum amount of privileges to perform their job. A simple 
scenario follows to emphasize the concepts and processes required to properly accomplish this 
task.  Basic understanding of Active Directory and GPOs is assumed. 

ScenarioIII.

A Windows 2000 environment has been implemented. It includes different types of services 
provided by file, print, web, and exchange servers among others. These services are available to 
end-users using Windows 2000 professional. 

The initial steps to provide some level of security have been taken. Things such as separating 
administrators from the rest of the users, installing the latest patches, creating and applying a 
group policy object at the domain level to enforce account policy, and to configure 
recommended computer and user configuration settings, and others have already been 
performed. 

There is just one problem. All servers and workstations have the same group policy settings. In 
the case of the users, although they were grouped and assigned specific rights, they all have the 
same security settings, and same software available. Since there are different roles that can be 
defined by the career level of the users and their current project, it is essential to classify and 
group both machines and users. This will help enforce the “Least Privilege” principle. 

Organizational Units (OUs) and GPOsIV.

When planning and designing a Windows 2000 environment using Active Directory, the first 
obvious categories that can be used to group all machines are servers and workstations. Figure 1 
illustrates a simplistic view of an Active Directory structure where the two main OUs are servers 
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and workstations.

Figure 1. Simple AD Structure

In this case, two OUs were created containing two members each. A “Servers” OU with two 
servers (Srvr1, Srvr2), and a “Workstations” OU with two workstations (Wkst1, Wkst2).

In this simple structure, a GPO defining the account policy can be applied at the domain level. A 
second GPO defining common server settings, including security options, can be applied at the 
server level while a third GPO defining common workstation settings and security options can be 
applied at the workstation level. 

Before going any further, it is essential to understand how GPOs are processed. When a 
workstation is initially built, it contains what is called local security settings. When it joins a 
domain, these settings are overridden, if configured, by GPO-defined values specified at different 
OU levels. The order in which GPOs are processed are as follows: 

Local1.

Site

Domain

Servers

Workstations

Srvr1

Srvr2

Wkst1

Wkst2
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Site2.
Domain3.
OU   4.

The short notation LSDOU can be used to memorize the order of processing. In the case of OU, 
this can be further broken down as follows:

OU11.
OU22.
OU33.

.

.

.
n.   OUn

OU1 is the OU created at the first level, and n is the lowest existing level. 

This order of processing determines the effective value for any given setting. Table 1 illustrates 
how the effective value of a setting is determined. 

Setting Local Policy Site GPO Domain GPO OU GPO Effective 
Value

Setting 1 Configured Not 
Configured

Not 
Configured

Not 
Configured

Local

Setting 2 Configured Not 
Configured

Not 
Configured

Configured OU

Setting 3 Configured Not 
Configured

Configured Not 
Configured

Domain

Setting 4 Configured Configured Configured Configured OU
Setting 5 Not 

Configured
Not 

Configured
Configured Not 

Configured
Domain

Table 1. GPO Processing (LSDOU) and Effective Values

In this case, a unique GPO is created and applied at the site level, domain level, and first level OU. 
If setting 1 represents a configurable item that is defined locally and not configured in any GPO at 
the different levels, the local setting is the effective setting. 

In the case of setting 2, it is configured locally and at the OU level. Based on the order of 
processing (LSDOU), the value selected at the OU level prevails and becomes the effective 
setting. 

Going back to figure 1, the structure shown can be redesigned as shown in figure 2 on the next 
page. 
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Figure 2. AD Structure with Sub-level OUs

With this new structure, additional GPOs can be created and applied. For instance, at the Servers 
OU level, computer configuration settings common to all servers can be configured in a GPO and 
applied at that level. At the sublevel OUs, GPOs defining computer configuration settings specific 
to the type of server can be created and applied. The same is true for workstations. In the case of 

Site

Domain

Servers

Workstations

File Servers

Web Servers

Project2

Project1

EndUsers
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the EndUsers OU, a GPO defining the user configuration settings can be created and applied.

Computer Configuration SettingsII.

Computer configuration settings can be considered static settings since once a machine joins a 
domain, the resulting effective settings can only be overridden by similar settings available in the 
User Configuration portion of a GPO or by changing the value in the prevailing GPO. It is 
essential to note that Computer Configuration settings are applied during the boot-up process 
whereas User Configuration settings are applied at log-on. 

Figure 3 shows an OU structure where machines have been grouped and moved to their 
respective OUs. It also shows users members of the EndUsers OU.
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Figure 3. AD Structure with Sub-level OUs and Grouped Members
Each project OU has a different GPO with computer configuration settings defined. The settings 
of each GPO can be configured based on the particular circumstances of the project. A third GPO 
defining common settings across projects can be created and applied at the Workstation level.

Site

Domain

Servers

Workstations

File Servers

Web Servers

Project2

Project1

Fserver1

Fserver2

Wserver1

Wserver2

Wkst1

Wkst2

Wkst3

Wkst4

EndUsers

User1

User2
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User Configuration and Role-based Permission GroupsIII.

The User Configuration section of a GPO defines system behavior, desktop settings, security 
settings, assigned applications, and published applications. The fact that these settings are applied 
at log-on makes possible the use of group policy filtering to augment the granularity of the 
system administration process, thus enhancing security. It also helps minimize the complexity of 
the AD structure by keeping users together under the same OU.

Table 2 shows possible roles that can be used to create different groups (analysts, consultant, 
etc…). In this case, any given user will belong to only one group.

Projects Roles
Analyst Consultant Manager Partner

Project 1 20 5 2 1
Project 2 15 3 1 1
Project 3 50 15 3 2

Table 2. Users per Project and their Career Level.

The next step is to define what settings are going to apply to each group. Since the main 
difference is the software packages required to perform their jobs, the user configuration portion 
of the GPO can be used to specify which software package will be available to each user. Table 3 
depicts this. 

Role Office 
Tools

Development 
Tools

Financial 
Tools

Videoconference/Sharing 
Tools

Analyst X X
Consultant X X
Manager X X X X
Partner X X X X

Table 3. Software Requirements per Career Level.

In this scenario, only two software package combinations are needed. The first GPO will contain 
office and development tools whereas the second one will contain office tools, development 
tools, financial tools, and videoconference/sharing tools. In summary:

GPO A = {Office Tools, Development Tools}
GPO B = {Office Tools, Development Tools, Financial Tools, Videoconference/Sharing 

Tools}

Once the proper settings of each GPO have been configured, the next step is to apply both GPOs 
at the EndUsers OU level and perform group policy filtering. 

Group Policy FilteringIV.



©
 S

A
N

S 
In

st
itu

te
 2

00
0 

- 2
00

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

5,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2000 - 2005                                                                                                                 Author retains full rights.10

Once the two GPOs are created they have to be applied at the EndUsers OU level. Figure 4 shows 
the two GPOs available at the EndUsers OU level. 

Figure 4. Representation of the EndUsers OU - Properties (Group Policy Tab) Window.

The following steps are required to filter GPOs using role-based permission groups:

Right-click GPO_A1.
Choose Properties2.
Click the Security Tab. Figure 5 shows the available groups and permissions.3.
Select the Authenticated Users group and clear Allow Apply Group Policy.4.
Click Add. Either select the analysts group and the consultants group from the list or enter 5.
their names directly using a semicolon to separate them. Close window when finished.
Select the analyst group and mark Allow Apply Group Policy. Allow Read should be 6.
marked by default. Do the same with the Consultants group.
Repeat steps 1 through 6 using GPO_B, which has to be applied to the Managers and 7.
Partner groups only.

.

General Managed By Object Security Group Policy

EndUsers Properties

New Add… Edit Up

Options Delete Properties Down

Current Group Policy Object Links for EndUsers

Block Policy Inheritance

OK Cancel Apply

GPO_A
GPO_B
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Figure 5. Representation of the GPO_A – Properties (Security Tab) Window

By performing the previous steps, the following is accomplished:

Every user has the potential to belong to the Authenticated Users group. Denying Apply 1.
Group Policy ensures that all users except those included in the desired groups will not get 
the GPO. 
Explicitly allowing Apply Group Policy to desired groups ensures that only users belonging 2.
to these groups will get the settings from the GPO. In the case of GPO_A, only users 
belonging to the Analysts and Consultants groups get the settings from the policy. GPO_B is 
only applied to users belonging to the Managers and Partner groups.

3. Once these steps are performed, any user belonging to the defined groups will have available 
the corresponding software.

General Links Security

GPO_A Properties

Authenticated Users
Analysts
Consultants
Domain Admins Remove

Add…

Advanced…

OK Cance  l Apply

Full Control
Read
Write
Create All Child Objects
Delete All Child Objects
Apply Group Policy

Permissions: Allow Deny

Name
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VII. Conclusion

Active Directory, Group Policy Objects, Organizational Units, and the ability to filter GPOs are 
new features that provide system administrators a better and more efficient mechanism to 
administer and maintain Windows 2000 environments. There is an increased overhead associated 
with the planning and designing of the environment. But once implemented, the amount of time
required to perform common administrative tasks is significantly reduced while providing a more 
granular control over objects and their permissions. The end result is an increased level of 
security by taking the “Least Privilege” principle a step further.
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