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Abstract

Nowadays network security administrators are faced with increasingly complicated and
heterogeneous security products. The need for a centralised management system for
these products is also increasing. This paper aims to test and evaluate one of these
management systems, Cisco Secure Policy Manager (CSPM) in managing a Cisco PIX
firewall. Benefits of this product are discussed, including its easy -to-use user interface,
its ability to use policies to manage up to 500 security devices and its notification and
reporting functions. The scope of the test includes the following:

= Installation of the hardware and software;

» Creation of network topology in CSPM,;

» Configuration and implementation of specific security policies;

» Configuration of Cisco PIX firewall using CSPM and

* Maintenance of the CSPM.

The test results show that CSPM is quite s imple to set up in general. It also provides a
good tool for documentation of security policies. However its inaccuracies in
configuring the Cisco PIX firewall and the unsatisfactory backup and restoration process

lead to a conclusion that CSPM is only s uitable when the security administrator, with
sufficient knowledge in PIX firewall, is required to manage multiple firewalls. It is

recommended that further investigations should be conducted on the PIX configuration

function, the reporting function and t he restoration function of this software.
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1. INTRODUCTION

With the increasing threats of disruption, theft and damage to information assets,
network security has become an especially hot topic. According to a N ovember 2001
report by market researcher Gartner Inc.

The tragic events of 11 September have altered the landscape of the

security software market as enterprises re -prioritize security

initiatives, moving them from the IT wish list to the list of IT ‘must

haves’.!
The security initiatives have caused the increase in the variety and numbers of network
security products in the market. Accompanying the increased supply of network security
products is the complexity of managing these products. Network securi ty administrators
are challenged with the need to grasp the knowledge of new emerging security
technology, to deploy the new technologies and to streamline the management of all
these technologies. While a number of network management tools exist to manag e a
variety of network devices, the market for centralized security management tools is still
emerging, according to Sidel®. Sidel further explained that the security management
products in the existing market are not engineered to centrally monitor and ¢ ontrol
heterogeneous third -party security devices.

This paper evaluates one of these centralized security management tools by Cisco
Systems Inc. — Cisco Secure Policy Manager (CSPM). It was designed to provide “a
scalable, policy-based security mana gement system for Cisco Systems firewalls, IP
Security (IPSec) virtual private network (VPN) routers, and Intrusion Detection System
(IDS) sensors.” > While CSPM can be used to manage various Cisco network devices,
the focus of this paper will be on using CSPM to manage Cisco PIX firewalls.

1.1.Purpose of Information Security Management

As information and knowledge becomes more valuable in business nowadays, the
importance of protecting a company’s knowledge assets has also increased dramatically.
A company should establish and maintain a security system that ensures confidentiality,
integrity and availability4. As a security management system, CSPM uses the access
control model® to achieve the three goals. The access control model uses a set of rules
that specifies which subject can perform which operations on which objects. This model

ensures:
= Confidentiality — unauthorized persons cannot access private information;
* Integrity — information cannot be changed by intentional or accidental
unauthorized changes;

» Availability — authorized use of information cannot be disrupted.

! Flash, C. “Security Product of the Year 2001”

2Sidel, S. “Centralised Management”

3 Cisco Systems Inc. “Data Sheet - Cisco Secure Policy Manager 2.3”

45 Harold, F. T. & Krause, M. “Handbook of Information Security Management”
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2. WHAT IS CISCO SECURE POLICY MANAGER

Cisco Secure Policy Manager, also known as CSPM, is a centralised management
system for Cisco firewalls, Virtual Private Network (VPN) gateways and intrusion
Detection System (IDS) sensors. It can be used to document a network topology and
define policies associated with the devices in the topology. These policies can then be
converted into Cisco device configurations and applied to the Cisco devices. It also
provides a graphical user interface to define the topology and the policies.

2.1.Benefits of using CSPM

Some of the benefits of using CSPM to manage Cisco PIX firewalls include:

v Cisco firewall management — defines perimeter security policie s for
Cisco Secure PIX Firewalls;,

»  Security policy management — uses network-wide policies to manage
up to 500 Cisco security devices without requiring extensive device
knowledge and dependency on the command -line interface (CLI);

»  Notification and reporting system - provides auditing tools to
monitor, alert, and report Cisco security device and policy activity,
keeping network administrators readily informed of network -wide
events;

»  Windows NT-based %vystem — provides an easy-to-use, Windows-
based user interface.

One of the steps involved in setting up a security system is to determine what needs to be
protected, i.e. the objects and the subjects in the access control model. The core function
of CSPM is to assist in defining the objects to be protected, the subject to perform
certain operations on the objects and the type of operations. The objects and the
subjects are defined in “network topology” "in CSPM. The set of rules is determined
by “security policies” 8 in CSPM.

3. TEST DRIVE

The scope of this test is to evaluate the management of Cisco Secure PIX firewall with
CSPM. The functions to be evaluated include:

1. Installation and Configuration

2. Report Generation

3. Maintenance
Due to limited time and resources, the functions were only tested with two Cisco Secure
PIX firewalls with the failover feature. Hence the efficiency of using CSPM to manage
multiple firewalls has not been fully investigated. The notification function of CSPM is
also not included in this test.

6 Cisco Systems Inc. “Data Sheet - Cisco Secute Policy Manager 2.3”
7 Cisco Systems Inc. “Cisco Secure Policy Manage r Administrator’s Guide: Network Topology Definition”
8 Cisco Systems Inc. “Cisco Secure Policy Manage r Administrator’s Guide: Policy Developm  entand Enforcement”
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The test involves setting up CSPM versi on 2.3 2f on a Windows NT server. Figure 1
shows the network that has been set up for this test purpose. The topology included the
following items:

= one Windows NT server with CSPM software;

= two Cisco Secure PIX 525 firewalls with the failover feature;

= one Cisco 1603 router to connect to ISP;

= one Cisco 2924 switch for connecting all the devices;

= one web server and

= four personal computers.

—lil ﬂ
User3

User4

Cisco 1600 Router
Outside / Internet LAN

A

Stateful
bmMz Failover

Cisco PIX 525 Firewalls

Internal Network

CSPM Server
User 1 User 2

Figure 1. Test Environment Network Diagram

Three VLANS were created on the Cisco 2924 swi tch for the “Outside LAN”, “Internal
Network” and DMZ shown above.

The policies used in this test included the following:
1. Allow various devices from the Internet to only browse the content of the web
server using HTTP;
2. Only allow the web server to use HTT P and HTTPS to browse the content of
devices in the Internet;

3. Only allow various devices from the Internal Network to use the web server as a
proxy server to perform web browsing.

The duration of the test was for a total of two weeks.

3.1.Installation

The following are the basic hardware and software requirements for installation of
CSPM version 2.3.2f:

© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.



Hardware Requirement
* 600 MHz Pentium II Processor (or 400 MHz for CSPM GUI only);
= 256 MB of RAM memory (or 96MB for CSPM GUI only);
» 8 GB free hard drive spac e (or 2GB for CSPM GUI only);
* 10 Mbps network interface card;
= 1024x768 video adapter card capable of at least 256K colour;
* CD-ROM drive (preferably Autorun -enabled);
* Modem (optional for pager notifications);
=  Mouse;
*  SVGA colour monitor.
Software Requirement
= Service Pack 6a for Windows NT;
= Microsoft Internet Explorer 5.5;
= HTML Help 1.32 Update;
*  Microsoft XML Parser (MSXML3);
= NTFS file partition;
= TCP/IP protocol stack. °

In this test, CSPM was installed on a HP NetServer with 933MHz, 640MB SDRAM and
18Gb Hard Disk. Windows NT Server software was installed with service Pack 6a and
IE 5.5.

Before installation of the CSPM, the NT server was logged in as Administrator of the
local computer and was configured with an ip address, subnet mask and gateway.

3.2.Configuration

The tasks involved in configuration of CSPM include creation of a network topology
tree and security policies. A topology has to be built before the policies can be built.
There are two options of building the network topology tree:

1. Autodiscovery;

2. Manual.
For this test purpose, the manual option was used to populate the network topology tree.

3.2.1. Definition of devices and network

CSPM uses objects for the definition of networks or devices in the topology tree. There
are five most common types of objects in CSPM:

* Internet — included in the topology by default; used to identify the unknown
network connected via the ISPs and to act as the default gateway from the trusted
network into the ISP’s router;

* Cloud Network — identifies a collection of networ ks of which the devices / hosts
“m interest” will be defined;

» Hosts — identifies a device with specific ip address, subnet mask and default
gateway,

9 Cisco Systems Inc. “Data Sheet - Cisco Secure Policy Manager 2.3”
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» QGateway — identifies network device such as router, firewall or intrusion
detection engine;

= Network Object Group —represents a logical group of objects, which can be used
as the source or destination of network services in a security policy.

In this test, the following items were defined in the network topology tree:
= Internet;
= Internet router as a gateway;
» PIX firewall as a gateway;
= DMZ as a cloud network;
=  Web server as a host;
= Internal Network as a cloud network;
= Userl,2,3and4 as hosts;
= User 1 and User 2 as network object group called web_users.

All of the above items were configured with a name, ip address (or network address) and
subnet mask. Furthermore, the PIX 525 firewall was configured to be a “Managed

Device”. More definitions, such as interface ip address, software version and network

address translation for specific hosts or networks, are required for a ‘Managed Device”.
This definition is vital for the correctness of policy enforcement in CSPM. It determines

logical relationship of different hosts or devices with the firewall or routers. Only the

devices / hosts that are included in the security policy are required to be defined in the
network topology tree.

3.3.Implementation of Security Policy

As this test illustrates a simplified representation of Internet access for a company, the
following three sets of rules were used in order to test the creation, modification and
removal of policies in CSPM and to test the accuracies of CSPM in configuring the PIX
firewall for different policies:

First Rule Set:
1. All users in the Internal Network are allowed to use the web server as a proxy
server to perform internet browsing;
2. Only the web server is allowed to perform web browsing on devices in the

Internet;
3. All devices in the Internet are allowed to browse the web site on the web server
in the DMZ.
Second Rule Set:

1. Only User 1 and User 2 are allowed to use the web server as a proxy server to
perform internet browsing;

2. All users from the Internal Network are allowed to browse the web content in the
web server using HTTP and HTTPS;

3. Only the web server is allowed to browse the web content in all devices in the
Internet using HTTP and HTTPS;

10° Cisco Systems Inc. “Cisco Secure Policy Manager Administrator’s Guide: Netwotk Topology Definition”
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4. Only User 3 and User 4 are allowed to browse the web site on the web server in
the DMZ using HTTPS.

Third Rule Set:
1. Only User 2 is allowed to browse the content of all devices in the internet;
2. Only User 3 is allowed to browse the web content on User 1 PC;
3. Alldevices in the Internet are allowed to browse the content of the web site on the
web server using HTTP and HTTPS.

Before converting the rules above into security policies in CSPM, the rules were
translated into the following table, which contained details of Transport Layer and
Network Layer information in the OSI model:

Source Source Translated | Destination | Destination | Translated | Comment
Address | Port Source Address Port Destination
Address Address

3.3.1. Definition o f services

After the traffic details of the rules are determined, “network services” T heed to be
determined in CSPM. A network service consists of the type of protocol (e.g. TCP,
UDP) and the particular feature of the protocol (e.g. port number for TCP). A few
services can be grouped together into “network service bundles” which provide a
shortcut method for referencing a group of common services (such as web and mail
services) without having to create individual rule for individual service. In this te st, a
network service, called “proxy service”, was created to reference TCP port 8080.

3.3.2. Development of Policy Components

When implementing policies on Cisco PIX firewalls, CSPM uses the logic of "deny all
traffic" except the traffic defined in the security policy. In defining the security policy, it
uses if-then-else logic framework. Following is the summary of the policies created by
the first rule set defined above:
1. If sourceis Internal Network

and destination is web server

and service is proxy_service

then permit

2. If source is web server
and destination is Internet
and service is http
then permit

3. If source is Internet
and destination is web server
and service is http
then per mit

11 Cisco Systems Inc. “Cisco Secute Policy Manager Administrato
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The content of the security policies in CSPM were then changed to test the other two
rule sets described earlier.

3.4.Configuration of PIX firewalls

Before CSPM can be used to manage PIX firewall, the PIX firewall is required to have
basic configuration, such as ip addresses for the interfaces and routing inform ation.
Once the security policies in CSPM are saved and updated, CSPM will translate the
policies into PIX specific commands and “push” the commands to the PIX firewall

3.5.Report Generation

CSPM provides certain report templates to allow administrator to gather traffic statistics
on the PIX firewall. This feature was tested by generating reports on most frequently
accessed web sites in the thirty minutes prior to the generation of the report.

3.6.Maintenance

As the core of CSPM is a database that contains t he configuration data and audit records,
a major part of maintaining this software is the operation of performing backup and
recovery. Cisco recommends that the Policy Database should be backed up whenever a
major change to the CSPM configuration is perf ormed'?. The backup task is GUI -driven
and takes approximately three minutes to perform. The recovery task is performed from
the command line. The command will convert the primary Policy Database to a backed -
up version of the same database on the primary Policy Database server '>. During the
period of the test, the procedures of backup and recovery were undertaken three times.

4. EVALUATION RESULTS

As more security threats emerge, the complexity in securing a network has also
increased. It is often difficu It enough for IT professionals to convince management to
purchase security products. It is even more difficult to purchase the right tool so that the
tool yields cost effective benefits. In order to measure the effectiveness of the CSPM
software, the foll owing criteria have been considered:

»  Complexity;

= Usability;

= Security;

»  Suitability.

Avolio mentioned that “security and complexity are often inversely proportional”. '* He
also mentioned that “the more cryptic the instructions and procedures, the more room for
misunderstanding and misapplication.” When the software is too complicated to deploy,
mistakes are more likely to be created and users get frustrated in learning and correcting

12 Cisco Systems Inc. “Cisco Secure Policy Manager Administrator’s Guide: System Configuration and Maintenance”
13 Cisco Systems Inc. “Cisco Secure Policy Manager Administrator’s Guide: System Configuration an d Maintenance”
14 Avolio, F. M. “ Best Practices in Network Security”
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the mistakes. This may lead to users not implementing the tool correctly . It is often
dangerous to have a false sense of security - companies believe that they have the tool in
place to perform the protection but the tool is actually not performing as it should be,
due to the difficulty in deployment. Hence a good security m anagement tool should be
simple and easy to use.

When a security management system is compromised, it could also mean that the
security devices managed by this system are all affected. The negative effect can be
traumatic.  Therefore one of the important aspects under consideration is the
vulnerability level of CSPM.

Finally, each security management system has certain features that may fit the security
objective of a company more than the other systems. When the security administrator
selects a product, the decision criterion is often based on the specifications provided by
the vendor. Hence this paper has used this test to verify the benefits documented by
Cisco Systems Inc. (outlined in earlier sections).

4.1.Complexity

Using security management softwar e involves deployment and maintenance of the
software. The following sections describe the evaluation of complexity in deployment
and maintenance of the CSPM.

4.1.1.Deployment

This software is a good starting tool for users who do not have experience in managi ng
Cisco PIX firewall. The tasks involved in configuring the topology and the policy are
quite straightforward. Cisco has equipped users with detailed manuals and examples on
setting up CSPM to be used with the various Cisco devices. Italso “translate s” all the
“if-then-else” rules from the GUI -interface into PIX commands. Hence enforcement of
the security policy on the PIX firewall does not totally rely on technical skills of the
administrator of the firewall.

However, there are a few limitations of using CSPM to configure the PIX firewall
automatically. The results of the test shows that CSPM tends to miss some
configurations required to enable the firewall to allow certain traffic. The tester often had
to go through the command line configuration to verify the entries created by CSPM.
This increased the complexity of troubleshooting.

CSPM provides options to enter commands manually through the GUI interface so that
these commands can be added to the PIX firewall after CSPM has generated the
commands from the policy defined. The test results show that a lot of network address
translation commands have to be entered manually to rectify the problems mentioned
above.
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4.1.2. Maintenance

During the set up of the server for this test, the server was parti tioned in two logical
drives: C and D. C drive was configured to have 4 GB of disk space and D drive was
configured to have 14 GB of disk space. When CSPM was first installed on the server, it
was installed on the C drive. After the implementation of CS PM, a few changes were
made to the security policies, resulting in the software becoming unstable and Dr.
Watson errors being frequently created. This problem was later rectified by re -installing
CSPM on D drive. This seems to indicate that CSPM does requ ire a lot of hard disk
space although the security policy used in this test was a more simplified policy as
compared to a real world scenario.

This paper has tested one of the major tasks in maintaining the software — performing
backup and restoration of the CSPM Database. During this test, three backups were
performed. The first two restorations were performed very smoothly and very quickly.
Unfortunately the third one caused the software to be totally non -functional. Re-
installation of the software was performed after the third restoration. However, un -
installation of the software caused the content of the whole D drive to be erased. This
problem was not encountered during the firstun -installation of the software.

It was found that an easier w ay to keep a copy of the configuration is to use the function
of “exporting and importing configuration files” in CSPM. This function enables users
to “export a copy of the view of the GUI client to a location that the user specifies”.
The disadvantage of using the “export and import” function is that the copy of
configuration exported “does not contain a history of traffic that has occurred across the
network or any reports that have been generated regarding the status and use of the
network.”'® The benefit of using the export function is that it keeps a copy of the current
topologies and policies created. If there is a problem with the software and with the
process of restoring the database from the backup copy, the software can be re -installed
and the copy of the configuration can be imported into the newly installed software.

15

4.2. Usability

As mentioned above, Cisco has equipped users with detailed on -line manuals and
examples to use this software. The GUI terface provides good, plain information
about the details of security rules and the topologies set up. This allows users with no or
little experience on PIX firewall to understand what rules are currently configured on the
firewall. However, details of the security rules can only be printed one rule at a time.
There is no easy way to print out all the rules. Hence users cannot use CSPM to generate
an automatic report on all the existing rules.

The report function of CSPM provides some basic traffic statistics on the PIX firewall.
However the report template cannot be tailor -made to obtain further details, such as
traffic involving a specific TCP port.

15 Cisco Systems Inc. “Cisco Secure Policy Manager Administrator’s Guide: System Con figuration and Maintenance”

16 Cisco Systems Inc. “Cisco Secure Policy Manager Administrator’s Guide:  system Configuration and Maintenance”
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As compared to the task of configuration, the process of backup maintenance was found
to be trickier as the same process has shown to produce di fferent results. This process
should definitely be tested and proved to be stable before the software is introduced into
the environment.

4.3. Security

CSPM uses TCP port 1467, named “PIX Secure Telnet” 17, to manage the Cisco PIX
firewall. In this test, the PIX firewall has been configured to allow telnet traffic from
two hosts using the command:

telnet <host ip address> <interface name>.

Only one of the hosts had CSPM installed. When the test was performed, the
preliminary understanding of the tester wa s that TCP port 23 and TCP port 1467 were
allowed to be used by the CSPM server to connect to the firewall but the server without
CSPM configured can only use TCP port 23 to connect to the firewall. The test result
indicated that the non-CSPM server could actually use both TCP port 23 and TCP port
1467 to connect to the PIX firewall. Furthermore, when a password was configured on
the firewall and TCP port 23 was used to connect to the firewall, the PIX firewall
required authentication information to be e ntered. However no authentication
information was required to connect to the firewall via TCP port 1467. This increases

the risk of the PIX firewall being compromised when unauthorized users are using TCP
port 1467.

During observation of the actual con figuration commands generated by CSPM in this
test, it shows that certain unnecessary rules have been created on the PIX firewall by
CSPM. These rules include allowing icmp unreachable and icmp echo -reply on all
interfaces. This increases the security ri sks as the icmp messages can provide hackers or
unauthorized users information about the infrastructure, which can be used for exploiting
the infrastructure.

4.4.Suitability

Although the documentation provided by Cisco Systems Inc. specifies that “extensive
device knowledge and dependency on the command -line interface (CLI)”'® are not
required, the test results indicated otherwise. As the test results show, there are still
flaws in the way CSPM configures the PIX firewall. Users without sufficient knowledge
of PIX firewall will find it difficult to troubleshoot the rules. Hence it is believed that
the benefit of efficiency in implementation of security policy can only be achieved if
there is a requirement for managing numerous PIX firewalls and if the administ rator has
average knowledge of configuring PIX firewalls.

When there is a requirement for managing numerous PIX firewalls, the GUI -interface of
CSPM also provides a centralized and easier documentation of the rules implemented on
all the PIX firewalls. The reporting feature of the software provides the administrator

17 Cisco Systems Inc. “Cisco Secure Policy Manager Administrator’s Guide: Network Topology Definition”
18 Cisco Systems Inc. “Data Sheet - Cisco Secure Policy Manager 2.3”
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with statistics of the traffic traversing the PIX firewall. However, the feature does not
provide flexibility in customising the report to specific traffic analysis.

Another limitation of this software is the incompatibility with non -Cisco products.
Hence it is only suitable for a company with major investment in Cisco security
products.

5. CONCLUSION

With the complexity and the varieties of the security products nowadays, security
administrator needs a centralised management system that is easy to use and provides a
focal point of management. Cisco Secure Policy Manager was designed to provide such
benefits. Its GUI -interface allows the users to focus more on identifying the systems to
be protected and developing the high -level security policies without having to worry too
much about converting the policies into configurations of the security devices. Because
the security policies are defined in plain English, it assists the users in documen ting and
reviewing rules that have been implemented. The reporting features also allow users to
have ready-made reports on traffic statistics. The major limitations of CSPM seem to lie
in the technical aspects. These limitations include the following:

» The software is inaccurate in configuring the PIX firewall;

= The software is unstable in the backup and restoration process;

=  The software induces unnecessary rules on the PIX firewall, which can increase

security risks.

These limitations have hugely reduced the benefits of the software. If CSPM is the
remote-control device for the PIX firewall, this remote -control device can only provide
basic control of the devices and is good to “kick -start” all the devices if there are
numerous Cisco devices. However, to fully control the firewall, a lot of “manual” effort
is still required before the device can function properly.

It is believed that CSPM will benefit the security administrator most in the following
scenarios:
= The network environment consists of many Cis co devices;
» The security administrator has sufficient knowledge of the PIX firewall and is
required to manage several Cisco PIX firewalls in a short time frame;
» The network environment does not have any other management tools that are
compatible with Cisco devices;
» The security administrator requires some “off -the-shell” product to provide basic
documentations about the network security environment, such as the security
policies implemented on the network devices and Internet traffic statistics.

It is recommended that further investigation should be conducted to determine the
limitations of using CSPM to configure the PIX firewall. The notification and reporting
functions of the CSPM should be further explored to ensure that the administrator can
take full advantage of these functions. Finally, a backup plan should also be
documented and tested to ensure that the Policy Database can be restored.

12
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Glossary

CSPM Cisco Secure Policy Manager
LAN Local Area Network
VLAN Virtual Area Network
DMZ Demilitarized Zone
GB GigaByte
GUI Graphical User Interface
HTTP HyperText Transfer Protocol
HTTPS HyperText Transfer Protocol Secure (over Secure

Socket Layer)
TCP Transmission Control Protocol
UDP User Datagram Protocol
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