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Remote Access Security and RADIUS

Introduction

There is an ever-increasing demand for mobile computing. As businesses increase their
investment and utilization of remote access products and capabilities, they must also increase their
investment in remote access security. This demand is, in part, fuelled by such things as new
developments in high-speed data communications, advances in wireless computing, advances in
portable computing devices, and an increased demand for instant access to information.

“According to US-based researcher Forrester, there are more than 25 million professional staff
working away from their offices in the US, and a sizable proportion of these workers access
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corporate networks via modems”.

Remote Access Security a Challenge

Remote access provides some unique security challenges that network administrators might
not normally encounter in a typical LAN environment. Firewalls and passwords generally protect
local area networks. Security guards, surveillance systems, locked doors, and passwords protect the
equipment that comprises the LAN. The same cannot necessarily be said for remote computing
devices. Remote computing creates a threat to network security, which must be addressed by
network administrators. Because no physical security (such as keys, ID badges, or security guards)
are in place to ensure the user who is dialing in is who they claim to be, accurate authentication is
vitally important!

Network administrators must always remember that when they hand out a remote-
computing device or enable an account for remote access, they are essentially handing out keys to
the building. Security breeches such as a stolen or lost machine, ‘sniffing’ on the phone lines, or
easily guessed passwords compromise network security.

RADIUS

Radius (Remote Access Dial In User Service) is an Internet security protocol originally
developed by Livingston Enterprises. It is defined in RFC 2138 and RFC 2139 (RFC 2138 deals
with the authentication aspect of RADIUS and RFC 2139 deals with the accounting component of
RADIUS). Some key aspects of RADIUS which have led to its success are as follows:

- open protocol

- based on client/server model

- supports many authentication mechanisms

- encrypted transactions between client and server
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- centralized authentication
- interoperability with other protocols

RADIUS is an open protocol, which means that the source code is freely available. This allows
RADIUS to be tailored to suit the particular needs of a particular environment. Shiva Access
Manager (Intel/Shiva’s RADIUS implementation), for example, has many customized features
which give it a richer feature set when interacting with other Intel/Shiva devices as opposed to other
network access servers.

RADIUS is based on a client/server model. The remote machine acts as the client with the
RADIUS server at the other end handling authentication.

RADIUS also supports many authentication methods. This is tied to (in part) the fact that
RADIUS is an open protocol. A RADIUS server can authenticate a user based on its own internal
username/password list or it can act as a client to authenticate the user based on various other
authentication systems (such as UNIX, NT, NetWare, DCE, et cetera). RADIUS servers can also
act as clients to other RADIUS servers. This is particularly useful in situations where a company
wishes to outsource its remote access capability but still wants control over security. An ISP’s
RADIUS server can act as a client to the particular company’s RADIUS server. This way, the
company still has control over the security while the ISP handles the management of the remote
access services.

Transactions between the client and the RADIUS server can be encrypted which further
adds to the integrity of the system. Various authentication methods are used depending on the
particular vendor (again, the flexibility of the open protocol is evident). PAP (password
authentication protocol) can be used but protocols such as CHAP (challenge handshake
authentication protocol) or proprietary encryption methods such as Intel/Shiva’s SPAP are more
secure as the password is encrypted as it travels from the client to the RADIUS server. This thwarts
anyone who is watching packets flow over the line.

Radius is also able to interact with other authentication protocols such as TACACS,
TACACS+H, and Cisco Systems’ XTACACS.

How RADIUS Works

RADIUS is based on the UDP (user datagram protocol). The two well-known port numbers
that are involved in RADIUS are UDP 1645 (for authentication) and UDP 1646 (for accounting).
The RADIUS server itself generally runs on either a UNIX or an NT machine.

A user will make a connection to some sort of remote access server (RAS — also sometimes
referred to as a network access server or NAS). This connection is often a dial-up connection but
may also be an ‘always-on’ connection via a cable-modem or DSL line. The RAS may also be
some sort of VPN device. The user sends the username and password to the RAS, which in turn
passes this information to the RADIUS server for authentication. The RADIUS server will return
either a PASS or a FAIL to the user via the RAS.
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The RADIUS server can authenticate the user based on an internal username/password list
or it may elect to act as a client (via a proxy) to another type of authentication such as NT,
NetWare, UNIX, et cetera. The RADIUS protocol is very rich in features and the success or failure
of a user’s login attempt may also depend on such things as which NAS the request comes from,
time of day, day of week, the number that the user is calling from.

If the RADIUS user allows the user to login, then it also may place restrictions on the type
of transactions that the user is able to perform.

Two-Factor Authentication

Two-factor authentication further strengthens remote access security. Two-factor
authentication is based on something you possess and something that you know. An example of
this would be your bank account. You can make a withdrawal at the branch if they know who you
are. If you are making a withdrawal remotely (from a bank machine) then the bank needs to
accurately obtain your identity. They do this by providing you with a bank card to access your
account (something that you have) and also with a number or a PIN (something that you know).
Only with these two factors together can you access your account. This is essentially how two-
factor authentication works. It combines the use of a token and a password. Traditionally, this
token has been a hardware device, but now some vendors are using software-based tokens.

With two-factor authentication, the user is required to send some sort of time-dependant
password. Sometimes this is a response based on a challenge from a server (the server sends out a
challenge and the client generates a response (via the token) based on a hashing. Sometimes the
user will possess a token with a code which changes regularly — this code is in sync with a code on
the server. Security Dynamics is a big player in this field with their ACE Server.

A Final Word

Tools such as RADIUS and two-factor authentication methods do improve remote
computing security, but they are not totally bulletproof. As a network administrator, the first step
to protecting your company against a breech through your remote access system is to have control
on which employees have remote access capability. Good security begins with policy.
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