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Abstract

" 0S| Defense in Depth to Increase Application Security” explains how enterprise gpplications
are a risk and sets forth one goproach by which Information Technology (IT) managers can
mitigate these risks. In the OSl model gpproach, security is addressed at each layer of the OS|
model, shown below. By comparing in depth the OSl model with the concept of Application
Security by Defense, IT managers better understand that securing enterprise goplicaion is more
than authentication, encryption, OS hardening, etc. At each level of the OSI model there are
security vulnerabilities and, therefore, security prevention measures tha can betaken to ensure
that enterprise goplications are protected. Importantly, the cgpability IT maenagers have to
mitigate risks decresses at the higher OSI model layers.

Figure: OSI Pyramid

APPLICATION
LAYER

Worms, Viruses

SESSION/PRESENTATION
LAYERS

Personal Information Retrieval,
RPC and NetBIOS attacks

ADMINISTRATION

RISK CAPABILITIES

NETWORK/TRANSPORT
LAYERS
Unauthorized Access, Endpoint Identity Theft, SYN Flood

DATA LAYER
ARPspoofing, MAC Flooding, Spanning Tree Attack

PHYSICAL LAYER
Inadequate Power, Unfettered Access, Open Wall Ports, Floods

1

© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



SANS Security Essentials GSEC Practical Assignment v1.4b
OS Defensein Depth to Increase Application Security

One reason IT managers have less power to protect goplications at the higher OSl layers is that at
these higher layers, developers have much more influence over security measures. However,
security messures are possibleat every OSl layer. Addressing security threds a every layer
reduces the risk of entermprise goplication compromise or Denial of Service. Examples of
vulnerabilities and solutions & each layer provide abetter understanding of the topics presented.

The OSl Physical layer represents physical application security, which includes access control,
power, fire, water, and backups. Many of the threats to security a the Physical layer cause a
Denial of Service (DoS) of the enterprise gpplication, making the gpplication unavailable to
enterprise users.

The Data, or Data Link, layer of the OSI model encompasses switch security topics such as ARP
spoofing, MA C flooding and spanning tree atacks. Simple configuraion changes to the network
switch can help protect enterprise goplications from Data layer attacks.

The Network and Transport layers of the OSl model are where the most common security
precautions take place — this layer is where routers and firewalls are implemented. Threas tha
occur at this level are unauthorized retrieval of endpoint identity, unauthorized acoess tointemal
systems, SYN flood atacks and “ping of death.” Implementing Network Address Translation,
Access Control Lists, and firewall technologies mitigates these risks.

The Session and Presentation layers are the lower layers of the Applicaion S of the OSl model.
At these layers the IT manager’s ability to mitigate application security risk beginsto diminish as
developers take abigger role in protecting gpplications. IT managers can prevent unauthorized
login/password accesses and unauthorized data accesses, which are common attacks at these
layers, by using encryption and authentication methods.

The Application layer is the final layer of the Application Set and the OSI model. M any security
protection methods are the responsibility of the programmer at this layer. Backdoor atacks occur
at this level and it is the programmer’ s responsibility to close thosedoors. IT menagers can use
access control methods described to assist in preventing backdoor atacks; also, IT managers can
set up tools such as virus scanners, Weblnspect, and intrusion detection devices to help prevent
compromise of enterprise applicaions.

This pgper presents some ideas on how to better protect enterprise goplications. Implementing
security at each and every layer of the OSl model cannot prevent any and all unauthorized access
to enterprise gpplications. The more layers that are protected, the lower the probability an
intruder will access valuable information. Each IT manager must determine how cost-effective
network protective measures are.
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| ntroduction

Many Information Technology (I T) managers believe goplication security requires merely
installing a perimeter firewall, or taking a few configuration measuresto prevent goplications or
operating systems from being atacked. This is a dangerous fallacy. Insteed, gpplication security
can be likened to a Tootsie Pop® in that it is hard on the outside but soft and chewy on the inside.
Firewalls and router access filters, though important security measures, cannot by themselves
protect an enterprise from attacks on application security. Based on statistics from Cisco
Systems, the idea that most atacks come fromthe Intemet is aserious misconception.

Figure 1: Attack Vulner ability ™
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Asdepicted in Figure 1 above, enterprises are 100% vulnerable to inside atacks; in addition,
Cisoo’s statistics show enterprises are 65-75 % vulnerable to atack from outsiders.' Insider
exploitation can originae fromlocal networks, local systems, and/or malicious code. These
attacks may be accidental or malicious, and they can come from employees, visitors, or
contractors.

In gpproaching an effective gpplication security scheme, the first question that should be
addressad is: what is asecurity breach or threat? A security breach occurs when a compromise or
denial of service (DoS) takes place dueto an accidental or malicious exploit of vulnerability .
Attacks may occur when outsiders gain access to the intemal network viathe exemal access
points or remote dial-in; when insiders gain unauthorized access to network devices or systens;
or when malicious code in the form of avirus or a worm comprises systemintegrity. A security
threa, then, can bethought of as any condition or event that makes asecurity breach more likely.

The foundation for protection and atack of application security has three building blocks:
Confidentiality, Integrity, and Availability (CIA).
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Confidentiality — Making sure no unauthorized visibility of information you are sending
or that ison aserver

Integrity — Assurance the information on the network or server has not been
compromised or altered (beyond reproach)

Availahility — The information can be accessed when required

Mast IT Managers have a working knowledge of the OSI Model. “ The OS (Open Systems
Interconnection) Model is a conceptual model defined by the International Organization for
Standardization (1SO), describing how any combination of devices can be “connected for the
purpose of network communicaion and troubleshooting.”™? Comparing the OSI model’s layers
tothe levels of goplication security will shed light on gpplication vulnerabilities. This paper
illustrates examples of security breaches and possible solutions a each OSI layer to provide a
better understanding of how this affects gpplication security. The OSI model is ahierarchical
functional representation consisting of seven layers, with the A pplicaion layer at the top and the
Physical layer at the bottom (see Figure 2).

Figure 2: OSI Model as It Relates to Security
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Layer 1 (Physical Security)

The Physical layer of the OSI model is responsible for converting datapackets fromthe Data
Link layer (Layer 2) into electrical signals. The Physical layer consists of the actual physical
connections to and within the network, including wiring, devices used to connect the NIC to the
wiring, thesignaling involved in transmitting and receiving data, and the ability to detect
signaling errors on the network media. The OSI Physical layer comprises the enterprise’s
physical and site security concerns, which includes all these aspects:

Access Control
Power
Environment
Smoke & Fire
Water
Backups

Access control is in place when only authorized personnel are allowed physical accessto
computers and the network. This concept includes permitting only authorized personnel to
possess logins and passwords and closing unmanaged wall ports which, if open, could provide
unauthorized persons access to the enterprise network. A n unauthorized person need only
connect a lgptop with Sniffer software to an open wall port to obtain proprietary information,
including trade secrets and customer data, or gain access to mission-critical gpplications. This is
why mission critical systems should be kept behind locked doors to prevent access. Physical
security also involves keeping hardware (particularly laptop computers) from being stolen.
Closing open ports, locking doors, using surveillance monitors, restricting access to critical
servers, and using strong passwords can prevert many common atacks.

While unauthorized users are an obvious security threat, anything that can cause adenial of
service (DoS) must be considered an additional threa. That is why the loss of electric power is
considered avulnerability. Hardware failures are much more likely in systems subjected to
power loss or power spikes. Without regular backups, disk drive failure can cause data loss, or at
least a DoS. An uninterruptible power supply (UPS) or surge protector can help prevent such
losses & minimal cost. A managed UPS requires its own security, because an unauthorized
person who gains access to it using remote management tools can shut down atached systerrs.

Environmental issues & the Physical layer include fire, smoke, water, food, and drinks; dl are
physical security threats that can cause a DoS incident. Poor control over environmental factors
such astemperaure, humidity, dust, and ventilation can cause frequent failures, lower M ean
Time Between Failure (M TBF) and DoS. Use of climate-controlled rooms with proper dust
filters and ventilation can significantly reduce the incidence of hardware failure. Smoke and fire
damegeto systens can be mitigated or avoided with gppropriate fire extinguishers and
autometed fire suppression systens installed in rooms containing mission-critical applications.
Proper sensors, if installed, can also help to minimize water damege. Finally, food and drink
should be prohibited in rooms containing mission critical hardware, to lower the risk of spills.
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When applicaions and/or operating systens have been compromised, lacking backups can have
devastating results. Backups should be tested on a regular basis to assuretheir integrity. Ideally,
backup mediashould be taken off-site and stored in an environmentally controlled space so they
aresafer, readily available in case of catastropheat the enterprise computing site.

Layer 2 (Switch Security)

OSl Layer 2, the DaaLink layer, is primarily concerned with physical addressing, line
discipline, nework topology, error notification, ordered delivery of frames, and flow control.
Devices such as switches and bridges work at this level. Security threats that may occur a this
level arethe following:

Gratuitous A RPs or A RPspoof
MA Cflooding
Spanning tree atack

Gratuitous A RPs/A RP spoofing can be used to maliciously take over a machine’s I P address.
ARPspoofing istargeted to fool aswitch into forwarding packets to adevice in adifferent
VLAN by sending A RP packets containing gppropriately forged identities. The security
vulnerability occurs at the lower layer but affects upper level security without the upper layer
knowing about it. Figure 3, below, depicts a malicious user attempting to gain access to traffic
fromHost X and Y.

Figure 3 ARP Spoofing 1
1.2.3.0/24

|

Router/ Switch
Host X | | |

1
To gain control of the data flow, Host Z sends gratuitous ARP replies, telling all
the netw ork devices that he is 1.2.3.1 (router/switch) and sending his MAC
address. Since ARP replies are broadcast, all hosts on the same Layer 2 subnet
see and accept the gratuitous ARP. If Host Z is more persistent than the actual
router/switch in asserting its identity, Host X and Y will believe that Host Z is the
router/switch. Host Z has effectively inserted himself as a man in the middle (MiM
attack), and Hosts X and Y will send Host Z their IP traffic. &

To prevent these atacks, some switches and routers can be configured to ignore gratuitous
ARPs. Cisco switches offer Edge VLA N segregation (Private VLA NS) and A RP inspection to
mitigate this threat.
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MA C Flooding occurs when the hardware-learning table of aswitch reaches cagpacity and floods
onto the VLAN. Many tables reach max mum capacity at 131,052 MA C entries? A malicious
user can sniff (Dsniff) the flooded traffic to obtain network information such as passwords. Some
switches, i.e., Cisco switches, have aport option that prevents such flooding:

set port security 3/21 enable age 10 maximum 5 violation restrict

The “restrict” parameter will fail under aload and causetheport to shutdown. The Dsniff
(macof) utility can generate “ 155,000” ! MA C entries and therefore cause M A C flooding.

Spanning tree atacks occur when an attacker’s computer inserts itself into adaastreamand
causes a DoSattack. A spanning tree atack begins with aphysical atack by a malicious user
who inserts an unauthorized switch between two existing network switches. The attacker assigns
alower root priority to the invading switch than tha of the master or root switch (M-1), as
depicted in Figure 4 below.

Figure 4: Spanning Tree Attack ™

M-1

>
S-1
Root Priority = 32768
Attacker
Root Priority = 0
S-2

Assigning the lower root priority causes the network connection between Switch 2 (S2) and M-1
to bedropped. The atacker’s switch thereby becomes the root switch, and the atacker gains full
accessto daatransmitted between S-2 and the rest of the network. One-way of mitigating this
problemis configure anetwork’s root switch with Root Priority = 0. (The atacker must have
physical access to the network for this kind of DoS atack to succeed.)

The Data layer security threats discussad in this section are only a few examples of Data layer
vulnerabilities. Other examples not discussed include the following:

802.1Q and ISL tagging attack
Double-encgpsulated 802.1Q/nested VLAN attack
Private VLAN attack

Multicast brute force attack

Random frame stress attack

7

© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



SANS Security Essentials GSEC Practical Assignment v1.4b
OS Defensein Depth to Increase Application Security

The link below can provide further descriptions of the aovethreas: http://www .cisco.com/en/
US/productshw/switches/ps708/products white paper09186a008013159f.shtml

Tunneling and Virtual Private Networks (Figure 5) are also implicated in OS| Layer 2.
Tunneling is amethod using the Internet framework to transfer data from one network to
another. Tunneling encgpsulates packets in a base protocol format within some other protocol
over the Internet. Virtual Private Networks (VPN) encgpsulates packets within an 1P packet.
Virtual Private Networks exist on OS| Layers 2 and 3 and are dependent on wha VPN protocols
are used. OS| Layer 5 also supports a VPN protocol (Figure 5). VPNs work hard to prevent
hackers from gaining access to daa crossing the Intemet.

Figure’5 VPN Connection °
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P " ! Acg e
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"-._|I e Provider (15F)
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S E .
_::::--L

At the Daa layer of the OSI model, Point-to-Roint Tunneling Protocol (PPTP) and Layer Two
Tunneling Protocol (L2TP) are implemented. PPTP is popular because Microsoft was one of the
developers of this protocol and PPTP is used on their OS plaiforms. PPT P supports non-1P
standards but does not support asingle standard that will work across plaforms. L2TP was
creaed by Cisco to improve upon PPTP. L2TP also supports non-IPstandards but includes
Frame Relay, ATM, and Sonet. Like PPTP, L2TP does not support asingle standard. 1Psec VPN
protocol is more popular with less expensive routers and will be discussed further in the next
section. Because the appliances normally used to implement VVPNs are routers and firewalls,
further discussion will occur in thenext section under Layer 3 (Router/Firewall Security).
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L ayers 3-4 (Router/Firewall Security)

Layer 3, otherwise known as the Network layer, and Layer 4, otherwise known as the Transport
layer, are the most common forns of goplication/nework security. In these layers, firewalls and
router A ccess Control Lists (A CLs) can be found. The Network layer of the OSI model is where
routing, layer 3 switching and IPaddressing aredefined. At this layer traffic is passed between
network devices tha arenot on the same segment. At the Transpott layer, data is divided into
packets and then reassenbled a the final destination. Data flow control of and error checking are
also provided at this level.

TCP and UDP occur & the Transport layer. Security threats that occur at these levels include the
following:

Endpoint identification
Unauthorized Intemet access
SYN flood

Ping of death

It’s easy to forget when connecting adevice to the Intemet tha the Internet is also connected to
that device. That is why protecting endpoint identity is of great importance in protecting today’s
applications. IP addressing and subnetting are important methods; mission critical goplications
should also be protected by private IP addressing (RFC 1918).

For exanmple, compare the following “public” IPaddresses to their “ privae” equivalents:

10.0.0.0 - 10.255. 255,255 (10/8 prefix)
172.16.0.0 - 172.31.255.255 (172.16/12 prefix)
192.168.0.0 - 192.168,255.255 (192.168/16 prefix)

Application private addresses are protected via Network Address Translation (NAT), firewdls,
and router A ccess Control Lists (A CLs). Figure 6, below, shows two exanmples of how routers
and firewalls can protect intemal private addresses from Internet intrusion. BExample 1 (red
network connection) shows the intemal systems protected by a router with NAT and ACL.

The fundamental purpose of NAT s to hide private addresses fromthe Intemet. To the rest of the
world it gppears tha there is only one address associated with an enterprise network. NAT
requires tha connections needing to discriminate between private addresses originate fromthe
intemal network. Tha is why networks using NAT usually have systems located in a
demilitarized zone (DM Z) that allow outside clients to establish connections for FTP or Web
services without giving access to the intemal network. Firewalls and routers have NAT
capabilities; these services can be made available to intemal systems by either creating tunnels or
opening ports in firewalls and routers. Open tunnel or port access does open the internal network
to attack and should be carefully considered before being implemented.
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Figure 6: Protecting Inter nd Private Addr esses
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SYN flood and “ ping of death” attacks target the TCP/IPstack. Both of these attacks cause DoS
by causing systens to crash or become unavailable to other connections. SYN flood sends a
large number of TCP connection requests without sending anything else, making systems
unavailable. Pings of death overrun thesize limits of TCP/IPstacks by sending |CM P pings of
65,535 bytes, causing systems to crash or reboot.

Using ACL and firewalls can prevent unauthorized Intemet access. Thereare four types of
ACLs: Standard, Extended, Reflexive and Network Base Access Recognition (NBAR).

Standar d - Uses only the source | P addresses as anetwork filter.
Extended — Uses logical address, protocol field, and port field as network filters.

Reflexive- IP Packet filters based on Session layer information. This filter is used to
allow outbound traffic and limit inbound traffic based on sessions originating fromthe
inside network.

NBAR — Uses Packet Description Language Modules (PDLMS) to filter goplicaions (see
Figure 7 for alist of goplications that can be filtered). By using a PDLM, created by
Cisco Systens, certain goplicaions can be filter via an Access List. Further information
on NBAR can be found a the URL http://www .cisco.comywarp/public/cd/so/neso/
ienesv/cxngnbar_ov.htm

Standard, Extended, Reflexive and NBA R Access Control Lists are all implemented & the
network infrastructure level.
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Figure 7: Applications Filterablewith PDLMs™®

citrix http nntp ssh streamwork
cuseeme imap notes smtp syslog
custom irc novadigm snmp telnet
secure-
exchange kerberos |pcanywhere socks
telnet
fasttrack idap pop3 sqlserver tftp
ftp napster realaudio sqglnet vdolive
gnutella netshos rcmd sunrpc xwindows

Figure 6shows A CLs being used in both Examples 1 and 2. Adding A CLs to the router can
increase security to the intemal network by allowing address, port, protocol, and applicaion
filtering on both inbound and outbound ports.

Outbound filters can be just as important as inbound filters. As mentioned earlier, when an
intemal user is connected to the Intemet, the Intemet is connected to your intemal network.

These connections create vulnerabilities; for example, high bandwidth gpplications such as peer-
to-peer goplicaions (Ngpster, KaZaa, Morpheus, Grokster, etc.) can occupy enough bandwidth

to causea DoSattack.

The most common topology exarmple shows an Internet router connectedto aDMZ. A DMZ is
an areabetween the Internet router and the firewall tha allows public access to systems such as
Web and FTPservers while prohibiting public accessto theprivae intemal nework. Standard,
Extended, and NBARA CLs can all be used to protect the DMZ.

A firewall blocks accessto the intemal network in Example 2 (Figure 6, dbove). A firewall has
three main functions with respect to the intemal network:

Detect

Reject

Protect
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Firewalls are composed of rules tha either allow or deny traffic. If a packet does not meet any of
the “acoept” rules criteriait isdropped, or “denied.” Firewalls also have NAT cgpabilities similar
to those of routers. There are three categories of firewalls:

Proxy/Application Gateway — Works  layers 3 through 7 of the OSl model. Along
with providing NAT and A CL, this category of firewall addresses dtacks that menipulate
application behavior on browsers and through HyperText Transfer Protocol (HTTP).
Raptor™ and Sidewinder™ firewalls are examples of thistype of firewall.

Padk et Filter — Relies on Destination Portsto filter traffic and is similar to arouter’s
Access Control List. These firewalls are fast but are not as secure as other firewall types
becausethey do not check data content. An exarmple of this sort of firewall is the
Blacklce™ product.

Stateful Inspection - Sometimes known as hardware firewalls, these firewalls operae &
OSl layers 3 and 4. Since every protocol has astate this type of firewall is more secure
than packet filtering. Cisco’s PIX™ firewall and router with firewall |OS are examples of
this type of firewall.

A firewall is an excellent way to enforce corporate security policies, but none is perfect and all
can be compromised. Network Computing commissioned asurvey that compared features of
popular software firewalls against those of popular hardware firewalls. The software firewalls
chosen were A xent Technologies Rgptor™ Firewall, and Check Point Software Technologies
Firewall-1™. Cisco Systems PIX and NetScreen Technologies’ NetScreen-100™ were the
hardware firewalls chosen for the evaluaion. Network Computing’s survey found that the
software firewalls supported more security features than the hardware firewalls: virus scanning,
intrusion detection, and content monitoring tools were among the additional festures found in the
software firewalls. The survey also found the software firewalls supported moredynamic
protocols than their hardware counterparts. Hardware firewalls, on the other hand, performed
better within their more limited parameters. And asoftware firewall has the burden of its
underlying operating system, which must be hardened and maintained against attacks.

Therefore, choosing between asoftware and hardware firewall requires evaluating needed
features. If the additional feaures of the software firewalls are not required by the enterprisethen
a hardware firewall should be considered because of its better performance and because a
hardware firewall does not require aseparae server and operating systemto run.

Asdiscussed earlier, VPNs exist at OSl Layers 2, 3, and 5. The | P Security protocol (IPSec) is
probably the most popular VPN protocol; its main functions areto authenticate and encrypt.
IPSec prevents MiM attacks by hiding intemal 1P addresses. Normally this protocol is configured
on routers and firewalls and protects data traversing the Intemet. Note that, when allowing a
VPN connection to a corporate network, the security of the VPN is only as good as the security
of the remotesite. If there is an atack upon the remote site’s network, the VPN connection into
your corporate location can be compromised.

Becausethe Intemet is unsecured and TCP/IP (OSI Layer 3 protocol) provides no security,
Netscagpe developed the Secure Socket Layer (SSL) protocol, sinceadopted by IETF as a
standard for Transport Layer Security (TLS) and now known as SSL-TLS Secure. M any
financial institutions to encrypt datacrossing the Internet use these protocols. SSL and TLS are
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not TCRIP dependent and can layer on top of any transport protocol. They can run under
application protocols such as HT TP, FTPand TELNET. SSL and TLS provideall three of the
critical “ CIA” security components: confidentiality, authentication, and integrity. These
protocols give protection against message tampering, eavesdropping, and spoofing.

Passwords are the most common form of authentication and a common security vulnerability. A
“dictionary atack” is defined as theattempt to login to asystem by using all possible passwords
until the correct one is found. SSL. prevents eavesdropping of communication between a client
and aserver by encrypting passwords. SSL encryption relies on public and private keys. The
Web server has the private key to encrypt and decrypt secure messages. Theclient computer has
the public key, which has the installed certificate for that Web server. When the public key is
installed, the user can encrypt messages to, and decrypt messages received fromthe Web Server.
Because SSL ciphers uses large key spaces the time to resolve a password becomes long.
Therefore reducing the risk tha apassword is conpromised. “SSL is not vulnerable to MiM type
attacks as I(%?]g as theserver uses a private key to decrypt the mester key and the server has a
certificate.”

TLSis very much like SSL with the exception there is an interface between the handshaking
portion and the record layer. The changes allowed for more ways to authenticate and to minimize
network activity. Like all Security efforts there a weaknesses in these protocols and hackers can
programto atack their vulnerabilities. TSL gppears to have fewer security breeches than SSL
and it looks like SSL-TLS Secure improves upon them both.

L ayer 5-6 (Encryption/Authentication)

In the OSI model, Layers 5-7 are known asthe Applicaion Set. This section will address the
Session and Presentation layers as they relate to security. The Session layer (Layer 5) is
responsible for creaing, managing, and terminaing sessions between goplications and
overseeing data exchange between the Presentation layer (Layer 6) and Transport layer

(Layer 4). Login passwords, the exchange of user 1Ds, and accounting operations can all be
handled at the Session layer. The Presentation layer defines how daais formatted, presented,
encoded, and converted for use by software at the Application layer. Security threats tha occur
at these layers involve:

Unauthorized Login/Password A ccess
Unauthorized Personal Data A ccess
RPC & NetBIOS Attacks

Web browser “cookies,” data files stored on the user’s conrputer by aW eb site that contain
information about that user, are implemented at these layers. Cookies provide a mechanism by
which user movements can betracked on the issuing Web site. They usually contain asite
usemame and password, but they can contain other personal information such as Social Security
numbers or credit card numbers. The lifespan of the cookie is determined by the issuing Web
site, but it’s not always clear how long aWeb site retains personal information. A session cookie,
if enabled, can prevent aWeb site fromretaining personal information. One reason SSL and TSL
were created was to encrypt exactly this information.

13

© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



SANS Security Essentials GSEC Practical Assignment v1.4b
OS Defensein Depth to Increase Application Security

Encryption is one method of hiding transmitted login and data information. Even though
encryption is normally thought of as occurring at the Network layer, it is not always endo-end.
Network layer encryption ends at the firewall or router. Encryption can occur both at the Session
and Presentation layers. The Session layer is where peer-to-peer dialogue occurs and therefore
peer-to-peer encryption can occur also. End-to-end encryption techniques supported a this layer
such as DES, 3DES, AT&T’s Encrypted Session Manager™ (ESM), and Authenticated Telnet.
SOCK'S network security protocol exists a the Session layer and is a VPN protocol. This
pratocol allows Network A dministrators to limit VPN connections to some gpplications.

Authentication is any method used to ascertain whether someone or something is who or what
they say they are. Many methods havebeen developed to authenticate auser’s access to asystem
or anetwork. Kerberos is an authentication protocol that uses secret-key cryptography to perform
strong authentication. Other authentication and accounting mechanisms are Terminal A ccess
Controller A ccess Control System (TACACS) and RADIUS. TACACS, asecurity gpplicaion
creaed by Cisco, provides centralized validation of users attempting to gain access to a router or
network server. RADIUS isasimilar servicethat provides remote authentication for dial in user
Services.

Remote Procedure Call (RPC) and NetBIOS are common protocols & the Session layer. These
protocols also are often subject to atack. If an attacker can acoess an RPCBIND/Portmapper
server, that server can provide acoessto alist of RPC services running on the machine. This will
then allow the machine to become more vulnerable for atack. Another form of RPC attack was
the “ Short” WINNT RPC DoS. The* Sort” atack causes 100% CPU usage, which results in
DoS. Both attacks are resolved by goplying vendor paches. NetBIOS atacks are often DoS
attacks. Like RPC attacks, they can be resolved by gpplying vendor patches. Use of proxy
firewalls and intrusion detection devices can prevent many RPC and NetBIOS atacks.

Layer 7 (Application Security)

The Application layer supplies services to goplication procedures that are locaed outside the OS|
layer. It gopears that most of the security breaches occur at the A pplicaion layer: asurvey by
Gartner showed 70% of successful attacks occurred & the Application layer. In 2000 the FBI
reported that hackers at the A pplication layer caused over $300 million in dameges!® The
company @stake determined that 47% of application security flaws fall into these categories:®

Authentication/Access Control
Cryptographic Algorithm
Input Validation
Parameter/DataManipulaion
Sensitive Data Handling
Session Management
The @stake report showed that most goplication security breaches result from authentication and

access control failures. IT managers can reduce the exposure of goplication level vulnerabilities
by implementing the security methods discussed earlier. Many goplication vulnerabilities are

14

© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



SANS Security Essentials GSEC Practical Assignment v1.4b
OS Defensein Depth to Increase Application Security

accidentally built into the gpplication early in the design process and are best addressed while
design isongoing. IT managers have little control over preventing these vulnerabilities. The
developers of entemprise goplications should address data manipulation, datahandling, and
session management protections as well as cryptographic algorithns and input validation.

Because operating systems, Web, email, and SNM P goplications are common to most
enterprises, the most important application security issues relateto these gpplications. Vendors of
operaing systems such as Microsoft Windows®, Macintosh® OS, Linux, etc. are continually
hardening their codeto prevent attack from hackers. These attacks may come from“back doors’
accidentally left in the operating systens or worms or viruses with the power to delete files or
alter systemfiles. Vendors are continually providing software paches to protect operaing
systems from these vulnerabilities. However, the need to frequently load software paches can be
difficult to fully meet, and there is always the risk apatch will be published too late. That is why
other forms of security protection may be required.

Web gpplicaion technologies (i.e., HTTP, HTML, JAVA, ISS, etc.) have become standard
avenues for today’s businesses to provide products, services, and information to their customers.
The impact of this technology cannot be realized until users have confidence tha these Internet

channels are secure. Common vulnerabilities on W eb pages arethe following!'®

Search engines tha repeat back the search keyword entered.
Error messages that repea back the string containing the error.
Forms filled out that repea back the user’s inputs.

Web message boards tha allow users to post their own messages.

Thesevulnerabilities arealso known as cross-site scripting. A hacker to execute malicious script
in aclients Web browser can use cross-site scripting. Any Web pagethat renders dynamic

HTM L based on content that users submit is vulnerable. A common real world example of cross-
sitescripting is:

A user receives an email with alink to an online banking site w here the user has
an account. The email explains that the user is eligible to win 200 dollars as part
of a special promotion and should verify the account’s balance to check the
result. The user clicks the link and visits the bank’s login page, logs in, checks
the (unchanged) account balance, logs off, and quickly forgets the entire matter,
equating it with other “You may already be a winner! type messages. What has
not been forgotten, though, is the user’s login information, stolen and recovered
by the hacker w ho sent the email in the first place. With one email, the hacker
now has complete access to a user’s online bank account, including the ability to
transfer funds electronically. !

To eliminate these types of vulnerabilities, developers can provide filtering on user-supplied
daa. Developers or network administrators can use autility called Weblnspect™ to test their
Web gpplication for thesetypes of vulnerabilities. By running W eblnspect, thesetypes of
vulnerabilities can bedetermined and correct resolution path can therefore proceed. Users can
reduce the risk by disabling scripting languages in their Web browsers, though doing this does
limit some browser functionality.
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Hectronic mail (email) has become one of the most popular forms of personto-person
communication, but it is only completely secure if encrypted. Many companies filter emall
entering and exiting the network, looking for asender or receiver of confidential information or
email with adult content. W eb-based email can be vulnerable because account information from
the URL can theoretically be passed to a third party server. Email is also the most common way
that computer viruses and worms are introduced into internal networks. These usually comein
the form of an atachment to the delivered email.

A virus isa programloaded and run on a computer without its user’s knowledge. Viruses can
replicate themselves: asimple virus tha makes copies of itself over and over again is dangerous
because it will quickly fill all available memory and bring the systemto a halt. Someviruses are
capable of transmitting thenselves across networks and bypassing security systems.

A wormis avirustha can spread automatically from one computer to the next without user
intervention. It is aseparate entity that does not atach itself to other programor files. Viruses, in
contrast, normally haveto be executed by an unwitting user; for an exanmple, the user who
receives an unexpected email might click on an atached file, which then executes the virus.

Virus scanners provide alot of protection fromvirus and wormattacks. Many mail servers and
personal computers use products fromvendors like M cAfee or Trend Micro that are updated on a
regular basis with patern files to prevent such attecks. All IT managers should seriously consider
implementing this form of protection.

Simple Network M anagement Protocol (SNM P) is agroup of protocols used to manage network
devices and systerrs. SNM P contains two components: a manager and an agent. The menager is
the console where management functions take place; the agent provides the interface into the
devicethat is being managed. M any network administrators use SNM P to menage devices on
their nework. Users of SNM P need to be aware of some of the known vulnerabilities associaed
with this protocol:

Buffer overflows (crash, lock-up, reboot devices, overwrite goplication or operating
systemfiles, allow unauthorized access)

Denials of service (past known issues on Cisco |0S, wireless access points, Windows
NT/2000, Linux, and HP JetDirect ™)

SNM P can become more secure if inbound and outbound filtering is implemented on perimeter
routers and firewalls controlling SNM P, ICM P, tracert, and echo traffic. Avoid easily guessed
and default community strings (i.e., “ public™), because community strings aresent in clear text.
Also, isolating SNM P traffic by VLAN will help kegp SNM P traffic more secure.

Applicaion/proxy firewalls discussed earlier in this document can be usad to block SNM P
traffic. Application/proxy firewalls work a Layers 3-7 and are usually packaged with other
security tools such as intrusion detection devices, virus scanners, and auditing software. Intrusion
detection devices are reactive devices that notify IT managers when an atteck is taking plece.
There are host and network based intrusion detection systens (IDS). Thehost IDS monitor's
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malicious activities on aspecific host. A network DS monitors network traffic. Personal
firewalls are another means of protecting specific host devices.

Conclusion

Implementing security at each and every layer of the OS| model cannot prevent all unauthorized
access to your enterprise goplications. But the more layers that are protected, the lower the
probability that an intruder will gain access to valuable information. Each IT manager must
determine how cost-effective protective measures on the network are.

Unauthorized acoess to mission critical applicaions and data can cause disruption in corporate
activity to thepoint of putting an enterprise out of business; this risk should be addressed. This
paper outlines only a few examples of common threas and solutions. As shown, some solutions
takevery little time and money to implement but provide significant added security; for example,
shutting down unused wall ports, properly configuring switches and routers, and employing
sharewareand freeware security tools (i.e., Hping Port Scanner, Tripwire IDS, ec.). Other means
such as firewalls, routers with A CL software, and network intrusion detection devices cost more
but may be required. To determine what security mesasures should be taken, a risk assessment
should take place. Risk is based on this formula:

Risk = Threat x Vulner ability

In other words, system and network risk fromany given threat is affected by both the degree of
that threat and the vulnerability of the network to that threa. A risk assessment requires an
analysis of wha would happen if an attack occurred on key corporate resources and wha the
consequences of that attack would be. It may becost effectiveto protect asystemthat contains
corporate financial dataor company secrets, but may not be effective to havethe same security
pratection on a client machine. Before spending thousands of dollars on gpplication security, a
qualified security professional’s risk assessment is an important tool for measuring need.
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