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Implementation of Frewall Security - By Kevin Clarke

1.0 Abstract

This paper has been written to illustrate the reasons why organisations
choose 1o rely solely on a firewall to protect their entire network infrastructure.
The paper also illustrates why a firewall should be considered as only one of
the first steps in network security for an organisation. Taking these areas into
consideration | have made recommendations for further systems that can be
used to develop an organisations security solution.

The paper concludes to show that securit y solutions should not rely on single
systems, again echoing my belief in why a firewall shouldn’t be used as the
only system. Finally the paper is com pleted with the four elements that need
to be considered by an organisation when implementng their secur ity

solution.

2.0 Why?

Many organisations choose to only implement a firewdl to protect their
network infrastructure against attacks. The key reasons for this are outlined
below.

2.1 Media

Most people responsible for Internet Security are use to reading about
firrwalls in different areas of the media, whether it is fron a website or

in a trade magazine. Due to this media coverage firewalls are

considered as mandatory when building a security soluton. | agree itis

an essential building block when constructing an Internet security
solution, but it should be seen as just one of the stages and not as a

com plete solution.

Firewalls are widely accepted by the media and industry as being a
developed Security system when com pared to other systems, such as
Intrusion Detection (IDS). No doubt in time other systems such as IDS
will be considered mandatory as firewalls are today by people building
Internet securitysolutions.

Companies refailing firewalls, i.e. Checkpoint and Cisco, are well
known within the Security arena due to their extensive media coverage.
This influences potential purchasers and helps to build trust with the
brands.

2.2 Budget

A budget affects the choice of security systems applied to a network
because the majority of organisations hawe a limit on how much they
can spend. This results in the IT Manager looking at systems that can

provide the organisation with value for money but at the same time
meets his security goal of having a secure network A firewall is
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appealing in this situation as it provides protection for the entire
network for a single fee. This is obviously attractive to an organisation
in today's market where general spending on IT is considerably more
conservative.

2.3 Simplicity

Simplicity is a key reason organisati ons choose to only implement a
Firewall for network infrastructure protection. Many organisations

networks are now business critical and cannot be interrupted, therefore

installation of a firewall providing a blanket security soluion with

minimal disrupti on is appealing. Alternatively it may be more secure to
protect each host on an individual basis but this usually results with a

heavy investment in labour for the initial set-up and ongoing
managemernt.

Figure 1 illustrates a firewall provding the gatw ay for the internal
network to reach the external network (the Internet) and therefore it is
ideally placed to govern traffic between the two networks to provide a
protected internal network.

Figure 1: Basic Network Topology

External Netw ork

Intemnet
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Router
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Internal Network
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3.0 Infrastructure Analysis

When an organisation decides to implement a security solution to help protect
their network and digital assets they need to decide which areas require
protection. These areas can be divided into the following categories; data ,
resources and company reputation, which are now discussed in further detail.

3.1 Data

The most valuable com pany data is custamer and employee records.
Therefore these areas require careful consideration when managing
digital assets and the access given to them. For example if a company
cannot keep accurate customer records then billing can become an
issue, you cannot bill a custom er without knowing which products and
services they have purchased.

Employee records are equally important, as it could be ve ry disruptive
for a company if the payoll records were made public. Imagine the

embarrassment for senior managers of a campany if the employees

found out how much the Managing Director was being paid or what

bonus the Sales Director had received. *

3.2 Resources

Reviewing figure 1, page 4, focus shifts to resources and the effect on

the intemal network if the Intemet connection was unavailable. This

situation could be experienced through unnecessary or unwanted

traffic consuming the Intemet connection, potentially leaving the
internal network without email and Internet access. Nowadays due to

Internet senices becoming business critical for many organisatons,

serious downtime could result in substantial inancial penalties caused
byloss of trade. *

3.3 Company Reputation

Image and reputation of an organisation reeds o be protected due to
the potential wilnerability of an Internet presence. If a com panies IT
infrastructure is exploited then it can have disastrous consequences for
the company's reputation. For example if a companys website was
atacked and defaced with some distasteful content, this could
seriouslyimpact their credibility. *

40 Systems and Services

Once the analysis stage has been completed and areas of winerability have
been discowered, systems and senices used by the organisation have to be
reviewed. In many cases an organisations systems and services can be
updated to provide high levels of security.

Let's take the example of a medium sizd organisation running amail server,
web sener and FTP server, which all require access from the Internet. This is
illustrated in figure 2, page 6.
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FHgure 2: Basic Network Topology with Public Services
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As you can see from figure 2 the servers are hosted on the inte mal network
along with the intemal client machines. This means that if one of the publicly
awailable servers is exploited, potentially the attacker could gain access to the
rest of the internal network. Several m ethods can be used to help prewent this,
the first and arguably the most important is to attempt to secure each public
service.

As the servers require public access, the firewall has to be configured to allow
access for each service to be able to function; in effect this punches holes
through your securely configured firewall, placing greater responsibility on the
individual servers to be secure. | will now progress to detail examples of
potential sernver wilnerabilities and address how to secure them.

4.1 Mail Server

Many organisations run thei r own mail server to provide mail services
to their users, an essential senice for the majority of organisations.
Taking figure 2 as an example, the mail server is running Microsoft
Windows NT with Microsoft Exchange 50. As well as the operating
system and Exchange senice being old versions, Exchange 5.0 is
publicly known as wnerable to being an open relay. This means
anybody could use this mail server to send email, ideal for people who
wish to send out unsolicited email (spammers). To secure this ser ver it
is recommended to upgrade the operating system to Windows 2000
and upgrade the Exchange service to the latest version, Microsoft
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Exchange 2000. Altematively Microsoft Exchange 2003 is due to be
released in the near future. *

4.2 \Web Server

Figure 2, page 6, details a network hosting a web sener. In this
example the web senver is a Windows 2000 server running Apache
20.44. According to mitre.org cve CAN -2003-0017 this version of
apache has sewral possible wlnerabilities and according to
http:/lcve.mitre org/cqi -bin/cvenam e.cqgi?nam e=CAN -2003-0017 the
server could allow a rem ote attacker access to certain files. To fix this
wnerability and varous other minor wlnerabilities it would be
recommendable to upgr ade t0 2 .0.45. °

43 FTP Server

In addition to the Mail and Web sernvers this organisation is running an
FTP sener. In this example the FTP server is a LINUXRedhat Server
running wu-tp v2.4. This wu-ftp version contains a wlnerability which
allows regular and anonymous uwsers to gain root privleges. The
wulnerability e xploits a problem with the signal handling when the FTP
server receives an unexpected pattern of comm ands, this resuts in the
user gaining root privileges. As this is a problem with the p rogramming
it can only be fixed by applying a relevant security patch or upgrading
to a different FTP senice. 2

44 NeedorNice?

Whilst reviewing the systems and senices a disciplined approach has
to be taken to consider whether a system or senice is a business
requirement or just a "nice to have”. If it is the later then itis usually a
good idea to remove the senice, as less senices generally mean less
possible wilnerabilities. An attacker can’t exploit a service that isn't
installed.

45 Architecture

Once you have tightened the security of the individual servers it is also

worth considering a separate network for them. Many firewalls support

additional interfaces to allov organsations to physically separate

networks. Afirewall will have at leas t two interfaces; one for the internal
network and one for the external network. When a third interface on a

firrwall s configured it is usudly due to the requirement of hosting

public services, the third network interface is commonly referred to as a

demilitarised zone (DM2Z) or service network. DMZ networks allow

organisations to remove the risk of hosting public services by provding

physical separation. As a public senice is usually required to be

accessed by un-trusted sources this is usuallyone of the easiest ways
for a mdicious hacker to break into a network. If the attacker discovers

a wlnerability on one of the public senices and compromises the

server, they may be able to use this o gain access to the rest of the

network, particulaly troubl esome if the public sener resides on the
internal network. However if the public server is hosted on the DMZ the

-7 -
© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



attacker still needs to break the firewall before they can gain access to
the internal network.

5.0 Selecting a firewall

Once you have decided what to protect and improved areas of potential
weakness as covered in sections 3.0 and 4.0, the next step is o choose a
firrwall. This needs careful consideration as the cost of a firewall varies from a
few hundred to seweral tens of thousands of pounds. Below are two examples
of Internet Security companies that retail firewalls. There are many more
security organisations that manufacture firewalls that you may also wish to
consider before m aking your final decision.

Checkpoint firewal -1 is considered by many as the leading firewall on the
market today, it can run on several plaforms including NT, Solaris and Nokia.
Firewall-1 is based on a licensing modd that depends on the number of hosts
the firewall is expected to protect, the licenses are broken down in 25, 100,
250 and unlimited node protection. The more nodes you wish to protect the
higher the cost. Most firewall -1 implementations are now being built on one of
the reliable Nokia server models. The Nokia hardware range cowers the
majority of requirements quite successfully, providing the necessary number
of network interfaces, throughput, memoryand processing power.

WatchGuard Systems is another Internet Security company that has until

recently concentrated on providing security for SME organisations. In my
experience the WatchGuard Firebox Il appliance range cowers approximately

90% of SME security requirements. The Hrebox is an appliance based

firrwall which means it 5 a hardware device built to run the WatchGuard

firrwall software only. Recently WatchGuard has released a new appliance

range of firewalls called \tlass. This range of firewals proMdes more network

interfaces, higher throughput lewels, increased memory and superior

processing power than the Firebox range and therefore helps WatchGuard
com pete with the higher end firewalls.

When selecting a firewall three key requirements needing appraisal (dong
with other elements) are network interfaces, manageability and resiliency.
These are discussed below:

5.1 Network Interfaces

Two network interfaces (NIC) are needed as a minimum when running

a firewall for an organisation; one for the un -trusted network and one
for the trusted network. For any public services being hosted a choice

is needed if you are going to require a NIC for a DMZ or service
network. Future requirements need to be considered including the

potential for secondary internal networks or additional DMZ facilities

5.2 Manageability
When selecting a firewall you need to think about the operational
management up on installation. Questions to address include; does the
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firrwall support companym onitoring systems?, when you want to make
a rule change will you be able to use a Graphical User Interface (GUI)
or a command line? Focusing on these questions will resultin a firewall
suitable to your circumstances.

5.3 Resiliency

Once your organisation has become dependent on its Internet
connection for business critical services, what woud happen if your
firrwall failed? This question praom pts consideration of high awail ability
options for your firewall. For exam ple some firewalls support automatic
failover so if the pimary firewall fails the secondary firewall takes over
the network protection and continues supporting the live connections.
Alternatively a preconfigured firewall may be sufficient, allowing you to
keep a preconfigured cold swap firewall in the cupboard, which could
be connected in place of the primary firewall if it failed. This would
mean down time between the firewalls being swapped over, but would
usually be considerably cheaperthan an automatc failover option.

6.0 Additional Security Systems

So you have installed your firewall and everything seems to be working as
expected. You hawe a firewall that is being actively managed and regulary
patched and updated to ensure your network is protected from the latest
threats. Attention now tums towards upgrading your security solution to help
increase protection against determinedm alicious Internet hackers.

This section outlnes technologies and tools a vailable to step up your
protection, itis by no means a condlusive list but provides enough information
for beginning to think about the nextstep.

6.1 Intrusion Detection System (IDS)

IDS is probably the next system a company would purchase if they felt
they were at a high risk from attack. IDS is a signature based defence
system that works by monitoring all of the network traffic looking for
suspicious activty.

IDS can be explained through the simply analogy of IDS as the
equivalent of a burglar alaiam on a house. Aburglar alaqm uses sensors
to detect suspicious movement and upon making a detection alerts the
owner through sounding the alarm . This is the same principle with IDS
as it uses sensors placed strategically on the network to monitor for
suspicious activty. If one of the sensors makes a detection it alerts the
adm inistrator, for example through sending an email.

Depending on you specific requirements there are two different types
of IDS; host based or network based. Host based systems monitor a
single computer whilst netvork based systems monitor an entire
network or a section of a network. Host based systems rely on the
system or event logs of the machine itis residing on. When an entry is
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made into one of the logs the host based IDS cross m atches it with a
database of atack signatures. If the log entry or entries match an
atack signature the host based IDS can take several actions such as
sending an email, initiating an SNMP trap, terminate the user login, etc.

Network based systems rely on the raw data packets being sent across
the network. The raw data is analysed by the IDS to look for attack
signatures. If the IDS can match a raw data pattern with an attack
signature then the system is triggered to raise an alert, this can include
but is not limited to sending an email, changing the firewall rule set,
logging to a console, etc.

6.2 Wilnerability Scanning

As soon as you establish an Internet presence, whether going live with
your website or connecting your network to the Intemet you ar e highly
likely to be probed by a potental attacker. These attackers will
generally run automated took against you to discover weaknesses and
potential loopholes in your Intemet presence. They will then use this
information to help m ake targeted atacks against you.

So why not get hold of som e of these tools and run them against your
network before someone else does. This will put you in the malicious
hackers shoes and help you to highlight your wlnerabilities. You can
then use this information to make the necessary changes; this could
include patching your systems, altering your firewall configuration or
changing your network topology. There are some excellent open
source tools awailable which are more likely to be used by malicious
atackers due to there free availability on the Internet. Some of the
commerdcial tools can be expensive and therefore are less likely to be
used by an attacker, however many if not all of the commercial tools
are usually available on an evaluation or trial basis.

Some well knovn commercial took include a product called Retina,
produced by eEye. Retina was recently voted as the best network
security scanner by the readers of Inform ation Security magazne. The
scanner is acknowledged for producing accurate results as well as its
speed of use. Another example of a commercial scanner is Internet
Scanner, aailable from a company called Intemet Security Systems
(ISS). It is very easy to use and is complemented by additonal
scanners fran ISS which are called Database scanner and System
scanner. > 1041

The two most widely used open source ols are Nmap and Nessts.

Nmap, writen by Fyodor is an excellent Port Scanner, available on

amost every platform including Linux and NT. It can carry out many

more tests than usually required of port scanners, includng OS
fingerprinting, TCP and UDP port scanning, simultaneous multiple host

scanning and awide range of advanced scanning techniques. °

Nessus is one of the more popular wulnerability scanners, mainly due
to it being regularly updated on a daily basis by an active group of
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developers and its plug -in architecture. This architecture allows you t©
write your own security tests in C or its owvn scripting language called
Nessus Attack Scripting Language (NASL). Howewer there are mo re
than 1200 plug-ins already for Nessus with more being produced in
response to new security wlnerabiliies. Nessus operates a client
server model which requires a LINUX or UNIX system for the Server
element and an X Window or Windows platfom for the GU | Client The
server is responsible for carrying out the scanning once it has taken its
instructions from the client. Nessus can produce good reports which
can be in various formats including HTML and TXT depending on
requirements. f you are planning to u se open source tools to help
protect your network, Nessus is a necessity. '

6.3 Security Policy

A security policy com plements security systems and procedures putin
place by an organisation. If there is a document outlining the
Information Security guidel ines which employees can read and agree
to, owerall com pany awareness increases. This means the organisation
has a workforce aware of Internet risks and can dso assist with
disciplinary issues, for example if Internet access is cowered in the
policy and an employee abuses the access, it is easier for the
organisation to discipline the employee.

A security policy assists an organisation in identifying potental risks.
This could be through outlining access points to the network, the
firrwall, Remote access dial in servers, private links to other offices
and third party connections.

The above are justtwo areas a policy would cover, but as you can see
just from the examples a security policy would benefit maost
organisatiors.

64 Additional firewall

It can be beneficial to consider m plementing a second Internet firewall

to achieve two main benefits. Firstly, if a wlnerability is discowvered for

your primary firewall, more than likely the same wilnerability will not
work against your secondary firewall. Seco ndly, if you make a mistake
in the rule set of one of the firewalls hopefully you won’t have made the

same mistake in the second firewall which means it is less likely that

you will inadvertently exposed your network. You need to be careful

when implementing a second Internet firewall as it can become
com plicated and therefore harder to manage.

You may also wish to implement an additional firewall to help protect
internal networks, for example an organisation may wish to restrict

access tothe Fnance syst ems.
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70 Condusion

This paper provdes an insight into why com panies choose only to implement
a firewall, what digital assets need protection, how to review current systems
and senices, what to consider when selecting a firewall and finallyhow tous e
additional systems and tools to build upon your firewall implem entation.

Internet Security requires constant attention, systems need to be regulary
reviewed to ensure they are being protected from the latest threats. Whilst a

firrwall shoud give you a good basis of protection itis always best not rely on
this one single system as protection. Try to build in additional security

protection mechanisms to allow for failure. For example when using an ATM

you must produce a bank card and enter your pin num ber prior to obtaining
your money.

If after reading this paper, you only remember four elements when bulding an
Internet securitysolution they are:

Protect your assets

Review currentsystems and senices

Elements to consider when selecting a firewall
Additional building blocks for your securitysolution
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