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SUMMARY

Post-secondary educational institutions face most of the security and business concerns of
other organizations. Financials, client information, and other confidential business information
all need protection from theft and malicious attack. Today’s security environment requires that
organizations exercise reasonable care not to cause foreseeable injury to others under
common negligence law. Educational institutions can no longer argue they were unaware of
the potential harm from DDoS attacks. Due diligence is essential to reduce the threat and limit
corporate liability for damages.*

In the case of the Institution where | am employed, Tutors work entirely at a distance to
support our students who also work at a distance. The key security issues surrounding Tutor
access; are maintaining the integrity of student grades, securing the confidentially of personal
information to prevent identity theft, maintaining the availability and integrity of other corporate
data and ensuring that the Institution is protected from liability arising from any misuse of Tutor
workstations.

Securing these “End Points” of the corporate network is a relatively new area. When these
workstations were purchased in August 2001, senior management was opposed to any
security measures being implemented. Even as recently as April 2002, Information Security
magazine published an article that recommended only anti-virus software and a VPN for end
point security.” Although these two components are an important part of the security picture,
alone they do not present security in depth. Along with these components there should be a
firewall, some form of non-viral malware detection, intrusion detection, perhaps desktop file
encryption, patch management for the operating system and other applications. Owerlaying
these components there should an assessment of risks and winerabilities, and a clear security

policy.

The ideal product would be centrally administered and incorporate all of the tools and functions
required for securing remote workstations. This would greatly reduce the cost and complexity
of managing end point security. Unfortunately, at this time no such single tool exists. In this
paper the various security components required and some of the products currently available
are discussed and consideration is given to how they might function together.

THE PROBLEM

In October 2002, a breach of security on two tutor workstations raised concerns about security
on all 100+ tutor workstations.® It was discovered that tutor workstations did not use password
controls on the Windows 2000 Professional administrative account, and Windows security
updates had not been applied since the inttial installation in August 2001. These two factors
alone would allow an external agent to easily gain control of the tutor workstations from the
Internet and thereby gain access to the tutor's local files, and the institutions corporate

L wri ght, Benjamin J.D. The Legd Risks of Computer Pests and Hacker T ools September 25, 2001
URL:http://www.pestpat rol.com/W hit epapers/Li abilityofPests.asp

2 Briney, p. 50-51

% DameW are is aremote control utility. http://www.dameware.com/
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applications. It would also give external agents the ability attack other external systems from
these workstations.

Remedial actions were taken to ensure the use of passwords on the tutors Windows 2000
profile. A second administrative profile controlled by IT was created and a malware deletion
tool' was used to clean the machines. A remote administration tooP was installed on each
workstation to allow access by IT staff. This was the start of the implementation and support of
a full defense-in-depth security suite.

Through this process, it was confirmed that many additional breaches of basic security had
occurred. Using this information, a project plan was presented to management for improving
the lewvel of ongoing security. This project plan was accepted and funded in March of 2003.
The plan provides the framework for the discussion of the issues and components for remote
workstation security discussed in this paper. This is therefore a very pragmatic discussion that
will weigh an ideal security scenario against costs and the institution’s ability to support the
solution. The focus of this paper is not to provide definitive answers to all of the issues
surrounding remote desktop security or review all of the seventy or so potential security
products. The intention is to explore some of the possible alternatives and issues to the extent
possible without completing the detailed testing and selection processes that will be required
before implementation.

SECURITY COMPONENTS

There are a number of key security components that must be implemented to provide layered
security for end point workstations.  Although recommendations vary, the following
components need consideration; personal firewalls, anti-virus software, VPNs, SSL,
authentication, OS and application patching and hardening, intrusion detection, malware
detection and deletion, file encryption, and remote access to allow rapid intervention. But all of
these components,

should exhibit several key characteristics. These products must be:

On-guard full time, 24 x 7 x 365;

Transparent to the end user, yet render the end point secure at all times;
Highly automated, requiring minimal IT intervention;

Flexible enough to represent a wide variety of security policies;

Integrated with other related security measures; and

Able to strike a healthy balance between security and performance/usability .’

Before beginning to select from the nearly overwhelming array of end point security products,
risks, threats and wilnerabilities need assessment and security policies need to be deweloped
to address these wilnerabilities.

* Spybot http://security.kolla.de/
® Radmin http://www.radmin.com/default.html
® Phifer, p. 89
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Risks, Threats and Vulnerabilities

The primary risks driving the need for upgraded security on these workstations are; the
possible use of the Tutor Portal for fraudulent manipulation of student marks; the paossibility of
identity theft using confidential student and tutor information; the threat to the institutions
systems from malicious damage or availability attacks; and the possible misuse of these
workstations to launch attacks on other internal and external systems.

Primary threat vectors

The tutor workstations connect to the Internet by a combination of ADSL, Cable Modem and
dial-up. Those that connect with high speed, either DSL or Cable, are more wilnerable from
outside attack since they tend to stay connected to the Internet for extended periods of time
and hold their IP addresses longer than those connecting with dial-up. This might allow a
hacker to return to the same IP address many times. High-speed access also makes these
workstations more wilnerable to a quick attack or file theft, which is less likely to be noticed.
Workstations connected with dial-up present the risk of access from War Dialers if the modems
are configured to auto-answer. Although the risk of outsider attack is lower for dial-up
connected workstations, it remains significant. “The average time it takes “door knob rattlers”
to discover a newly-connected system is well under an hour.”

For tutors who have connected their institutional workstation to a hub, insider attack from the
local network presents a potential problem. This will provide access from workstations that
may be used by other family members. These other machines may have inadequate security
features and may be allowed to share network drives with the Tutor workstation. It is also
possible that some non family member might gain access to these machines and then mount
an attack on the tutor workstation.

Since the Tutor workstations reside in the Tutors homes, they are not physically secured from
access by other family members or guests and present a high risk of theft or unauthorized
access.

All of these factors, increase the probabhility of attack by malicious code. The greatest security
risk howewver has been the actions of the Tutors. They hawe installed Instant Messaging, peer-
to-peer file sharing applications such as Kazza, downloaded and installed code from a wide
variety of locations and run third party email that is not scanned for viruses.

The lack of adherence to standard security practice has left these machines with a wide range
of wilnerabilities. No standard IP filter or firewall has been provided; Anti-Virus up-date
schedules have not been set; Operating system patches have not been applied; until recently
no passwords had been placed on the Windows 2000 profiles; No log files have been kept;
and no Security Policy has been defined.

’ phifer, p. 4

5
© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



Not surprisingly, these machines have been found to harbour a significant amount of malicious
code and back doors. Undoubtedly, userids and passwords to corporate senices have been
exposed on some of these machines and they have been used to mount attacks on other
systems.

Security Policy

The lack of a clear and comprehensive Security Policy and the lack of adherence to the
security guidelines which were in existence, resulted in the installation of these insecure
systems. For example, the institution has a clearly written guideline surrounding the use of
passwords for desktop systems and seners within corporate headquarters. Managers outside
of IT over ruled this guideline at the time these workstations were installed. Other examples of
the lack of adherence to IT Security Guidelines are that no schedule was set for anti-virus
updates and Tutors have been given administrative accounts on their workstations. This
resulted in many machines never receiving new definition files for the anti-virus software and a
great many applications being installed.

A lack of policy surrounding OS updates, firewalls, incident handling, web security and the use
of personal systems resulted in a computing environment with numerous winerabilities. It was
not until two systems were found to have DameWare’ installed, that the extent of the threats to
these machines began to be examined. With so many wilnerabilities it was predictable to find
that these additional security breaches had occurred.

The positive result of this examination was that it presented management at the Institution with
clear evidence of the need for a written security policy and has resulted in approval for striking
a Security Policy Committee.

The Security Policy Committee will be responsible for addressing the following issues and
defining the following policies in relation to Tutor Workstations:

Internet access policy
Firewall policy
Anti-Virus policy
Use of VPN and SSL
Authentication
Operating System standards
Configuration
OS hardening details
Patching schedule
Non-viral malware detection
Desktop intrusion detection
Desktop file encryption
Password policy
Appropriate use policy

8 DameW are is aremote control utility. http://www.dameware.com/
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Connecting to a private network

Use of a non-institutional workstation
Incident handling policy

Security policy review process

Many of these policies will be formulated based on the processes and procedures that are
developed in the course of attempting to secure the Tutor workstations.

Anti Virus

Although Tutors are an academically talented group, on average they hawve low technical
ability. “Even good users circumvent security measures. User education helps, but central
enforcement is the only reliable method”; (to ensure that security policy is enforced).

The cost of having Tutors manage their own workstations is also prohibitive as they are paid
on the basis of the time they expend working for the Institution. On the Information
Technology side the Institution has limited funding for staff to support these workstations.
Remote support for Tutor workstations has proven to take two to three times the resources of
supporting local workstations. Beyond building the case for adequate staffing, the answer to
this dilemma is to automate the processes, centralize management and standardize both
policy and technology. Seweral vendors are now attempting to provide a clear path for
achieving these objectives.

The Institution standardized on Symantec™ Norton Anti-Virus software for Windows some
time ago and installed this application on all the Tutor workstations. This extremely important
utility has been limited in its effectiveness on the Tutor workstations by the lack of an update
policy or central management. Many of the workstations have never updated the anti-virus
definition files and many more have only updated on an irregular basis.

This process needs to be automated to ensure that updates occur on a regular basis.
Workstations that are connected to the Internet with high-speed access should update daily
and those connected by dial-up should update at least once per week.

On the head office LAN, a central sener logs incidents and allows IT staff to quickly respond to
problems and manages anti-virus updates. The Symantec System Center console included
with purchase of Norton AntiVirus Corporate Edition Version 7.x and Symantec AntiVirus
Solution presents a good method of managing desktops within a Microsoft Windows domain
but a rather less impressive method for remote machines.

Provides easy access to sometimes-connected desktops and laptops, allowing you to
keep these hard-to-reach systems up-to-date. Using unique, advanced technology from
Symantec, you can send virus definitions as compact email attachments to remote
clients. End users download the files and install the updates themselves, keeping them
in sync with the rest of the organization-easily and inexpensively.™

° Phifer, p. 8
10 http://www.whit ehatinc.com/symantec/antivirus/syst emcenter.html
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This does not present the level of automation that easily allows for the management of over
100 remote workstations. This scenario would require that Tutors adhere to a strict update
policy and receive payment for managing their workstations or have IT staff intervene on a
regular basis. | talked to Symantec’s technical support staff and received the following as an
alternative new process.

In Symantec AntiVirus Corporate Edition 8.x, Roaming Clients access the SAVRoam
senvice to connect to the server on port 1056. RTVScan makes a request to Winsock
for port 2967 for IP. This value can be configured by using the following registry key:

HKEY_LOCAL_MACHINE\SOFTWARE\INTEL\LANDesk\VirusProtect6\CurrentVersion\
AgentlPPort

If the request for the static port fails, then RTVScan will use a dynamic port. This port
will be assigned by Winsock on that server and can be different each time that you
request a port.”

This would allow IT to distribute updates and track the status of definition files on the remote
machines without having to log into each machine and without intervention by the Tutors. A
second anti-virus sener in a screened corporate segment or DMZ is required with the
appropriate ports open. The dynamic IP addresses on the Tutor workstations would result in
each workstation having a new multiple listing whenewver their IP is changed.

Symantec Enterprise Security Manager™ 5.5 claims to:

Checks policy compliance and wilnerabilities on servers, workstations, applications, and
databases with over 1,500 assessments

Performs assessments fast and efficiently, with minimal disruption to day-to-day
business operations

Manages enterprise-wide policy compliance from a central console, with easy and
secure updating over the Internet via LiveUpdate™

Provides integrity checks as well as comprehensive reports and compliance
management recommendations™

™ From Symantec technica support
12 http://www.whit ehati nc.com/symantec/esm/esm.html
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Unfortunately this product is aligned for server management and is cost prohibitive for remote
desktops. The Institution is therefore left with three choices. Symantec LiveUpdate™ could be
managed on each of the workstations individually. A second instance of the corporate
Symantec AntiVirus server could be created with the Tutors defined as a logical group or IT
could manually intervene to ensure that emailed updates are applied. Alternatively, another
vendor or distribution process could be selected such as Sygate, ZonelLabs, or F-Secure.
ZoneLabs is actually capable of managing the Symantec anti-virus update process.”

Another type of product that might address the issue is desktop patch management systems
such as St. Bernards UpdateEXPERT™.

Use UpdateEXPERT's exclusive optional client agent to manage machines that are
locked down or isolated (e.g., DMZ). You don't need the client agent for any other
machines unless you need the best bandwidth management.

Although not specifically designed for anti-virus updates UpdateEXPERT™ is designed to
deliver software updates which could include the anti-virus definition files among other
software applications. Itis unlikely that the cost of this product could be justified for delivering
anti-virus definition files only and it is not clear how the anti-virus definition updates are
integrated into this product.

Alternatively the Institution could consider purchasing static IP addresses from the ISP(s) to
alleviate the problem of tracking remote users. This, as with the other alternatives abowe,
would incur additional costs but might be more cost effective than implementing additional
servers or products.

Operating System Patching and Hardening

Since the initial installation of tutor workstations in August 2001 over 200 patches have been
issued for Windows 2000 Professional. The majority of these patches have been security
patches. Applying Windows patches is not currently mandated by the institution and would
require many hundreds of hours of tutor time at $--/hour to complete. On workstations that
attach to the Internet via dialup, applying patches through the Microsoft Update site is not
feasible. It would require several hours simply to download the 22MB, SP3 for example.

Tutor workstations that are connected with high-speed DSL or Cable senice are able to take
advantage of the MS Updates for patching. For these workstations OS patching could be
managed remotely by IT once the major patches have been applied. Dialup attached
workstations will require access to OS patches from CDs supplied by IT. This process will
require significant ongoing effort and cost for tutor time, shipping, and IT management. To
alleviate this problem, it was recommended that all tutors be supplied with high-speed Internet
access where it is available.

13 DeMaia Mike Defense Stats Here Nework Computing, February 20, 2003 URL:
http://www.network computing.com/shared/printA rtid e jhtml ?articd e=/1403/1403f3full.html & pub=nwc
1 URL: http://www.updat eexpert.com
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In order to bring tutor workstations up to the latest OS patch lewels, it was recommended that
machines be returned to the institution where a new image can be loaded on the machines.
These images will incorporate all paiches and new software.

Ongoing management of OS and application patching should include the use of an automated
tool such as UpdateEXPERT™, Microsoft SUS™, Shaink™ or PatchLink™. The use of any
of these products does not resolve the problem of moving large patch files over slow dial-up
connections. It will still be necessary to provide high-speed access to the Internet to allow
patching to be performed efficiently or for those workstations that cannot get high-speed
access; CDs will still have to be issued.”

Since these workstations are scheduled to be returned to the Institution for patching, an
opportunity for hardening the OS is also presented. One of the first problems to be resolved
with these workstations is the removal of administrator privileges for Tutors. They will need the
ability to backup files on the system but should not be able to install applications.

Current policy states that all systems should display a Logon Banner warning against misuse
of the Institutions systems. These system will have a standard logon banner installed using
the Local Security Policy Setting. They will also have lock-outs set for multiple failed login
attempts. Strong password rules will be set to ensure that passwords are updated every 90
days and are not repeated. A password protected screen saver will also be applied. In
addition the list of installed accessories will be reviewed to determine which accessories might
be uninstalled and all network protocols will be disabled other than TCP/IP. IS will also be
disabled.

There are a number of tools that can be used to for hardening a Windows 2000 Professional
workstation. Good examples are the Symantec Enterprise Security Manager™ OS Hardening
Policies for Windows Platforms'® and the Center for Internet Security Benchmarks and Scoring
Tool for Windows 2000 and Windows NT.” These tools can save a great deal of time and
effort in identifying baseline hardening requirements.

IP Filtering and Firewalls

A primary component of any secure environment is the ability to block unauthorized access.
This is partly achieved through the use of IP filtering and firewalls that can block most ports
and remote access attempts. The key question that IT considered in choosing a solution was,
“Can tutors be expected to manage their own firewall effectively?” In the opinion of IT staff,
tutors in general will not have the level of understanding of firewall issues to manage their own
firewall. The most likely scenario is that tutors would open up any port that is requested
thereby eliminating all security value. A centrally managed remote firewall system such as
Zone Alarms Integrity product or Symantec Enterprise Client Security would allow IT to set

> High-speed ADSL funding was approved on April 11, 2003

18 URL : http://securityresponse symantec.com/ av center/security/Content/ windows. os. har dening. polidi es. htm (April 22,
2003)

" URL: http://www. cisecurity.org/ federa cisusers/fed_bench_win2000.html (April 22, 2003)
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firewall rules and push those rules out to all workstations. Sygate and F-Secure will also be
evaluated.

Zone Labs Integrity Server™ claims to be able to integrate into a variety of authentication
processes to ensure that when the Integrity Agent attempts to connect to corporate assets the
firewall security rules are forced on them. Zone Labs does not include anti-virus software but
supports Symantec as a third party product. Symantec Client Security using the LiveUpdate™
client on the remote system is configured to function with other Symantec products. Many of
Symantec’s security offerings are the result of recent acquisitions and it is not clear, without
extensive testing, how well they have been integrated. Unfortunately the Symantec firewall
received very poor ratings in Network Computing’s most recent comparison,'® and does not
include centralized reporting of firewall events.

Sygate by comparison claims that they are able to manage a wide variety of third party
software in an integrated manner. “The Sygate Enforcers network gateway device
communicates with the Sygate Management Server to obtain enforcement policy and
authentication information. When Sygate Security Agent connects to the enterprise, Sygate
Enforcers initiate a challenge response session that determines the authenticity of the agent,
the status of the firewall, intrusion prevention, anti-virus, other security applications, and the
adherence of policy, signatures, and virus definitions to corporate policy.™ Sygate also
received the best owerall rating from Network Computing.

All of these products are application layer firewalls. Methods of populating and configuring
permitted applications vary by product. Some offer a scanning tool that's uploaded to the
senver; others let a clean client system learn and report back the available applications. All the
four products mentioned here compute MD5 hashes, or fingerprints, to protect the network
from modified or overwritten applications. All of these products with the exception of Symantec
also offer component control; that is, they extend control capabilities to .DLL and other library
files with MD5 hashes.®® This is a significant weakness for Symantec as it allows Trojans to
modify .DLL files, however Symantec’s product includes anti-virus sottware that can detect and
purge Trojans in a reactive manner.

IT has a good understanding of the application and port requirements for access to the
Institutions systems. Currently Tutors connect to the Tutor port with SSL on HTTP port 443,
access email using a proprietary client which includes encryption on TCP port 510 or 3004,
and access course delivery servers on HTTP port 80 and TCP ports 4445 and 4568 and UDP
port 4567 for whiteboard and chat. It has been recommended that the course delivery server
access by changed to SSL. The corporate firewall blocks access to all other ports. Many
outgoing requests on HTTP port 80 such as ICQ and Instant Messaging are also blocked. A
similar configuration is being considered for Tutor workstations.

8 peMaia p. 5

19 Sygate Secure Enterprise M aking Open Networks Trustworthy. Sygate Technologies, Inc. 2002 URL:
http://www.sygat e.com/sol utions/da ashegts/Syga e Secure Enterprise_Dat asheet.pdf

2 peMaia, p. 2
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Exceptions to these rules will require a clear business case, an analysis and explanation of
risk, and a reasonable level of assurance that security will not be compromised. Application
discovery will be important in the initial stages of this implementation, it is therefore important
that installation occur on clean systems. The Institutions Security Committee will make these
decisions.

The firewall should ideally have an IP packet filtering router in front of it to add an additional
layer of security. Obviously this would not apply to workstations connecting by dial-up. Some
members of IT have argued that IP packet filtering should be used instead of a personal
application-level or stateful inspection firewall. This argument is based on the perception that
cost for support of a hardware router with a simple filtering table will be lower than managing a
personal firewall with a more elaborate configuration file. This howewver does not take into
account the ability to centrally manage remote firewall rules or the lack of ability to centrally
manage routers. It also assumes that the level of security between the two options is
equivalent.

Packet filtering routers would require a fairly elaborate rule set to meet equivalent security
levels offered by any of the Personal Firewalls. Managing the routers ACL’s would be beyond
the comprehension of Tutors and most IT staff members. If a change were required, the
routers ACL would need to be modified on each router by accessing the console. Console
access would need to be secured in order to keep external agents from acquiring access for
their own ends.

Given that these changes would most likely be infrequent and that console access security
could be maintained, the question still remains whether a packet filtering router provdes an
equivalent level of security to an Application-level Personal Firewall. In my opinion, although
an elaborate packet filter could provide a good level of security, as new applications are
introduced and the associated threats change, a centrally managed Application{evel Personal
Firewall will provide the ability to respond to changes more quickly and provide a higher level
of security.

Cost constraints at the Institution make it unlikely that both a packet filtering router and a
personal firewall can be funded for these workstations. Although both solutions would be
ideal, if a choice must be made, the relative complexity of configuring and managing routers
makes it likely that they will be dropped in favour of a centrally managed personal firewall.

Some DSL/Cable routers, D-Link for example, are now packaged with a copy of a personal
firewall, Symantec in this case. At this time there does not appear to be a remote workstation
solution that combines a router and firewall in a single inexpensive and centrally managed
appliance. Current firewall appliances remain too costly to use in a remote workstation
environment. Managing 100+ independent routers and firewalls would require additional
staffing for the Institutions IT department. Given the current economic environment, it is
extremely unlikely that additional staffing can be obtained.

The choice between a stateful-inspection or application layer (proxy) firewall has already been
made at the corporate level. The arguments used to make this decision are quite similar to
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making a selection for personal firewalls.  Although stateful-inspection may give higher
performance, this is not a major consideration on a workstation. Generally statefukinspection
firewalls are acknowledged to provide a lower level of security than application-level firewalls
and are considered easier to configure improperly. It also appears that at this time there is no
centrally contralled, stateful-inspection personal firewall being marketed.

In the final selection process there are seweral key features that will be used to distinguish
between personal firewall vendors. As mentioned previously they wil need to incorporate
central management in order to accommodate staffing limitations at the Institution. A list of
additional features that will be compared is presented below.

Block port scanners

Configurability

Group Lewel Restrictions

Policy protection, so users can’t make changes

Logging options — does it present a central log for all remote systems?
Definable event filters

Automatic policy and software updates

Integration with VPNs and anti-virus programs

Alarm triggers

Leakiness level — as tested by Leak Test

Responsiveness of vendor

Stability of vendor

Recommendations for secure policies and procedures

OS configuration error identification and fix recommendations
Range of threats addressed

Application and protocal level controls

Cost

Ease of use

Frequency of intervention required

Intrusion Detection

Host based intrusion detection is “very expensive in tems of time and resources”.
Commercial host based intrusion detection products for Windows also have low market
penetration. It is for these reasons that centrally managed Anti-Virus and personal firewalls will
provide the main intrusion detection information. Logging anti-virus and firewall information to
a central location may allow IT staff to identify an attempted attack and adjust settings and
configurations to quickly respond.

On top of these centralized logs, Windows 2000 Security event logging will be enabled. This
will allow IT staff to review events on the Tutor workstations if a security breach is suspected to
have occurred. IT staff may also choose to ask the Tutors to use Netstat and or Fport in the
event that there is reasonable suspicion of some problem. The Institution however will be

2 GIAC Security Essenti ds — Host-B ased Intrusi on Detection — page 3 - 43
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faced with a high cost if Tutors are asked to use these utilities on a regular basis and are then
billed back for the Tutors time.

Unfortunately using a utility such as Tripwire or Windiff on an ongoing basis without some
centra management console would provide more information than could be managed with
current staffing levels. The time to inspect independent logs on 100+ workstations would
require an additional FTE for just one of these utilties. These may howewver be used on an ad
hock basis in the event that a security problem arises which cannot be easily identified
otherwise.

Malware Detection and Deletion

After having set clear security guidelines, installed Anti-Virus and firewall packages, updated
OS/application patches and having turned on the Windows 2000 security logging, IT is still left
with the possibility that some unknown threat might allow unauthorized access or install
malicious code. Even more likely, a Tutor or one of their family members might install an
application on the workstation that could damage the system or compromise security in some
unpredictable fashion.

Faronics Technologies Deepfreeze™ would allow IT to ensure that no permanent change
could be made to the workstation without authorization from IT. If a tutor installed software or
was somehow infected with an unknown virus, a reboot of the machine would delete any
changes to the configuration. Tutor files are stored in a specified location that is not affected
by the reboot. This would significantly reduce the number of problems introduced to the
workstation by tutors but does not prohibit tutors from testing new applications. Deepfreeze
would also contribute to identifying an intrusion by logging changes that occurred.

The most significant problem to be overcome when using this utility is to allow necessary Anti-
Virus and firewall updates without having to manually intervene on each workstation. This can
be achieved by “thawing” the locations where AV definition and firewall configuration files are
located. This of course exposes these important files to the very problem that Deepfreeze is
attempting to resolve. If there were any Windows registry entries affected by these changes
they would be over written on the next reboot. In fact Symantec updates the Windows registry
with the last check in date. In a centrally administered scenario the central server would report
the last check in date incorrectly. This would not necessarily break the system but would limit
the value of these log files. An alternative is to have Deepfreeze turned off at scheduled times
to allow the AV and firewall updates. Running these updates on a time-based schedule for
Tutor workstations using dial-up would be problematic as they most likely will not be connected
to the Internet. At any rate, managing multiple applications to run on a single schedule is
bound to be problematic.

Another alternative is that scripting could possibly be used on the central anti-virus and
personal firewall server to shut down Deepfreeze during the update process and then restart it
on completion. Faronics technical support, were unaware of any organization that is currently
using Deepfreeze this way.
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Although a useful additional layer of defense, extensive testing will be required to determine if
Faronics Technologies Deepfreeze can be used effectively in conjunction with Anti-Virus and
Personal Firewall applications. Other products that will be investigated include PestPatrol.

PestPatrol Corporate Edition can be deployed centrally and claims to detect fifty thousand
types of pests in memory, on local drives and on network shares, which are not detected by
many other remote end point security products. PestPatrol is integrated with Check Point VPN-
1. If a pest is detected the SecureClient shuts down any active connection and forwards a
failure message containing the name and location of the pest by email. IT would then need to
intervene to allow the affected Tutor to regain access to the tutor portal. Although this product
may provide some additional layer of security it would once again require significant additional
time from IT and might present frustration for Tutors.

Desktop File Encryption

Even with all of the possible security tools employed there will always be some hacker who will
gain access to one or more of these workstations either through persistence or because of
some error on the part of IT or one of the Tutors. In this event a final layer of security could be
applied in the form of file encryption. Entrust, Imecom and SafelT, all provide desktop file
encryption products that could be employed. Howewer, this is not a high-level R & D
environment where Tutor files would provide the type of information that a professional hacker
would pursue. Any hacker who did go through the trouble of gaining access to these machines
would be sorely disappointed by finding at best undergraduate papers in the various fields of
Arts an Science.

VPN vs. SSL

Once the Tutor workstations have been secured there still remains the security of the Tutor
Portal, where student marks are entered. Currently access to this portal requires 128 bit SSL
encryption. SSL provides a high level of session encryption providing message privacy and
integrity, but the authentication process remains a userid and password and anyone can hit the
login prompt for this server from the Internet.

This Windows 2000 server currently hosts both the Tutor and Student Portals. The first
recommendation made was that these portal senices be separated and placed on two
physically separate servers. This would allow the Tutor Portal to be screen from general
Internet access.

The second recommendation for securing the Tutor Portal was to install a VPN to restrict
access to this portal to tutors using a VPN client. Ideally these sessions should be mediated
by hardware tokens, but funds for SecurelD or CryptoCard tokens were not approved. Even
without hardware tokens the VPN improves secure access to this sernver by restricting access
to workstations using the VPN client, (software token), and preventing access to all others. A
second value of the VPN is that it could provide authentication for Tutor access to central
senvers which manage the various components of remote end point security.
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Three products have been selected for comparison and evaluation; Nortel - Contivity Secure IP
Senices Gateway, Cisco — VPN 3000 Concentrator Series and Symantec Enterprise Firewall
& VPN. The institution currently maintains Nortel local area network technology and a
Symantec Enterprise Firewall. Cisco is partnered with Zone Labs to provide authentication for
the Integrity Personal Firewall Server. Sygate has partnered with Nortel and Symantec is
attempted to provide all the components itself. There is a substantial evaluation process that
must be completed before selecting the VPN product. This selection process is beyond the
scope of this paper.

Alternatively the Institution could select some other central authentication method for Tutor
access. These could include a Windows Domain or LDAP servwer or an SSL-Based
authentication solution such as Rainbow Technologies iKey/iGate. The Rainbow Technologies
solution provides a two-factor authentication solution but claims to be simpler and cheaper to
implement and maintain than a VPN. In this scenario encryption would continue to be
provided by SSL but the Tutor portal would only be accessible directly by authentication
through the selected process. This would add only limited additional security value by
presenting an additional userid and password. Tutors would also find the additional login
frustrating.

The introduction of a VPN, combined with enhanced workstation security and separation of the
Portal server, provides better security for student marks, and Tutor and student information,
from an external integrity or confidentiality attack.

Review of internal policy and procedure is also required to ensure the internal, head office;
attack vector does not present gaps. There is little point in locking the backdoor if the front
door is left wide open. The striking of a formal Security Committee will allow the Institution to
review internal processes and detemmine the full extent of the security improvements that may
be required within the corporate office.

Remote Access to Workstations

Key to reducing support time for remote workstations is the ability of IT staff to gain access so
that they can see what is happening on the workstation and provide quick intervention to
identify and resolve problems. Ewven being able to show a Tutor some simple application tip
can sawe large amounts of support staff time. In the event of a suspected security incident, it
is also important to be able to check local log files and run utilities that will generally not be
familiar to Tutors.

It was important in identifying a remote control tool to weigh the value of remote control against
the risk of opening an additional security hole. The IT department selected Radmin as the
remote control tool of choice. This product provides triple DES encryption of the remote
control session on a none-standard port and can be assigned a strong password or it can be
tied to the Windows Domain authentication process. Opening any additional port on these
workstations is cause for concern but a Personal Firewall scan blocker will mitigate this.

EXCEPTIONS AND PROBLEMS
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As with any environment there will be exceptions to standard configurations, policies and
procedures. Some Tutors will require specialized applications within their area of expertise;
others are located in remote areas that cannot currently be connected to high-speed Internet
senices.

One of the most significant exceptions affecting Tutor workstation security is that some Tutors
use they’re own persona system or a system provided by another institution. Maintaining
security standards on these systems will be difficult to say the least. One simple but expensive
solution would be to mandate that all Tutors use only the Institutions workstations. This would
entail the purchase of 60 additional systems. Alternatively an attempt can be made to ensure
that these systems meet the minimum-security standards of the Institution. A clear and concise
Remote Access Security Policy will be required to achieve compliance.

Introducing new applications such as Personal Firewalls and new central administration
processes for these applications will create an additional workload for an already stretched IT
department. Given current economic conditions within the local post secondary system, it is
very difficult to obtain funding for additional staff. Howe\er, filling the full time role of Security
Analyst is becoming recognized as common practice within the IT community at large. There
is hope that this role can be justified and filled for the next fiscal year. In the interim,
management of the new central systems and support of remote workstations will need to be
absorbed by seweral staff members. The Security Committee will coordinate these staff
members, and some of them will fill seats on the committee.

There is a great deal of hands on testing required to detemmine how the various components
would work individually and together. Ideally one vendor would provide all of the components
with a single central management console. At this time no such solution exists although
Symantec and others appears to be mowving in that direction at least with personal firewall and
anti-virus products. Ower the next two years, IT will be watching these developments closely.

CONCLUSION

Remote workstations present IT with one of the most difficult array of security problems in any
organization. The wide acceptance of high-speed, always on, Internet access and portal
technologies that allow access to mission critical information, have made the resolution of this
problem extremely urgent. Security vendors have responded with a wide variety of discreet
products and have begun to address various parts of the problem, but at this time there is little
collaboration even within single vendors to provide coherent management of the whole
solution.

Recently vendors such as Symantec, Sygate, F-Secure, and ZoneLabs have begun to address
portions of the problem and undoubtedly will do much more to provide fully integrated
packages in the next two years. It is too early to determine if these companies will succeed in
deweloping security suites, where companies such as Network Associates and Secure
Computing previously failed. While the various security vendors dewelop these integrated
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packages howevwer, IT is still left with an urgent and immediate problem that requires the use of
several independent products and processes.

In this paper, risk, threats and wlnerabilities for remote workstations have been examined
within the framework of the primary threat vectors and security policy issues have been
examined. The current types of security components available for remote workstations have
been identified and briefly examined and some of the issues surrounding the use and selection
of these components within a post secondary educational institution have been discussed.
There is a great deal more work required to identify the details of how these components can
work cost effectively together. Detailed policies and procedures still need to be defined to
manage Tutor workstations that are owned and managed by the Institution and those that are
not. This discussion also included some assessment of the impact on IT department staff that
must implement and support these solutions. It is hoped that in the near future, integrated
remote workstation security solutions will greatly reduce the complexity and cost associated
with these processes. Inthe mean time the Institution will need to allocate significant funds for
additional staff and an array of security components.
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