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Increasing Terminal Services Security
as Remote Management of Windows 2000 Server

Abstract

Windows 2000 Server family can be administered remotely using built in feature
of Terminal Services in remote administration mode. Although terminal services
offer several level of encryption to secure the traffic between client and server,
however, terminal services only offer user/domain authentication to access the
server. There is no obvious way to limit access to terminal services login
information, so once the terminal services is enabled on server, every one can
access login page windows 2000 server using terminal services.

This paper tries to develop a solution to increase terminal services security with
no additional cost. To achieve this result, windows terminal services will be used,
combine with free software utility, stunnel and openssl. A filter list and filter action
on local security setting of windows 2000 server will be created to block default
terminal services communication, to limit access of terminal services. Brief
explanation how to configure and use this software to increase the security of
terminal services and how it affect terminal services will be given.

Introduction

This paper will not discuss about how to configure and set the default security
when installing terminal services. Information on this subject could be found at
the following address:
http://www.microsoft.com/technet/treeview/default.asp?url=/technet/prodtechnol/
win2kts/maintain/optimize/secw2kts.asp and also
http://www.nsa.gov/snac/win2k/download.htm

Terminal Services in Windows 2000 Server family could become the easiest way
to perform desktop management remotely, because it comes as a built in feature
of Windows 2000 Server. It is easy to setup, uses built in windows/domain
account for authentication, and also offer different encryption level as standard
security requirement. But Terminal Services also have some limitation. It doesn’t
offer the ability to limit where the connection may originate, so once the terminal
services is enabled on server, everyone will have access to login page of
windows 2000 server. Another weakness is Terminal services also do not offer
an option to prove the identity of client/computer that is allowed to access the
login page of windows 2000 server.
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Based on those limitations, this paper tries to develop a solution that might
overcome those problems and gives a terminal services as a total remote
desktop solution for managing windows 2000 server.

Define the Solution

Windows Terminal Services.
In this paper, we will focus Terminal Services term as a component of Windows
2000 Server family, Windows 2000 Server, Windows 2000 Advanced Server, and
Windows 2000 Data Center Server. We are not going to discuss Terminal
Services as a feature of Windows NT4. For the implementation, the configuration
that is presented in this paper may also be applied to the new coming Windows
Server 2003.

Local Security Policy
Terminal services can be activated either as an application server mode or as a
remote administration mode. When configured as an application server,
everyone need to have access to login page of your server, so they can login and
have any application installed on server as if it is installed on their local pc. But
when enabling terminal services as a remote administration mode, the goal is
only to remote and perform an administrative task of maintaining your server by
authorized people. You still need to keep access to your server limited.
Some security papers write the needs of securing your server physically. One
important goal by doing this is to limit access to your server only by authorized
person. When enabling Windows Terminal Services as remote administration,
this security point is actually compromises, because now anyone can have
access to your server login screen, leaving a considerable risk especially for an
internal intruder.
Terminal services does not offer an option to limit where the connection may
originate when enabled in remote administration mode. So we will create a rule
using local security policy of windows 2000 server to block all default terminal
services coming to server. By utilizing this feature, only the designed computer
(have certificate on their computer), with authorized people (have their user
name and password), and stunnel installed, able to initiate terminal services
connection, while connection from others computers will be blocked.

Stunnel
Stunnel is a program that allows you to encrypt arbitrary TCP connections inside
SSL (Secure Sockets Layer) available on both Unix and Windows. Stunnel main
purpose is to give the ability to create SSL tunnels to transmit terminal services
communication. It assures the confidentiality and integrity of the transmitted data.
Besides that, Stunnel also offer the opportunity to authenticate terminal services
client and the remote server by using certificates.
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OpenSSL
OpenSSL is a library that can provide cryptographic functionality to application.
OpenSSL will be used to create, sign, and revoke certificate that will be used by
terminal services server and client to authenticate each other.

The following figure will briefly summarize what the connection will look like.

Implementation

1. Installing Terminal Services.

Terminal Services has two modes of installation, remote administration, and
application server. This paper will need to install the terminal services in remote
administration mode. Since Terminal services comes as a built in feature of
Windows 2000 Server, the installation can be done easily. National Security
Agencies (NSA) Network Security Evaluation and Tools Division of National
Security Agencies (NSA) gives the detail installation step and standard security
configuration on the following link: http://www.nsa.gov/snac/win2k/download.htm

2. Limiting the connection from localhost only.

In the proposed configuration, as a security requirement, Terminal services
should only be accessible by locally installed stunnel utility, so it is important to
block all default terminal services communication on port 3389/tcp coming to or
from windows 2000 server. On windows 2000 Server, this goal can be achieved
by using local security policy, and creating filter access list.

g Local Security Settings O] x|
| aton ven || » Bm BE2 |22 |

Tree I Mame / | Descripkion | Palicy Assigr
@ Security Settings ] Client (Respond Cnly) Communicate normally (uns... Mo

F-28 Account Policies -] Secure Server (Require Security’) Far all IP traffic, always req... Mo

l} Local Policies B Server (Request Security) Far all IP traffic, always req... Mo

[:l Fublic Key Policies

g IP Security Policies on Local Machine

1| | 0

| | |
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On Local Security Settings window, expand Security Settings, Right Click IP
Security Policies on Local Machine, and choose Manage IP filter lists and

filter actions.

Manage IF filter lists and filter actions

Manage IF Filter Lists I Manage Filter Actions |

Thiz dialog allows pou to make maintain the |P Filter Lists that

2lx

= .
= describe pour tetwark,
—
The avallable IP Filter Lists are shared by all IP Security
Policies.
IP Filter Lists:
MHame | D escription |
iall ICME Trafhc Matches all ICMP packets bebw...
AllP Traffic Matches all IP packets from this ...
add. | Ed. | Remowe |

Cancel | Apply

Cloge I

2]

- An P filker lizt iz compoged of multiple filkers. [ this way multiple subnets, IP
= addresses and protocols can be combined inta one [P filker.

i

Mame:

Terminal Services

Add... |
[ E. |

Click Add to create new IP filter lists. Type Terminal Services for IP filter list

name. Clear Use Add Wizard, and click Add.
In the Addressing tab of Filter properties, choose My IP address for Source

Address, and Any IP address as Destination address.
Click Protocol tab of Filter properties and choose TCP as a protocol type. Type

3389 in the From this port box, and choose to any port. Click OK to close the

window.

Filter Properties
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The next step is to create a new filter action. Click Manage Filter Action tab at
the Manage IP filter lists and filter actions window, and click add to add new

filter action.

Manage IF filter lists and filter actions

Marage [P Filter Lists  Manage Filter Actions |

2lx

Thiz dialog allows pou to make maintain the filter actions that
describe the security af your nebwark,

The availlable filker actions are shared by all IP security

policies.
Filter Actions:
MHame | D escription
Permit Permit unsecured IP packets to ...

Accepts unsecured communicati...
Accepts ungecured communicati...

Request Security [0 ptional]
Require Security

Edt. | | Berove | B Useaddwined

Cloze | Cancel | Apply

Filter Action

Filter Action Hame
Marne this filker action and optionally give a brief description

Mame:

Block Terminal Services

Description:
Used to block default terminal services connection| ﬂ
[~
< Back I Mext » I Cancel

Type Block Terminal Services as the new filter action name, press next
and choose Block for the Filter Action General Options. Press Next and close

all window.
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After define the terminal services filter list and filter action, now we need to create
new IP Security policy that will be used to block all default terminal services
connection. At the Local Security Settings, right click IP Security Policies on
Local Machine, and choose Create IP Security Policies. Give the new policies
name Terminal Services and put a short description.

IP Security Policy Wizard e |
IP Security Policy Hame .
Marmne this security palicy ahd optionally give it a brief dezcription
-
Mame:

Teminal 5 ervices

Description:

Block all default terminal services connection ‘I

< Back I Mext » I Cancel

Press Next. Clear the Activate the default response rule check box, press
next again, and now tick the Edit properties check box. Then click on Finish.
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Click on Add at the Terminal Services policy security properties, and choose
Terminal Services in the IP Filter lists. At the Filter Action tab, choose Block
Terminal Services. Press OK and close all windows until we get back to Local
Security Settings window.

New Rule Properties 2x

Authentication Methods I Tunnel Setting | Connection Type |
IP Filter List Filter &ction

The zelected filker action specifies whether this rule negotiates
for zecure netwark traffic, and how it will zecure the traffic.

Filter Actions:

Mame | Description |
LG Ellock. Terminal Services Used to block default terminal s...
O Permit Permit unsecured IP packetsz to ..
O Request Security (Optional] Accepts unzecured communicat. .
O Require Security Accepts unsecured communicat. ..
Add... | Edit... | Remove | ¥ Use Add wizard

QK I Cancel | Apply |

Last Step is to activate e security poncy mat 1s Just created. At the Local
Security Settings window, right click new Terminal Services policy, and

choose assign.

After this policy is assigned, all default terminal services connection coming to
server will be blocked. Now terminal services can only be accessed by stunnel
utility, so it runs as if the connection is coming only from localhost.

3. Installing Stunnel

Stunnel utility can be download from stunnel website (http://www.stunnel.org).
This application must be installed both on server and client so they can
communicate each other. Here | installed it under C:\Program Files\Stunnel.

In order to work, another library files, libeay32.dll, libssI32.dll must also be
downloaded and place on the same folder.
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4. Installing Open SSL

OpenSSL will be used to generate, sign, and revoke certificate. Because of its
important role, it's recommended to install OpenSSL on a stand-alone computer,
not connected from the network. A binary windows version of OpenSSL can also
be downloaded from stunnel website. Two others library files, libeay32.dll and
libssI32.dll, should also be downloaded and installed on the same folder.

To generate certificates, the following configuration files should also be
downloaded, openssl.conf (http://www.securityfocus.com/data/tools/openssl.conf)
and the ca.bat script (http://www.securityfocus.com/data/tools/ca.bat), which will
be modified and used to easily generate certificates. The above files should be
placed in C:\Program Files\OpenSSL directory.

5. Configure the application
After all the software is installed, the first thing that needs to do is to create a
certificate both for client and server, so they can authenticate each other.

Certificate Authorities

The process of generating certificates should be started by generating a
private/public key pair and certificate for the trusted third party, or CA
(Certification Authority). The CA's private key will be used later to sign the
terminal services server's and client's certificates. The CA's certificate will be
placed on all terminal services servers and clients. Because the CA's private key
is one of the most important elements of every PKI implementation, the key must
be protected by strong pass phrase and kept away from regular users.

The public/private key pair of CA can be generated by using the modified ca.bat
file that we already download before, in the following manner:

C:\Program Files\OpenSSL\ca genca

After performing the above steps, the CA's certificate will be stored in the
C:\CA\CAcert.pem file, and the private/public key pair will be stored in the
C:\CA\private\CAkey.pem file.

PEM is stand for privacy enhanced mail which is now liberally used as a key
format.

Create Server Certificate
Generating server certificate can be done by executing the modified ca.bat in the
following manner:

C:\Program Files\OpenSSL\ca server

Following the script and giving the information needed, will result the following
files are created in the C:\CA\Templ\ts_server directory.
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Server.key -- private/public key pair
Server.crt — server certificate
Server.pem — server.key + server.crt (used by stunnel)

Create Client Certificate
Client certificate can be obtained by executing the modified ca.bat file in the
following manner:

C:\Program Files\OpenSSL\ca client

Similar when generating the server certificate, completing this step will result the
following files are created in the C:\CA\Temp\ts_client directory:

client.key -- private/public key pair
client.crt — client certificate
client.pem — client.key + client.crt (used by stunnel)

Configure Stunnel
Stunnel must be configured first before it can be used to secure communication
between server and client, and authenticate each of them using certificates.

Stunnel on Server
Stunnel should be configured on server by creating file stunnel.conf at the
C:\Program Files\Stunnel folder, with the following content:

CAfile = CAcert.pem
CApath = certificates
cert = server.pem
client = no

verify = 3

[TS]

accept = 443

connect = 127.0.0.1:3389

The default configuration of stunnel port used here is port 443/tcp. This value can
be changed with other value. The above configuration will cause all incoming
connections to the 443/tcp port to be forwarded to the local port 3389/tcp. This
should only happen after the client proves his identity by showing a valid, signed
certificate, which also present in the local certificates directory ("verify = 3"
require and verify certificate authentication of both sides against locally installed
certificates).
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The next step is to place both the CA's certificate (C:\CA\CAcert.pem) and
terminal services server's private/public key pair and certificate
(C:\CA\templ\ts_server\server.pem) in the C:\Program Files\Stunnel directory.
Finally we must also load the terminal services client's certificate. In order for the
Stunnel utility to find the certificate during the authentication process, we must
change its name as follows (the following commands must be run on the server
on which the certificates was generated; the value should be replaced by the
result of the "openssl x509" command):

cd C:\CA\temp\ts client

C:\progra~1\openssl\openssl x509 -hash -noout -in client.crt
value

copy client.crt value.O

The file value.0 should be placed in the C:\Program Files\Stunnel\certificates
directory

Stunnel on Client
Similar to server, stunnel configuration file stunnel.conf should be created on
C:\Program Files\Stunnel folder on client, with the following content:

CAfile = CAcert.pem
CApath = certificates
cert = client.pem
client = yes

verify = 3

[TS]

accept = 127.0.0.1:3389

connect = Terminal Services Server IP address:443

The next step is to store both the CA's Certificate (C:\CA\CAcert.pem) and
terminal services client's private/public key pair and certificate
(C:\CA\templts_client\client.pem) in the C:\Program Files\Stunnel directory.
Finally, we must change the name of the terminal services server's certificate file
in the way as follows:

cd C:\CA\temp\ts_ server

C:\progra~l\openssl\openssl x509 -hash -noout -in server.crt
value

copy server.crt value.O

The file value.0 should be placed in the C:\Program Files\Stunnel\certificates
directory
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Installing Terminal Service Client

Client may start terminal services by either using small application software,
created by windows 2000 server terminal services client creator, or by using
Terminal Services advanced client using Microsoft Internet Explorer 5.0 or
higher.

6. Testing the application

Once all configurations have been completed, terminal services can be tested
from client either using client software or using internet explorer. As terminal
services address, type 127.0.0.1. If everything is setup correctly, the terminal
services login page should be appear, which mean, the connection is already
established. On the stunnel window, the following information will be showed:

On the stunnel server:

I stunnel 4.04 on Win32 =13l x|
File Help

2003 .84.29 21:14:20 LOG5[1884:19281: stunnel 4.84 on x86—pc—mingw32Z—gnu WIN32 with OpenSSL 8.2.7h 10 Apr 2083 :J
2003 .04.29 21:14:20 LOG5[1884:600]1: Peer certificate location certificates

2083 .84.29 21:14:20 LOG5[1884:6881: WIN32 platform: 38808 clients allowed

2003 .A4.29 21:14:45 LOG5[1884:12481: TS connected from 18.96.93.45:1537

2803 .A4.29 21:14:45 LOG5[1884:194A1: UERIFY OK: depth=1. ~GC=ID/ST=JakartasL=Jakarta 0=GSEC org/O0U=GSEC/CN=CA-emailAddress=cal

2803 .94.29 21:14:45 LOG5[1884:194A1: UERIFY OK: depth=B. ~C=I1D/ST=JakartasL=Jakarta 0=GSEC org/OU=GSEC/CN=Terminal Services G
v

| J * 4

On the stunnel client:

I stunnel 4.04 on Win32 =13l x|
File Help

PUM3.B4.29 21:14:41 LOGSI328:3881: stunnsl 4.84 on x86-pc-mingwd2-gnu WIN32 with OpenSSL @.7.7h 18 Apr 20A3 A
2083 .94.29 21:14:41 LOG5[328:13321: Peer certificate location certificates

B4.29 21:14:41 LOG5[328:13321: WIN32 platform: 3AAAA clients allowed

B4.29 21:14:45 LOG5[328:12361: TS connected from 127.0.0.1:1536

B4.29 21:14:45 LOG5I[328:12361: UERIFY OK: depth=1. ~C=ID/ST=JakartasL=JakartasQ0=GSEC org OU-GSEC/CN=-CA-enailfddress=calg
2883.84.29 21:14:45 LOG5[328:12361: UERIFY OK: depth= I, #C=1D-8T=Jakarta-L=Jakarta-0=GEEC org OU=GEEC/CH=Terminal Services Se

-

4 | Ay

Summary

Right now there are a lot of option for remote desktop management of Windows
server. But, sometime, not all of them give a reliable security that can be count
on, or if they give, sometime it will cost you with an extra additional budget.
Terminal Services as a built in feature of Windows 2000 Server family, can be
configured and made reliable secure with additional free software utility, such as
Stunnel and OpenSSL, to give the administrator more than enough security
need. Utilizing this solution will offer extra security because now you have more
option to limit where the connection may originate and the ability of using
certificate to prove the identity of the client.
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Appendix A
Modified ca.bat file

Reference:

1. Remote Desktop Management Solution for Microsoft
http://www.securityfocus.com/infocus/1677

2.
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