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Active Directory: Disaster Recovery Steps

Jeftrey Palgon
GSEC 1.4 — Option 1

Introduction

Ask most any company’s management what their most critical data is and you are likely
to get the common responses of a marketing database or client files. While these are
important, an organization’s Active Directory database is often overlooked. In the event
of a disaster, it would be rather complicated to access a marketing database when there
are no logon servers available to authenticate yourself and your credentials. Since policy
usually reflects management’s intentions, odds are pretty good that most organizations do
not have a Disaster Recovery policy that outlines the steps required to preserve the Active
Directory database.

This document is intended to demonstrate the steps required to backup and authoritatively
restore an Active Directory structure in the potential event of a disaster. In this tutorial,
we have only used the Windows 2000 Server software and its integrated tools to
demonstrate the low cost involved with this process. Following these simple steps can be
the difference between restoring a Domain Controller in a few days to a few hours.

What is Active Directory?

Active Directory is a transactional database containing all users, groups, and computer
objects belonging to a domain. In addition to these accounts, organizational units may be
created to group common users together based on organizational structure. Group
policies may be used to distribute security settings, workstation settings, and even
automatic software installation packages.

Active Directory resides on all Windows 2000 Domain Controllers. Perhaps some of
Active Directory’s most important functions are authentication and authorization. In
addition, Active Directory can also store the organization’s DNS records.

Authoritative Restore vs. Non-Authoritative Restore

When restoring our Active Directory, we have two methods to pick from: Authoritative
and Non-Authoritative restores. To put it simply, every time a change is made to the
Active Directory database, an Update Sequence Number (USN) of the database is
increased by one. When all of the Domain Controllers poll each other for replication of
the database, they will use the database with the highest USN.
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Supposing we had several Domain Controllers, if one of them failed and we were forced
to rebuild it, we would choose to restore it non-authoritatively. We would restore Active
Directory in Non-Authoritative mode with the most recent backup for that specific server.
After the restore completes, the rebuilt server will have the USN at the time of the last
backup. Given that many changes have happened on the other Domain Controllers since
the time of the last backup, the rebuilt server will poll the other servers for the most
recent copy of the Active Directory database. From then on, all Domain Controllers will
be up to date.

An Authoritative Restore should only be performed if an administrator deleted a large
amount of the Active Directory database, or in the event that all Domain Controllers fail
or are destroyed. The Active Directory database will be restored and in the process the
USN for this database will be increased by a very large number. This tells all other
Domain Controllers that they should replicate with this server for the most recent version
of Active Directory. Authoritative Restores should only be performed on the first
Domain Controller to be restored. All subsequent restores of Domain Controllers should
be performed non-authoritatively.

Active Directory Disaster Recovery Overview

Our first step in creating a disaster recovery plan for our Active Directory is to backup
the Active Directory database. Since Active Directory resides on all Windows 2000
Domain Controllers, we must backup all of our Windows 2000 Domain Controllers in
their entirety.

Once we have our backups of our servers, we must replicate our backups to a centralized
backup server to add an extra layer of prevention, similar to a defense-in-depth strategy.
This way, if our Domain Controller fails, we have a copy locally on a centralized backup
server. To prevent against eavesdropping or interception and to provide encryption, the
replication between the servers should be conducted over a line using an IPSEC
connection. After our backups have been replicated, the next step would be to transfer
the backups to removable media to be stored off-site.

Next, we will assume that an event has occurred completely destroying our network.
First, we will reinstall Windows 2000 on a new server. Then, we will begin the
authoritative restoration process of our Active Directory and Domain Controllers.
Finally, we will verify that our Active Directory restore is fully operational.

Test Environment Setup

Figure 1 shows our test environment configuration.

Yoda — Windows 2000 Domain Controller with DNS-integrated Active Directory
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Obiwon — Windows 2000 Backup Server

An IPSEC connection between the Domain Controller and the Backup Server

Software used:
o Windows 2000 Advanced Server

o Robocopy
7
—_ IPSEC Connection e
A ——
| |
YODA Obiwon
Windows 2000 Domain Windows 2000 Backup
Controller Server

Active
Directory

Figure 1

Creation of Backups

The first step in our Disaster Recovery Program is to make a backup set of our Active
Directory. We begin by logging onto the Domain Controller that we wish to backup as a
user belonging to the Administrators or Backup Operators group. From there, we click
Start = Run..., then type NTBACKUP and click OK.

Type the name of a program, folder, document, or
Inkerrnet resource, and Windows will apen it Far yau,

Qpen: I ntbackup j

(] 4 I Cancel | Browse. .. |

You will be presented with a window welcoming you to the Windows 2000 Backup and
Recovery tools.
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€= Backup - [Untitled]

=10l x|

Job  Edit Wiew Tools Help

Welcome |Backup| Flesturel Schedule.]obsl

Welcome to the Windows 2000 Backup and Recovery Tools
Backup Wizard

Sy The Backup wizard helpz you create a backup of your programs and files g0 you can prevent data
lozz and damage cauzed by disk failures, power outages, wirus infections, and other potentially
damaging events.

Resztore Wizard

+
-
+

+ The Restore wizard helps pou restore pour previously backed-up data in the event of 3 hardware
failure, accidental erasure, or ather data lozs or damange.

— Emergency Repar Dizk

s Thiz option helps you create an Emergency Repair Dizk that you can use to repair and restart
£

Windows if it iz damaged. This option does not back up your files or programs, and it is not a
replacement far regularly backing up your spsten.

To create the backup set, click the Backup tab.
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€= Backup - [Untitled]

Job  Edit Wiew Tools Help

=10l x|

‘welcome Backup |F|est0re| Schedule.]obsl

? Click to select the check box for any drive, folder or file that you want to back up.

B Desktop

=L voDa

D[Q B

R =

W= C:

m 0D E

. Spstem State
-] &5 My Documents
F-[]ER My Metwork Places

=1

t ame | Comment

& @Active Directany

[ ket Boot Files

Bl ﬁ COk+ Clazs Regist..
B ﬁ Reqiztny

& & Sy Vol

B ackup options:

| , Backup destination:
=P |File

Backup media or file name:

j Marmal backup. Summary log.
Some bppez excluded.

ID:'\E ackupziAD_Complete_S: Browse... |

In order for us to make a complete backup set, we must select the System State. In this
screen capture, the System State selection is highlighted to show the components to be
backed up: Active Directory, Boot Files, COM+ Components, Registry, and SysVol.
Notice that you cannot select Active Directory individually, as the other components
must be included as well. When we backup Active Directory, the database (Ntds.dit), the
checkpoint file (Edb.chk), and all of the transaction logs are backed up. When we backup
SysVol, we are backing up all logon scripts that you may be using as well as all Group

Policies.

Next, we must select to backup all local drives. This is the most common pitfall in
backing up Active Directory. If we did not backup the local drives, we would not be able
to completely restore our Domain Controller to the way it was before. For instance, if we
did not backup the local drives of our server and instead chose to only backup the System
State, then we would have to bring the server back to Service Pack that it was on at the
time of the backup before we can restore our Active Directory. Any security patches that
were on the server at the time of the backup would need to be added as well. This could
be a tedious and lengthy process that has the potential for many errors. It is for these
reasons that we choose to backup the entire server.

In the lower-left, enter the Backup file name. Here, we have directed the file to save
under a Backup folder on our D drive.
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Next, we must save our selections to reuse in the future. Click Job = Save Selections

As...
Save Selections il |
Save jn: Ia data j 4= £ Ed-
File name: IY:::da_Eu:umpIete_B ackup
Save as type: ISeIectinn Scripts [*.bks]

Enter the File name you wish to use and click Save. Be sure to choose a descriptive
name for the backup that includes the server name. We will be replicating this backup to
the central backup server where there is potential to be several other backups and this
naming will help us differentiate them quickly.

You will be returned to the main backup screen. Click Start Backup to begin scheduling
the backups and to create advanced options.

Backup Job Information _|_|
|
. | Advanced. )
b |
|
-
Click Advanced....
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Advanced Backup Options _|_|

-
-

™| If possible, compress the backup data to zave space.

-

Here, we have selected to verify the data after it is backed up. This will verify that the
data was backed up correctly and will minimize the possibility that the data will be
corrupt upon restoration. Also we have selected the Backup Type to Normal. All
backups of Active Directory should be Normal, or Full. Active Directory will not be able
to authoritatively restore itself it the backup has been created any other way (Copy,
Differential, Incremental, etc.). When finished, click OK.

Next, we will schedule the backup to occur at a certain time. Click Schedule....

Set Account Information _|_|

In the Run as: line, insert the name of a domain account that will be used to backup the
file in the format of DOMAINNAME\USERNAME. In this example, we used an account
called “BackupServices” on the JEDI domain. This account is only used for running
backups for our backup software and cannot be used to log onto other machines. The
only group this account belongs to is the Backup Operators group, giving it the minimal
rights needed to backup our server. This account’s information should be kept secret and
the password should be long and complex. Next enter the password twice for the
account. Click OK.

© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



Scheduled Job Options

[ Scheduls data Backup d

Stark Date: | Thurs

Enter a descriptive name for the job, and click Properties....
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schedule Joh 7| x|

Schedule I Settings I

=1 ArE:00PM every day, starting 512003

el

Schedule Taszk: Start time:

| Dily =] | £:00 P ~ Advanced.. |
Schedule T azk Daily

Every I _lj daylz]

[ Show multiple schedules,

ak. I Cancel

It is recommended that you backup your Active Directory and Domain Controllers daily.
It is understood that the benefits of daily backups are difficult to prove to management,
and therefore you may be backing up your Active Directory with less frequency.
Remember that due to the tombstone life of Active Directory objects, all Active Directory
backups have a 60-day shelf life. Ata minimum, we must backup our Active Directory
every 60 days or less. It is obviously not recommended that you wait the maximum to
run the backup, as potentially you would have to recreate up to 60 days of user accounts,
groups, and group policies.

We have scheduled our backup to start today at 8:00 PM and to repeat every day of the
week. Click OK twice to continue.

To finally set our backup to begin, click Start Backup. The backup will now be
scheduled to run at the time you have set. To verify this, click Start > Settings... 2>
Control Panel - Scheduled Tasks. In this window, you will see your new backup job
scheduled.
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El Scheduled Tasks

File Edit ‘Wiew Favorites Tools  Advanced  Help

S Back ~ = - | ‘Qsearch [ Folders @|E* o x tﬁl| #

Address

Scheduled Tasks

j f{)GD

—

Schen:iuled Tasks

2 [[E] Add Scheduled Task

This Falder caontains tasks you've
scheduled For Windows, Windows
automatically performs each task at
the scheduled time.

For example, wou can schedule a
kime For Windows ko cean up wour

ko=rd dicl: ko Aalabima ninmaeace zeo

[ |

@,‘fnda Daily Complete Backup

|2 objectis)

4

You can check the backup folder after the job is completed to see the backup file has
been created. Now that we have successfully backed up our server, the next step is to get
the backup file onto password-protected removable media so that it can be stored off-site.

To do this follow the steps we just went through in backing up Active Directory. The
only differences will be that instead of backing up all the local drives and the System
State we will backup the backup file we created. In our example, the file is located at
D:\Backup\AD Complete Set.bkf.
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€2 Backup - [Untited] =]
Job Edit View Tools Help

welcome  Backup | Hestore I Schedule Johz I

LClick to zelect the check hiox for any drive, folder ar file that you want to back up

ED Desktop Mame I Type Sizel
=-[ & voDA B4 SfAD_Complste_Set. . Micosoft Ba... 1,372MB 72
H-= &
=0t
=M b:

i[of] 55 Backup
I3 madownld.trmp
DD RECYCLER
(1 RESTORE

- L3 System Volum
w08 E:

|:| System State

i 14y My Documents

B My Metwork Places

<] | RN | i

| Backup destnation: Hackup ophinns:
File = MNormal backup. Summary log. Start Backy
I J Some types excluded — E
Backup media or file name:

IAD_EDmpIet&_Set.bkF Browse... |

The next change will be to copy the file to removable media instead of to disk. Under the
Backup destination, select Removable Storage. In our example, we did not have the
luxury of a tape drive, but where you would select the tape drive has been highlighted.
Again, follow the steps to schedule that backup to run automatically. In most situations,
you will most likely being using third-party backup software for this operation. It is
advised that you select to password-protect this media if at all possible.

Redundancy through Replication

To provide for redundancy and an additional layer of protection, the backup file should
be copied to a backup server. It is suggested that you have a centralized backup server on
your network. Then you can have all of your server’s backups located in one place.
From there, you would copy the backups onto your removable media and store them off-
site.

We will use a free tool called Robocopy to automatically copy the backup file we just
created to a central backup server. Robocopy is a free tool that can be found on the
Windows 2000 Server Resource Kit. Copy robocopy.exe to a folder on your server. We
chose to install it to C:\Tools\Batch\Robocopy.exe.

From here, we will create a batch file to tell Robocopy what to backup and how to do it.
First, open up Notepad by clicking Start > Run - Notepad. Start by typing the path to
the robocopy.exe file, C:\tools\batch\robocopy.exe. Next specify the path to what it is
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you are going to backup. Remember, we had our backups saved at D:\backups. We
could insert a file name here, but we chose to backup the folder just in case there are
multiple versions residing in this folder. Next, enter the UNC path of the backup server,
the folder you wish to save the backup to, and any necessary program switches. Last,
save the file using the .bat file extension.

& dc1backup.bat - Notepad - O] x|
File Edit Format Help

cintoolshbatchywrobocopy. exe didvbackups ;|
\\Db"lwun\backuﬂ\yudaEdM'Iy\ wow o Smir el Aweld

[

In our example, OBIWON is our backup server, so we enter
Wobiwon\backup$\voda\daily\ *.* /mir /r:1 /w:1. The “*.*” is used to copy all files that
reside in the D:\backups folder. The “/mir” switch tells Robocopy to make a perfect
mirrored copy of the directory tree, while the “/r:1”” switch tells Robocopy to retry
copying the file 1 time if it has a problem copying and “/w:1” tells Robocopy to wait 1
second before retrying. If you do not enter in numeric values for Robocopy to retry
and/or wait, then the default settings will be enforced. Robocopy’s default retry amount
is one million retries and the default wait time is 30 seconds. If this were to extend out to
the maximum time, it would take approximately 347 days. Prior experience shows that if
Robocopy has a hard time copying a file, then it will continue to have a hard time
copying the file. You may be disappointed to come in the next day to find that your
backup did not run because Robocopy was hung up trying to copy a file. It is for this
reason that we suggest you specify a reasonable retry amount and wait period.

Now that we have created our script, we must schedule the task to run daily after the

backup job is completed. Click Start = Settings - Control Panel - Scheduled
Tasks.
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El Scheduled Tasks

=10l x|

File Edit ‘Wiew Favorites Tools  Advanced  Help |
smBack + = | ‘Qsearch [ Folders ®|E’ o x I:E"‘:-.l| 2

Address Scheduled Tasks j Gn
: = [[E] add Scheduled Task

|—i @,‘fnda Daily Complete Backup
e
Scheduled Tasks

This Falder caontains tasks you've
scheduled For Windows, Windows
automatically performs each task at
the scheduled time. _—

For example, wou can schedule a
kime For Windows ko cean up wour vI
k=rd dicl: R Aalabima immesaes s

2 object(s) v

Double-click Add Scheduled Task.

scheduled Task Wizard X|

Thiz wizard helpz you schedule a task for Windows
ko perfiorm.

ou zelect the programm vau want Windows b rn,
and then zchedule it far a convenient time.

Click Mest o continue.

< Back

Cancel |

Click Next >.
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scheduled Task Wizard X|

Click the program wou want Windows o run.,
To zee mare programs, click Browse,

Application | Werzion | -
L coessibility Wizard | 00219561,
E.-‘i‘-.ctive Directory Domains and...
E.&ctive Directory Sites and Ser...
E.-’-‘-.u:tive Drirectary zers and C...
i Address Book B.00.2300.11...

= Backup R.00.2195.62..
=" P P Eam 2 d ;I

Browse. .. |

< Back I Hest = | Cancel |

Click Browse....

Select Program to Schedule

Look, jn: IﬁEatch j L] IfF '

ROBOCOPY Do

Hiztary ~|robocopy. exe

File name: Iu:lu:'l backup.bat Open

L Lo

Filez af bype: I Prograrns Cancel

Browse to the batch file we created and click Open.
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scheduled Task Wizard X|

Twpe a name far thig task. The tazk name can be
the zame hame az the proagram name.

Iu:ln::1 backup

Perfarm this tagh:

= Monthly
" Ore tirme anly

™ when my computer starts
i~ when | log on

< Back I Mewxt > I Cancel

Enter the name of the task, select Daily and click Next >.

scheduled Task Wizard X|

Select the time and day you want this task to start.
Start tirme:

. ="
11:00 Pk =i

Perfarm this tagh:

{* Every Day

" Weekdays
" Every |1 _Ij days
Start date:

I 5/ 1/2003 "I

< Back I Mewxt > I Cancel

Select the time to start the batch file. Since our backup runs at 8:00 PM, I scheduled the
copy to run at 11:00 PM, shortly after the backup is completed. Choose the selection to
perform the task every day.
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Scheduled Task Wizard X|

Eniter the name and pazsword of a uzer. The tazk wil
run az if it were started by that user,

Eniter the uzer name: IJ EDINDomanServices

EntE[ thE EESSWDrd: Ixxxxxxxxxxx

LConfirm pazsword: I“““““““““““

< Back I Mewxt > I Cancel

Next, enter the username and password of a domain account to be used for copying of the
files. Here, we use an account called Domain Services that is used solely for this
purpose. This will help when looking through logs as only this account should be used at
this time for this function. If you notice that this account is being logged into
workstations or other servers, the account may be compromised. Keep in mind that the
account you use must be a member of the Local Administrators group for both servers.
Click Next > when finished.

Scheduled Task Wizard X|

You have successfully scheduled the following task:
dclbackup

Windows will perform thiz tazk:
At 1700 P eveny day, starting 747 /2003

‘Open adwanced properties for this task when | click
I Finizh.

Click Finizh to add this tazk to pour Windows schedule.

< Back I Finizh I Cancel

Click Finish.
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Scheduled Tasks O] x|

File Edit ‘Wiew Favorites Tools  Advanced  Help “
s= Back - ®] | ‘Qhsearch [YyFolders <34 o | P
Address | =] scheduled Tasks ﬂ o’ Go
. Add Scheduled Task
i‘“ﬂl fee foda Daily Complete Backup

@ dc 1hackup
Scheduled Tasks

Add Scheduled Task

The Scheduled Task wizard walks you
step-by-step through adding tasks,
Jusk Follows the instructions on each
SCREEm,

1 object(s) selected

Now you will see the backup which we created earlier, Yoda Daily Complete Backup,
and the batch file copy, dc1backup.

When the dcibackup job begins, you will see the following.

E:"-.,WINNT"-.,system32"-.,M5Task.e:-:e

C:sToolssBatchic :stoolsshatchsrohocopy.exe d:shackups \\uhil.-mn\t:$\h=
ilys = % Amir sr:l su:l

ROBOCOPY v 1.96 ust File Copy for YWindows NT

Started @ Twe Jul 81 18:31:2% 2663

Source d:shackups™

Dest ssobiwvonsctsbackupsyodasdailys
Files *_
= x #5 /E /PURGE ~MIR ~R:1 U:1

d:“backups™.
Mew File 1418732832 AD_Complete_Set _bhkf

This shows the Robocopy program while it is copying the backup files from the domain
controller to the backup server. Afterwards, you may browse to the location you
specified for the backup file to be copied to and compare it to the original file on the
domain controller. Here, the screen shot on the left is the file that was copied to the
backup server, and the screen shot on the right is the file on the domain controller.
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Notice that both files are the exact same size, 1.31 GB. The final step would be to
transfer the backup from the central backup server to password-protected removable
media to store off-site.

- "'.,"-.,uhiwnn"-.,|:$"-.,Ba|:kup"'.,"|'ndéi; =10l x| & D:"Backups =10l x|
Eile Edit Wew Favorites Tools  Help ‘ﬁ Eile Edit Wew Favorites Tools  Help ‘
HBack + = - | Qhsearch [ Folders » HBack + = - | Qhsearch [ Folders »
Address | \johiwonicdiBackup! vodat Daily j @’GD Address | DriBackups j @’GD
%F\D_Cnmpletejet.bkf %F\D_Cnmpletejet.bkf

|1 object(s) |1.31 56 Local inkranet 5 |1 object(s) |1.31 56 |E.EJI My Computer 5

Backup Summary

Now, we have created a comprehensive Active Directory backup set in case of a disaster.
We should have copies of the Domain Controller backup locally on the Domain
Controller itself and the centralized backup server. Additionally, we will have copies of
the backup file on removable media generated on the Domain Controller and the
centralized backup server.

Fortunately, we are assuming a disaster, so our next step is to restore an entire Active
Directory structure from this backup. Please keep in mind that backups must be made for
all domain controllers.

Restoring Active Directory

Our first step when planning to restore Active Directory is to rebuild our Domain
Controller. If restoring to a hot site, all that should be pre-loaded is Windows 2000
Server, preferably on a machine with the exact same hardware specifications of the server
that we are recovering. If the specs are not exactly the same we are still able to restore,
but only with a little bit of tweaking of a few .dlls. If you are restoring to a cold site, you
will need to install Windows 2000 before restoring. There will be a noticeable time
savings if a hot site is used in this situation.

There are a few other special notes with the initial server configuration. First, there is no
need to load the proper Service Pack on the server. Since we created a complete backup
of our Domain Controller, the Service Pack will be restored during the process. Also, it
is not necessary to create the exact same name as the previous server. When the server is
restored, the original name will be restored along with its membership to the domain.
While Microsoft claims no need to restore drivers, we have found this to be a little

© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



misleading. When restoring Active Directory to the same exact hardware, we found the
need to reinstall the display driver, so plan to have drivers for all hardware readily
available.

Once we have our server in place, our first step is to reboot the server, pressing F8 at the
Windows Startup Options screen. Next, select Directory Services Restore Mode. The

computer will boot into a safe mode so that we may restore Active Directory.

Log on to the server using an account with local administrator privileges. Click Start >
Run... and enter NTBACKUP and click OK.

Run

===l Type the name of a program, folder, document, or
?’3 Inkerret resource, and Windows will apen it Far yau,

open: [ TEEEET =]

(] 4 | Cancel | Browse, ., |

Next, click the Restore Wizard button.

=2 Backup - [Untitled] _ (O]

Job  Edit Wiew Tools Help

Backup] Flesture] Schedule.]obs]
Welcome to the Windows 2000 Backup and Recovery Tools

ras Backup Wizard
= The Backup wizard helpz you create a backup of your programs and files o you can prevent data
'y B lozz and damage cauzed by disk failures, power outages, wirus infections, and other potentially
damaging events.

Resztore Wizard

;ﬂ The Restore wizard helps pou restore pour previouzly backed-up data in the event of 3 hardware
+ failure, accidental erasure, or ather data lozs or damage.

Emergency Repar Dizk

aa Thiz option helps you create an Emergency Repair Dizk that you can use to repair and restart
[ | Windows if it iz damaged. This option does not back up your files or programs, and it is not a

replacement far regularly backing up your spsten.
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Click Next at the initial wizard screen. Click the Import File... button and browse to
where the backup file is located then click OK.

Highlight the selections to restore our server. We will need to restore all system files,
along with the system state. In this instance, we are restoring the entire server. Click
Next > when ready.

Restore Wizard |

What to Hestore
Y'ou can restore any combination of drives, folders, or files.

; B Click to select the check bow nest ba any drive. folder, or file that you
I'E]S ! want ba restare.

[
ER : Irnport File... |
What bo restore:

=[] gg) File M arne | Size | =
=[] @ Media created 5/1/20 | 4 L1 Documents and Se...
-5 ﬁ [l Program Files
el [ M RECYCLER |
""" BA System State b 1 System Yalume Info...
[ Taoks
BA L wINNT
arcldr.exe 147KB -
1 e | _l_I

< Back I Mest = I Cancel |

Next, click the Advanced... button.
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Restore Wizard

Completing the Restore Wizard

Y'ou have successfully completed the B estore wizard. viou
gpecified the following zeftings:

Restore from; File
kedia: ultiple media.
Restoreto: Original locations.

Existing files: Do not replace.

To cloge thiz wizard and start the restore, click Finish.
To zpecify additional optionz, click
Advanced. Advanced...

< Back

Cancel |

Select to restore the files to their original locations and click Next >.

Restore Wizard

Where to Restore
The selected files and folders are restored to the destination pou zpecify.

Select a destination for the restored files and folders.

Bestore files to:

< Back | Mest = | Cancel

Select the Always replace the file on disk option and click Next >.
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Restore Wizard

How to Restore
Y'ou can chooge how pou want borestore files that are already on disk.

When restoring files that already exist:
"~ Do nat replace the file on my disk [recommended]

i~ Replace the file on dizk only if it iz older than the backup copy

< Back | Mest = | Cancel

Select the Restore security and Restore Junction Points check boxes and click Next >.
Then click Finish on the final screen.
Restore Wizard

Advanced Restore Ophions
Y'ou can chooge to regtare gecurnity or special system files.

Select the special restore options you want to uze;

[ Restore Removable Storage database

[+ Restare junchtion points, not the folders and file data they
reference

< Back | Mest = | Cancel
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Click OK to the next dialog box that pops up.

Enter Backup File Name |

Enter the path and file name af the backup file you
want ko restore.

tedia name: Media created 5/1/2003 at 5:32 AM Cancel |

tedia number: 1

Bestore fram backup file:

ID:HB ackuphD_Complete_Set bkf Browse. ..

You will see the files being restored.

Restore Progress |

£

= &
Device: ||:;
Media name: IMeu:Iia created 541/2003 at B:32 Al
Shatuz: IHest-:uring files to disk...
Progress: |

Elapsed:
Time: | 2 se.

Proceszing: IE:H...ministrat-:ur"xLl:ucaI Settingz\Temphdat2 tmp

Processed: E stimated:
Files: | BE | B.772
Bytes: | 319463 | 1,335.280,395

When the restore process is complete, you will be asked to restart the computer. Click
No at this time.
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Backup B

Some of the files restored require wou to shut dovwn and restart wour computer ko
complete the restare,

D you wank bo reskark wour computer o ?

Yes | Mo

The following steps will need to be entered from a command prompt. First, from the
command prompt, type NTDSUTIL.

E:"-.,WIHNT"-.,SysI:En132"-.,cn1d.eue

Microszsoft Windows 2088 [Uersion 5.868.21951
CC» Copyright 1785-2008 Microsoft Corp.

Cisorntdsutil_

At the next prompt, enter authoritative restore.
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E:"-.,WIHNT"-.,SysI:En132"-.,cn1d.eue - ntdsutil

Microszsoft Windows 2088 [Uersion 5.868.21951
CC» Copyright 1785-2008 Microsoft Corp.

C:xrntdsutil
ntdsutil: authoritative restoreg

Now, enter restore database.

E:"-.,WINNT"-.,SystEn132"-.,cmd.eue - ntdsutil

Microszsoft Windows 2088 [Uersion 5.80.21951
CC>» Copyright 1785-28008 Microsoft Corp.

Cisrntdsutil
ntdsutil: authoritative restore
authoritative restore: restore database_

You will be asked to verify your desire to Authoritatively Restore Active Directory.
Click Yes.

Authoritative Restore Confirmation Dialog

Next, you will see the database restoring itself.
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WINNT System32 cmd.exe - ntdsutil
authoritative restore: restore database

Opening DIT database... Done.

The current time iz B7-A5-H03 15:47_BA8.
Most recent databasze wpdate occured at BY-B82-03 20:602.48.
Increasing attribute version numbers hy I0EEHH.

Counting records that need updating...
Hecords found: B008BA5337
Done .

Found 5337 records to update.

Updating records...
Records remainin [ G]5]5]5]5 Mgy 5]

After Active Directory is done restoring itself, it will increase its Update Sequence
Number (USN) by a very large number. In this example, the USN was increased by
300,000. This gives this Active Directory server the highest USN telling other servers to
replicate the copy of Active Directory from this server. This process is what makes this
type of restore an Authoritative Restore.

When the process completes, enter quit at the command prompt until you are completely
out of the command prompt interface.

E:"-.,WIHNT"-.,5y5ten132"-.,cn1d.e:-:e - ntdsutil

Counting records that need uwpdating...
Recordz found: ABOAAAS3I3Y
Done .

Found 5337 records to update.

Records remaining: HABEEHNHABEA
Done .

Successfully npdated 5337 records.

Authoritative Restore completed successfully.

authoritative restore: uit

Now restart the computer normally. If you are able to boot into Windows normally, not
using any version of Safe Mode, then your Active Directory restore is successful. There
are a few other things you should look at to verify this though. When you log in, first
check the Directory Services Log and check for any errors. Check any other pertinent
logs for errors. Next, notice how the server has been restored to its initial Service Pack
even though we did not initially update our server when installing.
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Conclusion

Active Directory is the heart of any Windows 2000 network. It provides a centralized
location for users, groups, and organizational units. It also allows centralized
management to deploy application remotely as well as the ability to push security policies
to clients. Without Active Directory, users would not be able to access network resources
because Active Directory also provides authentication and authorization.

Undoubtedly Active Directory should be included in every Disaster Recovery policy. To
backup Active Directory properly in preparing for a complete disaster, a complete backup
set of every Domain Controller must be made. A copy of the backup file created should
be replicated to a centralized backup server, with both copies then stored off-site. In the
event of a complete disaster, close attention should be followed when restoring the Active
Directory database.

This document provided a step-by-step analysis of how to backup and restore Active
Directory in the event of a disaster. These are just the beginning steps to restore Active
Directory. Much more must still be done to complete the restore of an entire network.
Some of the steps may vary depending on the setup of the network. Perhaps the best
advice of all after creating a plan is to test the plan on a regular basis.
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