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Simple Network M anagement Protocol (SNM P) is a mechanism used for remote
monitoring and management of network devices likes hubs, routers, bridges, as wel as
servers and workstations. SNMPis divided into the two components listed below:

SNMP management system. Any computer running SNIM P management
software is an SNM P menagement system. The SNM P management system
sends information and update requeststo an SNM P agent. The management
software gpplication does not need to run on the same host as the SNM P agent.
The SNM P maenagement system reguests information froma managed computer,
called an SNM P agent, such as the amount of hard disk space availableor the
number of active sessions. The management system can also initiate a changeto
an agent's configuration.

SNMP agent. Any computer running SNM P agent software is an SNM Pagent
The SNM Pagent responds to management system requests for information. The
SNM P Service can be configured to determine which statistics are tracked and
which management systens are authorized to request information.

The Microsoft Windows 2000 Operaing Systemwas designed with a SNM P Service,
though not installed by default, which functions as SNM P Agent software. The
Microsoft Windows 2000 Operaing Systemimplements SNM Pversions 1 and 2C. These
versions are based on industry standards tha define how network management
information is structured, stored, and communicated between agents and management
systems for TCP/IPbasad networks. TheWindows 2000 Operaing System SNM P
Agent Service responds to information requests fromone or multiple management
systems. In general, Windows 2000 Operating System SNM Pagents do not originae
messages, but only respond to them. This response occurs via SNM P agent-initiated trap
communications.

The implementation of SNM Parchitecture is based upon the M anagement hosts and
agents belong to a SNM Pcommunity, which is acollection of hosts grouped together for
administrative purposes. This collection of SNM Phosts and agents can be secured within
a community by allowing only management systems and agents within the same
community to communicate. Communities are identified by community names that are
assigned during implementation. A SNM P M anagement host can belong to multiple
communities at the sametime, but a SNM PA gent cannot accept a request froma
management system outside its list of acceptable community names. The role of
community names is very critical in the implementation of the SNM Psetvice security
properties. While there is no relaionship between community names and domeain or
workgroup names, SNM P community names represent ashared password for groups of
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network haosts, and should be selected and defined, as you would change any password
protection system.

During the installation of the Microsoft Windows 2000 Operating System SNM P Sexvice,
incorrect permissions assigned to the Microsoft Windows 2000 Operating System SNMP
Service registry key parameters listed below. As aresult, a person can accessthe
parameter information.

HKEY_LOCAL_MACHI NE\SYSTEM\CurrentControl Set\Servi ces\SNMP\Parameters

This vulnerability, which allows a person access the parameter key informeation, can be
used to performthe following actions:

1. Createa community consisting solely of their local machine, in orderto
gain the ability to takeadministraive actions on it.

2. Obtain information about already-existing communities that the machine
is amember of, and pose as a legitimate SNM P manager in order to
monitor or reconfigure devices in the community. To performthesetasks,
the agent uses the following messages:

SNMP

Message Description

The basic SNM P request message. Sent by an SNM P management system, it
Get  |requests information about asingle M B entry on an SNM Pagent. For
example, theamount of free drive space.

An extended ty pe of request message that can be used to browsethe entire
tree of management objects. When processing a Get-next request fora
Get-next |particular object, the agent retums the identity and value of the object, which
logically follows the object fromthe request. The Get-next request is useful
for dynamic tables, such asan internal 1P routetable.

If write access is permitted, this message can be used to send and assign an
updated M IB value to the agent.

Requests that the data transferred by the host agent be as large as possible
within given restraints of messagesize. This minimizes the number of
Getbulk protocol exchanges required to retrievea large amount of management

information. The maximum message size should not be larger than the path
maxi mumtransmission unit (M TU), the largest frame size allowed fora
single frame on your network, or fragmentation can occur.

An unsolicited message sent by an SNM Pagent to an SNM P management
systemwhen the agent detects that acertain type of event has occurred locally
Trap |on the managed host. The SNM P menagement console that receives atrgp
message is known as a trap destination. For example, atrgp message might be
sent on asystemrestart event.

Set
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This vulnerability gppliesto the Microsoft Windows 2000 Operating System. The
resolution to this vulnerability is to goply the correct permissions to the following registry

keys, as listed below:

Hive

Key

Permission

HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControl Set

Servi ces\SN M P\Parameters\
PemittedManagers

Administraors, System,
Creator Owner: Full

HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControl Set

Servi ces\SN M P\Parameters\
VdidCommunities

Administraors, System,
Creator Owner: Full
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