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Ownership of the network comes with the responsibility to maintain the well being
of the networks and that traffic is at optimal. But more often than desired, the
network will be abused by an intruder who has intention of accessing
unauthorized resources, or just to cause congestion to the network traffic. Thus
the network owner has additional responsibilities to identify and assess all
potential threats, and taking the necessary precautions to monitor and prevent
such intrusions.
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To ensure a detailed and organized documentation is provided for the whole
network surveillance process, this paper serves to provide a step-by-step
process to achieve the objectives of the intended network surveillance task
through complying with the basic Network Surveillance Analysis Plan and Task
Checklist (NS-APTC).
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After the network surveillance steps have been undertaken, analysis of the data
would have to next. In order to confirm or dispel suspicions surrounding an
alleged computer abuse, the analyst is required to have a certain amount of
experience and domain knowledge to meticulously review all the information and
evidence to form a critical opinion based strictly on evidence derived from the
network surveillance process and the information provided by the network owner,
with neither speculation nor personal bias involved.
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As threats become more flexible and frequent, by relying solely on past events to
identify and monitor attacks would only catch the amateurs who use the same
tactics, thus the NS-APTC only serves as the baseline procedures for
undertaking or performing network surveillance or simply, monitoring services.
Interpreting the results of the network surveillance would more often than not
requires specialized knowledge and an investigative mindset, leading us into the
area of network forensic, which this paper does not attempt to cover.
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1.1.

fu
ll r
igh
ts.

When an intruder, be it an insider or outsider, abuses the resources available
through a computer network, the security of the network will be breached.
Disgruntled employees may have taken aim to wreck havoc on the company
network, or it could be competitors attempting to break into the network to steal
proprietary information. The network owner has a responsibility to identify and
assess the potential threats.1
Network Surveillance
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Traditionally, surveillance is a critical and necessary step when investigating
alleged crimes or abuses. The “suspect” is usually placed under surveillance,
where he/ she will be constantly monitored. The purpose is to confirm suspicions,
accumulate evidence, and identify any co-conspirators. The same goes for
computer networks.

Network Surveillance Analysis Plan and Task Checklist
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Network surveillance is a process concerned with the use of electronic means,
passive or active, to obtain information about the nature, position, or movement
over the network as a whole. It includes activities for coordination and assigning
priorities to maintenance actions. The information necessary to support this
process comes from alarms, measurements, and indicators of operational
(including congestion) status.2
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The scope of this paper is to create a basic Network Surveillance Analysis Plan
and Task Checklist (NS-APTC) as the baseline procedures for undertaking or
performing network surveillance or simply, monitoring services.

Check with Legal Counsel
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This paper serves to provide a step-by-step process to achieve the objectives of
the intended network surveillance task, through complying with the following
procedures recommended under the Network Surveillance Analysis Plan and
Task Checklist (NS-APTC). This is to ensure a detailed and organized
documentation is provided for the whole network surveillance process.

Laws govern our world. Always check with your legal counsel before initiating
any network surveillance task.3 This is especially critical if the recourse actions
involve legal proceedings, we do not want to jeopardize the whole case by
infringing privacy laws in the process of performing network surveillance.
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Network surveillance is a critical step when investigating alleged computer
crimes or abuses. The purpose of network monitoring is not intended to prevent
attacks; but as a tool to accomplish a number of objectives:
To confirm or dispel suspicions surrounding an alleged computer abuse.

§

To gather evidence and information over the compromised network.

§

To identify and verify the area of compromise.

§

To determine the timeline of the activities leading to the alleged crime or
abuse.

§

To identify the parties involved in the area of compromise.
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2.1. Deciding where and how to monitor
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Now that we are clear on the objectives of performing network surveillance, so
what are the next steps?

tu

te

20

03

Network surveillance can be achieved with a variety of methods. Comprehensive
monitoring should be used on the subnet hosting the target computer. Usually a
laptop configured with a sniffer that flags packet attributes as well as record
content is most appropriate. Less comprehensive monitoring should be
considered at the network boundaries, such as using logging features of routers
to identify particular packet types as they enter or leave the client network.3
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2.2. Deciding what to monitor
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Performing comprehensive monitoring is always a more secure choice, however,
sometimes resources constraints such as hard disk space and network
bandwidth will limit the depth of the monitoring.
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Therefore, to determine what to monitor, we should always look at the scope of
compromise. In some cases, we can consider only logging all traffic to and from
the compromised system. Of course we should also bear in mind to monitor all
traffic originating at the compromised system as many attackers use backdoors
that initiate outbound connections from the compromised system.
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A common scenario is that an unknown attacker has continually accessed an
unbannered system and sabotaged critical working files within this compromised
system. In a situation when the attacker is unknown, it could be an insider job or
an attack from an external intruder. The following NS-APTC aims to guide the
investigating analyst through a systematic checklist process to nail the attacker
and gather evidence and information over the compromised network.
2.4. The 5 phases of the Network Surveillance Analysis Plan and Task
Checklist (NS-APTC)

ins

This NS-APTC will provide the 5 basic phases to render one to achieve the
above objectives, through complying with the following procedures when
performing all network monitoring tasks
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a) Information gathering;
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b) Analysis of target network;
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c) Design of network monitoring implementation;

,A

d) Deployment and maintenance process; and
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e) Data analysis.
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The 5 phases of the Network Surveillance Analysis Plan and Task Checklist (NSAPTC) can be visually described in the following figure:

Phase 1

Network
Analysis

Phase 2

Design of the
Implementation

Phase 3

Deployment &
Maintenance

Phase 4
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Data
Analysis

Fig. 1. Network Surveillance Analysis Plan & Task Checklist Phases
3.

Information Gathering
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Information gathering is the fundamental essence of the Network Surveillance
Analysis Plan and Task Checklist (NS-APTC). It is during this initial channel of
communication with the network owner that helps to optimize the performance of
the process. Hence, it is essential to first understand the background and
suspicions surrounding an alleged computer abuse achieve the following
objectives:
Determine the scope of compromise;

§

Gather the essential technical information of the compromised network;
and

§

Affirm the objectives of performing the network monitoring service.
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To achieve the above, the investigating analyst should preferably hold a preinvestigation discussion session with the network owner and fully document all
the relevant details pertaining to the alleged abuse in the Information Collection
Checklist (refer to Appendix A). The “Information Collection Checklist” aims to
serve as guidance in the pre-investigation discussion sessions. At the same time,
it also serves as a tool to ensure that necessary information is obtained.
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During the discussion sessions, the investigating analyst should try to
understand the nature of the case and obtain necessary information from the
network owner with regard to the scope of the compromise. The investigating
analyst should also take this chance to briefly explain the process of the network
surveillance to the network owner and affirm the requirements of the whole
network surveillance task.
3.1. Necessary Technical Information
It is very important to obtain the necessary technical information from the network
owner such as:
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The network protocols used in the compromised network; and

§

The LAN topologies of the compromised network.
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Upon understanding the scope of the compromise, the next step is for the
investigating analyst to gather information of the network design and physical
layout of the target network, such as:
A copy of the IP network diagrams;

§

The list of assigned IP addresses and node numbers of each station using
the target network;

§

The number of network layers and domains of the target network;

§

The list of domain names of the target network; and

§

The site plan/ physical layout of the workstations.
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3.2. Requirements from the network owner
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The investigating analyst should also take this chance to request from the
network owner a network account, an IP address and a node number for the
network monitoring station.

Network Analysis
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All these are important inputs and steps we need to take before we embark onto
the next stage to perform the network analysis.
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The analysis process entails a reorganization and classification of the information
gathered in Phase 1. This second phase of NS-APTC requires the careful
analysis and strategic planning of processing the information. Therefore, this is a
very important process to enable the investigating analyst to provide the most
appropriate design for the network monitoring implementation in the third phase.
4.1 Network Equipment
The investigating analyst is to list down all the network devices used in the target
network in the Network Equipment Checklist (refer to Appendix B).
After which the investigating analyst is required to perform a search on the
Internet to gather the full documentation or user manuals for each of the network
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it should also be indicated as the attached references in the Network Equipment
Checklist (refer to Appendix B).

fu
ll r
igh
ts.

For the switches, which are used in the compromised network, the investigating
analyst should indicate in the remark column in the Network Equipment Checklist
(refer to Appendix B), whether the switches come with management software.
There should also be indications in the remarks column of any important
information pertaining to the respective network devices.
4.2. Classification of IP addresses
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The purpose for reorganization and classification of the IP addresses is to
facilitate the subsequent implementation process. At the same time, it would help
to segment the scope of the target network, and thus help to identify and verify
the area of compromise.
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The investigating analyst is to create a Classification of IP addresses Checklist
and classify all the assigned IP addresses primarily based on the respective
corporate departments as the first criteria.
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All the IP addresses within the same department would subsequently be
organized in the ascending order of each workstation’s node number.
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Appendix C provides the generic template of the Classification of IP addresses
Checklist.
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4.3. Verification of Information
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The investigating analyst is to make use of the Classification of IP addresses
Checklist and the sitting plan/ physical layout diagram provided by the network
owner to verify whether the assigned node number for each workstation tallies
with the actual network connection point.
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It is important for the investigating analyst to physically trace each workstation’s
network cable, and make sure it is plugged into the correct assigned node
number tag pasted on the respective network points to ensure right
documentation and analysis.
Therefore, it is essential to note down any wrong node number assignment on
the Classification of IP addresses Checklist and the Verification Process
Checklist (refer to Appendix D); and inform the network owner of such changes.
All other relevant issues are also to be noted in the Verification Process Checklist
(refer to Appendix D) and verified with the network owner, before we move on to
the Phase 3, for the design and network implementation stage.
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The design of the network monitoring implementation is the most important
phase in the NS-APTC. The investigating analyst has to first comprehend the
scope of the compromise and from the analysis of the available information,
produce a design that best achieve the objectives.
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5.1. Network Monitoring tools
Investigations that require the capture of data as it travels over a computer
network require the use of special software or hardware. Many of these solutions
also include the ability to analyze the captured data.4
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There is a wide range of network monitoring tools available in the market and it
can be quite a headache in choosing the right one. The decision on using the
right tool should be always be based primarily on the requirements and scope of
the network surveillance task, which we have discussed earlier in Phase 1 and 2.
However, this can still narrow down to quite a few selections. Thus, in this sense,
the selection will then be based on the comfort of use of the investigating analyst.
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One of the more popular and freely available packages is Ethereal, which runs
on both UNIX and Windows systems. Using Ethereal on a computer connected
to a network allows all traffic traveling over the network to be captured and
analyzed either in real time or at a later date, allowing such activities as web
surfing and network file accesses to be reconstructed.4
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In addition, the link below provides a list of tools used for network (both LAN and
WAN) monitoring and where to find out more about them:

sti

http://www.slac.stanford.edu/xorg/nmtf/nmtf-tools.html
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5.2. Shared Network
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In a shared network infrastructure, every station’s transmissions are visible to
every other station within the same collision domain.
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Thus, by attaching a network monitoring tool (at any point in a collision domain,
one can acquire 100% of the transmitted packets from all the stations within that
domain.
For a shared network with multiple domains, the network monitoring tool will be
attached to the port on the primary hub if it is required to capture the network
traffic of the whole environment.

8
© SANS Institute 2003,

As part of GIAC practical repository.

Author retains full rights.

ins

fu
ll r
igh
ts.

Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

eta

Fig. 2. A Shared-Media Network attached with network monitoring tool
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5.3. Switched Network
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A switched network does not forward all packets to all stations. Although
broadcast and multicast packets continue to be forwarded out to all ports of a
switch and, thus would reach all the stations in the broadcast domain. However,
direct packets are forwarded in a more sophisticated manner. A “direct” packet
contains a specific Ethernet address as the destination target address, meant for
only one recipient. The switch evaluates the Ethernet destination address on all
incoming data packets and would forward them only through the single port to
which the intended target station is attached.
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Therefore, while switched networks provide a more efficient use of the network
media and infrastructure, it has also brought about some inherent limitations and
restrictions to the network monitoring process.

NS

5.3.1. Switches with Management Software
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To enable effective network monitoring, the switch manufacturers have
implemented a mechanism by which the switch administrator can select a port to
be dedicated to the network monitoring process. This is done through the switch
management software, where a command is issued that “mirrors” all traffic going
in or out of a specific port that is connected to the target station, is copied and
sent out to the special network monitoring port.
5.3.1.1. Configuration of the network monitoring port
The most common term used to refer to the special port configured for network
monitoring is a “Mirror Port”. However, various vendors may use different
terminologies to refer to this special port, such as a “Span Port”.
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of FA27
port mirroring
options
available
from
various
vendors, thus
it is very important to consult the switch documentation to understand the
capabilities and configurations required to activate the port mirroring function.
5.3.1.2. Mirroring of multiple ports simultaneously
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Some switches allow configuration of mirroring more than one port at a time
through the switch management software.
It is also possible, with some vendors’ equipment, to mirror all traffic within a
VLAN simultaneously and have a copy of each packet transmitted in the VLAN
sent to the mirror port.
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Again, it is very important to consult the switch documentation to understand the
capabilities and configurations required to perform mirroring of multiple ports
simultaneously.
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In the event of mirroring multiple ports simultaneously, note must be taken to
consider the possibility that the aggregate of data packets from all the mirrored
ports may exceed the bandwidth capacity of the mirror port, to which the
exceeded data packets will be dropped.

Fig. 3. A Managed Switched Network attached with network monitoring tool
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5.3.2.
Switches
with Non-Management
Software
Some switches do not have the switch management software installed in them.
Hence, it is not possible to perform mirroring function on these non-managed
devices. In such situation, the alternative is to insert a repeating hub between the
switch and the client to be monitored and, attach the network monitoring tool to
the hub.
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Likewise, the hub should be inserted between the switch and the server, if it is
intended to capture all the traffic to and from the server.
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Fig. 4. A Non-Managed Switched Network attached with network monitoring tool
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Having considered all options, it is better to implement the use of a monitoring
hub for all switched network unless the situation does not permit so. This is to
minimize the risk of causing configuration problems to the target network when
deploying the mirroring method.

NS

5.4. Design Checklist
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Appendix E provides the generic form for the design of the network monitoring
implementation checklist.
The investigating analyst is to provide a design diagram of the network
monitoring implementation (refer to Appendix E) and indicates in the Design
Checklist (refer to Appendix E) the physical location/s of the respective
monitoring hub/s, as well as the physical location of the network monitoring
station.
It is also necessary to provide a brief description of the design for the network
monitoring implementation. At the same time, the consideration factors that led to
the final design must be indicated and explained in the Design Checklist.
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Deployment and Maintenance
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The deployment phase involves the physical implementation of the network
monitoring design. The maintenance entails the collection of the data logs from
the network monitoring station at regular intervals and, ensures the smooth and
successful monitoring of the target network.
6.1. Physical Deployment of Network Monitoring Design
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As most of the deployment processes are performed at external premises, the
investigating analyst should request for a personnel preferably from the IT
department to accompany them during the whole duration of the deployment
process. This is to make sure that a witness is present to ensure the integrity of
the process.
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For a hub-based network, network monitoring is much simpler; and no addition of
monitoring hub is required. The general deployment steps are to record the
physical location of the network monitoring station and the node number it is
connected to, change the IP address of the network monitoring station to the one
provided by the network owner and reboot the network monitoring station. Next,
attach a labeled hard disk to the network monitoring station and create a new log
folder (of the current date, e.g.01082003) in the external hard disk.
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Launch the network monitoring tool and customize the filters (refer to respective
software user manual) that best cater to the objectives and requirements of the
network surveillance task.

NS
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It is just as important to ensure the network monitoring tool is monitoring
successfully by checking that the monitoring percentage bar is increasing and the
logs are saved to the external hard disk when the buffer is full.
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For a switched-based network, as mentioned above in 5.3.2, it is better to
implement the use of a monitoring hub for all switched network unless the
situation does not permit so. The general deployment steps are to record the
physical location of the monitoring hub to be inserted between the primary switch
and the server. Next, plug a straight cable to the uplink port of the monitoring hub
and the other end of the straight cable should be plug into a port on the primary
switch. Always label the node numbers on the ports of the switches, which the
respective cables are to be plugged out to ensure systematic reference of any
changes made. Connect the cables (of the monitored stations) onto the
monitoring hub by stages. (e.g. 5 cables at each stage);
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monitoring station. Next, attach a labeled hard disk to the network monitoring
station and create a new log folder (of the current date, e.g.01082003) in the
external hard disk.
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Launch the network monitoring tool and customize the filters (refer to respective
software user manual) that best cater to the objectives and requirements of the
network surveillance task.
Again, it is just as important to ensure the network monitoring tool is monitoring
successfully by checking that the monitoring percentage bar is increasing and the
logs are saved to the external hard disk when the buffer is full.
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Appendix F provides the generic checklist for the deployment process, which
serves as guidance during the physical implementation over at the (especially at
external) premises.
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6.2. Maintenance of the Network Surveillance Process
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Data Analysis
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The frequency for the collection of data would be on the discretion of the
investigating analyst who will consider the requirements of the network
monitoring task.
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Data analysis is the most complex as well as the final phase of the NS-APTC.
This critical phase will entail the integration of all the efforts and results of the
earlier phases, to produce an answer to meet the objectives and requirements of
the network surveillance task.
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Data analysis would very much require the analyst to have a certain amount of
experience and domain knowledge to meticulously review all the information and
evidence and form a critical opinion to confirm or dispel suspicions surrounding
an alleged computer abuse.
The investigating analyst must note that any opinion or conclusion drawn must
be strictly based on the evidence derived from the network surveillance process
and the information provided by the network owner. The opinion or conclusion
must not be based on speculation of what could have happened.
It is also good to note that analysis work is variable; therefore this section merely
aims to act as a guide to the analyst in his/her work. Appendix G provides the
generic checklist for the data analysis process.
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information and objectives, he/ she should list down the following:
The target workstation/s;

§

The target data to search for; and

§

The time frame of the incident (alleged computer abuse).
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§

Listing the objectives and identifying the above factors would help the analyst in
narrowing down the scope of the compromise and hence aid him/her in
optimizing the analysis process.
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Having defined the scope of the compromise, the investigating analyst should
next proceed to list down all the workstations that have communicated with the
target machine during the incident time frame; and search for the target data in
the packets log (refer to software user manual).
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The investigating analyst should proceed to organize the evidence and attached
them as reference. Finally, he/ she is to draft a Summary of Analysis after the
analysis process (refer to Appendix G).

Conclusion
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All opinions or conclusion drawn in the Summary of Analysis should be
referenced to the evidence retrieved from the network surveillance process. Most
importantly, the Summary of Analysis should address the requirements and
objectives.
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In recent years we have seen the exponential burst of business leveraging on IT,
thus as the number of websites, emails and electronic files increases, and the
ways to access them become more flexible, the threat to your information
mounts. New attacks and covert methods for accessing corporate resources are
occurring by the seconds. Hence, by relying solely on tracing of past events to
identify and monitor attacks would only help to catch the amateurs who use the
same tactics.
Therefore the Network Surveillance Analysis Plan and Task Checklist (NSAPTC) only serves as the baseline procedures for undertaking or performing
network surveillance or simply, monitoring services. Interpreting the results of the
network surveillance would more often than not requires specialized knowledge
and an investigative mindset, which will lead us into the area of network forensic.
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