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Considerations of Systems Access Control

Abstract
The intent of this paper is to provide an overview of vital considerations for

implementing a Systems Access Control procedure.  With information systems
being the lifeblood of modern day business solutions, companies must ensure
that the systems and information they use are kept confidential where required;
information integrity is maintained at all times; availability of both systems and
information is provided on an as is required basis.  Achieving this goal will be
more easily accomplished if you implement a structured process for granting
access to your systems and system objects

Systems and system objects must be protected by making users
accountable for their actions.  Information must be safe guarded against
accidental and malicious changes including changes and deletions of files and
libraries; changes to registry keys and system parameters; adoption of higher
user authority through various means. The Handbook of Information Security
Management, 1999 defines the intent of Access Control Systems as “The
protection of the system and resident information against unauthorized
disclosure, modification, or destruction.” 1

I have defined in my own words three terms which are the purpose of
information security management today:

Confidentiality
The ability to protect information from unauthorized disclosure.  That is,

people only have access to that information for which they have been explicitly
granted.  Information is not available to unauthorized persons.

Integrity
Information is accurate and has not been modified to be misleading or to

present a false notion or misrepresentation.

Availability
Systems and information are available on a timely basis.  To define this

further, resources are available and ready for use any time that they are required.

To design a Systems Access Control procedure, from now on referred to
as SAC, several parameters must be defined:
1 – Policies must be written which define the allowable use of systems and
information.  I feel that the two most important policies pertaining to systems
access are an Information Security Policy and an Acceptable Use policy.

                                                       
1 Krause & Tipton. Access Control Systems and Methodology, page 1
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2 – Data ownership and classification must be considered and defined and data
custodians appointed.

3 – User roles must be defined so that access can be granted based upon those
roles. Some of the most common user roles are that of end users, programmers,
system operators, and system administrators.

4 – An access request media must be created which will allow for three types of
relevant access:
ADD for a new user setup or new object creation
CHANGE for additional or less access for an existing user or object
DELETE for removal of access from an employee who has been terminated or
no longer has a requirement for system access.  Also for the deletion of obsolete
system objects.

5 – Access administrators must be appointed.  These will be the people that have
the daily responsibility for ensuring that users have the correct access to
systems, system objects and information.

6 – Finally, an audit procedure must be established.  The audit trail will provide
confirmation that access has been granted as requested and has been approved
through the proper channels.  Regular access audits may detect discrepancies
between the way things are and the way things should be.

I will now expand on each of these six areas; any one would make a good
topic to write a paper on such as this, however for the context of this paper I will
stick to a high level overview.

1      The policies written will play an authoritative role in deciding whether or not
requested access is granted, therefore it is crucial that senior management has
signed-off on any policy that has been created.  This will be your assurance that
you have management’s approval to challenge requests that may introduce
security vulnerabilities or do not conform to policy.  As well as defining what is
acceptable practice and usage it can be some times as important to explicitly
define non-acceptable usage and behavior such as surfing pornography on the
web, sending distasteful emails, or for storing personal data on company
systems.  A good resource for creating policies is available from SANS at
www.sans.org/resources/policies.  There you can find sample policies and primers for
creating policies specific to your organization.

2      Data ownership and classification is necessary to ensure that information is
available to only those groups of users who have been explicitly granted access.
By categorizing data as Public Information, Company Public, Company Private or
Secret Confidential, the data can be labelled and access granted accordingly.
Users can then be assigned to predefined user groups which have appropriate
access to each category of information.  Assigning data owners and having those
owners give final approval to access requests ensures that someone in a position
of accountability is aware that access is being granted.
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3      User roles need to be structured such that users only have minimal access,
in other words, not more than is required to perform their job.  Identification and
authentication of users are necessary to ensure that the correct people are
getting access to the required objects.  A userid must be unique to an individual
and provide accountability to that person.  The authentication method must
confirm that the user really is who they say they are.  There are several
authentication methods available, each of which involves one or more of the
following criteria: something you have; something you know; something you are.
A smart-card is an example of something you have; a password is something you
know and a facial feature is something you are. Combining any of the three is a
step towards layered security which helps ensure that your data is protected as
well as can be reasonably expected.  Anyone with even a bit of information
security experience must realize that absolute security does not exist, therefore
we as security professionals must strive to achieve a level of security that denies
as much unauthorized access as possible while at the same time allowing
authorized personnel to perform their jobs without restriction.

 It is also vitally important to maintain segregation of user duties.  Dividing
responsibility for each step of a process helps ensure that no one individual gets
enough privilege to work the system for his own benefit.  For example, any
person that can create a cheque or purchase order should not have enough
authority to also approve the same.  With such a segregation of responsibility,
collusion would be necessary to commit fraud.  Though many users see security
as a necessary evil, they fail to realize that the same security that is restricting
their actions is the same security that can prove their innocence during an
investigation.  If it can be proven that an individual did not have enough user
privileges to access a system or resource then one can be confident that the
suspected person was not involved in the alleged event.

4      When creating the SAC form it is important to use a media which is secure
and cannot be altered at any time after the initial approval routing.  You wouldn’t
want additional access to be requested on the form after it has been approved by
the data custodian or designated approver for the department which is
responsible for the data being accessed.  The SAC could be a paper or
electronic format but must be such that it can be preserved to provide an audit
trail for future reference.  As well the SAC should incorporate a secure
notification method to advise the user’s manager or designate that the requested
access has been provided.  Since this notification may include the userid and
password it is crucial that the information not be intercepted by an unauthorized
person.  Such information could be used to gain access which is above that
which a person is allowed.  Privilege escalation would be beneficial to a user who
wants to just ‘look around’ to see what he can get into or to a disgruntled
employee who is looking to cause mischief or damage.

5      When appointing access administrators it will be beneficial to select people
who have a sound understanding of the corporate environment and business
strategy.  The administrators must know what they are giving people access to
and the impact of doing so.  People from the helpdesk and operations usually
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have a broad knowledge of the business environment and corporate culture, this
makes them potential candidates for the position of systems access
administrator.  In ‘Handbook of Information Security Management, 1999’ the
authors Micki Krause and Harold Tipton concur that “Proper technical training is
considered to be perhaps the single most important safeguard in reducing human
errors.”2  I have observed that technical training without a sound understanding
of security essentials is of only half value in effecting a secure computing
environment and may even present more risk than value.  Administrators must
understand the impact of their actions from a security perspective.  The most
important step you can take when appointing access administrators is to ensure
that those people get the proper training for them to form a solid understanding of
information security:  not only theoretical knowledge but the ability to apply that
knowledge in the real world.  As cyber attacks become more complex and
sophisticated it is more important than ever to ensure that your security
department can recognize, prevent and control these ever increasing attacks.

SANS lists the number one security vulnerability caused by management
error3 “To be that of appointing untrained or unqualified people to security posts
and duties and furthermore they fail to provide adequate training after doing so.”
The number two security vulnerability caused by management was that they fail
to understand the consequences of poor information security management.  It
can be a hard sell for security professionals to convince management that
security is a worthy investment. Though information security management cannot
be billed as a revenue generator, it must be stressed that good information
security management can play a major role in preventing financial loss:  this
could be in the form of human error, lost data, damaging viruses and other such
malware that can consume huge employee resources to repair damage.  As well,
public embarrassment could lead to future lost revenue resulting from a loss of
consumer confidence.  For example, a company which has exposed its
customer’s confidential information on the internet is not likely to see those same
customers returning for future business and potential customers would be more
likely to look elsewhere.  That’s another good reason why your security team
should be provided the training necessary to secure an enterprise from all attack
vectors.  The few thousand dollars spent on continuous training each year may
result in future attacks against your enterprise being unfruitful, and that’s money
that won’t have to be spent on damage control and repair.

To stress the point that it is important to appoint honest and trustworthy
staff to positions within your security department, I have included the results of
polls taken by two reputable firms.  The polls have shown that internal fraud
alone can account for millions of dollars in lost revenue and resources each year.
Though an exact figure cannot be pinpointed due to varying percentages of loss,
it has been established that employee fraud is prevalent at all companies.  A
study by the firm Corporate Combat4 has revealed that 5% of all professional
hires have criminal records and that 75% of internal theft goes undetected.
                                                       
2 Blanding, Steven F. Security Awareness and Training, page 126

3 www.sans.org/resources/errors.php

4 www.corporatecombat.com/statistics1.htm
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 Another study conducted in 2002 by Ernst & Young5  points out that 20% of
Canadian professionals are aware of  fraud that is occurring in their workplace.
For this reason it is good policy to ensure that employees are aware of the
consequences of such actions and that it is communicated to all personnel that
reporting known cases of internal fraud and theft is the right thing to do.

6       Establishing a good audit procedure should be the final step to ensuring
that your SAC procedure is functioning properly and is not being bypassed by
others trying to circumvent the system for their own advantage.  As well, the
human errors that are bound to occur are more likely to be detected.  Auditing
can be made easier if access administrators have written procedures and each
administrator sets up user and system security in the same manner.  Anomalies
become more obvious when there is a standard in place and the chance of
human error is reduced when the procedure becomes routine.

Baseline reports are useful auditing tools for comparing current status
reports against those which have been established according to the security
policies.  Any discovered violations must be investigated and corrected and in
most cases management should be made aware.  Regular user profile audits will
play an important role in identifying dormant accounts which may exist after an
employee has left the company or has changed jobs and no longer requires the
access that was originally granted to them.  Though the SAC will most certainly
be involved in the user deletion process, it is important to ensure that the human
resources department has a method of notifying the security department, in a
timely fashion, any time that an employee ceases employment with the company.
This is especially true in the case of an unfriendly departure.  In cases such as
that the person’s access should be immediately disabled until the SAC form
arrives and provides instruction for the handling of the user’s data.  It may be
necessary to assign a new owner or data custodian for data which was created
by or owned by the individual.  In any case, it is good practice to maintain a copy
of the employee’s data until it can be reviewed by a department head to ensure
that no vital data is deleted.

  It has been my experience that human resources personnel can be lax in
notifying the security department when an employee parts company with the
organization.  Monthly audits reveal that this is the case in the organization I work
for, a conglomerate of over fifty companies privately owned.  Each company or
division relies on the information security department of the Information
Technology Division to perform security administration, however most companies
utilize their own human resources department and do not consider notifying the
IT Division each time an employee is terminated.

Remember this point:  your audit trail must be kept secure and not
available for public disclosure.  Your SAC form will contain a lot of pertinent
information that could be used to gain unauthorized access to company ‘jewels’

                                                                                                                                                                    

5 www.ey.com/global/content.nsf/Canada/Media_-_2002_-_workplace_fraud
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and secured systems.  What easier way could there be to breach system security
than to view a form detailing a user profile, password and even the access
available ?  Keep the SAC locked up after completion.

  Foundstone has developed several auditing tools which are freely available on
the internet and are located at www.foundstone.com.  I highly recommend that
security administrators become familiar with these tools and add them to their
arsenal of utilities that help them to perform their job more efficiently.

Strive for Automation!
A good point to remember: users create errors!  In an effort to reduce the

chance of human error and to make the administration of user profiles an efficient
task, it may be desirable to implement an automation process that will do the
work for you or possibly even allow the end user to create their own user profile
according to the rules you define in the software.  There are several vendors
offering automation software that can aide in key areas such as profile creation
and deletion and password management.  At companies where no self-serve
password management tool is available, a great portion of all calls received by
the helpdesk is to have passwords reset.  The result is lost productivity from the
end user as well as tying up a helpdesk resource for the duration of the call.  A
recent poll conducted by SearchSecurity.com found that nearly 80% of the
people that responded required six or more passwords in order to perform their
daily duties6.  A Single Signon solution could help reduce user downtime
because the user would not be required to remember all of those passwords,
thus the chance of forgetting the password would be reduced.  Some available
resources for managing user accounts and passwords are listed at the end of
this paperi.

Before going ahead with an automation process it will prove beneficial to
research various products that are currently on the market.  Though every
product will boast that they are the best, most up to date, be cautious to select a
product that can meet your needs as well as fit into your budget.  It will be a good
idea to install and test a trial version of any product that is worthy of
consideration.  Without setting up a lab version of the product, it may be difficult
to discover unsuspected conflicts between the product and your network.  It won’t
make much sense to purchase a product that is not compatible with your network
and finding out after the fact will not be condusive to a long lasting career. There
are drawbacks to automation processes and the largest prohibitor will most often
be the financial burden incurred to purchase the product as well as the
investment of man-hours to get the product up and running.  John Noad of
CAUDIT has written a report detailing some of the problems and drawbacks of
using Single Signon solutions: www.caudit.edu.au/caudit/information/projects/SSOreport.html

                                                       
6 http://www.searchsecurity.com/originalContent/0,289142,sid14_gci902867,00.html
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Once you’ve invested a considerable amount of time creating your SAC
procedure it will be most important to ensure that the process cannot be easily
circumvented.  Consider for instance the extra privileges that your helpdesk staff
possess to carry out their duties.  Having the ability to reset passwords and
unlock user accounts makes your helpdesk center a prime target for social
engineering tactics.  For this reason it is crucial that the helpdesk has written
procedures for resetting passwords and unlocking accounts.  A rogue user may
find that it’s more enticing to get escalated privilege by falsely obtaining someone
else’s userid and password than it would be for them to go through the proper
channels.  ‘People Hackers’ are those who study methods of social engineering
and pride themselves in convincing others to succumb to their wishes.  Sarah
Granger has written a good paper on social engineering  ‘Social Engineering
Fundamentals: Hacker Tactics’.  This can be viewed online at
http://online.securityfocus.com/infocus/1527.

Consider also the computer room.  Is this a secure location with physical
access controls in place?  If an intruder is able to gain access to your consoles
and primary displays would he find them already logged on?  If so, your SAC is
defeated!  Perhaps the intruder would find the consoles locked, however the
profile of the last logged on user might be displayed on the screen.  That would
provide a useful piece of information for a hacker attempting a brute force
password attack.  Keeping firewall management consoles and IDS locked down
prevents them from being tampered with by unauthorized personnel who may
have other reasons for having access to the computer room.  Taking a few extra
precautions to secure the computer room and its devices will go a long way to
ensuring that access to your companies systems and information will be via
authorized and audited controls.

Finally, there will always be exceptions to your policies and procedures.
Business must go on and some times an exception to your policies may be
deemed to be an acceptable business risk. SANS defines a risk as threat times
vulnerability.  If you have a known vulnerability and threat that it may be
exercised, then you have a risk.  After risks are analyzed, senior management
may give the go-ahead to defy your own policies for the sake of doing business.
Ensure that any such exceptions are catalogued; this will be necessary to protect
yourself from scrutiny and to explain discrepancies that might show up during an
audit.  Keep the catalogue in a secure location where it cannot be reviewed by
non-security personnel and make it a point to review the exceptions regularly.
When the exceptions are reviewed regularly they become more familiar to you
and you may discover over time that the exception is no longer required.

To summarize, remember the intent of a Systems Access Control
procedure: to keep your systems and information confidential, available, and
accurate.  That goal will be accomplished by having access controls in place
which define: the classification of information; the roles of users; data ownership;
and related security policies.  Assign trustworthy and knowledgeable people to
security posts and ensure that those people have the proper training to carry out
the job.  Establish an audit trail that will reveal who requested the access; who
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approved the access; who received the access; and who created the access.
Above all, keep your SAC secure: from the delivery, to the approval, to the
notification, ensure that your SAC cannot be tampered with or intercepted by
unauthorized individuals.

I hope this paper has provided the information security community with
beneficial considerations for creating a secure and effective Systems Access
Control procedure of its own.
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