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Abstract

Many companies are turning to Microsoft's Remote Desktop (RD) as a way to
provide remote administration of their Windows XP desktop environment.
Whether your role is Systems Administrator, Tech Support, Help Desk or End
User you can benefit from this tool. Microsoft has taken steps to ensure the
security of Remote Desktop, but there are additional steps that need to be taken
to ensure the security of your organization when using RD at an enterprise level.
This paper does not provide step-by-step instructions on how to install and
configure RD though an overview of the technology will be presented. Itis
intended to be a good reference for security issues surrounding the use of RD in
a corporate environment. | will also cover some of the tools out there to help
audit your systems to assist in a higher level of security. This paper will end with
a checklist for the security conscious Systems Administrator who is looking to
deploy Windows XP with Remote Desktop enabled.

The Remote Desktop and Remote Desktop Web Connection
Overview

Remote Desktop and Remote Desktop Web Connection make Windows XP
Microsoft's most versatile platform to date. These technologies use the Remote
Desktop Protocol (RDP) version 5.1, which is the same protocol used in
Windows 2003 Terminal Services. RDP operates over TCP/IP port 3389 by
default. RDP only transmits keystrokes, mouse movements and display output
data®. | will briefly discuss each of these two technologies and then highlight
some of their most glaring strengths and weaknesses from a security standpoint.
These are things a Security Manager, System Administrator, or Power User will
want to know.

Remote Desktop

Remote Desktop uses the same technology found in Windows 2003 Server
Terminal Services using the RDP 5.1 protocol to transmit keystrokes, mouse
movements, and display readouts. Remote Desktop (RD) is more limited than
Terminal Services in that it only allows one connection at a time. A few useful
purposes for RD include Help Desk support and support for the telecommuter.

For Help Desk support, this native Windows technology replaces the need for
third party software such as PC Anywhere?, Remotely Anywhere®, Radmin®, and

! windows XP Professional Resource Kit, Part 2, Chapter 8.

2pC Anywhere can be found at www.symantec.com.

3 Remotely Anywhere can be found at www.remotelyanywhere.com.
* Radmin can be found at www.radmin.com.
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VNC?® to name a few. In some cases RD also provides more functionality and
greater security than third party vendors can provide. Remote Desktop allows
Help Desk associates to connect to the target machine, see the errors their users
see, make configuration changes or resolve the errors and then disconnect.
Connections are encrypted and access is restricted to a local security group on

the target computer.

Support is provided for the telecommuter because of their need to connect over
slower dialup connections yet still be able to use their main applications. The
lightweight RDP protocol allows the telecommuter to run those applications on
their desktop back on the corporate LAN; only the display readout get transmitted
over the slow connection thus saving time in having to download, for example,

large amounts of email®.

Remote Desktop is disabled by default and is fully configurable through Windows
Group Policies. The connection is initiated by the remote user. There are two
ways to connect. One requires the Remote Desktop Connection (RDC) client

f._} Remote Desktop Connection

General | Display | Local Resources | Programs | Experience |

Logon settings

E Type the name of the computer, or choose a computer from
n::;: the drop-down list.

LComputer: w
User name:

Paszaward:

Domain:

[ 5ave my passward

Connection zettings
i A i )
| Save cument settings, or open saved connechion,

[ Save Az ] [ Open... ]

| Connect |[ Cancel ][ Help ] [ Options << ]

audio can be brought through as well.”

seen on the left. This comes with
Windows XP Home or Professional CD
or can be downloaded for free from
Microsoft. You can also install the RDC
client on Windows 98, ME, NT and 2000.
The other way to connect is via the
Remote Desktop Web Connection
discussed in the next section. Once you
have the RDC client all you need is a
valid username and password to gain
access to the desktop. Once connected
the remote user has complete control of
the desktop. With the RDC client the
remote user’s printers and disk drives
can be brought through to the target
machine. Files can be copied and
pasted from the remote user’s machine
directly into the remote session; and
Let’s look at some of the strengths and

weaknesses of this technology from a security standpoint.

Strengths

- Data is sent encrypted. By default 128 bit encryption is used for all
connections. This includes the sending of usernames and passwords. 128-

® VNC can be found at www.realvnc.com.
® Russell, Tuning Remote Desktop.

" The Features of the Remote Desktop Client in Windows XP.
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bit encryption is important because 56 bit encryption is generally considered
not secure as the amount of time to break 56 bit encryption can now be
counted in minutes.?  Legacy Terminal Services clients that don’t support 128
bit encryption can try to connect to RD at a lower encryption level but they will
not be allowed to connect unless the user specifically sets the encryption
level to Client Compatible. This setting will negotiate the highest level
possible.

- In addition to Administrators, remote access can be granted to users put in
the Remote Desktop Users group. This is a local group on the computer
used to allow non-Administrators access to the desktop remotely. This is
particularly useful for the telecommuter who needs remote access to their
desktop but who is not in the local Administrators group due to the company’s
security policy of no users in the local Admin group.

- Only one session can access the desktop at a time. This is a security
strength since you know if you are working on the desktop, then no one else
is. Microsoft Knowledge Base Article 280828° explains what happens when
someone tries to connect to your machine while you are logged in.

- Local console session is shut down when someone is connected remotely.
RD disables display of the session on the computers monitor and disables
input via the local keyboard and mouse.*® This is important because you
never know who could be sitting at the computer while you are remoted into it.
Imagine Sally sitting at the monitor watching you remotely read email about
Sally for example.

- Port number that RDP uses can be changed. The default is 3389. Keeping it
the default would allow people snooping around to be able to more easily find
your Remote Desktop enabled Windows XP workstation.

- RD can be configured through Group Policy. Group Policies enforced at the
domain level help ensure a base level of security. Users won't be able to
weaken security by making there own Remote Desktop configuration
changes.

Weaknesses

- Remote Desktop does not support certificates. Certificates enable the users
and computers to prove their identities to each other. This would protect you
from connecting to a hacker’s computer which is impersonating your own.
This would also protect your computer from dictionary-based or brute force

® Silverman, A Cost-Based Security Analysis of Symmetric and Asymmetric Key Lengths
° How a Remote Desktop Connection Affects Windows XP Professional.
1% Windows XP Professional Resource Kit, Part 2, Chapter 8
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password cracking since your computer would be expecting private key
encryption instead of a simple alpha-numeric password.

- Locks out session after 6 bad username\password attempts. This sounds like
a strength until you look a little closer. Upon entering the 6™ bad password,
the console window closes. You are then permitted to immediately open
another session and keep trying though. There is no lockout period. But, at
least the 6" bad password attempt wrote a warning in the Security Log, right?
Wrong. The only entry is an Information alert in the Application log, which
blends right in with the hundreds of other Information alerts found there. Why
not write a password guessing tool that guesses 5 passwords at a time that
opens a new session each time? No one would ever know of the attempted
intrusion. These tools exist and are covered later in this paper.

Be sure to read the Defense Checklist at the end for many steps to help increase
security of a Remote Desktop environment.

Remote Desktop Web Connection
An alternative to the Remote Desktop Client is the RD Web Connection. This

allows anyone with Internet Explorer 5 or later to connect to a Remote Desktop
enabled computer.

You must have access to a
Windows 2003 server or a

H H To add or remove a component, click the check box. & shaded box means that only part
WI r!dOWS XP CompUter Wlth of the campaonent will Be installed. To zee what's included in a component, click Details.
IIS installed in order to

World Wide Web Service

Subcomponents of WWorld 'Wide \Web Service:

initiate the connection. As [1 g Printers vittual directary 0.0 ME

you can see here, Remote {1 g Fiemote Dskiop Wb Connection 03 HME

Desktop Web Connection iS | [BScripts wirtial directong 0.0ME
[ o \Wworld Wwide Web Service 1.3MB

not installed by default in
[IS. Once installed you
connect to the http server by

pOint you browser to Description:  ActiveX control and sample pages for hosting Teminal Services client
http://servername/tsweb. Eannectans over the Web

This will download the Total disk space required: 54.7 MB

Remote DeSktOp ACtive X Space available on disk: 1564.6 MEB

control seen below. __0c [ Cancel
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Security Warning Address "@J http: 192, 168.0,120/kswab)

Do you wart to install and run "Bemote Desklop Active:]
Control" signed on 3/25/2003 7:13 P and distibuted by:

Windows

_ Remote Desktop Web Connection

Microsoft Windows Publisher

Publisher authenticity verified by Microsoft \Windows
Yerification Intermediate PCA

Caution: Microsoft Windows Publisher asserts that this
content iz safe. You thould only install/view this content it
wou brust Microsoft Windows Publisher to make that
asertion.

sige: | Fullbscreen (v

=
same computer, [Jsend logen infarmation for this connection

[Eommect ]

[ Always trust content from Microsoft Windows Publisher

[ Yes Il Ho | l More Infa ]

Once the Active X control is installed you are presented with the web page on the
right. Enter in the name or IP address of the target machine and off you go.
Keep in mind that the 1IS server never touches the Windows XP computer. All
IIS does is download the Active X control to your computer. When you enter the
Windows XP computer name or IP address you connect directly from your
remote machine to the target machine. This is done over RDP port 3389 just like
any normal Remote Desktop connection.

To show this | initiated a remote connection using the RD Web Client to connect
to a target machine which had a Black Ice firewall running (www.iss.net). The
firewall log is shown below. (Log viewed in Ethereal — www.ethereal.com) You
can see the packets from my 192.168.0.44 remote pc destined for port 3389 on
the 192.168.0.2 target machine. There are no entries for the web server.

(€ evd000.enc - Ethereal E]@
File Edit Capture Display Tools Help
MNo. |Time Source . Destination ‘Prmocol |Info 4

1 0.000000 1592.168.0.44 1562.168.0.2 TCP 1067 » 3389 [SvN] Seq=2038469408 Ack=0 win=64240 Len=0

2 2.968750 192.168.0.44 162.168.0.2 TCP 1067 » 3389 [SYN] Seq=2038469408 Ack=0 win=64240 Len=0

3 B.984376  152.16B.0.44 162.168.0.2 TCP 1067 » 3389 [SvN] Seq=2038469408 Ack=0 win=64240 Len=0

4 158. 850626 192.168.0.44 162.168.0.2 TCP 1065 > 3389 [SYN] Seq=2078207318 Ack=0 win=64240 Len=0

5 1el1.812500 152,.168.0.44 162.168.0.2 TCP 1069 > 3389 [SvN] Seq=207B207318 Ack=0 wWin=64240 Len=0

6 167,812500 1592.168.0.44 152.168.0.2 TCP 1069 > 3389 [SyN] Seq=207B207318 Ack=0 wWin=64240 Len=0 /
I~ I~

This proves that even though you connect to the IIS server to initiate the Remote
Desktop Web Connection, the IIS server is doing nothing more than redirecting
your RDP connection to the target machine.

Strengths

- All of the strengths and weaknesses from the Remote Desktop Client section
apply to this section as well.

One added benefit is that since you must connect to the IIS server first, you
can secure http://servername/tsweb with SSL and require authentication.

© SANS Institute 2004, As part of GIAC practical repository. Author retains full rights.



This adds another layer of security since you can restrict access to the site to
whoever you wish.

- Even though RD Web uses HTTP port 80 traffic to access the initial Remote
Desktop Web Connection page on IIS, the RD Web client still uses port 3389
to connect to the target machine. This means that RDP traffic can still be
restricted at the firewall by blocking inbound port 3389.

Weaknesses
The same weaknesses mentioned in the Remote Desktop Client section apply

here.

Free internet tools to be weary of...Oh, | mean...

Auditing Tools

The internet is a wonderful and scary place. These are some of the tools that
can be downloaded for free from the internet to help you test your network for
rogue Remote Desktop activated computers as well as testing the strength of
passwords. These tools will also work for Terminal Servers. The first 2 tools are
ProbeTS and TSGrinder available at www.hammerofgod.com.

ProbeTS

This tool is used for finding rogue Remote Desktop enabled devices on your
network even if the default port was changed from 3389.

ProbeTS will scan a full C-Class for you to determine if terminal services are being
offered up regardless of what port is actually being used. 1

Some catches here that make is more of an auditing tool and less of a hacking
tool are that you need to be able to use RPC and you have to be in a group
allowed to access the box via Remote Desktop. This would be Administrators or
those in the local Remote Desktop Users group. An attacker would already have
to be on your LAN with an Admin password to really be able to use this tool.

TSGrinder:
This tool claims to be the first Terminal Server brute force tool. And remember,

Remote Desktop is based on Terminal Server technology. It takes advantage of
the fact that the computer’s local Administrator account cannot be locked out.

! Hammerofgod.com.
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Remember how mentioned earlier that you can have up to six incorrect logon
attempts before a log entry is made. Well this is the tool that guesses five times
and then opens a new session to continue guessing with out a log entry. *? It
also claims to be not detectable by Intrusion Detection Systems since the logon
process in encrypted.

TSCrack

Like TSGrinder, TSCrack uses word lists to guess passwords. It is available for
free at http://softlabs.spacebitch.com/tscrack/. By default it tries to guess the
Administrator password, though you can tell it to use whatever you like. Like
TSGrinder it attempts five passwords before opening a new session to continue
guessing. | used TSCrack to guess the password of a test computer and the
results are seen below.

CsJunkstscrack-bheta? (wZ2k) >tscrack 172.16.2.12 —w wordlist.dic

Extracting AI... OK

Extracting MEWINSCE.OCH... OK

Registering MEWINSCK.OCE... OK

Installing MSRDP.OCK... 0K

Registering MSRDP.OCH... OK

terminal services cracker <tscrack.exe) v2.1.77 20A3-22-83 @7:29 PM UTC

tc) 2883 by gridrun [THC] - All rights reserved — http:-/-ssoftlabs.spacebhitch.co

Checking server connectivity... 0K

Initiali=zing AI... OK

Loading dictionary twordlist.dic?>... Loaded (75484> entriez from file. 0OK.
Initiating wordlist cracking mode against (Administrator@1?2.16.9.12>...

SUCCESS: Password (Jrdl) gave access to Administrator@1?2._16.9.12
ELAPSED: <{15> seconds; 52 attempts ~ min

| gave the Administrator the password of “3rd1”, which was on the word list |
provided for TSCrack to use. It took 15 seconds at an average rate of 52
attempts per minute.

Defense Checklist

Ensure Windows XP has the latest Service Pack to patch known
vulnerabilities like Remote Desktop Denial of Service (DoS) attacks.™

- Apply all post SP1 patches as well to fix known issues such as Remote
Desktops “Checksum” and “Keystroke” vulnerabilities.™

Change the local Administrator’'s account name to something other than
Administrator. Also adopt a policy for complex passwords that have a mixture

2 Mullen & Russell, TS Grinder Black Hat USA 2003 Briefing.
3 Securiteam.com, Microsoft Windows XP Remote Desktop Denial of Service Vulnerability.
4 Cohen, Microsoft Windows Remote Desktop Protocol Checksum and Keystroke Vulnerabilities.
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of upper and lowercase letters and numbers. Both of these steps will help
protect against automated password-guessing brute force tools.

- Change the port RDP listens on. Steps to do this can be found are in
Microsoft's Knowledge Base Article 306759%°. Basically, you use Regedit and
navigate to the key below and then change the value to some other unused
port number.

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\TerminalSe
rver\WinStations\RDP-Tcp\PortNumber

- Do not allow 3389 inbound on your corporate firewall. If you need to allow
RDP in consider changing the port as mentioned above and then restrict the
RDP access to the particular IP address that you need to connect to.
Another alternative to opening a firewall hole for RDP would be to configure a
Virtual Private Network (VPN) tunnel into you network and gain Remote
Desktop access that way.

- If your Windows XP computer is connected directly to the internet, you should
turn on your Windows XP Personal Firewall:

In the Network Connections window, right-click the connection through which you will
use Remote Desktop, and then click Properties. Click the Advanced tab, and then
select the checkbox for Protect my computer and network by limiting or preventing
access to this computer from the Internet. Click the Settings button. In the Services
list, select the checkbox for Remote Desktop.'®

- Configure a domain Group Policy to enforce a secure Remote Desktop
standard. Important setting:

Set client connection encryption level Properties

= Enforce 128 bit encryption. If you
have legacy Terminal Service
clients that don’t support 128 bit

Setting | Explain

W Set client connection encryption level

encryption and they need to © Not Conligured

connect to Remote Desktop, you @ Enabled

should replace them with the new O Disabled

Remote Desktop client. Enciyption Level | High Level v

Client Compatible

Choose the encry High Level

> How to Change the Listening Port for Remote Desktop.
1* EAQ About Remote Desktop.
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= Enable “Always prompt client for password upon connection”. This will
force users to log onto the computer after the Remote Desktop connection
has been established. People who have the unsafe habit of checking that
box to Save Password on their Remote Desktop Connection screen would
still have to enter their password with this policy enabled.

= The following options are normally configured by the client when they
establish their connection. These Group Policies allow system administrators
to control exactly what a user can and cannot do.

Setting State |
@ Do not allow clipboard redirection Enabled
i:% Do ot allows smark card device redirection Enabled
@ Allov audio redirection Disabled
@ Do nok allows COM port redirection Enabled
@ Do nok allow client prinker redirection Enabled
i:% Do ot allows LPT port redirection Enabled
@ Do nok allows drive redirection Enabled
@ Do not set default client prinker ko be default printer in a session Enabled

*When working with Group Policies pay close attention to the wording of the
policy. The above picture shows the most secure policies, yet the third item
down says Disabled. This is because the decision to choose Disabled or
Enabled depends on whether the policy begins with “Allow” or “Do not
allow”. Just take you time.

= This Setting creates a Sin9|e Start a program on connection Properties [
purpose Remote Desktop — :
. ething | Explain
connection. It allows access to N
On'y the appllcatlon yOU Choose =W Start a program on connection
here by starting that appllcat_lon St
automatically when the session @ Enabled
starts. The session is then O Disshled
disconnected when the application Program path and fle name

is closed. This means that the |
Start Menu and Desktop are not
accessible to the remote user.

Yworking Directorny |

- When using the RD Web Client think about using the extra layer of security
provided by SSL and authentication on the IIS server.
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Conclusion

In conclusion, Remote Desktop and Remote Desktop Web Client are becoming
more and more popular to meet the remote control needs of corporate IT and the
telecommuter. Microsoft has taken good steps to ensure security of this
technology documented above by its many strengths and few weaknesses.
Nothing is ever 100% secure, but having an understanding of the technology,
using what tools are available for auditing, and following a defense checklist will
help you make your environment as secure as it can be.
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