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Abstract

This paper studies the issues and security implications surrounding many
popular “helper applications” and BHO’s (Browser Helper Objects). We will begin
by a brief background and a line up of the “usual suspects” that fit into the helper
application categories and how they are typically found, installed or otherwise
“plugged” into our computer systems.

We will then move on to briefly analyze basic network traffic generated by
“normal” systems and compare that to systems with these applications running
and analyze the security and privacy implications. The scope of this paper is
really to create awareness of client initiated communications and the security
implications it can have. We will then cover several methods to detect, clean and
analyze these applications using several readily available tools at little or no cost.

Introduction

Communications and the Internet, and the applications that use it continue to
evolve and change. Users continue to want more functionality and ease of use,
and many advances have been made in the area of rich communication and
intuitive interfaces. Web browsers and other applications continue to become
more interactive with this medium, and not simply a “viewer” of the information
presented. Users want ease of use and instant information regarding their areas
of interest. Today we especially see this in the always-on broadband Internet
home, and corporate networks.

With the demand for interactivity, came the functionality from the static online
web pages to more dynamic specific content, and tailored delivery. Major
vendors started to support “active” content with programming languages like
Java, Javascript, etc. The online content then started to become a more viable
“mainstream” medium not just confined to the propeller heads that inhabited the
space. Advertising and data collection on user habits, and driving traffic to web
sites supposedly translated to more revenue.

Companies and less savory characters started creating ways to capture users
habits and places they went. This provided ways to push dynamic content based
upon the user via banners ads, pop-up’s and other means. The most common
method of course was cookies, but soon this was not good enough and more
detailed ways of doing this became available. The trick was they needed a way
to get that “helper” program installed on the client system so they could really get
the keys to the car. By getting these programs installed (which will be
demonstrated later in this paper) companies and the bad guys are able to on
many occasions get by the security mechanisms in place in most enterprises or
home systems. The most obvious reason is that on many occasions the
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communication is initiated by the client, or via HTTP traffic that may not be
monitored or filtered as closely (or at all) at home or in a corporate setting.

If these programs were simply confined as Spyware:( A general term for a
program that surreptitiously monitors your actions.(l)) and did nothing more, then
it might simply be an annoyance and something that the privacy advocates would
continue to fight. Unfortunately many of these programs can do much more
harm, and pave the way for identity theft, fraud, and system compromise.

The Line Up

There are far to many to list within the context of this paper, however it would be
beneficial to outline some definitions as recognized for the ever-growing family of
these applications. After we go over these basic definitions we will recognize a
few of the most popular and effective applications that seem to be omnipresent
today.

Definition guide of popular terms:

1. A Browser Helper Object or BHO, is just a small program that runs
automatically every time you start your Internet browser. Usually, a BHO is
installed on your system by another software program. For example,
Go!Zilla, the downloading utility, used to install a BHO created by Radiate
(formerly Aureate Media); this BHO tracks which advertisements you see
as you surf the Web. @

2. Adware, also known as an Adbot, can do a number of things from profile
your online surfing and spending habits to popping up annoying ad
windows as you surf. In some cases Adware has been bundled (i.e. peer-
to-peer file swapping products) with other software without the user's
knowledge or slipped in the fine print of a EULA (End User License
Agreement).®

3. Cookie, a packet of information sent by a server to a web browser and
then sent back by the browser each time it accesses that server Cookies
can contain any arbitrary information the server chooses and are used to
maintain state between otherwise stateless HTTP transactions. Typically
this is used to authenticate or identify a registered user of a web site
without requiring them to sign in again every time they access that site,
and tracking a particular user's access to a site.®

4. Spyware is computer software that aids in gathering information about a
person or organization without their knowledge. The most common use of
spyware is to gather information about the user and relay it to advertisers
or other interested parties. It has also been used by law enforcement to
collect evidence against criminal suspects®

5. Malware (a contraction of "malicious software") refers to software
developed for the purpose of doing harm. ©
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There are a plethora of other terms and jargon related this topic, and is
beyond the scope of this document.

It quickly becomes apparent that there are several programs and definitions
that blur the lines. This is less important however than the point that these
programs exist and are very clever in the many ways they can get themselves
installed on the unwitting target. Most of them have one thing in common
however, in that they rely on some end user action (in most cases) to install
and run.

Many people on both sides of the fence argue by definition that software that
is installed voluntarily by an end user is valid software that is not classified as
spyware, or other “unsolicited commercial software”. This software on many
occasions provides a utility that the user primarily desires and buries consent
to monitoring or other functions with a lengthy end user agreement that most
people do not bother to read, or cannot understand the complex legal
wording. Other programs by nature may install “optional” components that the
average end user may not be aware are being added as part of a “normal”
install.

Below is a listing of typical methods that entice the average user.

1. Toolbars or web search bars — These convenient BHO’s add
functionality typically to Microsoft’s Internet explorer and will add additional
rows of buttons to do things like quick searches, block pop up ads, or even
give you email alerts, etc. Again the usage by some popular providers
seems perfectly legitimate and functional. There is safety in numbers
however, and careful selection and analysis (including reading the fine
print) is needed. There are many very invasive and difficult to remove
versions that exist as well.

(Example of popular google browser toolbar)(4)

File Edit ‘iew Favorites Tools  Help

Back - -

Go g]E - @j Search web + | (549 Pop-ups blocked @ Mews TE| automil 48 | ‘

2. P2P (peer to peer) file sharing programs — These programs are
enormously popular for people to share files for a variety of reasons, and
have received plenty of press from the media and the RIAA fight
associated with illegal music downloads. Music is not item of value on
these networks, and they attract all types of information, programs, etc.
Not only are many of the files on these networks infected with viruses,
Trojans, etc. The programs themselves typically share a folder on your
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local hard drive, and in some cases the program itself will perform
malicious activity (or at least risky) on your system.

P2P — Cont.

(Example of popular P2P filesharing program Kazaa)(5)
ER : =1=i

Bl e Blaer lods getions bk
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Semech By | brengrey | st | cn | U 1 BT ] Barchoc | u
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| Ridng e S Dut RED Spesdmagon S HEE ity LELE £8 Magster Cther
Samreh Far: o ) Can Pighd This Pesing RO Speeadeanoon 4,040 17 Uy Lo R A4 The Mt Sk
o T For Ha Fly Fog Spmedemagon LEom &8 The Hes ther
=) Don Lak b Go Fan Spesdesgan 8 S8 The b ook
Found 64 Ahes. Press Sesrch | o il eep On Lawing Vo REC Spesdengon 1ASEE 3 iners e I Soundh of k.., Comedy
) Keap On Laving Yo RECH ety 130 arbavergen0...  Oobzll LEE Urdrmn sk
W Keep On Laving You R Speseceamgon 1AGED 4 ubers 00 Ac6 The s Clagsic Rosch
3w et Faght This Feelng g Hra Lpendnger, 4EXE 5 Uners o6 LP Brwrees ke
i e B From A Friend who RECH Spetehmpgon LITRE  F Users [RERT s Sk
W 1Ot Fight T Fasing Amymors R Spspadeangon AEDEE B sndon T 130002 1 Morgter Bal. Other
w1 Dt Bt in Vouw Srves Toraght RECH Spmedmagen A4S X Ukers o1 =33 IS Ui Classa Rosch
sy wsep on len RED Spesdesgan JATEE  rastwbede ;202 3 Urdrosn
il Tiene For e To Py REC Speecasgon LABEE 4 Uners 001 254 2% There Class Aock
) Rl W The Chargss RECH Spebe e agan R o] <30 455 The s Ot
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bt s e BES Spmndeaagen . 1R oyt bali o = 1 PIT ErEO0 - Sy
) Hers W B RECH Spstechmpgon VEEDE  riwationdd o0 230 The Hes ook
i That bk Loren R Spemecheangen 1T rtson 3 o] I The b Sk
w . Emo's Fre (Man n Moton] REC Spoadeacon 2SENE lewalion. . o < T30 Totsky BN BOM
= Ridey The Sioem Out RED Speedeagon SATEE  Awvsisond L ZM0 The bz ek
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B e W M L] A, Hagthofta...  RETAR 81 U e
) Iy D R Spesecieapgon 4.I78E  Magthegus [HE: B1 The Mes Sk
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(.1 I— gL | .1 ] =
QOO0 O
e o i ZATTT wssers orlem, sharineg 468,575, 175 les (3,302, 784 a8} Connected as hondr sdialas, sharng B Hes

3. Web Companions and utilities — These are a variety of handy programs
that might perform mundane tasks that make your online life a little easier.
Typical applications are things like weather information, remembering info
and filling out forms for you, remembering passwords, stock quotes,
reminders, or even animated characters. Many of these programs fall right
into the borderline category and require close analysis as they do many of
the same things that other programs listed previously do like tracking
activity, pop up ads, and more.

BONZI.COM - Example of Bonzi Buddy(6)

These are just broad classifications of types programs, and there are numerous
others that fall in and out of all three of these areas. There are new and different
ways that clever advertisers and malicious folks are finding to gain information
and access to your systems daily. But in most cases these applications however
installed typically require some sort of end user action. (ie. Execution of code,).
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Analysis Example

To gain a better understanding of what is happening when these types of
programs are running, we are going to take a short look at differences in
communications between a machine that is not running any of the above type of
programs, and then what that communication looks like after tools like the ones
above are installed. The basic layout will be as follows.

A. clean machine browsing a web site

B. machine running a BHO or utility as listed above surfing the same site

C. Implications and analysis of what it means

We will not get into tools for detection and how to clean these types of programs
in this section, as it will be covered in the next section.

Case #1a — Clean Windows XP machine running Internet Explorer 6.0
(simply starting up browser and going to www.internetcds.com) Below is
an initial capture of the traffic between the client and the web site.

Source Destination Protocol Info
192.168.1.2 206.xxx.xxx.xxx DNS  Standard query A www.internetcds.com
206. XXX XXX.XXX 192.168.1.2 DNS  Standard query response A 63.XXX.XXX.XXX
192.168.1.2 B3.XXX.XXX.XXX  TCP 1314 > http [SYN] Seq=1698109515 Ack=0 Win=65268
B3 XXXXXX.XXX 192.168.1.2 TCP  http> 1314 [SYN, ACK] Seq=1097874495 Ack=1698109516
192.168.1.2 63 XXX XXX.XXX TCP 1314 > hitp [ACK] Seq=1698109516 Ack=1097874496
192.168.1.2 B3 XXX XXX XXX HTTP GET/HTTP/1.1
B3 XXX XXX XXX 192.168.1.2 HTTP HTTP/1.1 200 OK
B3 XXX XXX XXX 192.168.1.2 HTTP Continuation

As illustrated above, the client (192.168.1.2) requests the domain name typed
into the browser of www.internetcds.com the DNS server responds with that IP
address, and the client then initiates the standard three step handshake with the
web server (63.xxx.xxx.xxx) and standard HTTP communications commence.

Case #1b — Windows 2000 machine running popular BHO that adds a toolbar to
the browser as illustrated below. This could be added via a website, or email
inviting a user to get cool new tools for their browser.

3 MSNBC - Scientists watch black hole rip a star apart - Microsoft Inte Ex| . = |EI|£!

| File Edit Wiew Favorites Tools  Help |ﬁ
= J

_| = Back » = - .@ @ ﬁ | @Search [3g] Favorites {ngistDry | %v ;13
J.ﬂc_ldress@ http: ffrsnbe . msn,comyid 4302550/ LI 6o |JLinks
_| [* Classiﬁedsl[@ People Sear\chi@ Job Seanhi[@%ﬁweepshkes; QISP;[@Ehati
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The communications between the client browser (192.168.1.5) and the web site
(208.xxx.xxX.XXX) it is trying to access starts out normally.

Source Destination Protocol Info

192.168.1.5 206.xxx.xxx.xxx  DNS  Standard query A www.convergecomm.com

206.XXX.XXX.XXX  192.168.1.5 DNS  Standard query response A 208.XXX.XXX. XXX

192.168.1.5 208.xxx.xxx.xxx  TCP 1095 > http [SYN] Seq=0 Ack=0 Win=16384 Len=0 M SS=1460
208 XXX.XxXX.xxx  192.168.1.5 TCP  http> 1095 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0
192.168.1.5 208.xxx.xxx.xxx  TCP 1095 > http [ACK] Seg=1 Ack=1 Win=17520 Len=0
192.168.1.5 208.XXXXXX.XXXx ~ HTTP GET/HTTP/1.1

208. XXX XXX.XXX  192.168.1.5 HTTP HTTP/1.1 200 Ok

But suddenly the client (192.168.1.5) begins talking to someone else
(165.XXX.XXX.XXX)!

Source Destination Protocol Info

192.168.1.5 165. XXX XXX XXX TCP 1096 > http [SYN] Seg=0 Ack=0 Win=16384 Len=0 MSS=1460
165.xxx.xxx.xxx  192.168.1.5 TCP  http> 1096 [SYN, ACK] Seg=0 Ack=1 Win=65535 Len=0
192.168.1.5 165.XXX XXX XXX TCP 1096 > http [ACK] Segq=1 Ack=1 Win=17520 Len=0
192.168.1.5 165. XXX XXX.XXX HTTP GET

/dynamic/hotbar/disp/3.0/sitedisp.dl ?GetSDF& Dom=convergecomm.comé& Path=%2f& SiteVer=0 HTTP/1.1

165 XXX XXX.XXX  192.168.1.5 HTTP HTTP/1.1 200 OK

165.xxx.xxx.xxx  192.168.1.5 HTTP  Continuation

1c. Implications and what this means

Basic web browsing is something most people do at work or at home almost
daily. It has become an invaluable tool in many areas. Most corporate networks
and home systems are built around this, and are built around keeping the bad
guys out of your network. There is however a critical component to understand
about client initiated communications and the implications that programs have
that end users may run that create security holes directly or indirectly to your
home or corporate network.

In the above example with the computer running the toolbar program (BHO-
malicious or not), the end user installed a program that appears to be sending
info about what web sites | am going to (www.convergecomm.com) to someone
else. (That I do not know, and did not ask to go to).

192.168.1.5 165.XXX.XXX. XXX HTTP GET
/dynamic/hotbar/disp/3.0/sitedisp.dl ?GetSDF& Dom=convergecomm.comé& Path=%2f& SiteVer=0 HTTP/1.1

However upon deeper inspection | found something much more troubling by
looking into the packets that delivers the information between my computer and
this stranger.

GET /dynamic/hotbar/disp/3.0/sitedi sp.dl ?GetSDF& Dom=convergecomm.com& Path=%2f & SiteVer=0 HTTP/1.1
User-Agent: Mozilla/4.0 (compatible; MSIE 5.01; Hotbar 4.4.2.0)

Host: abccompany.toolbarthatisinstalled.com

Connection: Keep-Alive

Cookie: ui=009CEGEQ75E6A0489DD5D3B31DCD47B0271CCB84;
Ci=FADE65B972E04E4D89594844FE712609B605A 7C3; Partner=hotbar; create_date=02/19/2004 07:29:26;
User=password=ghrg05& UserName=hiff%40ibiff%2Ecom& L oggedin=yes; sg=sg506; country=US;
SDCU=111E780002371
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My computer is sending information to this stranger about me (initiated by me!).
My location, user name, password !, and email address. While this information

might simply be my user information to access this particular toolbar program or
it's associated web site services, it is clearly insecure (HTTP traffic in clear text).

Now the human factor coupled with this information starts to gain strength in
possible security breach of your own systems. Why?

Scenario: End user signs up and uses this toolbar and service innocently
enough on their computer and advertisers collect data, and everyone is happy.
However your HTTP outbound traffic is simply motoring along in clear text to the
outside world. Now what would most end users do when setting up a new
account when queried to enroll with a user name and password?

We have to many passwords to remember already, so we use the few that we
can remember over and over, or for the sake of simplicity the end user uses his
or her same password and email for at home or on the corporate LAN for
“convenience”. As you can see then you would have a huge issue with a
seemingly innocent “utility” program. This is why many hackers do not attack or
break down walls to gain network access, when they can simply sit back and
watch the traffic go by and pick up data that might quickly give them intelligence
to walk right through the front door.

A couple more basic indicators that you may have some sort of software running
on your browser that is doing a bit more than you are aware or want it to, is
strange results from searches or when you start your browser the home page is
changed to something undesirable. You change it back manually, but before too
long you find it has changed back again."”

Also your Internet error pages may have some strange messages or search

options.
Example of a bad error page.
— 1ol x|
J File Edit Wiew Faworites Tools Help |ﬁ

| 4=Back -~ = - @) (2] £} | @search [EgFavori tes  CAHistory | B S
| address [&7 http:fvnm . steganos. comy?praduct =55568language—en =] @¥aeo ||Lnks

L@_ Encryption | Windows 98 |[Cfghs sharevrare [ softrrare |[ 58 Hicrozo ][ 3 Downloads] [(Premium] Hores:

@ The page cannot be displayed =

The pags you are looking for is currently unavailable. The web
site might be experiencing technical difficulties, or yvou may nesd
to adjust vour browser settings.

Flease try the following:

= Search the WEI:II Search I

e Choose your topic of interest:

Cars Free Shopping
Casing Health Software
Coamputers Jabs Trawvel
Entertainmment Music Wweb

Finance Real Estate web Hosting

® Click the [F1 Reafrash hottan. nr tey anain later. =l
=1 | | |4 Unknown Zone (Mixed) -
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This basic analysis is just one example of one BHO that could potentially lead to
serious security risks. There are hundreds (if not thousands) of other types of
programs like these that integrate with your Web browser. Not to mention the
other utility type programs and P2P file sharing programs mentioned briefly
above.

There are two basic things to keep in mind when considering the use, audit and
defense of this type of software.

1. What are my end users installing on their computers (or what am |
installing on my computer), and is the source trusted? Even if it is trusted,
what type of behavior does it exhibit while using it online.

2. How do I look at, filter, or monitor client initiated communications from a
security perspective?

The good news is that there are many good tools to watch, clean and protect
systems from these types of hazards.

Tools to Use

The tools used in this category generally fall into two basic areas.
- Detection and removal
- Active or ongoing monitoring

We are going to take a brief look at one well-known tool used primarily for
detection and removal of the programs.

Detection

There are many good tools that exist that are readily available on the web and
can come as shareware, freeware, or corporate editions that will perform many of
the same functions. While we are only addressing the detection primarily of
Spyware, BHO'’s, etc. not virus protection, many of these programs will detect
Trojans and other malicious programs, but are not a replacement for virus
protection, just a compliment to an overall security strategy.

Many names of these programs that come to mind can be found and reviewed on
CNET® and many other locations.

The program that we will take a quick look at is Spybot Search and Destroy by
PepiMK Software® To quote CNET's review. “For protection against ad-serving
software, Trojan Horses, and other means of tracking your surfing habits, get
Spybot immediately.” “9 This is not an endorsement by using this as our
example, just one tool in many that you can research and find that are very
inexpensive (or free in this case).
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After installation, the screen and interface is quite easy to understand and use.

,_.E'Spyhnt - search & Destroy - Use at your own risk! 5 i I Dlﬂ
ile  Language Help

/= Spybot - Search & Destroy 1.2

] g this bulton to start scanning your system for
s ! Check for problems 3| spyware and all ather threats detected by Spybot -
i Search & Destioy

— Use this button if you notice some problems that have
9@ Becovery occured during a recent removal of problems, and pou
- want to undo some changes.

detections at least once a week!

This iz very important: it is recommended to update the
Q, Search for updates
=

If pou remove advertisement robats with this program, you may not be allowed to continue
using their host programs. Read their license agreements far further info

|Program started

It also notes one important thing once you start the program.
Legal stuff x|

|f wou remowve advertizement robots with this program, you may not be
allowed to continue wzing their hozt programs. Read their license
agreements for further info.

[~ Dor't show this message again.

Many programs use the advertisement or spyware type functions included as the
gatekeeper to the program actually working. So you must be aware that using
programs like these and removing the registry keys, etc. Could very likely disable
the main functionality of a particular program that you actually want. As stated
above, you should read the license agreements for the software you are
installing.

After a quick scan of the system that the toolbar was installed on, the program
found 64 instances of the toolbar program strewn about the system. Many of
these instances were registry entries and make the program quite embedded
within your operating system. This of course makes in difficult to un-install. This
particular toolbar actually had an un-installer available in the control panel add-
remove option in Windows. Many of them do not have any removal option
available.

Even if they do have a removal option, a scan after uninstall is recommended to
see if any remnants remain. Another scan on our test system revealed that after
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we used the windows uninstaller that 1 file still remained, that was then deleted

to be sure that the system was completely clean. As stated earlier, many
programs do not have an uninstaller, and you have to resort to a manual

extraction or search online to find out how to remove the programs. There are

several good web sites dedicated to this process, and several of the major

vendors also provide help for some in this area.

One interesting note that most people ask is, Why doesn’'t my anti-virus software
detect this? Below is the best explanation that | have found from a popular web

site’ V)

Technically, most unsolicited commercial software isn’t viral:
it doesn’t spread from computer to computer, it just installs
and runs on one system.

That doesn’t mean it's not harmful, but anti-virus software
does not attempt to detect all software that could be harmful.
Whether it should is a tricky argument that ends up a
question of where you draw the line.

Actually some anti-virus programs do detect some of the
parasites outlined on these pages, but not nearly all, and not
all versions of them. Parasites that install using IE security
holes are more likely to be targeted by the anti-virus
software vendors, but the selection of targets seems for the
most part to be pretty arbitrary.

For this reason there are now a number of anti-parasite
packages around that work as a complement to anti-virus
software.

Again reinforcing the notion that a layered approach to your security is the best

approach.

The next category of tools is ongoing real-time monitoring tools. There are

several that are available that may fall into the category of intrusion detection like
Snort™ or even enterprise software that would inspect incoming and outgoing
traffic. Keeping the desktop theme, we are going to look briefly at a desktop
application firewall called Zone Alarm (13 by Zone Labs. It has several different
versions you can choose from, including a free one. We are not going to get into
all of the details that encompass different types of firewalls, and how to exactly

configure all of the options. That could be another entire paper writing the

intricacies

of that type of work.

The basics of Zone Alarm is that it is a firewall that will monitor all programs on
your desktop that try to access the internet and will prompt the user to decide
whether or not you want to grant a particular level of access to the application in
guestion (just one function of this program that will do many other things as well),
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that you may not have known was accessing the Internet until you installed this

program.

The Zone Alarm installation is your basic windows install and you can follow the

prompts and even the wizards in a default install and it will provide a good

measure of security. (It is recommended however to spend some extra time to
learn and configure the program specific to your environment and applications to
ensure the greatest level of security.)

The basic interface allows for a granular level of control over many attributes of

your connectivity.

ﬂZoneAIarm Pro

o ARRERERRNR
OUT IR

| . TRUSTED|

Overview

Firewall

Program
Control

Alerts &
Logs

Privacy

E-mail
Protection

ID Lock

{ Hide Text Feset to Default

Overview
Wilcome

You're protected by
ZoneAlarm Prol

Mo further setup is
necessary — Zonellarm
Pro weill alert you if you
need to make any
adjustments.

See how Zonellarm Prois
protecting you by viewing
the security statistics to the
right.

ctive
@Help
Status Product Info Preferences

Blocked Intrusions
0 Intrugions have been blocked since install
0 of those have been high-rated

1 | Inbound Protection
| The firewall has blocked 0 access
atternpts
| Outhound Protection
E ' 1 program(s) secured for Intemet access

1 | E-mail Protection

' MailS afe iz currently active

0 suzpect e-mail attachments quarantined

NS

After install it was only about 2 minutes when the computer with the browser
toolbar program reinstalled to get the following prompt.
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-

Intemet?

Yersion: 4, 2, 4, 1367

Intemet.

progranm

Do you want to allow HbSrv Module to access the

Technical Information

Destination IP: 163 0 00 0o HTTP
Application: HbSrv.exe

More Information Available

Thiz iz the program's first attempt to access the

AlertAdvisor

O Bemember this answer the nest time | uze this

New Program

As part of GIAC practical repository.

Author retains full rights.



A program called HbSrv was trying to access the Internet to an IP address that
was not put into my browser for surfing purposes, or accessed from my email
client. Since the program was unfamiliar to me, and | did not launch it, | can
decide whether or not to block that program from accessing the Internet. | can
also tell Zone Alarm to remember whether or not | want to it to ask me every time
it happens, or remember my decision.

Of course this again is only a measure of control and security because we are
leaving the decision up to the end user (or yourself) to decide whether or not this
program is trusted or not, but it is certainly a step further than we were prior to
installation, when we did not even know that this program was running and
accessing the Internet from my computer. Zone Alarm will run in the background
and keep and eye on all incoming and outgoing communications and applications
real time, which will help prevent the human habit of procrastinating or
remembering to perform scans in a timely fashion. Which is the one major
difference between real time and user-initiated programs that protect your system
that may be connected real time to the Internet at all times.

Conclusion

Connecting to the Internet and not being aware of who your computer is talking
to can be hazardous to your computers health. The additional functionality and
interaction that we all crave can come at a price, and a system or network
compromise might occur if we do not practice a measure of caution. A well-
planned security approach to all of your network traffic, including client initiated
traffic over channels that may be considered safe, or utilitarian in nature (ie.
HTTP) is important. The end users or casual home user must have guidelines
and understand what things to watch for and to help participate in the security
process.

Installing software of any type on a system can introduce security risks, even
when they may be un-intended by the vendor who is trying to simply gather
statistics. Also without standards or awareness of how the application may
behave on the network or desktop can even disable to break other security
mechanisms that may be in place. Sending information about users, email
addresses, passwords, etc. when unknown by the user and in clear text is a
prime candidate to be collected remotely by others who are building intelligence
about you, your network, and how to execute a compromise.

The bad guys are numerous, but so are the tools and the community that helps
develop the protection to combat them.
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