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Introduction

ISA Server 2004 is Microsoft’s latest version of their Internet Security and
Acceleration Server product. The current release is Beta 2. ISA Server combines
a firewall (security) with a caching server (acceleration).

This product is a significant upgrade of its predecessor, ISA Server 2000, and
contains many new features such as:

= Extensive protocol support

= Multiple network configuration

= Unique per-network policies

= Routed and NAT network relationships

= Stateful inspection for VPN

= Export and import [of configurations]

= Delegated permissions wizard for firewall administrator roles (What's New
in ISA Server 2004)

This paper will provide the reader with step-by-step installation instructions, a
tour of the management interface and an example of configuring ISA Server for
web publishing. Discussion of the other features of ISA Server is beyond the
scope of this document.

Network Configuration
For the purposes of this paper, the subject ISA server (ISA1) will be implemented
using a three-legged configuration. The server will be comprised of one external,

one perimeter and one internal network interface, as shown below. The web
server (WEB1) will be used when discussing web publishing later in this paper.
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Installation Requirements

The minimum hardware and software requirements for installing ISA Server 2004
are:

= Computer with 300MHz or faster CPU

= 256MB of RAM

= Two network adapters

= 150MB of available disk space formatted as NTFS; additional space is
necessary if enabling web caching functionality

=  Windows 2000 Server, Windows 2000 Advanced Server, Windows 2000
Datacenter Server, Windows Server 2003 Standard or Enterprise Edition

Note: If installing ISA Server on a Windows 2000 operating system service pack
4 or higher, Internet Explorer 6 or later must be installed. In addition the hotfix
described in Microsoft article Q821887 must be applied.

Pre-Installation Tasks

Obtain the ISA Server 2004 Beta 2 code. The software can be downloaded from
Microsoft at http://www.microsoft.com/isaserver/beta/privacy.asp. In addition, a
CD is available for the cost of shipping plus applicable sales taxes and can be
ordered at http://microsoft.order-9.com/isabeta.

Install and configure either Windows 2000 or 2003 Server, then configure the
internal, perimeter and internal network IP settings. To keep the three network
interfaces straight during installation and testing, consider renaming them in the
Network and Dial-up Connections applet of Control Panel as shown below.

9 retwork and Dial-up Connections =101 %]
Fle Edt View Favordes Took Advanced Help -
bmpoci - owb v ] | Phoearch C4Folders oF | S O X w | B
Address |£-'_I Metwork. and Dsal-up Connections _:j I}G”
¥ - = N |
A@J Ll L 4 L4 L e

Make New Extarnal Internal Perimeatar
Network and Dial- Conmection MNabweork Metvaork Patvaork
up Connections =

1 object(s) selected

Verify each of the network interfaces are working properly by pinging another
host on each of the three connected networks.

Double click the External Network and then click properties. Disable Client for

Microsoft Networks and File and Print Sharing for Microsoft Networks on the
external interface.

© SANS Institute 2004, As part of GIAC practical repository. Author retains full rights.



External Network Properties _ 7] x|

General | Sharing I

Connect using:

| Hi AMD PCMET Family PCI Ethernet &dapter #2

Componentz checked are uzed by thiz connection;

O @ Clignt for Microsaft Mebworks
Cd EB File and Frinter Sharing for Microsoft Metwarls
W Metwark Monitar Driver

@ | rternet Protocol [TERAF]
Install... I rinztall Froperties
— Diezcnption

Tranzmizzion Contral Protocolflnternet Protocal. The default
wide area network protocol that provides communication
acrogs diverze interconnected networks.

[ Show icon i tagkbar when connected

k. I Carcel

If you are skilled at protocol analysis, load the Microsoft Network Monitor
component (if available as part of the operating system) on your test system for
validating client to ISA communications. Installation can be done through the Add
or Remove Programs applet of Control Panel and then selecting Add/Remove
Windows Components. Network Monitor is one of the options listed under
Network and Monitoring Tools.

Installation
Insert the ISA Server 2004 Beta 2 CD into the CD drive and wait for the
installation program to begin. If your system is not configured for auto run or you

opted to download and unzip the contents of the CD, open Windows Explorer,
locate isaautorun.exe and double-click the file to begin the installation.
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M rpsoll Intemel Secunity amd Accelerstion Server 3004 Ueba 2 Setup

riﬁmémet Secuﬁty & Beta 2

Acceleration Server2004
Standard Edition

Launch IS4 Semer satup. . . i
Be sure to read the i ERINR S = I s
releqse notes firsd Tl Prorwguinis
Read Satup And Install (54 Senver
Faalum Guide 004

”%MW

i H000-2004 Mioronaf Comaoation. AR righis ressraed

Click on Install ISA Server 2004.

ji& Microsoft 1S& Server 2004 Beta 2 - Installation Wizard _1'5]

welcome to the Installation Wizard for
Microsoft 15A Server 2004 Beta 2

The Instalation Wizard will instal Microsoft IS8 Server 2004
Beta 2 on your compuker, : :

WARNING; This program is protected by copyright law and
intesnational treaties.

k Tnm,d:kl'y_m;t.

Click Next.
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ji& Microsoft 1S& Server 2004 Beta 2 - Installation Wizard

License Agreement
Plzase read the following license agresment carsfully.

el 8

180 Day License

This is a legal agresment (* Agreement™) between you (either an individual o1 an
entity), the end user (*“Recipient™), and Microsofi Corporation (“Microsofi™) for ihe
Micresofi pre-release software identified helow which includes computer software

and may include associated media, printed materials, “online’ or electronic
documentation, and Internet-hased services (collectively, the “SOFTWARE™).
MICROSOFT MAY, IN ITS SOLE DISCRETION, ALS O PROVIDE FURTHER

PRE RELEASES OF THE SOFTWARE OR RELATED [INFORMATION TO ~|

¥ T accept the berms in the license agresment
™ I do not accept the terms in the kcense agresmeant

< Back

After reading the licensing agreement, select “l accept the terms in the license
agreement” and click Next. If you choose not to accept the licensing agreement,
you will be unable to continue with these instructions.

{5 Microsoft 1SA Server 2004 Beta 2 - Installation Wizard

Customer Information
Pleasa enter your detals,

Lizer Name:
Etudeni]
Drgarization:
|
Product Serisl Number!
lBBHZG —] ] | e I.lFEEIHB i.|43c33 |
< Back I hext > I Cancel I

Complete the User Name and Organization fields as necessary and click Next.
Note that the product serial number field is pre-populated with a valid serial

number.
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1 Microsoft ISA Server 2004 Beta 2 - Installation Wizard

x|
Setup Type ﬁ
Chooss the setup type that best suks your needs. A
il

" Typical
o r | Man program features will ba installed. Requires approcimately
= 27MB of disk space (not including cache alocation).

(" Complete
[l?% Al progeam Festures will be inskalled, (Reouires the most disk
space. ) '

* Custom

Choose which program featuras you want instaled, Recommended
[ for advanced users,

Irstall ko

J-\Program Filas{Mernsoft 155 Seever

The table below shows the default features installed depending on the selected
installation option.

Program Feature Typical | Complete | Custom
Firewall Services X X X
ISA Server Management X X X
Firewall Client Installation Share X X X
Message Screener X

NOTE: To install Message Screener, an SMTP
virtual server must be pre-installed on this
server.

Note the directory where the application will be installed. For purposes of this
paper select Custom and click Next.
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{u® it rosoft 1SA Server 2004 Beta 2 - Installation Wizard x|
Custom Setup .ﬁ
Select the program features you wank to install. &
o
Click on &n icon in the kst below bo sleck how a Feature is nstalled,
Feature Description
: Controls sccess and kraffic
. : : between networks.
=3 = | Frewall Client Installation Share
¥ | Message Soreensr
Thes feature regures 18 ME on
wour hard drfve.
Instal to:
Ct\Program Files\Microsoft 15A Server)
Help ] Space I < Back I Hext > I Carcel I

The table below lists the program features and descriptions for each of the items
available for installation. These descriptions can also be found on the Setup
screen as shown above.

Program Feature

Description

Firewall Services

Controls access and traffic between
networks

ISA Server Management

Provides the management interface for
configuring ISA Server 2004

Firewall Client Installation Share

Creates a \\servername\mspcint
network share as a firewall client
installation point

Message Screener

Allows content filtering of incoming
SMTP messages as they arrive at the
ISA Server

After reviewing the selections click Next.
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ji& Microsoft 1SA Server 2004 Beta 2 - Installation Wizard
Internal Network

Specify the address ranges you want included in the 154 Server Internal ﬁ]
ristweork, wid

=101 x|

The Internal network typically indudes private address ranges and the address ranges
associabed with the network adapber connected to the Internal natswork.

Click Add ko spediy the Internal natwork address ranges. add...
Internal Network Address Ranges (From-To)

To configure the internal network IP ranges click Add.

HMicrosalt Internet Security and Acceleration Server 2004 Beta 2 Setup

‘'ou can lype the address ranges Winckade n b Inteinal network. Or, cick Configure Intemal
Mebweok, to select the sddress ranges azsociabed veith specific rebwark adeplers.

Irtedrial mebwod: addreas rangss
- Addeess ranges

[ | Friom To
From

|
To

cHemive. |

Configure Intemal Netwosk._.

% | _te |

There are three ways to specify the internal network address ranges:

1. Manually type in the address ranges

2. Click Configure Internal Network and select the network
3. Use a combination of the above methods

To familiarize the reader with option 2, click Configure Internal Network.
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Configure Internal Network |

Select the IP addiezs ranges o include in the [nternal netwark.

[ Add the following private ranges: T0RRx, 192168 2%, 17216 5. -
17230 wow and 169254 x

¥ Add address ranges based on the Windows Routing T able

Select the address ranges that are agzociated with the fallowing
Internal network, adapters:

Card | IP Addreszes
O &MD PCMET Family Ethern...  10.0.2.1

[ AMD PCHET Farily Etherr.  10.0.1.1
AMD PCMET Family Ethern... g.246.125

k. I Canicel I

The first check box is used to easily assign the special-use IPv4 addresses to the
internal network address ranges.

The address ranges 10.x.x.x, 172.16.x.x — 172.31.x.x, 192.168.x.x and
169.254.x.x are detailed in RFC 3330. The first three ranges have been set aside
by the Internet Assigned Numbers Authority (IANA) for private use. The last
range is used by hosts on a single network. “Hosts obtain these addresses
[169.254.x.X] by auto-configuration, such as when a DHCP server may not be
found.” (IANA) If one or more of your network cards was configured to use DHCP
and it was unable to locate a DHCP server, it will assign itself a 169.254.x.x

address.

The second check box is used in conjunction with the remaining Card check
boxes — one for each defined network interface card — to quickly select address

ranges based on the Windows routing table.
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Setup Message ]

)

The Internal netwark was defined, bazed on the ‘Windows roting
table.

Mote: I the rauting table was mizconfigured, the [nternal network

may include external addreszzes, or exclude intemal addrezzez. The
Internal metwork. may be modified after 154 Server iz installed,

It is very important to properly identify the internal network address ranges. If
they are not properly configured, firewall policies may allow unwanted traffic to

pass through the ISA server to the internal network.

Microsolt Internet Security and Acceleration Server 2004 Beta 2 Setup

‘'ou can lype the address ranges Winckade n b Inteinal network. Or, cick Configure Intemal
Mebweok, to select the sddress ranges azsociabed veith specific rebwark adeplers.

Irtedrial mebwod: addreas rangss
- Addbess ranges
From Ta
From 192 168.245.0 192 166 246 255
| A |
To < Femove |

| Configue Irtemal Network |

ar I Cancel

Once all the internal networks have been defined, click OK.
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i3 Microsoft ISA Server 2004 Beta 2 - Installation Wizard 1o x|
Internal Mebwork

" ]
Specify the address ranges you want included in the 154 Server Internal ﬂ.
ristweork, L N |

The Internal network typically indudes private address ranges and the address ranges
associabed with the network adapber connected to the Internal natswork.

Click Change to adt or sdd addresses for the Inkamal netwark,

Internal Network Address Ranges (From-Ti)
192,168,246,0-1%2. 165, 246,255

<pack | Met> | cocel |

The installation process allows you one more chance to review and update the
internal network ranges. This is one indication that properly configuring the

internal networks is important. When satisfied the ranges are complete and
correct, click Next.

|E;¥ Microsoft 1SA Server 2004 Beta 2 - Installation Wizard

X
Ready to Install the Program ﬁ.‘
The wizard is ready to begn installation. 'ﬂ
Click. Tristal to begin the instaliation.
IF you wank bo review ar change any of vour instaliabion settings, click Back, Chidk Cancel to
it the wizard.

Note the option to go back to any screen up to and including the opening

installation screen to review or change your selections. When satisfied with your
selections, click Install.
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Microsoft ISA Server Installer

The Installation Wizard is progressing with
Setup as follows:

=10] %]

" Instaling Core Compaonents. .
Installing Additional Components...

Initializing Swskem. ..

The installation program copies files, installs components and initializes the

system.

Installation Wizard Completed

Click Finish ko exit the wizard,

Microsoft Internet Security and Acceleration Server 2004 Beta @

The Installation Wizard completed successFull,

[ Invvoke IS4 Server Management when wizard closes

Once the installation has completed, click Finish.

A check of services reveals the six new services installed for ISA Server 2004.
The Microsoft Desktop Engine (MSDE) is installed for use in logging events.

%H«:rq&nfr Firzal Provides firewall protection to Fireveall and SecurelAT |,
%-Mu:ru-suft 154 Server Control Controls IS4 Sarver services

B Micrasoft 154 Server Job Schedder  Runs ISA Server jobs according to specfied job schedules
5 Microsoft 158 Server Storage Pronades 154 Server configur ation storags

[ MESOUMSFW

B Ms50LServerADHelper
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Windows 2000 Server

Wstart || ) @ 53 ||

In addition to the services, one new program group and two new applications are
installed. Selecting ISA Server Performance Monitor brings up Performance

Monitor with 21 pre-loaded and running ISA specific counters. The performance
monitor file is msisaprf.msc.

ISA Server 2004 Tour
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Selecting ISA Server Management from the program menu starts the
management user interface (Ul) and defaults to the Welcome page. Before
configuring the ISA Server for web publishing we’ll take a quick look at the
different screens of the UI.

Expand ISA1 in the left hand pane and then Configuration to show the entire list.
Select Monitoring from the left hand list.

/Dashhuard ‘.ﬁ.lerts"‘f‘{Sessiuns \{-Services %Repurts ‘Cmnectivitv \_{Lugging \
{4 Cannectivity B i) Alerts, i )
Group Tupe I Status | - Alert [ Latest l MHew |
Active Directory Unknown [not .. [ 1) Service started I2T2004 32925 P 3
DHCF Unkrown [not .
OMS Unknown [hat ..
@ Services — ald
Service Type | Fiunning | -
Firewvall Started
Joh Scheduler  Started I E Ty —
MEDE Siatted Sezzion Tupe | Humber of 5ezzionsz
g Firewall Cliett 0 A
:@ Reports -é_} SecureNAT 1
.Hepu:u.rt'Name. .I'"S.tatusll Generation .. | . wieh Prowsy 1]
Tatal 1
i System Performance . : ; . . &)
Alloveed BytesiSec EBlocked Bvtes|Sec
1a0 100
S0 =l
0 F—— 0

This brings up the “quick view” dashboard. For the purpose of this tour only
captured the portion of the screen that will be discussed. The left hand list and
right hand task pad and help sections have been removed from these graphics.

The dashboard provides a health-at-a-glance look at the current state of the ISA
server.
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There are a myriad of pre-defined alerts in ISA Server. In addition, the
administrator has the ability to build new alert definitions. Each alert can then be
configured to trigger actions such as sending email notifications, running a
program, writing an event to the Windows event log and stopping and starting
services.

The sessions tab lists all of the current active sessions on the ISA server. In the
default configuration, sessions list the activation time, session type, client IP,
source network, username and hostname. This view, as are most of the views
within ISA Server, is fully customizable.

Services provides an interface to control the state (running or stopped) of the
firewall, data engine and job scheduler services. Stopping the Microsoft Data
Engine also stops the Firewall service, no doubt for security reasons. Controlling
the Microsoft ISA Server Control, Microsoft ISA Server Storage and
MSSQLServerADHelper services must be done through the Services program of
the operating system.

The Reports tab (using the right hand task pane) is used to schedule and
manage reports.

Connectivity allows the administrator to configure connectivity “tests” and
thresholds for monitoring the availability and performance (response time) of
specific systems. If the response does not meet the configured criteria an alert
can be triggered.

Logging provides a real-time view to the traffic attempting to pass through the
ISA server. As traffic is allowed or blocked it is logged along with the most
pertinent information such as source and destination networks, ports and IP
addresses, the ISA rule that was triggered and in the case of web servers, the
method (GET, HEAD, POST...) and URL.

/”Firewall Policy ]"5.
Order I ame Action Frotocols Fram To Condition
ﬁ Last Drefault rule

‘:\'\" Deny 2 Al Protocols ",,‘E'_ All Metwiorks ‘,!';."_" Al Metwark s Iiﬁ All zers

The next item in the left hand pane is Firewall Policy. A fresh installation of ISA
appears to Deny all protocols from all networks to all other networks for all users
however there are 26 System Policy Rules that are in effect. To view these rules
right click Firewall Policy in the left hand pane, select View, then Show System
Rules. Keep this in mind when configuring ISA server and reviewing logging.
These rules, if there is a concern they may compromise security, can be disabled
using the System Policy Editor. Keep in mind a loss of functionality or
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connectivity may occur if you inadvertently disable the wrong rule. A partial view
of the System Policy Rules is shown below.

f Firewall Policy '\
Crder I MHame I A chion I Protocolz I From I To I Condition :I
Lﬂ 7 Bllow DM from local hos... @ Allow 2= DNS b Local Host <, Al Netwarks % Al Usgers
|_"—| 3 Allow DHCP request from... @ Al 3 DHCPrequ... 4. Local Host ,ﬂ, Arhere % Al Users
|_"—| 9 Allow DHCP reply ta fire... @ Al 3 DHCPlreply] o5 Arwwhere o4 Lacal Host % Al Users
|_'7‘—| 10 Allaw [CMPPIMG] fram tr... @ Bllaw 3 Ping o Internal o4 Local Host % All zers
= [2] 11 Allow ICMP from firewall £ @.-‘-‘-.Ilow &% CMP Infor... % LocalHost <5, All Metwarks P All Users
& |CMP Time...
& Ping
L[‘E 12 Allow VPN clients ta fire... @.&Ilu:uw & FFTP i Extemal o Local Host o All Users
=] Lf;] 13 Allow VPN site-to-site to f.. @.ﬁllow &8 External s Local Host o Al Users
#4 IPSec Rem...
= L?] T4 Allow VPM site-to-site fro... I@.l‘-\llu:uw . Local Host 68 External %.-’-‘xll zers
23 IPSec Remate Gate... b
= (2115 Allow Miciosoft CIFS prat.. @.&Ilu:uw & Microzoft CI... o4 Local Host o Intemal o All Users
& Microsoft CI...
= |_"—| 16 Allow Remate logging usi... @ Allow 3 Microzoft 5., o4 Local Host b Internal E All Uzers
2 Microsoft 5... —

According to Shinder (2004), “System Policy Rules that are disabled by default
have a tiny down-pointing red arrow in their lower right corner. The disabled
System Policy Rules will become automatically enabled when you make
configuration changes to the ISA Server 2004 firewall, such as when you enable

VPN access.”
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/ ¥PN Clients ‘{Remnte Sit;s- -\..\___

Qgh;x Configure VPN Client Access

;é'._-.ﬂ' \’ This page helps vou define and configure how dients access the corporate nebwork using a wirtual private
‘ network (YPNY connection,

Yerify that YPN Client Access is Enabled

Allow remote clients to connect ko the network using a YPR connection.

Specify Windows Users or select a RADIUS Server

Specify the Windows users (domain groups) allowed YPR access o, if using RADIUS authentication, select
the RADIS authentication server,

Yerify ¥YPN Configuration Properties

Verify that YPM properties, such as protocols used For remote access, are defined accarding ko wour
nietwork requirements., !

Yiew Firewrall Policy for the ¥PN Clients Network

‘erify that Firewall Policy rules for the WPM Clients Metwork are defined in accordance with your
network and corporake security requirements,

5-:- Yiew Network Rules

Werify that the rules specifying network relationships betwesn ¥PM Clients Network and other
nebwiorks, such as Inkernal, are defined accaording bowour nebwark requirements.

Next on the list is Virtual Private Networks (VPN). As the configuration of VPNs is
a bit more complex than configuring firewall rules, ISA Server 2004 attempts to
provide a step-by-step guide. However, step one, two (Specify Windows Users)
and three all end up in the VPN Client Properties dialog box either on the
General tab (step one and three) or the Protocols tab (step two). The RADIUS
Server link on step two takes you to the RADIUS tab of the Virtual Private
Networks (VPN) Properties dialog box. Step four and five take you to the Firewall
Policy and Networks screens respectively.
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= = T

/ Tasks 'n{ Help 'lp‘

VPN Clients Tasks

General YPN
Configuration

P Authentication Methods
5 RADIUS Configuration

Related Tasks

5 Monitor YPM Clisnts

() Export YPN Clients
Configuration

&1 Import ¥PH Clients
Configuration

When configuring a VPN it may be easier using the right hand pane task pad.
Selecting Configure VPN Client Access and VPN Access Points, and then
clicking through all of the tabs that appear in these two tasks will accomplish
steps one through three.

VPN setup is completed by configuring remote sites, firewall policies and network
rules.

This may sound a bit confusing but after clicking through the options for VPN
configuration and reviewing each of the associated tabs it should become clear.

© SANS Institute 2004, As part of GIAC practical repository. Author retains full rights.



/ Metworks \&

i

Local Host y "I VPN Clients
ﬁ 5 o
- 5 g
1 —
] External Network (Internet)
~4

Inte-rn_al- Néhmrk

C—=—)

/Netwurks‘\{Netwurk Sefs \{Netwurk Rules\{"-.-'-.-'el:u Chaining\

M ame Addresz Banges Description
5.‘3‘ Extemal ' IP addres ot included in any ... Default network reprezenting the Intemet.
= Inkernal J T321E68.246.0 - T921EB.24E.255  The internal network,
HﬁanaI H,:,St jlpaddressesmt mdudedmanyThebu,“mnetwmk,@,ESEHMSMEWE, mmpUterSY

=4 Quarantined YPH CHL.. J IP addreszes not included in any ... The built-in network, represents the client computers that

FE PN Clients _’] IP addrezzes nat included in any . The built-in netwaork, represents the client computers that

<| | i

Moving down the list, select Networks. The first screen shows a graphical
representation of the “network template” that is configured. On the right hand
pane are templates for five different configurations:

= Edge Firewall (default)
= 3-Leg Perimeter

= Front

= Back

= Single Network Adapter

The edge firewall is also known as a bastion host. According to
searchSecurity.com, a bastion host is defined as “the only host computer that a
company allows to be addressed directly from the public network and that is
designed to screen the rest of its network from security exposure.”

A 3-leg perimeter configuration provides an extra layer of security between the

external and internal networks. Published servers such as web or mail servers
reside on a perimeter network. Traffic destined for those servers is allowed
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between the external and perimeter networks with typically very minimal or no
traffic allowed to pass from the external or perimeter networks and the internal
network. In this configuration, ISA Server 2004 is simulating a dual firewall DMZ.

A true dual firewall DMZ can be setup using two ISA servers, one acting as a
front firewall and the other, a back firewall. This is the most secure of the
configurations as an attacker would need to compromise two firewalls to gain
access to the internal network. Some companies use different vendor’s firewall
products for the front and back firewalls since an attacker that can compromise
the first ISA server may be able to easily compromise the second.

The single network adapter firewall, according to the description given with the
network template, is used inside a perimeter or corporate network. In this
configuration it cannot be used as an edge firewall, 3-leg, front or back firewall as
these all require multiple network adapters. In addition this configuration “will not
support: IP-level and transport level packet filtering, VPN, server publishing and
Firewall clients.” (ISA Server 2004 Beta 2 Network Template Description)

b
J Mebworks }‘ Network Sets\{Netwurk Rules\('-.-'u'eb Chaining\ 1
&
Hame I Metwork: I Type ! Description
All Hetvorks Exclude  This built-in netwark, set includes all netwarkz, including the default &
All Protected Metwarks A External  Exclude This built-in nebwark set includes all nebwarks, except for the default
1] | i

Network Sets allow you to define a group of networks for use in firewall policy
rules. For example, the “All Protected Networks” set combines the Internal, Local
Host, Quarantined VPN Clients and VPN Clients networks into one set. The only
network it excludes is the External network. When you define a set, you select
whether the networks are included or excluded from the set. Once built however,
you need to pay attention when editing the list of networks contained in the set. If
it is an include set, the checked networks are contained in the set. If it is an
exclude set, the checked networks are excluded from the set. Examples of
include and exclude network sets are shown on the next page.
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-l!'q_'”.,lu.{_'qtj ropertes
Ganeral
This nebwork 59 [ eenchucer) w=lecied networks [he netwalk sef conbans
Hame Neme
D & Eviemal E - Entennal
B 4 Irtminal O tnteenal
[0 Loca Host [ Locat Hont
O -4 Cusantinad VP4 Chants: -4 Ousiarsined VPM Clanks
[]-&- VPN Cherts 34PN Cleesils
ok | Comcel | b | 0t | Concel i |
The next tab is Network Rules.
/Nn_atwu:urks YNetwnrk Sets YNEtwurk Rules YWeb Chaining_\ I’
Order | Mame | Relation | Source Mebworks | Drestination Nebworks |
|2]1  Local Host dccess Route o Local Host =k Al Metworks
= |£| 2 WPH Clients to Internal Metwork,  Route o Quarantined WP Clients &4 Internal
2 WP Clisnts
= |£] 3 Intermet Access MHaT ot Internal &3 Extemnal
< Quarantined YPM Clients
EAVPN Clients

Network rules are used to define which networks are allowed to communicate
with each other and how they will communicate. The communication methods
(listed as Relation on the configuration screen) that can be used are routing and
NAT. “Routed networks are bidirectional. That is, if a routed relationship is
defined from network A to network B, a routed relationship also exists from
network B to network A. Conversely, NAT relationships are unique and
unidirectional. If a NAT relationship is defined from network A to network B, no
network relationship can be defined from B to A.” (Installation and Feature Guide)
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/Netwnrks YNetwnrk Seks YNetwurk Rules VWEh Chaining \.,
Order I N I To | Condition I
g Last Default mle < Al Metworks Retrieve the request directy

The last tab in this section is web chaining. Chaining of ISA servers is used
primarily to bring cached content closer to users. Consider a branch office in
Chicago, connected to their headquarters in New York. The company has one
connection to the Internet and that connection is in New York. A user in Chicago
requests a page from http://isaserver.org. An ISA server in Chicago receives the
request from the client and passes it up the chain to an ISA server in New York.
This server processes the request based on firewall policy rules. If the request is
allowed, it sends the request to isaserver.org and caches the results before
sending them to the ISA server in Chicago. The ISA server in Chicago receives
the results, caches the page and sends the results to the client. Using this
hierarchical method of caching, subsequent requests from clients in Chicago are
processed by their local ISA server.

Cache Drives ‘{Cache Rulesx{l:ontent Cronload ilub?\

Semver I Cache Size .. ! [hizk Size I Free space on MTES drives [MB] I
=1 1541 100 4036 2458

The nest item listed in the left hand pane is Cache. Caching is used to improve
performance and reduce bandwidth utilization. ISA server is capable of providing
both forward and reverse caching. Forward caching is used for internal clients
requesting pages from the Internet. Reverse caching is used when publishing a
web server that provides content to Internet users.

The first tab, Cache Drives, is used to configure the size and location of the ISA
cache.
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i Cache Drives Y Cache Rules ‘{Cnntent Download JDbS\

Order I M ame I To I Object Size I 551 Responzes i Cache Content and Fetriew.

.H Last Default rule <k All Hetworks &l Objects Cache Connect if walid object not in

The next tab is used to configure Cache Rules. These rules provide the
administrator with a very robust set of caching criteria. Some of the criteria are:

= How content in cache is retrieved

= How content should be stored in cache

= What types of content are cached

= Size limit of objects stored in cache

= Should SSL responses be cached

= Time-to-Live (TTL) parameters for HTTP and FTP objects

i

R Lo '
Cache DrivesYCau:he Fules % Content Download Jobs \

Content Download Jobs

Content download jobs define the Web content that 154 Server should prefetch, and schedule when the content should be
cached.

To create a content download job, on the task pane; dlick Schedule a Content Download Job.

Content Download Jobs allow an administrator to configure and pre-fetch Internet
content based on a defined schedule. For example, every morning at 8:00 am
your Chicago office personnel need to pull data from selected news agency sites
all over the world. With scheduled content download jobs, all of the data that they
require can be automatically pulled at 2:00 am and stored on the local ISA
server.

© SANS Institute 2004, As part of GIAC practical repository. Author retains full rights.



—- ETTT T
/’Applicatiun Filters Y’{Weh Filters;’\

Marne Descriplion Yendor Wersion
o DNS Filker Filkers DM traffic Microzoft ...
A FTP &ccess Filter Enables FTP protocols [client and server) Microzoft ... 4.0
3 H.323 Filter Microsoft H.323 filter Microzoft .. 4.0
13 M5 Filker Enables Microzoft Media Streaming protocol Microgoft .. 4.0
JPNMFMH Enab|ESHea|NEtwmkSStreammgMEdlapmmm| Mlcmmﬂ 4[,
13 POF intrusion detection filker  Checks for POP buffer overflow attacks Microzoft .. 4.0

{4 PPTP Filter Enables PPTP tunneling thraugh |58 Server Microsaft .. 4.0

3 RPC Filter Enables publizhing of RPC servers Microgoft ... 4.0

A RTSP Filker Enablez Real Time Streaming Protocol Mizrozaft .. 4.0 |
13 SMTP Filter Filkers S TP traffic: bicrozaft ... 4.0 i
10 SOCKS ¥4 Filer Enables SOCKS 4 communication Microzaoft ... 4.0
13 'web Prosy Filter Filters HTTP traffic Microsoft .. 4.0

Add-ins are application and web filters that extend the functionality of ISA Server.
According to the definitions found in ISA Server Help, application filters
“intercept, analyze, or modify any data stream” while web filters are used for
“viewing, analyzing, blocking, redirecting, or modifying Hypertext Transfer
Protocol (HTTP) and File Transfer Protocol (FTP) traffic.” Although written for ISA
Server 2000, Shinder details some of ISA’s built-in filters in his article,

Introducing the ISA Server 2000 Application Layer Filtering Kit. This article can
be found at http://isaserver.org/articles/spamalfkit.htmi.

/ General \

ISA Server Administration

= . : g
E‘% Delegate User Roles and Permissions [@ lrehne Firewnlf Clisnt Anplisation
e

Settings
gj Configure Firewall Chaining g Yiew Local Computer Details
L@ Specify an Automatic Dial-Up Connection Ej Configure Link Translation

Additional Security Policy

_’*g Define RADIUS Servers 'g'_ﬁﬁ Define IP Preferences o

Enable Intrusion Detection and DNS Attack
Deteckion
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The last item in the list in the left hand pane is General, shown on the previous
page. Of special note is the Delegate User Roles and Permissions link. This is
one of the new features incorporated into ISA Server 2004. Using this wizard you
can configure three distinct levels of access:

= Basic Monitoring
= Extended Monitoring
= Full Administrator

Basic monitoring provides access only to the basic ISA Server monitoring
features. Extended monitoring adds read-only access to configuration settings.
Full administrator as its name implies, allows full access to the ISA server.

Configuration
As previously stated when discussing network templates the default configuration

is Edge Firewall. For purposes of this paper we will first need to convert this to a
3-Leg perimeter.

Networks Tashs 'y Templates " Hep

Edge
[ Firewall

st
Corract pour reilwark b
= Trabat ol el porobact B fross, aMlacks

Local Host ﬁ .i-mm,

p T -
i - d-Leg
1 Ewtormad Kotwork [inknrmat @iﬁ P gor

onrmct wour retesork bo Hhe
I, prostect & from silecks,
v gauraly pblahy sarwices o the
Trsm ol

Enbarna! Mebaor

Wiotworis ¥ Metweork Sets ¥ Wetwork Rules ¥ Wb Chaining H @"J@D mﬂ

0 T C -
I Do l - l — I 158 Serwer vl serve a2 Bha firnl Ina

4 Lowsl Dhos e ke ol Al Matworkt Fstierss s teguest deecty o daferice i & tae-liper
. il dr. U et ooty iibial

Begin by clicking on the Templates tab of the right hand pane for any of the
Networks items.

Click on the 3-Leg Perimeter to start the wizard.
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Metwork Template Wizard

Welcome to the Network
Template Wizard

‘Tous have selected the 3-Leg Perimeler netwark (also
krsowen &5 DMZ, demiltanzed zone and screened subret]
risfwork template. This wazard vall configure your network

topology, ket pou specity network 1P addresses and select
a hrewall policy

[r—— e

r -E Faburrsdd Fiymaad (| dsanied

P S b - e W Hmeth

i | To continue, chok Mest

Click Next.
Metwork Template Wizard E
Export the 15A Server Configuration 'JI'E
Uze the export feahue to backup pour curent 154 Server configuration I:?f s 3\

Changing the network. configurabon wil ovenibe the curent
riabwosk configuration and fireveall poboy rules.

Belore changing the network. configuestion, we fecommend Lzrg
the eiport feaburs to save the curent |SA Servet configuration as
a backup, You can import the expoited configuration file 2t any
time ko revert back bo bes corhiguration

<ok | ﬂm>_] Cercal ]

As this was a fresh installation and we did not make any configuration changes,

click Next.
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Metwork Template Wizard E

Internal Hetwork 1P Addieszes "'E
Click Add lo specify the addresses ranges for this netvask, O, clhick Add Adaples E?f . N
bo select the network interface cad associated with this retwork.

Address ranges
Start Address | Enid ddress |
192.168.246.0 192 168.246.255

<ok | ﬂm>_] Cercal ]

Since we already configured the internal network as part of the initial installation,
click Next.

Metwork Template Wizard E

Perimeter Network IP Addiezses "E
Click Add to specily the addreszes ranges for this netvacek. O, chick Add Adaples E?f s A\
bo select the network inteface card associaled with this nework. =

Address 1anges
Start Address | End Address |

<ok | ﬂm>_] Cercal ]

We now need to define the IP address range of the perimeter network. Click Add.
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IP Address Range Properties I

Specify the range of IP addresses:

Starting address: I m . o0 .2 .1

Ending address: ENPE

k. I Caticel

Enter the starting and ending address for the IP range and click OK.

mMetwork Template Wizard

Penmeter Nelwork IP Addiesses fi.‘%
Click Add to speciy the addieszes ranges for thes nebwork. O, chek Add Adapder I;?( .
to zelect the netwoek, ntesface cand associated vath this network. =

Address ranges
Stael Addvess | End Address |

10021 1002254

cBack | Mew> Cancal

Click Next.
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mMetwork Template Wizard

Select a Firewall Policy 1.‘%
“You can sebect a defaul firswal policy designed specifically for the 3Leg V/. \
Perimiter nabwork bemplate. L

Select a frewall policy:

-" No access - nelwork services on Penimater netwark
;}J No access - ISP nebtwaork services
_J:‘T Resticted Web access

_,-" Resticted Web access - nebwok services on Permneter Metwork :!
Diescriphon:

[Prevent all network sccess thirough the frewall Usze thiz opbion when pou want lo define

the: entie hrewall policy an your own

Thez option requees that netisork infrastiucture sernces [such a2 DMS) aie available in the
Intemmal Metwaork

¢ Back Mot > Cancel |

This is where it gets a bit tricky. You are given the opportunity to select from a
number of pre-defined firewall policies. Selecting the incorrect option here may

require hours of work to properly configure the ISA server for a production

environment. For purposes of this paper, select “No access” and click Next.

mMetwork Template Wizard

Completing the Network
Template Wizard

You have succeszfuly completed the Mebwork Template
Wizard. Vous nelwork configuiation mchudes the followang

Creste the followang nebworks: =
Intemal

192168 M6.0 - 192 168 245 255
FPenmeter

100,21 -100.2.254

Apphy the following secuity policy

Mo acoess
Hetwark Rules
Shown inthe Metwork Fules details pane
To close thiz wizand, chick Finishi
¢ Back Firish Cancel |

Click Finish.
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S
o N

Apphy

Discard To save changes and update firewall policy, click Appke,

To apply the change, click Apply.

Now that we have our ISA server configured as a 3-Leg Perimeter firewall we
can now publish the web server.

Publishing a Web Server

Begin by clicking on Publish a Web Server in the right hand task pane to start the

wizard.

rew Web Publishing Rule Wizard

Welcome to the New Web
Publishing Rule Wizard

Thiz wazand helps pou cieate a Web server publisheng rule
‘Weh Publzhang rubes inap incoming chent requests to the
appeopriate \Web ske on the published Web server

“Weh publshing rule name

IFuhlﬂ-hed Cervet

To contirue, chck Mext

Hacl e 3 Cancel

Name the rule Published Server and click Next.
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rew Web Publishing Rule Wizard

Suelect Rule Action
Speciy how pou want thiz rule 1o respond when the e condiions ae met

Achon to take when nie condiions are met;

™ Deny

« Back e 3

Select Allow and click Next.

rew Web Publishing Rule Wizard

Select Web Site to Publizh

Speciy the compules fweb server] on whech the Web site iz located. Vou can
pubzh the enbre \Web sibe of imit access to a specified folder

Computes name of IP address; |1g_|:| 22 Brgwse. .

¥ Send the nginal host heades

Enter the name of the fils o folder you want to pubish To include & files and
sublolders within & folder use /° Example: folder’™.

Foider [

Bazed on your selecton, the folliovang Web aite waill be publshed
Sile: II b an

To et the site poit, open the properties pages for thiz iule alter completing the wizand.

« Back e 3

Concel |

Enter the IP address of the web server. Checking the Send the original host
header checkbox causes ISA server to pass the host header it receives on to the
web server. This is useful when hosting multiple sites on one web server using
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host headers to distinguish them from each other. The folder entry of “/*” causes
all page requests that match to be sent to the single web server. Rules can be
configured to route traffic for certain subfolders to alternate servers for
processing. Click Next to proceed.

New Web Publishing Rule Wizard

[ %]
Select Public Domain Name £g
Specity the public domain name ar |P address of the 'Web site you are publishing E[‘f

Bublic domain — [This domain name [ype belowl =

Oindy requessts for thiz pubic name or [P wil be fowarded to the
pubkshed site.
[10022

Eolder |

Based on pour selectons, requests sentto this ste (host header valus|

vill be accepted

Site: [hitg 211080

< Pack Hent > Canced

Enter the IP address of the web server and click Next.
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rew Web Publishing Rule Wizard

Select Web Listene: £,
The "w'eb istene: species the IP addresses and poit on wiech the 154 Server 'Ilf
computer Bztens for incoming 'Web requests. : ]

‘web Listenar

Listener properhes o

|Pmpw | Walue =

¢ Back Mewd > Concel |

A web listener specifies the address and port that ISA should “listen” on for
incoming requests. To begin the wizard, click New.

rew Web Listener Definition Wizard

Welcome to the New Web
Listener Wizard

This wizaid helps vou create a new \Web istener

‘“Weh listeners are used in'Web publizhing rules.

A'Web hsterer specdies the I[P addiezzes and post on
which the 154 Server computer ksters for incoming 'Web
requests

‘Weh listaner name:

|HHF1

To contirue, click Mext

Name the listener HTTP and click Next.
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rew Web Listener Definition Wizard

IP Addiesses f.u
AW eh islener can include &l IP addiesses aszocialed with & netwaork, on the 154 t_t ¥
Server,of pou can select specific IP addrezzes. ad |

MNatwork |P addiesses:

Name [ Netwok | SelectediPs [
A - Estemal  Extemal <40 [P addre...

O & intemal  Intemal el IP addre..
OJ-&-Local ... Local Host <Al IP addre..
0.4 Petimeter  Peremster <8 1P addre

-4 Quman.. Quarantred.. <Al 1P addre...

| IR - TR SIDRI MRasmba AN D sedoden :J

For information about 'Weab ksterss IP addreszes. see [5A Server help.

cBack |  Mew> Carical

Click External and then Address.

External Metwork Listener IP Selection I
Lisken for requests on:
i pll IP addresses in this network
" Default IF addressies) for interfaces) on this network

' Selected 1P addresses in this network

Available IP Addresses Selected IP Addresses
IF fddress I SEFVEr | IF Address I SEFVER |
10.0.1.1 I=A1

K Cancel |

Click the Selected IP addresses in this network radio button, highlight the
server’s IP address and click Add. Click OK then Next.
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rew Web Listener Definition Wizard

Port 5pecification :
Specdy the pat that the 1S4 Server computer wall wse to Esten on the selected [P [
addiezzes for incoming Wab requests ]

~HTTP
¥ Enable HTTH
HTTPgat  [B0

-850
™ Enable 5L

5[ port: |':"' 4

Cerificate | e

Click Next.

rew Web Listener Definition Wizard

Completing the New Web
Listener Wizard

“You have successfully completed the Mew Web Listener
‘wizard. Vou created a'w'eb hstener vath the following
canfiguistion:

Mame i
HTTP _I
Listen ore

E stemal
HTTP post
80

! To cloze thes wizard, click Firesh,

cBack [ Fiich | conce |

Click Finish to complete the web listener wizard.
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rew Web Publishing Rule Wizard

Select Web Listenes

4
The "w'eb istene: species the IP addresses and poit on wiech the 154 Server i
computer Bztens for incoming 'Web requests. :

‘web Listenar
[HTTE |
Listener properties: )
 Property | Walue E

Dezcriphon

Metvaoiks Extemal

PorfHTTR) a0

Por{HTTPS) [izabled

Authenticabon methods  Integrated

Sluiars A dhanboats M :j

¢ Back et 3 Cancel

Click Next.

rew Web Publishing Rule Wizard

User Sets .E:’l .
Y'ou can appl the e to requests from all users. O, pou can imt access to ﬂ:
specilic user sels. : ]
This nle apples to requests fram the lollowing user sels:
ﬁhll Ugers
¢ Back e 3 Cancel
Click Next.
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rew Web Publishing Rule Wizard

Completing the New Web
Publishing Rule Wizard

ou have suceessfully completed the Mew \Web Publishing
Rule Wizaid You ciesled a new Web Publizhing Rue with
the Fallowang configuistion:

Marme -
Fublished S erver

Achorg
il o

Siter
10022

Pubbc Hame:
Specified incoming names

To cloze the wizard, click Frach

« Back I Firizh I Cancel

Click Finish and then apply the changes.

The web server is now published and available to internet users. To test, you
may need to configure hosts files or DNS, then open a browser, type in the URL
for the server and press Enter.

Summary

The paper began with a description of a sample network configuration for our ISA
server that included three networks. Installation requirements and pre-installation
tasks were discussed.

Next we walked through an entire installation of ISA Server 2004 Beta 2,
discussing the most important screens and selections. Once the software was
loaded we took a tour of the management Ul. While we looked at each of the
main screens within ISA Server 2004, there are many more configuration and
properties screens that we did not discuss.

Finally, we completed the configuration of the ISA server and published a web
server.

Although this paper touched on many of the features of ISA, becoming familiar
with all of the features and configuration parameters will take time and further
research. As this is a Beta 2 product look for more information to become
available in the near future.
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