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1. Introduction

This paper gives a generalized overview of an access revalidation process to
periodically revalidate user accounts and their access rights, which | have
implemented during my current job.

In a first chapter | will explain how this access reval idation process fits in the
bigger picture of access management and what the risks are of not having
access revalidation processes.

| will discuss the access revalidation process in more detail in the next
chapter. What are the prerequisites for this proc ess? What are the
components of this process? | will split access revalidation in two processes;
the employment revalidation and the access r ights revalidation.

Finally I am going to compare both access revalidation processes and discuss
why the split was made and why it is good to have both processes in place.

2. Access Management

Access management is the process of defining access to systems and data,
maintaining this access and removing it when no longer needed. According to
the SANS Security Esse ntials Course, the access management process
consists of four tasks *:

account administration

account maintenance

account monitoring

account revocation

2.1. Account Administration

To provide access to systems and data, an administration process must be
put in place. The ad ministration process consists of two tasks:

request and approval of an account 2

creation of an account 3

sANS Institute, SANS Security Essentials, Volume One —version 2.1, page 392.
2 Policy 6104, Access to Information Technology Resources and Systems, Longwood
University.

:NYS Technology Policy # PO3 -001, NYS Directory Services - Directory Account
Management, James T. Dillon.
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2.1.1. Request and approval of account

When an account is required, a request must be sent by the user to the
account administrator. This request mu st go through an approval cycle before
it can be created (e.g. approved by the requester’s manager and by the
system or data owner). For modifications to an account, the same rules are
applicable.

2.1.2. Creation of account

The account administrator must have a procedure that describes how user
accounts will be created. A few topics that should be covered by this process
are:
account naming convention: e.g. an account for an employee consists
of the first seven letters of the last name and the first letter of th e first
name (Thomas Johnson ® johnsont)
account information: when defining an account, the account
administrator must provide certain owner information in the GECOS or
description field. (e.g. last name, first name, HR employee number:
Johnson;Thomas;3070 2)*
initial password: to avoid easily guessable initial passwords (e.qg.
password=account name, password=welcOme,...), the account
administrator must use a password generation tool. The initial
password must be changed by the account owner at first logon. °
password communication: the way a password will be communicated to
the account owner must be defined (e.g.: by e -mail, phone, closed
envelope)

2.2. Account Maintenance

A process to review the correctness of the account data and the correctness

of the access au thorizations must be in place. ® This process verifies the
syntax of the account information and whether the owner of the accountis s till
employed by the company. Also the business need to access the system or
data must be checked. ’ It is a control process for the account administration
process and the account revocation process. 8

Account maintenance is the subject of this paper and will be discussed more

in detail in the next chapters.

*NYS Technology Policy # PO3 -001, NYS Directory Ser vices - Directory Account
Management, James T. Dillon.

> Dep artment Of Defense, Password Management Guideline.

® Arizona State University, User Management Best Practices.

"Network Security Guide — Customer Reference, AT&T Global Network Services, p. 9.
8 Network Security Guide — Customer Reference, AT&T Global Network Services, p. 9.
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2.3. Account Monitoring

A process to ensure that audit records are kept fo r each s uccessful or
unsuccessful access attempt must be in place. ° This topic will not be
discussed further in this paper.

2.4. Account Revocation

As important as the correct definition of an account is the revocation of an
account when access is no longer required. (e.g. people leaving the company
or being fired, people taking another job within the company)

The responsibility for account revocation lays with the manager of the account
owner.*! The manager must notify the account administrator when an
individual’'s account should be revoked. It also is the manager’'s decision what
should be done with the remaining data.

In addition the account administrator could be informed by the human
resources department when people leave the company.

3. Importance of Account Maintenance

Once an account has been created, two main problems remain with access
management: employees leaving the company and employees taking other
jobs inside the company.

In both cases the access to the systems and data must be revoked. If th is
access is not removed, there is a risk that it will be abused.

Removing the access is actually part of the revocation process. So what is the
link with account maintenance? Well, the revocation process can fail at a
number of stages:

- Human resources or management forgets to notify the account
administrator that somebody has left the company or that an employee
is moving to another division.

The account administrator forgets to execute the revocation request.
The account administrator for some systems or applications is not
notified.

The accounts are removed only on a part of the systems and
applications the owner had access to.

® Network Working Group, Site Security Handbook — RFC 2196, p. 32.
© Arizona State University, User Management Best Practices.
I Network Security Guide - Customer Refere nce, AT&T Global Network Services, p. 9.
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If the revocation process fails, it is most likely that the account will be there
forever. To make sure that there are no dorma nt accounts, all user accesses
and access rights should be revalidated periodically. 21na large environment
with hundreds of servers and applications, thousands of accounts and with a
number of account administrators belonging to different divisions, this can be
quite challenging. Automating this process as much as possible is a must.

4. Revalidation of User Access

As stated before, the account maintenance process is a control process for
the account administration process and the account revocation proc ess. This
chapter will look at an automated account maintenance process that was put
in place to verify that all existing accounts still require access.

When revalidating access, two verifications have to be performed:

Is the account owner still employee of the co mpany? (Employment
Revalidation)

Does the account owner still need access to certain systems or data?
(Access Right Revalidation)

Before going into more detail on how the employment revalidation and access
right revalidation process should be set up, a number of prerequisites for an
effective account maintenance process will be discussed.

4.1. Prerequisites for an effective account maintenance
process

For the access revalidation process to be effective, the fo llowing prerequisites
must be fulfilled:

account ownership information

access to employee records

ownership of special accounts

2 Arizona State University, User Management Best Practices.
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4.1.1. Accountownership information **

Account ownership information must be defined correctly and must follow a
certain syntax. This is the most important prerequisite befo re an effective
access revalidation process can be put in place.

Imagine a password file that looks like this:

johnsont:!:242:250:Thomas W Johnson:/home/johnsont:/usr/bin/ksh
saltw:!:243:250:Salt W:/home/saltw:/usr/bin/ksh
greenwor:!:244:250::/home/gr eenwor:/usr/bin/ksh
piersons:!:245:250:PIERSON: /home/piersons:/usr/bin/ksh
collinsj:!:246:250:temp account for Jenny:/home/collinsj:/usr/bin/ksh

When the list of accounts and the ownership information from this system is
extracted it will be very hard — if not impossible — to compare the information
with employment records from the human resources division.

Therefore some structure must be brought in the ownership information. The
information needed is the first and last name of the owner and a unique
identifier that can be matched with human resources database. This unique
identifier can be the employee number.

Structured ownership information syntax:
Last_name;First_name;Employee_number

Additional information can be added here, e.g. when the account was cr eated,
whether this is a personal account or an account for an automated job,
whether the account belongs to the company or a third party, ...

When the structure of the ownership information is applied to the previous
example, the password file looks like this:

Jjohnsont:!:242:250:Johnson; Thomas; 30702: /home/johnsont:/usr/bin/ksh
saltw:!:243:250:Salt;William;33104:/home/saltw:/usr/bin/ksh
greenwor:!:244:250:Greenwood; Robert;30433:/home/greenwor:/usr/bin/ksh
piersons:!:245:250:Pierson; Stephen;30844: /home/piersons:/usr/bin/ksh
collinsj:!:246:250:Collins;Jennifer;30457:/home/collinsj:/usr/bin/ksh

This information can be compared easily to human resources records.

B For this example the GECOS field in the Unix password file is used . The information can
also be put in any other field that may be provided by an operating sy  stem or application (e.g.
Description field on Windows).
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4.1.2. Access to employee records

The second prerequisite is the need for access to the h uman resources
database. It probably is the only source inside the company where the
employee information will always be up to date. The level of access needed is
very limited. Actually it will do if the human resources division provides a list of
all employees currently working for the company stating the employee number
and the responsible manager.

4.1.3. Ownership of special accounts

The third prerequisite concerns the handling of special accounts. All accounts
within the organization must have an owner. This does not only a pply to
normal user accounts for employees, but also to special accounts like root
accounts, administrator accounts, application administrator accounts,
database administrator accounts, accounts for automated data transfer,
emergency accoun ts, shared accounts for operations, ...
Assigning an individual employe e as owner of this type of accounts is not a
good idea. When the owner leaves the company, the account cannot be
removed anyway but it must be reassigned. This can be time consuming if th is
has to be done on a lot of systems or if the owner has many accounts.
One solution to avoid reassignment of these accounts is assigning the
ownership of the account to the functional group that uses the account.
e.g.. rootaccount used by UNIX Administr ation Team

administrator account used by Windows Administration Team

dbadmin account used by Database Administration Team

datatrans account used by Accounting Division for data transfer

For each of these functional groups a pseudo employee code should be
defined. This pseudo code must be used instead of the individual employee

number.

e.g.. rootaccount: Unix;Admin;PEC01
administrator account: Windows;Admin;PEC02
dbadmin account: Database;Admin;PECO03
datatrans account; Accounting;Datatransfer ;PEC04

It is very important that the list of pseudo employee codes and their real owner
(current manager of functional group) is kept up to date.
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4.2. Employment Revalidation

Employment revalidation checks that the user accounts are owned by
individuals that are still employed by the co mpany. Discrepancies must be
communicated to the account administrator for immediate action:
reassignment, revocation or deletion.

Employment revalidation includes the following steps:

1. Obtain list of all accounts.
From each system or application, a list of accounts and their ownership
information must be collected by the user administrator. This data
collection must be automated as much as possible.
2. Ownership information syntax correct?
Verify if the ownership information is defined correctly. This is the first
prerequisite for this process. If this information is not correct, the rest of
the process will fail.
If YES, continue to step 4.
If NO, continue to step 3.
3. Correct ownership information syntax.
The ownership informatio n must be corrected by the user administrator
and a new list of accounts must be collected.
4. Revalidate against human resources database.
The ownership information is compared to the records in the human
resources database. This step can be automated with a program that
compares the employee numbers from both sources.
5. Does the account owner exist?
Check whether the employee is still listed in the human resources
database.
If YES, no further action is required.
If NO, continue to step 6.
6. Delete account?
Verify if the account can be deleted or if there is still a need to keep it.
If YES, continue to step 7.
If NO, continue to step 8.
7. Remove the account.
Depending on the security policy of the company, the account must be
removed or disabled (possibly for a peri od of time and then re moved).
8. Reassign account to an existing owner.
When the employee number is not found in the human resources
database, but there is still a need to keep the account (e.g. automated
jobs are running under the account) then it should be reassigned to an
existing owner.
Exit procedure.

©
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4.3. Access Rights Revalidation

The access rights revalidation process starts with an employment revalidation.
Therefore, the first steps of this process are the same as for the employment
revalidation.

In addition, for each account it must be validated that the owner still needs this
type of access. For this, each manager must review a list of accounts owned
by persons directly reporting to him. The manager has to verify the list and
ask for modifications if necessary.

1. Obtain list of all accounts.
From each system or application, a list of accounts and their ownership
information must be collected by the user administrator. This data
collection must be automated as much as possible.

2. Ownership information syntax correct?
Verify if the ownership information is defined correctly. This is the first
prerequisite for this process. If this information is not correct, the rest of
the process will fail.
If YES, continue to step 4.
If NO, continue to step 3.

3. Correct ownership information syntax.
The ownership information must be corrected by the user administrator
and a new list of accounts must be collected.

4. Revalidate against human resources database.
The ownership information is compared to the records in the huma n
resources database. This step can be automated with a program that
compares the employee numbers from both sources.

5. Does the account owner exist?
Check whether the employee is still listed in the human resources
database.
If YES, continue to step 8.
IfNO, continue to step 6.

6. Delete account?
Verify if the account can be deleted or if there is still a need to keep it.
If YES, continue to step 11.
If NO, continue to step 7.

7. Reassign account to an existing owner.
When the employee number is not found in the human resources
database, but there is still a need to keep the account (e.g. automated
jobs are running under the account) then the user administrator should
reassign it to an existing owner.

8. ldentify account owner and manager.
Obtain the manager for each account owner from the human resources
database.

9. Send mail to manager.
Send out a list of employees with their accounts and access rights on
all systems and applications for revalidation.

10.1s the access still required?
The manager verifies if the access is still needed. The employee is still
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with the company but may have another job or role. It may be that
access to certain systems or data is no longer required.
If YES, continue to step 12.
If NO, continue to step 11.
11.Remove account.

Depending on the securi ty policy of the company, the account must be
removed or disabled (possibly for a period of time and then removed).
12. Are the access rights re quired?
The manager verifies whether the account owner needs certain
privileges on a system or not and notifies the account administrator.
If YES, continue to step 14.
If NO, continue to step 13.
13. Modify user account.

The account administrator updates the access rights for the account.
14. Exit procedure.
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4.4. Employment Revalidation « Access Rights
Revalidation

When revalidating access two verifications must be done:
the account owner is still employed by the company
the account owner still needs access to certain systems or data

The process for employment revalidation only addresses the first verification
while the proce ss for access rights revalidation covers both verifications.
However the access rights revalidation process is a lot more complicated and
time consuming than the employment revalidation process. Access rights
revalidation consists of sending out all the li sts of users to management,
managers spending their time verifying access for their department staff,
follow-up of manager responses, ...
Looking at it from the risk side, there is also a difference between the two
processes:
Employee is fired and some/all o f the employee’s accounts are not
revoked. This employee keeps his access to the systems and can
misuse this access. The risk is high.
Employee moves from one division to another. The access to the
systems and data from his previous division is not revoked . Although
there is no need for this employee to access the data of another
division, the risk of the employee misusing his access is less than in
the previous case. After all, the employee is still with the company.

So it is a good idea to have both proc esses in place but execute them at
different intervals. For instance the employment revalidation could be
performed on a monthly basis (fairly easy to do + high risk issues are
addressed) and the access rights revalidati on could be executed o n a
quarterly/ bi-annual/annual basis.

5. Summary

Access management is an important part of security. Within access
management, account maintenance is often overlooked. User accounts that
have been defined on systems and applications remain there forever. A failing
revocation process is one of the causes.

Having a control process for this revocation process is a must. In this paper, |
have given a “user manual” to set up such a process: the access reva lidation
process.

The first step that should be implemented is the em ployment revalidation. This
employment revalidation process can capture accounts of employees that
have left the company but which were not revoked. It can trigger the re moval
of these accounts. With the deployment of the ownership information to all
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accounts and with some programming for automated data collection and
comparison with the human resources database, this process can be fully
automated. When automated, this process can be executed regularly and it
can limit the potential security risk associate d with former employees still
having access to the company’s systems or applications.

The second step, the access rights revalidation process, is more time
consuming than the employment revalidation. This process can capture
accounts that give access to s ystems for which the account owner no longer
has a business need. It can also capture incorrect access rights. The
employment revalidation part can be automated, but the rest of the process is
manual and needs the support of the managers. They must be conv inced that
the data on the systems must be protected.

In general, access revalidation is a heavy administrative job that needs
cooperation of a number of different parties in the organization. But with the
right approach and some level of auto mation it is feasible and it will increase
the level of security control in the environment.
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