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Krishni Naidu

How to c heck com pliance with your security policy

Intr oduction:

Inan age were security is becomingm ore im portant to many organisations, it
is im portantfor such organisations to document their security policy, just as
they would docum ent their marketing policy, clientservice policy or
accounting policies.

But the effort of just documenting policies is insufficient, since itis no use
going through the effort and costs of developing a security policy and not
implementing or updating it.

Bythat same toke nonce it is im plemented, it is no use not monitoring

com pliance with the policy.

The three sources cited aboe indicate that not monitoring is a recipe for
failure of your security policy.

As cited above the persons responsible for m onitoring cam pliance with the
security policy should be independent of the persons im pementing the
policy. The concept ofindependence dictates that the person performing
the work should be seen to be independent from any relationship to the
item in question. This allows the m onitoring to be unbiased.

The business unit which bestfits this profile are the internal auditors.

The intemal audit department would also be unable tb make any decisions
based onthe findings and as such the report of findings should be
forwarded to a managem entlevel thatis capable of enforcing that the
policyis complied with in all respects.

From a logistics and cost perspective, Intemal audit are constantly
involved in performing audits at various branches or departments of larger
organisations. To add an additional aspectof checking securitypolicy
com pliance woud seem logical and cost effective.

Thus itis crucial to add ch e cking of security policy com pliance to the
Internal audit scope.

Page 1 of 8
© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.



Krishni Naidu

Compliance procedures ensure that the control is operating e .g.

Control -The e-mail policydictates that all mailmust be scanned for
executable attachments.

Operation of control -There mustbe a mail content scannerin use that
searches for the above condition.

To check compliance with the above control the Intemal Auditor would
review the rules included in the contentscanner to ensure that it makes
provision for e xecutable attachments.

The Intemational Auditing Standards dictate that compliance procedures
commonly used are as follows:

a. Inspection: Involves examining records, documents and tangible
assets. Eg. Revewingbackup logs o ascertain if there were any
unsuccessful backups.

b. Observation: Physically looking at a procedure being performing by
other persons. E.g. Obsening physical access control to the server
room.

c. Computation: In the accounting environment this involves checking
the mathematical accuracy of information. Howe\er, in the security
policy com pliance environm ent, the procedure involves using
security tools like Omniguard, ISS system scanner, Kane or
Bindview to ascertain the security winerabilities in the ope rating
system. These findings can be com pared t the organisations
security policy on operating system configuration.

d. Analytical procedures: Inwlves analysing inform ation to detect
trends. Once a trend has been established the internal auditor
would look for deviations from the trend. E.g. Analyising the
Intrusion D etection System log with a data extracton and analysis
tool like IDEA or ACL to ascertain a trend. Anyitem thatdoes not
com py with the trend indicates that there could have been an
intrusion.

Example:
Security policy:
NC SAsecurity policy on backups:
Userand production system s are backed up frequenty. Scratch and
tem porary areas are not backed up. Backup tapes are stored in
alternate secure areas.

Compliance Procedure:

Inspect the backu p schedule to ascertain the frequency of the backups.
Inspect the backup log to ascertain what was backed up. Ensure that
the backup excluded scratch and temporary areas.

Observe the area where backup tapes are stored to ensure that it is
secure. Inspect the manual log to ascertain if the backup tapes are
sentto secure areas to be stored. Confirm with the personnel at the
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alternate secure area that the backup tape from the departmentin
guestionis stored with them .

Once internal audithas perform ed the compliance procedures, an audit
report on the findings has to be issued. Howeer, the report has to provide
meaningful inform ation. In certain environments there may be numerous
findings anditis not possible for managementto impementall the security
policies within one period. In these environm ents, the reporthas to listthe
risk of the findings. This allows management to prioriise and implement
the policies addressing the areas ofthe highest risk.

The risk m anifests itself in the threator wulnerability that faces the
organisations ITinfrastructure e.g. an overiull audit log that results in a
denial ofsenice.

The risk would be based on the am ountofloss to be incurred by the
organisation if the secur ity policyitem were not implem ented. Loss can be
categorized as follows:

1. Loss of valuable information e.g. Losing debtors balances may
impede the ability to collect the outstanding debts.

2. Loss of assets or increase in liabilies e.g. A malcious hacker
processing paym ents to himself via the electronic banking facilities
of the organisation.

3. Loss of reputation e.g. Liigation against the client due to
inaccurate advertisingm aterial being posted on their site. This
would lead to aloss of reputation in t he m arket place.

4. Loss of profit e.g. Design specificatons being leaked to
com petitors. This would lead to a loss in market share which
manifests itselfin aloss in sales. Hence this affects profitability.

Real life exam ple:

My clientis a mining foundr yand they place alarge value on the design of
their articles. Thus they go to great lengths to secure the serverwhich
hosts the Camputer Aided Design program. This sener is also used to
store design specifics. Only engineers are allowed access tothis server
and all designs are encrypted. If this server had to be compromised they
would lose marketshare as their competitors would gain access to their
designs and this would impede their ability to stayin business.

Theyalso have tons of metal which has a large monetary value, but they
don’tgo to great lengths to protect information regarding the m etal as this
is notas im portantas the design specifications.

The moral of the storyis that an asset does not have to be of alarge
monetary value to be of significance to the organisation.

Besides checking compliancewith the securitypalicy, itis just as important
to review the procedures surrounding the update and review process of
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the security policy. E.g. Ensuring that a site upda tes their backup policy to
include new hosts.

Itis alsoim portantto follow up on previous findings to ensure that
management has been proactive in im plementing outstanding policies.

No. Security Compliance Checking Checking Checking
Policy Item Procedure | Compliance on NT | compliance on compliance on
Window s 2000 Linux/Unix
1. | Backups
lan Soapy Review the Revew the Review the 2000 | Review
should perform | schedulerto | AT/WINAT GUlIscheduler. letc/cron.daily
full backups ascertain command. To Ensure thatan and
weeklyand whenfulland | displaythe entryexsts fora | /etc/cron.weekly.
increm ental incremental scheduled tasks type | full backup Ensure that the
backups daily. backups are | in the following weekly and dum p conmand
scheduled. command: increm ental issettorunas
Comparethe | AT \ LOCAL > backup daily. follows:
scheduleto c/schedule.txt Path: In the daily cron
the security Where local is the Start/Settings/ schedule —
policy. name of the server Control Panel/ Dump with
and scheduletxt is Task Scheduler/ | levels 1-5 and
the name of the
output file. Ensure that Inthe weekly
Review the output Backupis one of | cronschedule —
file o ensure the the scheduled Dump with O
following appears: tasks. level.
Review the

Every M fullback.bat | backup
schedules by
Every double dlicking
T,W.Th,Fincbak.bat
-onthe
Review the ASCII file | increm ental

of the fullback.bat backup

and incbak.bat files scheduled task

o ensure that they and ensure the

have been following:
appropriately writen | Run=
for full and Increm ental
increm ental backups | Schedule =Daily
respectively.
-Onthe full
backup

scheduled task
and ensure the
following:

Run = hc:off /m
nomal
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Schedule =
Weekly.

Two copies of [ Obsene the
the backups backup
must bemade. | process to
DLT tapes are ensure that
to be used for two copies of
the backup the backups
operation. are made
and that DLT
tapes are
used.
The tapes must | Obsernve the
be labelled as labelling on
follows: the tapes to
Date: ensure that it
Type: has been
Full/incremental | labelled
Host backed appropriately.
up:Hostname
Drive backed
up: C/DIE
One copy of Confim with
the full and the security
increm ental storage
backup should | vendor
be sentoffsite | whether a
to the Security | copy of the
storage vendor. | backup is
sent offsite.
The other copy | Inspectthe
of the full and fireproof safe
increm ental to ensure
backup must that one copy
be stored in the | of the backup
fireproof safe. is storedin
here.
Amanuallog of | Review the
the backup manual log of
should be the backups
maintained with | to ensure
the following that itis
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inform ation: maintained
Successful with the
Unsuccessful appropriate
Tapes information.
overwritten by
accident
When and
where tapes
taken offsite
Attem pted and
successful
restores
Bad tapes.
2. | Password and Account Policy
Passwords Review Review the account Review the From root, un
must: system policy (path: password policy | Linuxconf as
Be aminimum | settings to Start/Programs/ (path: StarRun, | follows:
length of 8 ensure that Administrative type Gpeditmsc,
characters, the password | Tools/Usermanager | OK —Cam puter [root#linuxconf
Hawe amixture | restrictions for domains/Options) | Configuration/
of alpha, are on the NT domain Windows Review the
numeric and implemented. | controller to ensure settings/security | password
special Compliance | the settingis as settings/account | policies under
characters, with these follows: policy/password | User
Be changed settings can | Passwordlength=8 | policy). Ensure account/policies/
every 30 days, | beidentified | characters the following: Password and
The last 5 by using a Password History = Password history | accountpolicies.
passwords tool like Kane | 5 previous =5 passwords Ensure the
cannotbe and Bindview | passwords remem ber following:
reused. (for NTand Account lockout =3 Maxmum -minmum length
Account 2000 bad attem pts password age = for the password
lockoutis after | servers) or Lockout duration = 30 days =8 characters
3 bad access ESM Forever until Minimum -Number of non-
attempts. Omniguard administrator unlocks | password length | alpha characters
and ISS Maxmum password | =8 characters =2
System age = 30 days. Passwordsmust | -Must change
Scanner (for meet complexity | after# days =
NT, 2000 and requirements = 30
Linux/Unix enabled
servers). Usermustlog on
to change
password =
enabled
Review the
accountlockout
policy (path:
Start/Run, type
Gpedit.msc, OK
— Com puter
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Configuration/
Windows
settings/security
settings/account
policy/lockout
policy). Ensure
the following:
Account lockout
duration= 30
minutes
Account lockout
threshold =3
invalid logon
attempts

Reset account
lockoutcounter
after 30 minutes.

Passwords Walk through
must not be the office and
writen on post- | obsene if

its and stuck to | any users
the m onitor. have post-its
or other
pieces of
paper
attached to
the screen.
Enquire from
those users
whether the
post-its or
other pieces
of paper
have the
passwords.

Namesshould | Enquire from
notbe used as | a sample of

apassword. users their
Passwords process of
should be establishing
developed passwords.

using the first Campare

or last letter of | their

each wordina | resporses to
phrase and to the security
substitute policy.
certain
alphabets with
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numbers e.g.
To be or not to
bed

2BON2B
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