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Intr oduction

NetBus is a“ Trojan Horse' that is similar to another well known program Back Orifice.
It is promoted as a remote administration tool by its author Carl-Fredrik Neikter however
there have been special hacking versions of “ NetBus 2.0° developed by various
individuals. The first official version was published in March 1998 and since many
versions have been written including versions 1.60, 1.70, and 2.x Pro which are discussed
in this paper.

NetBus utilizes a client-server architecture in which the server programis installed on the
target machine(s) and a client piece is used to connect to these servers. The intent of this
paper is to provide methods for detecting and preventing infection by these server
prograns.

Owerview

NetBus is a remote control utility for Windows 9x and Windows NT. Some of the most
important features are as follows:

Version 1.6
- Start optional application —start any gpplication ontheserver
Get a screendump
Download and deletion of any file fromthetarget
Open/close the CD-ROM once or in intervals
Go to an optional URL within the default web-browser
Send keystrokes to the active application on the target computer
Listen for keystrokes and send them back to theclient
Show, kill, and focus windows on the system
Record sounds that the microphone catch

Version 1.7

- All features fromversion 1.6
Ultra-fast Port scanner
Port Redirect — redirects datato another host and port
Server setup — configures the server-exe with some options, like TCP-port and
mail notification
Application Redirect — redirects I/O from console gpplications to aspecified
TCP-port
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Version 2.x
- All features of previous versions

Conmplete rewrite of software with more robust and efficient algorithmsand a
newer more professional looking GUI (Version 2 is promoted as commercial

software)

Registry manager - list keys, fields and values, create keys and delete keys,
change values among cthers

Telnet support

W indow manager — full control over all windows

Plugin menager — run Pluginsthat extend the capabilities of NetBus

File manager — explorer, upload and download files, delete files and folders,
creae folders and share folders

Host scheduler, predefine time to run scripts at hosts

Command broadcaster, broadcasts commands to multiple hosts

In versions 1.6 and 1.7 the NetBus server defaults to ports TCP/UDP 12345 and 12346.
This is configurable in version 1.7 and aéove. In version 2.xthis has been changed to
TCP/UDP 20034. Once asystem has been infected the server program opens up the
default/configured port for communications and waits for a connection froma client.

Installation

NetBus can be configured to run “visibly” or “invisibly” on the systemrunning the
server. When configured “invisibly” theserver program atenpts to hide itself fromthe
Windows 9x task list.

In version 1.6 and 1.7 of the software the installation is accomplished by simply running
the executable on thetarget machine. The executable can be named anything however it
is normally named Sysedit.exe or patch.exe. The default installation causes the server to
be installed in the \windows directory and started & windows startup. The automatic
startup is accomplished through a registry key, for example, on a computer running
Windows 95 | installed the version 1.7 executable named patch.exe and it creaed the
following registry key:

\\HKEY_LOCAL_MA CHINESOFTWA REWM icrosoft\Windows\CurrentVersion\Run\
"PATCH'="C\\WINDOW S\PATCH.EXE /nomsg"

If this key is removed theserver will not start a Windows startup. Theserver may also
be removed by running the executable with the/removeoption. This will delete the
registry key as well.

Sinceversion 2.xis promoted as a commercial version of NetBus, it comes with an
“Installation Wizard”. Thedefault installs the server to run in “visible’ mode and manual
startup mode however it may be configured to start automatically and to hide itself from
the task list.

© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.



Detection

NetBus may bedetected by good antiviral software with current updates however this
may be changing, “Both Symantec and Panda Software have given in to pressure and
have removed Netbus Pro fromtheir respective Anti-Virus produds.” Sinceantiviral
software is only as good as its database, it is a good idea for one to familiari ze oneself
with theservices that typically run on the systemin question. If one knows which ports
are typically open on aparticular syssemthe netstat command can be used to determine if
any suspect ports are opened on that system.

"= M5-DDS Prompt
e o i@ B =5 Al

GC:“MetBus*wersionl?*netstat —an

Active Connections

=]

**EEEEEEEEEEE

EEEEEEEEEEE
' '

'R '
QEREEREEZEI
IR TR TR IR TR IR
SEEEEERERERE

[l d ol ol d ol ol i)

PR

C:wMetBus wersionl?>

The above exanple is of asystemwith version 1.7 of NetBus running with the default
configuraion. One can see that ports TCP 12345 and 12346 are listening for
connections.

It is also agood idea to examine the registry for services being started a Windows
startup. Most services arestarted in the following section of the registry on Windows 9x:

\\HKEY_LOCAL_MA CHINE\SOFTWA REWM icrosoftt\Windows\CurrentVersion\Run\
Prevention

It is always agood ideato install antiviral software on each client machine inan
organization. Sincethe software can only look for viruses it has signaures for, make
sureto kegp thedatabase up to date. Many antiviral software packages have schedulers
or auto-updaters for users who are connected to a network, which may relievethe
administrative burden and requires less intervention on the end-user’s part.
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If one is inan environment that is connected to the Intemet it is a good idea to protect the
private network fromthe Intemet with a good firewall product. If no unsolicited
connections were allowed inside the network fromthe Internet, only certain services were
allowed fromthe clients to the Intemet, and the firewall’ s rulebase was reflective of this
policy then it would be difficult for an intruder to connect to asystem on the intemal
network without being inside the firewall.

User education is one of the best ways to protect against infection. If auser is aware of
the risks, helshe is less likely to run attachments or download programs from an unknown
or unreligble source.

Conclusion

NetBus is a lggitimate renote administration tool. It has very powerful features, which
can also be very dangerous when used with malicious intent. By protecting a network
with the methods discussed and educating users on all potertial security risks, one may
maintain a more secure environment.
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