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Restricting commands on a Cisco Router with Privilege Levels
GIAC LeveOne Security Essenti ds Practicd for Pepin C. Barameda Jr
For Cepitd Sans, December 2000, Washington D.C.

Initially, | had ahard time finding my way around Cisco’s CCO(Cisco Connection
Online) because of thetremendous amount of informetion. It took some time for me to
find my way around but eventually | became conforteble. | discovered sites that had
links directly to different sections of the huge site. One of my favorites is
ciscoinanutshell.com owned by a CCIE named Randall S. Benn. As | was browsing his
site, | noticed the word “ looking glass’ and ever the curious techie, telneted to route-
server.ip.atne. Wow, | was in an ATT router which | could use to do some network
troubleshooting! | had abox outside my network wherein | could ping/traceroute to
myself or anywhere in the world. Of course asthecurioustechie, | typed a7 @ the
Cisco 10S(Internetworking Operaing System) prompt to see what commands | could
execute, low and behold alot of commands were missing. Qoviously, the router hed to be
hardened, but how does one restrict 10S commands, one aspect of hardening a Cisco
router. | will cover one way of doing that.

| have always wanted shell accounts external to my network for testing purposes. This
looking glassisthenext best thing. | know hackers can cover their tracks by telneting
into so meny boxes that the trail would be almost next to impossibleto follow. So | tried
totelnet fromthe ATT router(as asecurity experiment). Telnet was denied. Even typing
in an |P addresses which defaults to “Telnet to this IPaddress’ was prevented. What did
the router guy do?

In thegreeting of the router, it stated tha “ For questions aout this routeserver, send
emall to: javb@at.com.” So | did. Of course, | thanked himfor sharing this resource and if
it was not against policy to share how he did this on a Cisco 10S and point me to the right
direction. Mr. Jay Borkenhagen responded and was very helpful with his information. He
pointed me to his Cisco resources and explained that the command to restrict thetelnet
application, which is allowed at the user mode, was “privilege exec level 15telng” . This
command, in anut shell, restricted telnet to the enable mode, the highest level of access.

By default, the Cisco 10S software has two modes of password security. They are the
user mode(exec) and the privilege mode (enable) . You can tell which modeyou are in
by looking at the prompt. If the prompt looks like “router>",you are in the user mode
whereyou can do alot of show commands, ping, traceroute and other troubleshooting
commands but no configuration commands. If the prompt looks like “router#” , then you
are in the enable mode where you can configure the router. Its like root on Unix boxes or
administraior on NT. Within both modes, you cantype “?’ to find out what commands
are authorized for that mode.
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With the privilege exec level command, you can configure commands to run in other than
their default mode. The format is as follows:

Router (config)# privilege exec level levd command

For example, the ping command works for both modes. Let’s say for some reason, you
may want to restrict the ping command to only beexecuted in the engble mode. You
would type in at the global configuration mode “privilege exec level 15 ping”. The
number 15 represents the highest level of the 16 paossible hierarchical levels of modes.
And this highest mode, 15, can only be accessed with the enable password. The levels
that can be configured are Oto 15. Level 1is the normal user mode. Level O, which is
rarely used has 5 commands associaed with it which are disable, enable, exit, help, and
logout. In the following example, the router is logged in & level 0 and only 5 commands
are allowed. Even the “show privilege’ command which shows what privilege level you
arelogged in as, is not allowed.

Router>?
Exec commands:
disable Tum off privileged commands
enable Tum on privileged commands
exit Exit fromthe EXEC
help  Description of the interactive help system
logout Exit fromthe EXEC

Router>show privilege
N

% Invalid input detected at ' marker.

With 16 possible levels, you can configure multiple levels of command access and
users/passwords to access those levels. For example, with the ping command, we can set
it to level 7 by typing in “privilege exec level 7 ping” . And the password to get to level 7
can bese by “enablepassword level 7 passvord”. To access alevel, fromthe prompt,
type“enable 77 and the password associated with that level once prompted. Ping can
then be executed fromlevel 7 and up. Usemames with corresponding passwords can be
set to aspecific level. In theglobal configuration mode, as part of the username-based
authentication systemand after entering “ user name name passwor d password’ |, type

“username name privilegelevd”. The user specified will automatically login & the
specified privilege level.
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An important thing to remember when setting acommand a a certain level, all subsats of
that command are also set to tha level. That is, if you set “show ip routé’ to level 7, all
show commands and show ip commands are automatically set to level 7 unlessthe
commands arese individually & different levels.

For example:

The command in the following exampl e places dl show ip commands, which indudes dl show commands,
a privilegelevd 7:

privilege exec leve 7 show ip route

Thisisthesameas following command:

privilege exec leve 7 show

The commands in the following exampl e place “ show ip route” a leve 7 and the “ show” and “ show ip”
commeands & levd 1.

privilege exec leve 7 show ip route

privilege exec leve 1 show ip
privilege exec leve 1 show

Privilegeleveds can dso be set on lines. By going to the line configuration and typing “ privilege leve
levd” adefault privil egelevd is specified for tha line

At ahigher leve of security, AAA (authenticaion, authori zation, accounting) servers can provide a
centrdi zed user account management instead of re ying on the user/password locd to the configuration of
therouter. Thisis beyond the scope of this paper.

There are many steps in hardening a Cisco Router. Oneway is by restri cting commands in the Cisco | OS as
demonstraed by the shared ATT router. Try it. The box is there as aresource for everyone.

Sources:

Benn, Randdl S., “ Links to Cisco.com and AT T looking glass” ,www.ciscoinanutshd|.com

javb @att.com, Jay Borkenhagen, ATT Network Engi neer
tene route-server.ip.dt.net

“ Passwords and pri vileges commands’
http://www. cisco. com/univ e cd/ cc/td/d oc/product/softwar &i0s120/1 2cgcr/secur _r/srprt5/srpass.htm

“ Configuring passwords and privil eges’
http://www. cisco. com/univ e cd/ cc/td/d oc/product/softw ar €i0s120/1 2cgcr/secur _c/scprt5/scpass.htm
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“ Configuring Termind A ccess Security”
http://www. cisco. com/univ ercd/ cc/td/d oc/product/software/ios112/112cq cr/2chook/2cauthen.htm#xtocid2
183020

“ Multiple Levds of Privileges Exampl es”
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m#37123
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