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Introduction

The focus of this paper is on Service Pack 2 (SP2) for Windows XP. Microsoft released
SP2 in August 2004, and since then, millions of users worldwide have installed SP2
with a mixed response. Many users have been reluctant to proceed with the SP2
installation due to the risk of system crash and application problems; and some users
simply do not see value in the extra security and functionality provided by the update.
Now that much of the initial hype and installation concerns surrounding SP2 are behind
us, this paper will look at the security benefits provided by SP2, and help users
determine if the update would be of benefit to them. If users believe there is too much
risk or their current system set up is secure, a list of key internet security guidelines
have been provided as an alternative. This paper will also provide a “how to” guide to
install and securely configure SP2, assisting users to understand what the SP2 security
configurations actually mean and how they are applied. Content discussed is focussed
from the perspective of a user with a typical home PC set up; therefore SP2 changes
that were designed for corporate environments have not been covered. This paper will
focus on the security features of SP2, and is not intended to provide an assessment of
extra operating system or application functionality.

Despite the extra functionality provided by SP2, clearly Microsoft's focus was to
improve security. A number of known vulnerabilities have been addressed and security
improvements made through SP2. This has been achieved through the introduction of
the Security Center; and changes to Automatic Updates, Internet Connection Firewall
(ICF), Internet Explorer (IE) and Outlook Express (OE). Overall, Microsoft has had a
good attempt at fixing a number of security issues associated with Windows XP.

Service Pack 2 - Background

A Service Pack is defined as a number of individual patches combined into one to
prevent users having to install new non-critical updates every few days. Microsoft
releases Service Packs about once a year.! Service Pack 1 (SP1) for Windows XP was
released by Microsoft in 20022. Despite the fixes that were implemented as part of the
SP1 update, a myriad of other security issues have since arisen with Windows XP, IE,
and OE. Hackers have exploited vulnerabilities in the XP code, ICF, IE, and OE to gain
access to our PCs, personal details and credit card information. As the next version of
Windows (code named Longhorn) was not due for release until 2007, Microsoft
decided it could not wait any longer to fix the security holes in XP, hence the release of
SP23. So far, over 100 million copies of SP2 have been distributed to users worldwide*.

' PC Authority, p.8

2 Spanbauer, p.1

3 PC Authority, p.9

4 Australian IT,
http://australianit.news.com.au/articles/0%2C7204%2C11137838"15321**nbv*15306%
2C00.html
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SP2 Security Features and Changes

Windows Update

Changes have been made to the Windows Update site, however these changes are not
made through the installation of SP2. The site has been moved from version four to
version five, allowing users to resume downloading if the internet connection is lost®.
This is particularly useful given the large size of the SP2 download.

Security Center

One of the most noticeable changes SP2 makes is the introduction of the Security
Center, a tool which checks to ensure your system is running a software firewall, up-to-
date anti-virus program, and that Automatic Updates are set to download and install

updates (recommended Microsoft guideline)®. If one of these security components is
not installed or the settings lower computer security, the Security Center places a red
shield icon in the notification area. Clicking on the icon opens the Security Center,

provides the reason for the security notification, and details a recommendation of how
to fix the issue’. It also allows users to access the Windows Firewall (WF), Automatic
Updates and IE security settings from one central location.

Jtnmah'c updates.

'@ Your computer might be at risk
h * Automatic Updates is turned off
3= Trend Micro Internet Security is turned off

Click this balloon to fix this problem.

Automatic Updates

Automatic Updates are not new to SP2. When Automatic Updates are turned on,
Windows takes responsibility for alerting the user when updates are available. This
feature prevents users having to remember to regularly check the Windows Update
site. If Automatic Updates are turned off or are set differently than the recommended
Microsoft guidelines, the Security Center alerts users to change the settings?.

Windows Firewall

One of the best changes made by SP2 is the WF. The ICF had many limitations and

°> PC Authority, p.9

¢ Microsoft,
http://www.microsoft.com/windowsxp/using/security/internet/sp2_wscintro.mspx

" Microsoft, http://www.microsoft.com/windowsxp/sp2/technologiesoverview.mspx
8 Microsoft, http://www.microsoft.com/windowsxp/sp2/technologiesoverview.mspx
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consequently has been replaced by the WF. “WF is a stateful filtering firewall, which means it
analyses each packet for more than just its source and destination, as would be done with a static
packet filter. Instead it looks at the content of the packet, as well as the connection it is
using to see whether it should be allowed®.”

WF consists of a wide range of features to help protect computer security including:
- WF is much easier to locate than the ICF
WEF is on during boot-up™
WF is enabled by default"’
Exceptions can be configured both in the form of programs and port numbers (TCP
and UDP)
Specific network connections (such as LAN or broadband) can have their own
individual firewall rules
WF allows traffic logging, both dropped packets and successful connections.

As WF is on by default, some applications may not be able to access the internet after
you install SP2'2. You may be required to set exceptions as discussed later on.

Note that WF only scans incoming traffic, therefore if your computer is infected by a
worm or trojan, it can still access the internet'. Installing a third-party software firewall
is required to provide outbound traffic protection as well.

Anti-virus software

Anti-virus software is not included as part of the SP2 upgrade. SP2 does however
(through the Security Center) alert you to have an anti-virus program installed, keep it
up-to-date, and set real time scanning.

Internet Explorer

SP2 makes a number of changes to improve security in |IE including:
- Pop-ups are blocked through the Pop-up Blocker
Add-ons can be disabled through the Add-on Manager™
Drive-by downloads (files downloaded onto a computer automatically without user
permission when visiting a malicious web site) are blocked'™.

°® PC Authority, p.124

1 Thurrott, http://winsupersite.com/reviews/windowsxp_sp2.asp

" Microsoft, http://www.microsoft.com/windowsxp/sp2/technologiesoverview.mspx
2 PC Authority, p.124

3 PC Authority, p.124

4 Microsoft, http://www.microsoft.com/windowsxp/sp2/technologiesoverview.mspx
® Thurrott, http://winsupersite.com/reviews/windowsxp_sp2.asp
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Outlook Express

SP2 makes a number of changes to improve security in OE including:

- Attachment Manager stops potentially dangerous attachments being saved or
opened
External graphics (used to gain valid user e-mail addresses for spam purposes
when OE contacts the web server to download images) are blocked™.

Do You Need SP2?

SP2 is not a critical update for all users. | hope all users who have an internet
connection already run a software firewall (such as Norton Personal Firewall) and anti
virus program (such as Norton AntiVirus); or better still, run a security suite (such as
Trend Micro Internet Security) to help provide even more security through ad blocking,
URL blocking and privacy measures.

Installing SP2 may not be of any real benefit if you are confident you have the following
security measures in place:
- Software firewall running (and firewall rules appropriately configured)
Anti-virus program running (that is set to scan real-time and keep definitions up-to-
date)
Install all critical Windows XP patches from Windows Update'”
Are careful when surfing the web and opening e-mail attachments
Use an alternative web browser to Internet Explorer (such as Opera or Mozilla
Firefox).

However, even if you have all these security measures in place, consideration should

still be given to installing SP2 for two reasons:

1. The Security Center consistently notifies you if you are not running a firewall, anti
virus software (and if you turn off real time scanning or do not update definitions), or
Automatic Updates are not set to Microsoft guidelines. This notification can be
useful if you disable/change settings on one of these applications and forget to turn
it back on, or if a user on your PC disables/changes settings in these applications
without you knowing

2. Microsoft may stop supporting Windows XP systems that are not running SP2'8,

Essential Actions to Take If You Do Not Want to Install SP2

If you believe the risk of installing SP2 outweighs the benefits, it is essential you have
the following security measures in place to minimise the chance of a successful attack

16 Microsoft, http://www.microsoft.com/windowsxp/sp2/technologiesoverview.mspx
7 Finnie, p.2
' PC User, p.83
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on your system:

- Run a third-party software firewall such as Norton Personal Firewall. A free firewall,
ZoneAlarm, can be downloaded at www.zonelabs.com. Ensure you configure the
firewall rules appropriately, regularly review the firewall rules, and are aware of
applications running on your system which access the internet
Run third-party anti-virus software such as Norton AntiVirus. A free anti-virus
program, Nod32, can be downloaded at www.nod32.com. Ensure you have real-
time scanning set and update virus definitions regularly
Run a third-party program to scan for spyware. A free scanning tool, Ad-ware, can
be downloaded at www.lavasoft.com
Run an alternative web browser to Internet Explorer. Free, more secure web
browsers with extra functionality (Opera and Mozilla Firefox) can be downloaded at
www.opera.com and www.mozilla.org
Run an alternative e-mail client to Outlook Express. Free, more secure e-mail
clients (Opera Mail and Mozilla Thunderbird) can be downloaded at www.opera.com
and www.mozilla.org
Employ safe web surfing practices and be careful when opening e-mail attachments
Visit Windows Update site regularly and download and install critical patches'®.

Installation Risk

If you decide to proceed with the SP2 update, there is a chance that you will encounter
problems. The SANS Internet Storm Center has run a rating summary for users to post
their SP2 experiences. As at 29" December 2004, over 60% of respondents did not
have major problems when installing SP2 (38% no problems, 24% small problems).
25% of respondents had major problems (12% could not use or install SP2, 13% had to
rebuild their system)®. In support of these figures, a Canadian asset-monitoring
company, AssetMatrix, performed a study that showed around one in ten users will
experience problems when installing SP2.2" Therefore, other user experience shows
that problems can occur; however the chances are not overly high.

SP2 Installation

Obtain Copy of SP2

Before you download and install SP2, there are some key points you should be aware
of:

SP2 is a free download

SP2 is designed to work on Windows XP Professional and Home Edition

9 PC User, p.84
2 Internet Storm Center, http://isc.sans.org/xpsp2.php
21 Keizer, p.1
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SP2 includes SP1%

SP2 will not install on illegitimate copies of XP%

System requirements — PC running Windows XP, 233 Mhz processor, 64MB RAM,
900MB of available disk space, and a CD-ROM drive is installing via CD*.

There are 2 ways you can obtain a copy of SP2:

1. Visit the Windows Update site — www.windowsupdate.com

2. Request SP2 on CD from the Microsoft site. Microsoft will post you the SP2 CD free
of charge - visit the following site

http://www.microsoft.com/windowsxp/downloads/updates/sp2/cdorder/en_us/default.m

Spx

Note that cut down version (for home users) of SP2 is 75 megabytes in size (compared
to 266 megabytes for the full version). If you on dial-up you may want to consider
ordering the SP2 CD from Microsoft, as the download will take a considerable amount
of time.

To download SP2 from the Windows Update site, please follow the steps below. Go to
www.windowsupdate.com. Note that the Windows Update site will only open with the
IE browser. If you have not visited the Windows Update site in a while, you will be
asked to download Windows Update version five. This update is called the Background
Intelligent Transfer Service (BITS), which controls the downloading of updates from the
Windows Update site.

2 Microsoft Windows Update - Microsoft Internet Explorer

File Edit WView Favorites Tools Help ,"l
. - a —
. \, } . ¥ . v, 3 . =
@ Back = \ﬂ \E‘] (2 | - Search 7. Faverites @ Media {\‘ £ e =4
Address I%j http:ffv5. windowsupdate. microsoft. com /v Sconsumer fdefault. aspx?in =en-us | £ Go
Microsoft.com Home | Site Map

jmmaos.oﬂ‘ Search Micr com for:

A2 Windows [ |
Windows Update ]

Home Windows Family Windows Catalog Office Family

. Welcome

E.ﬁ
s ; -

1 News
Uther Optxis Jh__r-f - &

Windows XP RTM support
[ View installation history on Windows Updater‘l‘g
[ settings Get the latest updates available for your computer's operating system, software, and hardware, Windows Update scans ending. Learn more.

e e your computer to see what updates are required and provides you with a list of updates tailored just for you, VAR, ——

|£| that you get Service Pack 2?7
Administrator options

i What to know before you install

[ Help and support Ej Express Install (Recommended): High Priarity Updates for Your Computer Windows XP Service Pack 2
[ Frequently asked Chaoose this for the fastest updating, Quickly scan for, download, and install only the critical and security updates
guestions your computer needs,

EJ Custom Instalk: High Priority and Optional Updates for Your Computer
Choose this to scan for optional, critical, and security updates your computer needs, choose from all the updates
on the site, and review updates before downloading.

After you have downloaded and installed BITS, you will need to open Windows Update

22 Microsoft, http://www.microsoft.com/windowsxp/sp2/overview.mspx
2 PC Authority, p.7
24 Microsoft, http://www.microsoft.com/windowsxp/sp2/overview.mspx
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site and click on “Express Install”. The Windows Update site will scan your machine to
identify any critical patches you do not have installed. Note that SP2 may not be
immediately available for download. If your system is not fully patched with all critical
updates, Windows Update will ask you to download a number of hotfixes. After you
have installed these updates, click on “Express Install” again and the SP2 file will be
available for download. Click on “Install” to download SP2.

2 Microsoft Windows Update - Microsoft Internet Explorer

File Edit View Favorites Tools Help ;,'
. p S ) il Ve T |
@ Back =2 |ﬂ @ (0 | />~ Search WL Favarites e\ Media {:{) =~ g =
Address ;:E"I http:ffv5.windowsupdate. microsoft.com/vSconsumer fdefault. aspx?in=en-us :l ed o
gy Yo Search Microsoft.com for:
¥ Windows [
Windows Update | 7}
Home Windows Family | Windows Catalog | Office Family
A Tnstall updates (1) WSS Install
Other Options Express install allows you to quidkly download and install only the critical and security updates your computer needs,
[ View installation history Microsoft strongly recommends that you install the following high priority updates to help keep your computer up-to-date and secure. To install these updates, dick
- Install,
[ Settings
Restore hidden updates
d 2 Total updates selected: 1items, 75 MB, 1 hour 41 minutes Install...
[ Administrator options
[l Help and suppart High Priority Updates
[ Frequently asked Single installation: Windows XP Service Pack 2
guestions

Next you will be presented with a request to accept the End User License Agreement
(EULA). Carefully read the terms and if you agree, click “I Accept”.

Installing Updates

Read the following EULA (1 of 1)
To install updates, you must accept the terms of the End User License Agreement (ELULA).

Windows XP Service Pack 2

SUPPLEMEMNTAL END USER. LICENSE AGREEMENT FOR MICROSOFT SOFTWARE

][

MICROSOFT WINDOWS XP SERVICE PACK 2

PLEASE READ THIS SUPPLEMEMTAL END-USER LICEMSE AGREEMEMT ("SUPPLEMEMTAL ELLA")
CAREFULLY. BY INSTALLING OR USING THE SOFTWARE THAT ACCOMPANIES THIS
SUPPLEMEMNTAL EULA, YOU AGREE TO THE TERMS OF THIS SUPPLEMENTAL EULA. IF YOU DO
MOT AGREE, DO NOT INSTALL OR. USE THE SOFTWARE AND, IF APPLICAELE, RETURNM IT TO
THE PLACE OF PURCHASE FOR A FULL REFUND.

THIS SOFTWARE DOES NOT TRANSMIT ANY PERSOMALLY IDENTIFIABLE INFORMATION FROM
‘YOUR. COMPUTER. TO MICROSOFT COMPUTER. SYSTEMS WITHOUT YOUR. COMSENT. A

Printable version I Dedine ] [ I Accept ] l Cancel

Install SP2
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Before you install SP2, you should perform the following measures to reduce the

impact of a failed installation:

1. Backup all critical files and folders

2. Check your computer for spyware

3. Visit the homepages of your computer manufacturer and software applications you
have running on your machine, and download any updates®. Many computers will
need to update drivers before SP2 will run without breaking applications?

4. Temporarily disable or uninstall firewall and anti-virus software®’. Failure to disable
this software has resulted in a number of problems for users when installing SP2
(due to conflicts with changes SP2 is attempting to make). Make sure you do not
have an active internet connection whilst you have this software temporarily
disabled. After you have successfully installed SP2, remember to re-enable or re-
install your firewall and anti-virus software before you connect to the internet.

After you are happy you have completed all the tasks mentioned above, you are now
ready to install SP2. After the SP2 download is complete, you will be presented with
the SP2 setup wizard. Click on “Next”.

%5 Microsoft, http://www.microsoft.com/athome/security/protect/windowsxp/choose.aspx
% Rash, p.2
" Finnie, p.3
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Windows XP Service Pack 2 Setup Wizard

Welcome to the
Windows XP
Service Pack 2 Setup Wizard

Before you install this update, we recommend that you:
- Back up your system

- Close all open programs

atter you finish this wizard.

Ta continue, click Mead.

Cancel ‘

To complete this installation, Windows might require restarting

Help

You will be presented with a request to accept for the Supplemental End User License
Agreement. Carefully read the terms and if you agree, click “| Agree” and “Next”.

Windows XP Service Pack 2 Setup Wizard

Flease read the following license agreement. To continue with setup,
you must accept the agreement.

SUPPLEMENTAL END USER LICENSE AGREEMENT FOR |~
MICROSOFT SOFTWARE

MICROSOFT WINDOWS XP SERVICE PACK 2
FLEASE READ THIS SUPPLEMENTAL END-USER

LICENSE AGREEMENT ("SUPPLEMENTAL ELILA")
CAREFULLY. BY INSTALLING OR USING THE

" | Do Mot Agree

")
Iy

© SANS Institute 2005
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Next the setup process will check the current configuration of your system, archive
current files and update files. Click “Next”. This took around 20 minutes when installing
on my machine.

Windows XP Service Pack 2 Setup Wizard

Select Options | ' |

Setup creates a backup of system files so you can uninstall the service pack i
necessary. Click Browse to choose a location for these backup files, or click Mesd to
accept the location displayed below .

Uninstall Folder
CHWINDOWS SNt Service Pack Uninstall$

Browse...

< Back Cancel ‘ Help |

After this has completed, the setup process is finished. You will have to restart your
machine for the changes to take affect, and hope that you have no issues. Click
“Finish”.

Windows XP Service Pack 2 Setup Wizard

Completing the
Windows XP
Service Pack 2 Setup Wizard

You have successfully completed the Service Pack 2
Setup Wizard.

To apply the changes, the wizard has to restart
Windows. To restart Windows automatically, click
Finish.

f you want to restart |ater, select the Do not restart now
check box, and then click Finish.

| Finish | Help

© SANS Institute 2005 Author retains full rights.



If you experience problems, you can visit the Microsoft site at
http://support.microsoft.com/search/?adv=0 and search for your problem in the
Knowledge Base articles. Also, you can visit the SP2 community newsgroup where
users have posted questions and answers they have experienced when installing SP2.
You can find this newsgroup by searching for ‘SP2’ at
http://communities2.microsoft.com/communities/newsgroups/en-us/default.aspx

One common SP2 installation problem faced by users has been a freeze during the
setup process, resulting in a failed installation?®. Microsoft has released a patch to fix
this problem. If you encounter this problem, you can download the KB885894 patch at
http://www.microsoft.com/downloads/details.aspx?familyid=36dd19df-bc5e-44b7-a339-
6794d97994a2&displaylang=en

SP2 Confiquration

After resetting your computer, you will be presented with a screen that will ask you to
turn on Automatic Updates. You are given two options:

1. Help protect my PC by turning on Automatic Updates

2. Not right now

| recommend you select on option one and click “Next”. Windows will then open up as
normal and you will be presented with the Security Center. If you have third-party

firewall and anti-virus software, and have not already turned it back on, now is a good

time. Note that the Security Center will say that the firewall is turned on (before you re-
enable the third-party firewall). This is because the WF is turned on by default through

the SP2 installation. If you decide to run a third-party firewall, disable the WF as the two
firewalls may conflict (for information on how to do this, see the WF section below).

If you would like to ensure that SP2 is running on your machine, right click on My
Computer, select Properties, go to the General tab, and you should see Service Pack 2
listed under the System details.

2 Finnie, p.1
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System Properties

| System Restore || Automatic Updates || Remote |

General | ComputerMame | Hardware |  Advanced |

System:
Microsoft Windows XP
Professional
Version 2002
Service Pack 2

Registered to:
Aaron

55274-0EM-0052061-74503

Computer:
Intel{R)
Pentium{R) 4 CPU 3.00GHz
3.00 GHz, 480 MB of RAM

Security Center

To view the SC, go to start, Settings, Control Panel, Security Center.

¥ Windows Security Center |Z|E”zl

& Security Center
Help protect your PC

r

1 Security essentials

Security Center helps you manage your Windows security settings. To help protect your computer,
make sure the three security essentials are marked OM, If the settings are not ON, follow the

@J Resources

= Get the latest security and virus recommendations. To return to the Security Center later, open Control Panel.

information from Microsoft What's new in Windows to help protect my computer?
» Check for the latest updates from

Windows Update @ Firewall © ON | %
= et zupport for securityrelated

issues I o

Q Automatic Updates @ ON ¥

= Get help about Security Center
= Clhange the way Security Center U Virus Protection @ ON ¥

alerts me

Manage security settings for:

% Automatic Updates 9 Internet Options

© SANS Institute 2005 Author retains full rights.



To obtain more information about the Firewall, Automatic Updates, or Virus Protection,
click on the down arrow of each section.

¥ Windows Security Center g@

@ Security Center
Help protect your PC

@—; Roeci e = Security essentials
‘r — Security Center helps you manage your Windows security settings. To help protect your computer, make sure the three security essentials are marked OM, If
the settings are not ON, follow the recommendations, To return to the Security Center later, open Control Panel,
= Get the latest security and virus What's new in Windows to help protect my computer?
Information from Microsoft

. Clhed: for the latest updates from a Firewall @ ON =
Windows Update

* Get support for security-related Trend Micro Internet Security is currently ON, A firewall helps protect your computer against viruses and other security threats, How does a firewall hel
issues protect my computer?

* Get help about Security Center

* Change the way Security Center :
el . ‘¢ Automatic Updates @ OFF | 2

Automatic Updates is turned off. Your computer is more vulnerable to viruses and other security threats, Click Turn on Automatic Updates to have Windows
automatically keep your computer current with important updates. How does Automatic Updates help protect my computer?

Turn on Automatic Updates

L4 Virus Protection © ON =

Trend Micro Internet Security reports that it is up to date and virus scanning is on. Antivirus software helps protect your computer against viruses and other
security threats. How does antivirus software help protect my computer?

Manage security settings for:

tb Automatic Updates @ Internet Options % Windows Firewall

You can turn on Automatic Updates (to the Microsoft recommended guidelines) from
the Security Center by clicking on “Turn on Automatic Updates”.

The Security Center checks for common firewall and anti-virus programs, however
there is a chance that the Security Center may not identify the software you have
installed on your system?. In this case, you can disable the notification to prevent the
Security Center constantly notifying you to change your setup!

To disable the firewall notification, under the Security Center, click on the Firewall down
arrow and click “Recommendations”. Select the “| have a firewall solution that I'll
monitor myself” check box and click “OK”.

[#]1 have a firewall solution that Tl menitar myself.;
Mote: Windows won't monitor swour Firewall status and won't send
o alerts if it is of f,

How dioes a firewall help proteck
iy Compuketr’s

(o] 4 ] [ Cancel

29 Microsoft,
http://www.microsoft.com/windowsxp/using/security/internet/sp2_wscintro.mspx
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To disable the anti-virus notification, under the Security Center, click on the Virus
Protection down arrow and click “Recommendations”. Select the “| have an antivirus
program that I'll monitor myself’ check box and click “OK”.

[+]1 have an antivirus program that Il monitor myself.}
Mote: Windows won't monitor your virus protection status and
won't send you alerts if it is off or out of date.

How does antivirus software help
protect my computer?

QK l [ Cancel

Automatic Updates

To view Automatic Updates, go to start, Settings, Control Panel, Automatic Updates.

Automatic Updates

Automatic Updates |

Windows can regularly chedk for important updates and install them for you,
(Turning on Automatic Updates may automatically update Windows Update
software first, before any other updates.)

How does Automatic Updates wark®

{(*) Automatic (recommended)

Automatically download recommended updates for my
computer and install them:

|E'u'ery day V| at |3:IZIIII AM w

") Download updates for me, but let me choose when to install them.
(") Notify me but don't automatically download or install them.

() Turn off Automatic Updates.

Your computer will be more vulnerable unless you install
updates regularly.

Install updates from the Windows Update Web site.

QK l [ Cancel
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When configuring Automatic Updates, there are four options:

1. Automatic (recommended) — updates are downloaded and installed automatically
at the time set. Your computer stays updated without the need for your intervention

2. Download updates for me, but let me choose when to install them — updates are
downloaded automatically, however you choose when to proceed with the
installation

3. Notify me but don’t automatically download or install them — you are notified
when updates become available. It is your responsibility to visit the Windows
Update site and download and install updates

4. Turn off Automatic Updates — you are not notified when updates are available,
therefore updates will not be downloaded and installed and you will not be aware
when updates are available.

| recommend you set Automatic Updates to option 1 (as does Microsoft), have it set to
check every day, and at a time when you will be online (there is no point having
Automatic Updates check at a time you will not be online as you will never receive any
updates).

However despite this, | would like to put forward an alternative view to the
recommendation above. Option 2 may be more applicable to some users, as the
installation of the update is at the discretion of the user. Some users may not want to
install updates until they have been able to research the update and ensure that it will
not cause damage to their system. Therefore, by setting Automatic Updates to option 2
allows users to be comfortable with the update before they choose to install. Note
though that this places responsibility back on the user to remember to install the
update. The Security Center does however continually notify that there are updates that
have been downloaded and are ready to be installed.

Windows Firewall
To view WF, go to start, Settings, Control Panel, Windows Firewall.

When configuring WF, there are three options:

1. On (recommended) — WF is turned on and blocks all outside sources connecting to
your computer except for those in the exception rules

2. On (recommended) without exceptions — WF is turned on, however no exceptions
are allowed (Microsoft recommends to set this option when accessing the internet
in a public location)

3. Off (not recommended) — WF is turned off.

On (recommended) is set by default. | recommend that you have a third-party software
firewall running on your machine (so that outbound traffic is restricted as well). If so, set
option 3 so that the WF does not conflict with your third-party software firewall. If you do
not have a third-party software firewall running, | recommend you set option 1 (and
appropriately configure firewall rules as shown below).

© SANS Institute 2005 Author retains full rights.



%= Windows Firewall

General | Exceptions || Advanced

Your PC is not protected: tum on Windows Firewall

Windows Firewall helps protect your computer by preventing unauthorized users
from gaining access to your computer through the Intemet or a networkc.

@ (*)On (recommended)

This setting blocks all outside sources from connecting to this
computer, with the exception of those selected on the Exceptions tab.

[ ] Dont allow excepticns
Select this when you connect to public netwaorks in less secure
locations, such as airports. You will not be notified when Windows

Firewall blocks programs. Selections on the Exceptions tab will be
ignored.

@ () Off (not recommended)

Awoid using this setting. Tuming off Windows Firewall may make this
computer more vulnerable to viruses and intruders.

What else should | know about Windows Firewall 7

[ oK H Cancel ]

If you set the WF on, you will most likely need to configure exceptions to allow
incoming network connections for certain programs (such as games). In the WF, click
on the “Exceptions” tab.

You can set exceptions in two ways:

1. Add Program — Allows a program to receive incoming network connections

2. Add Port — Allows incoming network connections to pass through a certain port
number

Be careful when allowing programs or ports incoming network connections to your
computer. Only allow necessary programs or ports, as creating these exceptions allows
a hacker a potential opening to your computer.

You can also set the firewall to notify you when it blocks a program. This can be useful,
as you will be alerted when a program is attempting to receive an incoming network
connection. This notification is set by default under the “Display a notification when
Windows Firewall blocks a program”.
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%2 Windows Firewall

General | Exceptions | Advanced |

Windows Firewall is blocking incoming netwank connections, except for the
programs and services selected below. Adding exceptions allows some programs
to work better but might increase your security risk.

Programs and Services:

MName
(backWeb-8876480

[ File and Printer Sharing
[ Remote Assistance

[ Remote Desktop

O UPRP Framewark

| AddPogem.. | | AddPot.. || Edt.. || Delete

Dizplay a notification when Windows Firewall blocks a program

What are the risks of allowing excentions?

*= Windows Security Alert

&[5 To help protect your computer. Windows Rrewall has blocked
" zome features of this program_

Do you want to keep blocking this program?

D Mame: BackWeb-8876480
Publisher: Unknown

[ Keep Blocking ] [ Unblock ] [ Aske Me Later

Vindows Firewall has blocked this program from accepting connections from the
Intemet or a networc. f you recognize the program or trust the publisher, you can

unblock it. When should | unblock & program?
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If you want to add a program to the exception list, click on “Add Program” under the
“‘Exceptions” tab. Search through the list of programs listed (these are programs that
Windows detects running on your computer) and select the program you wish to add to
the exception rules. Click “OK”. If you can not find the program you are looking for, click
on “Browse” to locate the program. Adding a program is useful when you do not know
the port number a program uses, or it uses dynamic ports.

Add a Program §|

To allow communications with a program by adding it to the Bxceptions list,
gelect the program, or click Browse to search for one that is not listed.

Programs:

e.ﬁd-ﬂware 5E Personal M
E;’-‘u:lu:ul:ue Download Manager
$ad AvRack

@ Desktop Messenger

= FreeCell

v Hearts

#&ica

il 100 DB Administrator
£ Intemet Backgammon
@ Intemet Chechkers

& Intemet Explorer "

Path: |C:\F‘mg|am Files"Lavasoft'Ad-Aware SE Pers | E..Emwse__

o ) [Corea

You can further restrict the program exception down to a specific subnet or computer
that can access your machine through the program exception. Select the program
exception under the “Exceptions” tab, click “Edit”, and click on “Change Scope”. If you
would like to restrict access to computers on your network only select “My network
(subnet) only”. If you would like to restrict access to an external subnet or individual
computer, select “Custom list” and enter in the relevant subnets and IP addresses.
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Change Scope [z|

To specify the set of computers for which this port or program is unblocked. click an
option below,

To specify a custom list, type a list of IF addresses, subnets, or both, separsted by
COMMas.

{*) Ay computer fincluding those on the Intemet

() My networl (subnet) only

{3 Custom list:

Bxample: 192.168.114.201,192.168.114 201,255 255 255.0

| ok || cancel |

If you want to add a port, click on “Add Port” under the “Exceptions” tab. You can allow
incoming network connections to access your computer through both TCP and UPD
port numbers. To open a certain port, type in a name you would like to call the
exception in the “Name” field (eg. Microsoft Messenger), enter the port number in the
“‘Port number” field (eg. 1863) and select the IP transport protocol (ie. TCP or UDP).
Note that unless you are confident in your knowledge of port numbers and the services
that run on each, | would recommend against opening up ports as malicious users (not
just the specific program traffic) can access your computer through an open port.

Add a Port [X]

|Ize these settings to open a port through Windows Firewall. To find the port
number and protocol, consult the documentation for the program or service you
want to use.

Name: | |

Port number: | |

®1cP C upp

What are the rsks of opening a port?

You can further restrict the port number exception down to a specific subnet or
computer that can access your machine through the port exception (as previously
discussed). Select the port exception under the “Exceptions” tab, click “Edit”, click on
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“Change scope” and follow the instructions above.

*2 Windows Firewall

General | Exceptions | Advanced .

Metwark Connection Settings

Windows Firewall is enabled for the connections selected below. To add
exceptions for an individual connection, select it, and then click Settings:

Local Area Connection Settings...

Powerup

Securty Logging

ou can create a log file for troubleshooting purposes. Settings

ICMP

With Intemet Control Message Protocal (ICMF), the
computers on a network can share emor and status
information.

Settings...

Default Settings

To restore all Windows Firewall settings to a default state,
click Restore Defaults. Bestore Defauits

-

[ 0 H Cancel ]

You can apply different sets of exception rules to different connections (eg. LAN and
broadband). To set firewall exceptions for a specific connection, click on the
‘Advanced” tab, select the connection, and click “Settings” under the Network
Connection Settings section.

If the service you want to exclude for a connection is already listed, place a tick in the
box beside the service. Otherwise, to select the service that will be excluded click on
‘Add”. Enter in the name of the service under “Description of service”, name or IP
address of the computer hosting the service under “Name or IP address of the
computer hosting this service on your network”, input the external and internal port
number under “External port number of this service” and “Internal port number for this
service”, and select the IP transport protocol (ie. TCP or UDP).
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Advanced Settings

Services |IEI'u'IF' |

Select the services running on your network that Intemet users can
BCCESS.

Services
 Fpsene
O Intemet Mail Access Protocal Version 3 (IMAP3)
O Intemet Mail Access Protocal Version 4 (IMAP4)
O Intemet Mail Server (SMTF)

O Past-Office Protocol Version 3 (POP3)

[ Remate Desktop

[ Securs Web Server (HTTPS)

[ Telnet Server

[ Web Server (HTTF)

{[41]
]
m

Service Settings

Description of service:

MName or IF address for esxample 152.168.0.12) of the
computer hosting this service on your networl:

BExtemal Port number far this service:

| | @Icr  Ouor

Intemal Paort number for this service:

| ok || Canesl

© SANS Institute 2005 Author retains full rights.



If you want to keep a log of network traffic, WF allows you to log dropped packets and
successful connections. Under the “Advanced” tab, click on “Settings” in the “Security
Logging” section. You can select if you want to log dropped packets and/or successful
connections, where the log will be saved, and the size limit.

Log Settings X]

Logging Options

[ |iLog dropped packets

[ ] Log successful connections

Log File Options

Mame:

CAWINDOW S pfirewall log

Size limit (KB):  |4096 —

QK l [ Cancel

Internet Explorer

To open IE, go to start, Programs, Internet Explorer. To view IE security settings, go
Tools, Internet Options.

To set the Pop-up Blocker, select the “Privacy” tab under Internet Options. The Pop-up
Blocker is turned on by default. | recommend you keep the Pop-up Blocker turned on. If
you need to turn the Pop-up Blocker on/off, tick the “Block pop-ups” option under the
Pop-up Blocker section.

There are a number of settings in the Pop-up Blocker that allow you to have more
control over pop-ups rather than just a straight block. To view these settings, click on
“Settings” in the Pop-up Blocker section.

If you want to allow pop-ups from a specific site (hopefully a secure site), you can add

the URL to an exception list. To do this, type in the URL in the “Address of Web site to
allow” area and click “Add”.
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Internet Options

General Secuﬂtﬂ Privacy |Cn:-ntent Connections || Programs | Advanced

Settings

e Move the slider to select a privacy setting for the Intemet
=8 zone.

Medium

- Blocks third-party cookies that do not have a compact
privacy policy
- Blocks third-party cookies that use personally idertifiable

infarmation without your implicit consent
- Restricts first-party cookies that use personally identifiable

infarmation without implicit consent

[ Sites... ][ Impart... ]Lﬁﬂg_anced... |

Pop-up Blocker
@ Prevent mast pop-up windows from appearing.

[ OK H Cancel ]

The Information Bar is a useful feature that allows you to temporarily allow pop-ups

from the site you are visiting, or always allow pop-ups from the site you are visiting. |

recommend you have the Information Bar enabled. The Information Bar is set by default
under the “Notifications and Filter Level” section under the Pop-up Blocker settings. If

you need to turn the Information Bar on/off, tick the “Show Information Bar when a pop-
up is blocked”.

If you visit a web site that attempts to launch a pop-up, the Pop-up Blocker will block
the pop-up and just underneath the address bar, the Information Bar will notify you a
pop-up has been blocked, with a bar that says “Pop-up blocked. To see the pop-up or
additional options click here”. If you want to view the pop-up or allow pop-ups on this
site, click on the Information Bar and select the appropriate option.

Address | @] http:/fwww.go. to/bssa

& Pop-up blocked. To see this pop-up or additional options dick here...
Temporarily Allow Pop-ups
Always Allow Pop-ups from This Site...

Information Bar Help
L = T T Y . Qe e iy

-, :
v Srisha = '
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Pop-up Blocker Settings

%)

Exceptions

Fop-ups are cumently blocked. You can allow pop-ups from specific
Web sites by adding the site to the list below.

Address of Web site to allow:

Allowed sites:

Muaotifications and Filter Level

Play a sound when a pop-up is blocked.
Show Information Bar when a pop-up is blocked.

Filter Lewel:

Medium: Block most automatic popups W

High: Block all popups (Cid to ovemde)
Medium: Block most automatic popups
Low: Allow pop-ups from secure sites

You can also select what filter level the Pop-up Blocker operates at. There are three

options:

1. High: Block all pop-ups (Ctrl to override) — all pop-ups are blocked. If you want to
launch a pop-up, you have to hold down the Ctrl key

2. Medium: Block most automatic pop-ups — most pop-ups are blocked, except for
pop-ups that you have clicked a link to launch, such as confirmation details. This
option is set by default

3. Low: Allow pop-ups from secure sites — only pop-ups from secure sites are
launched.

| recommend keeping the filter level set to option 2, as option 1 would be impractical,
and option 3 may still allow unnecessary pop-ups.
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Internet Options

General || Securty | Privacy | Contert Cnnnectin::ns| Programs | Advanced

Imtemet programs

%4 You can specify which program Windows automatically uses
@‘r for each Intemet service.

3

HTML editer: | v |
E-mail | Microsoft Cutiook v |
Newsgroups: | outlook Express v |
Intemet call: | NetMeeting v |
Calendar: | v |
Contact st: | Address Book v |

You can reset Intemet Explorer to the default

[ Beset Web Seftings... ] home and search pages.

f 1 Enable or disable browser add-ons installed on
i Manage Add-ons... | ———

[ ]Irtemet Explorer should check to see whether it is the default browser

| ok || cancel |

As most users would have been using IE for a number of years, users may have a
number of add-ons installed (some of which may be harmful to your computer). The
Add-on Manager allows you to view the add-ons installed on your computer and to
remove any suspicious add-ons. To set the Add-on Manager, click the “Programs” tab
under Internet Options, and click on “Manage Add-ons”.

In the Show section, select “Add-ons that have been used by Internet Explorer” so you

can see all add-ons installed on your machine. Review the list and if there are any add-
ons you want to disable, select the add-on, and in the Settings section select “Disable”.

© SANS Institute 2005 Author retains full rights.



Manage Add-ons

%5

might prevent some Web pages from working.

Show: Add-uns that have been uzed by Intemet Explorer

3

Tl Add-ons are programs that eastend the capabilties of your Web browser. Some add-ons can interfers
with the operation of your browser. You can disable, enable, or update add-ons. Disabling an add-on

Mame Publisher Status
.i‘l] AcrolEHIprObj Class Adobe Systems, Incorpor...  Enabled
.i‘l] Driveletter Access (Mot verified) Sonic Solutions  Enabled
&] MSNToolBandBHO (Mot verified) Microsoft C...  Enmabled
%) shockwave Flash Object  Macromedia, Inc. Enabled
|i"] ST (Mot verified) Microsoft C...  Enmabled
%) Tabular Data Control Microsoft Corporation Enabled
.i‘;] Windows Media Player Microsoft Corporation Enabled
.i‘l] Windows Media Player Microsoft Corporation Enabled
.i‘l] Windows Media Service... Microsoft Corporation Enabled
| %) Windows Messenger Enabled
|%) wuwebContral Class Microsoft Windows Publisher  Enabled
<

Type

Browser Helper Object
Browser Helper Object
Browser Helper Object
ActiveX Control
Browser Helper Object
ActiveX Control
ActiveX Control
ActiveX Control
ActiveX Control
Browser Extension
ActiveX Control

File
AcrolEHelp
trawshy.dl
menth. dll
Flash.ocx
stmain.dll
tdc.ocx
wmp.dl
wmpdxm. o
drmstor.dll

wuweb.dll

Settings

To disable an add-on, click it and
then click Disable. To update an
ActiveX contral, click it and then
click Update ActivelX.

Leam more about add-ons...

Select an add-on from the list above to perform the following actions:

|Ipdate

Click here to update this

add-on

Outlook Express

To open OE, go to start, Programs, Outlook Express. To view OE security settings, go

Tools, Options.

To set the graphics blocker, click the “Security” tab. The graphics blocker is set by
default. If you need to turn the graphics blocker on/off, tick “Block images and other
external content in HTML e-mail” under the “Download Images” section.

If you have had problems with OE blocking legitimate attachments in the past, this has
now been addressed through Attachment Manager. To ensure dangerous attachments
can not be saved or opened, tick “Do not allow attachments to be saved or opened that
could potentially be a virus” under the “Virus Protection” section.
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General Fiead Receipts Send Compose Signatures

Speling ......................... e | —— —

Virus Protection
Select the Intemet Explorer securty zone to use:
@ i) Intemet zone (Less secure, but more functional)
{*) Restricted sites zone (More secure)
Wam me when other applications try to send mail as me.

Do not allow attachments to be saved or opened that could
patentialty be a vins.

Download Images
Block images and other extemal cortert in HTML e-mail.

Secure Mail
Digttal 10s (also called certificates) are special
% documents that allow you to prove your identity in
electronic transactions. Digital 1Ds...
To digitally sign messages or receive encrypted
messages, you must have a digital 1D Get Digital 1D...

[ ] Encrypt contents and attachments for all outgoing messages
[ ] Digitalty =ign all cutgoing messages

Advanced...

| ok || cance || ooty |

You now have completed the secure configuration of SP2. Safe surfing!

Conclusion

SP2, despite the well-documented installation problems, is a useful update that can
help improve computer security. Microsoft has had a solid attempt at improving security
within Windows XP, and in today’'s networked environment, SP2 is an extra layer of
security that can help protect sensitive data. Despite their current set up, all users
should seriously consider installing SP2. It may not be hacker proof, but it does help
plug the security holes of Windows XP SP1.
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