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Steganography
Richard Lewis
What is Steganogr aphy?

Steganography, literally meaning covered writing, involves the hiding of data in another
object. Fromthe time of Herodotus in ancient Greeceto the terrorist of today, the seciet writing
of steganogrgphy has been used to deny one’s adversaries the knowledge of messagetraffic.

There are many tools that are freely available on theW eb that will allow an individual to
hideyour data without your
knowledge in an innocuous looking
file. The only way that you would
beableto detect this is if you
happen to havea “golden” copy of
the filein question. You would
haveto do abit by a bit conparison
of thefile in question in order to
detect the subterfuge. Now, the
reasonable individual would
concede, the chances of having a
pristine copy of afile that you do
not control arehighly unlikely. So
would not be agrea legp of faith to
understand that Seganogrgphy is
OneOf the ITDI’GSEI’IOUS thr%IS tO Figure 1 Cover | mage
the data integrity and an
organizations security posture
today. Itall boilsdownto trust, can you, doyou, trust your employees.

As asecurity professional you are concemed with your organizations proprietary
information being removed formyour premises without your knowledge. Steganography
provides the toolsto do just that. Employee data, pricing dataand rates, etc can be essily
smuggled out right under your nose. Utilities tha look for “dirty words’ or key phrases arenot
going to be ale to detect information that has bean concealed.

How Steganogr aphy Wor ks
Steganography works, in
some cases, by using the lease
significant bit (LSB) in abyte. By
encoding the LSB of every bytein
the file we are able to secreedaa
in an otherwise harmless file. Ina
bitmap file, as shown in figure 1
and figure 2, we can seesome
degradation of theimage. Ina

© SANS Institute 2000 - 2002 As pal nor retains full rights.

Figure2 Stego | mage




small file this is more goparent because of the higher ratio of modified bytes. (The larger the
ratio of modified bytes in afile the more apparent thedistortion.) If the file had been larger the
same hidden file would have been barely noticeable, even when compared side by side with the
original.

Baring the use of encryption, we can examine the file and tell whether information has
been inserted into the file. Of course we would need atility developed for that purpose, but
given the power of today’s desk top computers and the fact that the information is not encrypted
we should haveno problemin ascertaining the subterfuge.

When we are faced with the use of encryption and steganogrgphy together then out job is
made much moredifficult. The encrypted datashould appear as background noise. Our simple
scanner now can’t find pattems scattered through the file. In order to comba a known encrypted
steganogrephy file we can alter the file in some way to make recovery of the message
impossible. Tha can be accomplished by inserting our own message inthe file. Thedamege
done to theoriginal message should render it unreadable. In theevent thefile in question isa
stego image file we can crop or otherwise edit the file to render the message unrecoverable.
Thus it isasimple matter to destroy ahidden message but detection and recovery arequite a
different matter.

In awave file the hidden data would gppear as white, or random, noise. Morethan likely
you would be unable to hear it; your dog might but not you. The casual observer would not find
any evidencetha data was being smuggled in or out f the facility.

Ed Microsoft Excel - Example 1

[ DE
a3
[T & ]

0.920626798
0.07937 3202

BINOMDIST(humber_s trials probability_s, cumulative)

MNumber_s is the number of successes in trials

Trials is the number of independent trials

Probability_s is the probability of success on each trial.
Curmulative  is a logical value that determines the form of the function. If cumulative is TRUE, then BINOMDIST returns the curnulative distribution function
Rermarks
Mumber_s and trials are truncated to integers
If number_s, trials, or probability_s is nonnumeric, BINOMDIST returns the #/ALUE! error value.
If number_s < 0 or number_s = trials, BINOMDIST returns the #\UNI error value
If probability_s < 0 or probability_s = 1, BINOMDIST returns the #NUM error value.
The binomial probability mass function is
where

iz COMBIN(h,%).

The cumulative binomial distribution is
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Asyou can see the first figure and the second figure gopear almost identical if it were not
for some image degradation the files would be identical. However, they are not. This is because
the second image, through use of Steganography, contains acomplete Excel spreadshest. It is
only because of the small size of the image file that we are ableto seethedegradaion of the
image. It is agood to note tha the larger the image file the more datacan be hidden there.

Vigilance Is The Key

| think now would be agood time to talk about bandwidth. As | have said, due to the
small size if the cover image and the relatively large size of the Sego object, the Stego image
has a noticeable amount of distortion present. It is easier to hide asmall message inalarge file,
than alarge file. One more concern is tha of traffic flow security. If someone suddenly startsto
take image and wave files out of your facility for no gpparent reason then, you as asecurity
professional, should become suspicious. To combat the threat you need to know the normal
paterns and then look for changes inthenorm. We always comeback to know your system. |
will expand that to, “ Know your environment.”

The S-Tools goplication is essy to use and thenovice user can hide a large anmount of
daawith little effort. The STools goplication can be found at the following link.
ftp://ftp.funet.fi/publ/cry pt/mirrors/ideasec.dsi.unimi.it/code/s-tools4.zip

Once theapplicaion has been downloaded, installed, and started, you would just drag
and drop asound or picture file into the application’s workspace. Now comes the fun part. Find
the file that you want to hide. Simply drag the file over the picture and drop it. You will then
see the passphrase GUI, see figure 4, enter your passphrase, select your encry ption algorithm,
and click on OK. Tha'’sall thereisto it. Do not forget your passphrase.

Now if you think that you can use S-Tools to identify weather or not afile has hidden
daain it,you areout of luck. Without the correct passphrase, you will not beéble to tell. The
daais encrypted so it will look like noise to the gpplication if the correct passphrase is not
entered.

Decoding or extracting the hidden file is also asimple process. The file that contains the
hidden datais placed into the S-Tools work area. The mouse pointer is pasitioned over the file,
and when you right click on the file you should select the reveal option. You will then see the
passphrase GUI, see figure 4you then enter your passphrase, twice, select your encryption
algorithm, and click on OK. If you were successful the programwill display the reviled archive
window, see figure 6.

Summary
Steganography, literally meaning covered writing, involves the hiding of data in another

object. Seganography provides the toolsto do just that. Employee data, pricing dataand rates,
etc can be essily smuggled out right under your nose. Steganogrgphy has been with us since the
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time of the ancient Greeks. M odern terrorists organizations use it to pass plans and information
between cells by placing altered pictures in newsgroups on web sites and passing themin cha
groups.

By encoding the LSB of every bytein the file we are able to secrete data in an otherwise
harmless file. In abitmep file, as shown in figure 1 and figure 2, we can see some degradation of
the image. If the file had been larger the same hidden file would have been barely noticegble,
even when compared side by side with the original.

Baring the use of encryption, we can examine the file and tell whether information has
been inserted into the file. Theencrypted datashould gppear as background noise. In order to
combat a known encrypted steganogragphy file we can alter the file in some way to make
recovery of the message impossible. In the event the file in question is astego image file we can
crop or otherwise edit the file to render the message unrecoverable. Inawave file the hidden
datawould gppear as white, or random, noise.

The ability to remove information undetected is a threat to the integrity of any
organizations data. Protecting your organizations data requires hard work and diligence. Many
tools are freely available onthe web to secrete dataand enable someone to smuggle data out of
your fecility. You must know your environment and become aware to changes in its paterns.
Knowing that thethrea exists is the first step on combating the problem.

Using encryption and steganogrgphy makes the job of detecting a hidden message much
more difficult and more than likely would place it outside the ability of the average organization.
If it is suspected that a file contains a hidden message, editing or cropping the image file or
placing your own hidden message in the stego file can essily destroy the message.

To combat the threat you need to know the normal patterns and then look for changes in

the norm. We always come back to know your system. | will expand that to, “ Know your
environment.”
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