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According to the Federal Trade Commission, Identity Theft is the fastest growing
crime of our time. Much has been written regarding the best steps to safeguard
against becoming a victim and that aspect of the identity theft problem is not
addressed here. Instead, we will focus on mitigation and recovery after the fact.
In many respects, industry, consumer agencies and law enforcement have been
slow to respond to this threat; this has contributed to the problem. We will find
that even with great diligence on an individual’s part, personal information is
sometimes released to others due to lapses on the part of other legitimate users
of such information.
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The question that must be addressed then, is what legal protections are there
for the Identity Theft victim and how does one mitigate the damage and recover
from fraudulent use of one’s identity? We will first briefly review existing laws
that establish the rights of the victim and the responsibilities of creditors and the
credit industry. After establishing this legislative baseline, the specific
“mitigation and recovery” actions an identify theft victim should take are
discussed in detail. This discussion will then review recent developments
intended to strengthen the ability of victims to repair their credit histories and
pending legislation under consideration. Finally, we will conclude with a few
comments regarding where the need for future, yet to be introduced, legislation
should focus in order to protect the consumer.
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With increasing frequency, individuals like you and I are finding out that
someone, somewhere, has assumed our identity and have proceeded well
down the road of racking up bills and ruining our credit. In some cases, this
happens through no fault of our own. No matter the due diligence we take to
protect our own private information, others in a position to know such
information are not so careful.
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Take the case of Mr. Chip St. Clair of Rochester Hills, MI. Mr. St Clair’s own
parents began using his Social Security number to open credit card accounts
when he was still a teenager. He has spent seven years trying to clear his credit
1
Key
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history
. Take=also
the
case
of ChoicePoint,
a data
broker
boasting
a collection
of 17 billion public records. The company, duped by criminals, gave up personal
information on 145,000 people in 20042. There is no shortage of examples,
even SAIC, a government contractor with an information security practice, has
fallen victim:
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Some of the nation's most influential former military and intelligence officials
have been informed in recent days that they are at risk of identity theft after a
break-in at a major government contractor netted computers containing the
Social Security numbers and other personal information about tens of thousands
of past and present company employees.
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The contractor, employee-owned Science Applications International Corp. of
San Diego, handles sensitive government contracts, including many in
information security. It has a reputation for hiring Washington's most powerful
figures when they leave the government, and its payroll has been studded with
former secretaries of defense, CIA directors and White House counterterrorism
advisers.
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Those former officials -- along with the rest of a 45,000-person workforce in
which a significant percentage of employees hold government security
clearances -- were informed last week that their private information may have
been breached and they need to take steps to protect themselves from fraud.3
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The problem of identity theft is not a problem going away any time soon. The
Federal Trade Commission calls this the fastest growing crime of our time. Not
only that, but it’s a crime that can consume the time of its victims in trying to
clear their name. According to the Privacy Rights Clearinghouse, a nonprofit
consumer information and advocacy organization, the average amount of time it
took before the victim became aware someone was using their identity to obtain
credit was 14 months. The average time it took to clear up their credit records
was 2 years.4
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46
It is not the focus of this paper to rehash how to protect yourself from identity
theft; Mr. Surber has already addressed that issue5. Besides, as noted above,
sometimes even when doing all you can, identity theft still happens. Instead,

6
© SANS Institute 2000 - 2005

Author retains full rights.

2.0

ull
rig
ht
s.

this paper will expand on Mr. Surber’s comments on mitigation and recovery in
the event a criminal is successful in compromising your identity and has
proceeded to wreak havoc on your life. We will first quickly review the existing
applicable laws, then proceed to discuss actions that should be taken
immediately upon discovering compromise of identity and then conclude with a
look at pending legislation addressing the issue of identity theft.

Existing Laws Addressing Identity Theft
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Before addressing what to do in the event of identity theft, it is instructive to
understand the laws that direct such actions. When armed with a good
knowledge of your legal rights, you are in a better position to insist that a
Key
fingerprint
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FA27
2F94 998D
FDB5
06E4 A169The
4E46
reporting
agency
or bill
collector
comply
withDE3D
legalF8B5
requirements.
descriptions presented below are not intended to fully summarize each Act but
instead focus on those aspects that pertain to Identity Theft. In some cases
these Acts address a much broader subject in total.
Identity Theft and Assumption Deterrence Act
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The Identity Theft and Assumption Deterrence Act of 1998 – was enacted
by congress in October 1998 specifically to address the issue of identity
theft. The Act amends Federal law to make it illegal for anyone to
“knowingly transfer or use, without lawful authority, a means of
identification of another person with the intent to commit, or to aid or
abet, any unlawful activity that constitutes a violation of Federal law, or
that constitutes a felony under any applicable State or local law”6.
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In general terms, the Act:
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1) Makes identity theft a criminal act. It specifies penalties for
violations involving fraud associated with another person’s
means of identification.
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2) Requires that the Federal Trade Commission establish
procedures to:
(a) log and acknowledge the receipt of complaints by
individuals having reason to believe that one or more of their
means of identification have been assumed, stolen, or
otherwise unlawfully acquired;
(b) provide informational materials to such individuals; and
Key fingerprint = AF19
FA27such
2F94complaints
998D FDB5toDE3D
F8B5 06E4 entities,
A169 4E46
(c) refer
the appropriate
including
national consumer reporting agencies and law enforcement
agencies.
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The Identity Theft and Assumption Deterrence Act actually covers
numerous other related issues but items 1) and 2) above capture the crux
of the Act for our purposes. Prior to enactment, acts of identity theft could
be prosecuted to the extent actual fraud or, say, monetary or property
theft was involved but it wasn’t in and of itself illegal to assume another’s
identity.
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The Act also served to require the Federal Trade Commission to provide
victim assistance which was almost entirely lacking in the 1998 time
frame.
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2.2
Fair Credit Reporting Act
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46
The Fair Credit Reporting Act (FCRA)7,8 is a comprehensive provision
addressing far-reaching requirements related to credit, many of which are
not directly associated with identity theft. However, the aspects of the
FCRA that pertain to identity theft are very important towards mitigating
the effects of fraud:
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1) It is of utmost importance to monitor your credit report. Your
credit score is probably the single most important factor in
maintaining the ability to obtain credit and also affecting the
extent to which more favorable terms will be offered. The
FCRA addresses this by requiring credit reporting agencies to
provide you a free copy of your credit report on an annual basis.
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www.equifax.com
www.experian.com
www.transunion.com

©

SA

NS

•
•
•

sti

tu

te

20

2) FCRA gives you the right to notify potential creditors that you
may be the victim of identity theft. You can place a fraud alert
in your file by notifying the three main consumer reporting
agencies:

3) If requested in writing, a creditor or other business must give
you copies of applications or other business records relating to
any transactions resulting from the theft of your identity.

4) If contacted by a debt collector, you have the right to request
sufficient information to ascertain the basis for the purported
debt.
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46
5) You can request that consumer reporting agencies block from
your report any information resulting from identity theft. An
important benefit here is that once a debt resulting from ID theft
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has been blocked, the creditor may not sell, transfer or place
the debt for collection.
Credit Repair Organizations Act
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The increasing incidence of identity theft and associated fraud has
provided a new market for credit repair businesses and related
organizations. As a result, in keeping with good old American ingenuity,
the incidence of fraud in credit repair has also risen. Congress
responded by passing the Credit Repair Organizations Act (CROA)9. The
CROA provides numerous protections to both creditors and the
consumer. In general, no person may:
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46
1) make any statement upon which, with the exercise of
reasonable care, should be known by the credit repair
organization to be untrue or misleading with respect to any
consumer’s credit standing.
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2) make any attempts (or counseling) to alter or conceal adverse
information regarding a consumer’s credit record.
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3) make any untrue or misleading representations of the services
provided by the credit repair organization.

te

20

00

4) Engage in any activities or practices that results in the
commission, or attempt to commit fraud, in connection with the
offering of services of the credit repair organization.
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Additionally, credit repair organizations are prohibited from charging for
any services before such services are performed and must provide the
consumer with a specified disclosure statement. The Act also requires
that credit repair contracts must be written and specifies certain
requirements for such contracts (including a 3 day right to cancel
privilege).

Identity Theft: Mitigation and Recovery

©

The horse is out of the barn. Although you have taken precautionary measures,
you find out someone has obtained credit in your name. The new car loan you
applied for was denied and all the sudden bill collectors are calling demanding
payment on accounts you know nothing about. What do you do now?
Key fingerprint
= AF19Bureaus
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3.1
Credit
The first step is to immediately file reports with the three major credit
bureaus (see 2.2.2 above). Be sure and ask that a “fraud alert” be placed
in your file. You should also ask that a copy of your credit report be
9
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provided to you immediately. Upon receipt of the credit report review the
report to identify any accounts which were opened fraudulently.
Immediately report back to the credit bureau, in writing, any accounts or
inaccurate information that you note.
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There are two types of fraud alerts, initial and extended. An initial report
stays on your credit report for 90 days. You should file an initial report
even if fraud has not yet occurred but the potential exists such as your
wallet or purse being lost or stolen. You can change your alert to an
extended alert upon filing an “identity theft affidavit” (discussed in section
3.2 below). The extended alert stays on your record for seven years. One
of the main benefits of an extended alert is that the credit bureaus will
Key fingerprint
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FA27from
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File a Complaint with the Federal Trade Commission
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As noted in Section 2.1, the FTC is required to maintain a database of
fraudulent activity. This database is made available to law enforcement
officials and filing a report provides additional information that may lead to
the perpetrators arrest. You can file an online complaint at
www.consumer.gov/idtheft.
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The FTC also makes available an ID Theft Affidavit10. The ID Theft
Affidavit was developed by a group of credit grantors, consumer
advocates, and attorneys at the Federal Trade Commission. The affidavit
makes it easier for fraud victims to report information. The affidavit
should be provided anywhere a new account was opened in your name.
The information contained in the affidavit will enable creditors to
investigate the fraud and decide the outcome of your claim. As a side
note, you should know that while many companies accept this affidavit,
not all do.
File a Police Report
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Not all jurisdictions will take a report on identity theft but this is changing
rapidly due to the increasing number of such crimes. The primary
purpose for filing such report is that many banks and creditors will require
it to support your claim of fraud.
3.4

Creditors

It is important to immediately contact any creditors where accounts were
fraudulently opened in your name. Your credit report will identify such
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46
accounts. The ID Theft Affidavit will provide the creditor the necessary
information to support your claim. Likewise, it is a good idea to ask
existing creditors for new account numbers if there is any possibility such
accounts were compromised.
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Social Security Number

www.socialsecuirty.gov or 1-800-772-1213
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If you suspect another individual has obtained your social security
number you should immediately report it to the Social Security
Administration. The SSA can be contacted at:

Overcoming the Emotional Impact
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The Social Security Administration will assist you in obtaining a
replacement card if your Social Security card was lost or stolen, provide
a new Social Security number in certain circumstances, and help to
correct =your
earnings
records.
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For the most part, available resources for the identity theft victim focus on
the administrative steps or “paperwork” aspects of recovery. Even after
following steps such as those related above, most victim accounts tell a
story of a long and involved process. Many times fraudulent charges are
dropped from a credit report only to appear again later, triggering the
recovery process once again. It is not unusual for a victim to become
overwhelmed by the feeling of helplessness, anger, betrayal and even
embarrassment.
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The Moment of Discovery

sti

3.6.1

te

20

00

Linda Foley, writing for the Identity Theft Resource Center11 recommends
a multi-factor process for dealing with the emotional aspects of identity
theft:
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Be prepared for a roller coaster ride of emotions ranging from
denial, to rage to “why me”? You may also become frustrated with
the inefficiencies of the governmental organizations and the
facelessness of the creditor organizations. Try to be patient with
those whose job it is to help.
3.6.2

Start the Healing Process

Recognize that your feelings are valid and normal. Don’t berate
yourself or waste time being embarrassed. As pointed out above,
many times it’s not your fault.

Key fingerprint3.6.3
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of Helplessness
You can’t change what has happened but you can control your
reaction. Refuse to give in mentally and allow the perpetrator to
dictate your actions with irrational behavior. Stay organized,
11
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maintain a record of who you talk to, letters sent, etc. Don’t let the
situation become all-consuming. Focus on your accomplishments
in life both in the past and currently.
Take Time For Yourself
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3.6.4

Recovering from identity theft can be time consuming. Reward
yourself with time off to relax and exercise.
Consider Professional Help
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If you find it difficult to function normally, lose interest in things you
used to enjoy and feel unable to cope, its time to talk to a trained
Key fingerprintprofessional.
= AF19 FA27 2F94
998D FDB5
DE3D
F8B5
4E46
It’s important
also
to not
wait06E4
untilA169
its too
late. This
is a very stressful time and it is not necessary to go it alone.

Pending Legislation and Recent Developments
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The above is just a brief summary of Ms. Foley’s recommendations. Please see
the referenced article for more details.
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So far we have looked at the existing laws addressing identity theft and the
consumer protections they provide. We have also addressed the steps that you
should take in the event you are a victim of identity theft. Unfortunately, identity
theft victims do not believe the existing laws go far enough. In this section we
will look at pending legislation intended to further strengthen our ability to fight
back against ID theft. Following is a summary of recent State level
developments and federal legislation pending as of March 2005. Obviously,
because this section addresses pending legislation, the final form of any such
legislation is subject to change.
Senate Bill 29
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4.1

– Social Security Number Misuse Prevention Act
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Senate Bill 29 (S.29)12 has been introduced into the 109th congress with
the title “Social Security Number Misuse Prevention Act”. The bill
committee summarizes it’s findings that Social Security numbers aid
fraud, and because the federal government requires every one to have a
Social Security number, it is the federal government’s responsibility to
take action to provide individuals with protection from the display, sale
and purchase of social security numbers.
The bill provides the following protections:
Key fingerprint1)
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4E46 may
Limitation
on DisplayNo person
(with 06E4
someA169
exceptions)
display any individual's Social Security number to the general
public without the affirmatively expressed consent of the
individual.
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2) Limitation on Sale or Purchase- Except as otherwise provided
in this section, no person may sell or purchase any individual's
Social Security number without the affirmatively expressed
consent of the individual. In order for consent to exist, the
person displaying or seeking to display, selling or attempting to
sell, or purchasing or attempting to purchase, an individual's
Social Security number shall--
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(a) inform the individual of the general purpose for which the
number will be used, the types of persons to whom the
number may be available, and the scope of transactions
Key fingerprint = AF19permitted
FA27 2F94
FDB5 DE3D
by998D
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(b) obtain the affirmatively expressed consent (electronically or
in writing) of the individual.
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3) In General, a commercial entity may not require an individual to
provide the individual's Social Security number when purchasing a
commercial good or service or deny an individual the good or
service for refusing to provide that number except--
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(1) for any purpose relating to--
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(a) obtaining a consumer report for any purpose permitted
under the Fair Credit Reporting Act;
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(b) a background check of the individual conducted by a
landlord, lessor, employer, voluntary service agency, or
other entity as determined by the Attorney General;
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(c) law enforcement; or
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(d) a Federal, State, or local law requirement; or
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(2) if the Social Security number is necessary to verify the
identity of the consumer to effect, administer, or enforce the
specific transaction requested or authorized by the
consumer, or to prevent fraud.
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This bill will have implications on the display by government entities of
public records but the details are yet to be worked out.
The bill also levies certain criminal penalties for violations of the Act.
4.2
Senate
1162F94
– Privacy
Act ofDE3D
2005 F8B5 06E4 A169 4E46
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Senate Bill 116 (S.116)13 has been introduced into the 109th congress
with the title “Privacy Act of 2005”. Senate Bill 116 addresses the same
type issues as SB.29 but in a much broader sense. Rather than limiting
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the disclosure of information to social security numbers as SB.29 does,
SB.116 makes it unlawful for a commercial entity to collect and disclose
“personally identifiable information” to any non-affiliated third party for
marketing purposes or to sell such information (without requisite prior
authorization).
Prior to release of any such information, the bill requires that:
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(1) notice be given to the individual to whom the information
relates; and

eta

(2) an opportunity be given for such individual to restrict the
disclosure
or sale
of such
Key fingerprint = AF19
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FDB5information.
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Interestingly SB.116 also provides for the right to “opt-out” of certain
marketing activities:
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(1) OPPORTUNITY TO OPT-OUT OF SALE OR MARKETING- The
opportunity provided to limit the sale of personally identifiable
information to nonaffiliated third parties or the disclosure of
such information for marketing purposes, shall be easy to use,
accessible and available in the medium the information is
collected, or in a medium approved by the individual.
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(2) DURATION OF LIMITATION- An individual's limitation on the
sale or marketing of personally identifiable information shall be
considered permanent, unless otherwise specified by the
individual.
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(3) REVOCATION OF CONSENT- After an individual grants
consent to the use of that individual's personally identifiable
information, the individual may revoke the consent at any time,
except to the extent that the commercial entity has taken action
in reliance thereon. The commercial entity shall provide the
individual an opportunity to revoke consent that is easy to use,
accessible, and available in the medium the information was or
is collected.
(4) NOT APPLICABLE- This section shall not apply to disclosure of
personally identifiable information-(a) that is necessary to facilitate a transaction specifically
requested by the consumer;

(b) is used for the sole purpose of facilitating this transaction;
Key fingerprint = AF19and
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(c) in which the entity receiving or obtaining such information is
limited, by contract, to use such formation for the purpose of
completing the transaction.
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As with SB.29, criminal penalties are imposed and there are implications
to disclosure of public records that are yet to be worked out.
House Resolution 220 – Identity Theft Prevention Act of 2005
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4.3

State Initiatives
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House Resolution 220 (H.R. 220)14 has been introduced into the 109th
congress with the title “Identity Theft Protection Act of 2005”. H.R. 220
contains provisions under certain circumstances for the re-issuance of
social security numbers, limitations on the IRS’s use of social security
numbers and a prohibition against multiple agencies of the federal
government from using the social security number as an identifying
number and a prohibition against federal agencies from mandating a
uniform=standard
for2F94
identification
of individuals
is A169
required
Key fingerprint
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In addition to federal laws, many states are also passing legislation
addressing the issue of identity theft. For example, Michigan has recently
passed a package of 11 laws protecting personal information1. Included
in these new laws are new penalties and prohibitions dealing with identity
theft.
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One of the new laws sets the maximum penalty for identity theft at five
years in prison and a $25,000 fine. Other new laws help victims by
allowing them to get a police report on their case and by banning
companies from denying them credit. In addition, retailers cannot display
more than the last four digits of a credit card account number on a sales
receipt or mailing under one of the laws. Another prohibits businesses,
schools, local governments and other organizations from using more than
four sequential digits of a person's Social Security number as an account
or ID number. The new laws will also provide prosecutors more flexibility
to pursue identity theft crimes. They now have six years to prosecute
identity theft from the time it happens or the offender is identified. The old
statute of limitations ran out six years after the crime occurred.
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Another interesting trend is the availability of Identity Theft Passports15:
Victims of identity theft in Virginia, Ohio and now Arkansas have a way
to make the experience a little less painful, and to get their good names
back a bit sooner.
Identity theft passports, which carry the photo and name of the victim
are issued
the998D
state, FDB5
can help
victims
prove
to creditors,
police
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and their banks that they’ve had their identities stolen and aren’t
responsible for crimes committed with their identity.
One victim, Elizabeth Price of Little Rock, ended up in jail after her

15
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driver’s license was used to cash a $900 check. Police didn’t know she
was a victim of identity theft — the No. 1 fraud complaint across the
nation last year — and Price had no way to prove it.
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To get a passport, a victim first files a police report, sends it to the
attorney general, who, after verifying the identify theft, issues the
passport.

5.0

ins
f

Clearly the trend is for the problem of identity theft to be addressed at the
State level in addition to legislation implemented at the Federal level.

What Next?
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It is important
question
or not
these
recent
and new
legislation goes far enough. After all, the reason there is so much identity theft
is because it is easy and rewarding for the criminal.
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Anyone with a mail box realizes how competitive the credit industry is.
Obviously, credit companies are able to absorb the fraud and still make money.
Meanwhile, identity theft victim’s lives are in a shambles. According to MSN16
credit issuers engage in very sloppy practices. Credit applications are approved
with incorrect names, addresses, social security numbers, etc. These practices
enable the thief to get credit approved in another’s name without having
accurate information. Even more amazing is that many creditors ignore fraud
alerts placed on accounts. Lenders claim that it is less expensive (for them, at
least) to deal with the fraud rather than verify every credit application.

Conclusion
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This situation will continue until the pain threshold for the creditors is raised to a
sufficient level. MSN claims that business lobbies have so far defeated any
such measures. This situation will not change until our representatives hear
from enough of us.
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The overriding theme evident in determining how to respond to identity theft is
that government, businesses and individuals are all playing catch-up in figuring
out how to deal with this phenomena. The criminal element is unquestionably
ahead of the curve. It seems in many respects that industry and consumer
agencies have been slow in getting the word out regarding the existence of this
threat and how to deal with it.
Obviously the first step is to protect one’s self as best as possible. However, as
we noted, sometimes even that is not sufficient. If you find that you have
become a victim, it is important to file reports with credit bureaus, consumer
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46
agencies and law enforcement. Only by taking these actions will you protect
your rights and clear your credit standing.
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