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Introduction

Private data is intended to be kept private. How do we accomplish such atask without
compromising thebottomline? The VPN commercial market would have you believe
that you nead to spend alot of money to secureyour data. Wha they don’t tell you is
that it is possible to do this with next to nothing. One VPN solution that can be
accomplished with a minimal amount of expenditure is CIPE

CIPE stands for Cryptographic IP Encapsulation. It wes designed as a lightweight
altemativeto IPSEC (1P Security Protocol). The latter of which tendsto carry alot of
“extras” that aren’t always reguired for thesimple VPN solution. [Note: IPSEC supplies
astandards framework for securing I P traffic.]

This pgper is designed to provide the reader with a rudimentary understanding of CIPE
and ahow-to guide in the installation and configuration of the components. | will attempt
to provide asimplistic view of atechnology that, at times, can be intimating.

Although CIPE s being ported to the Win32 environment, the port is still being stabilized
and has many fixes yet to be implemented. In ordertotry to avoid any “ catastrophic’
downtime with one’s operating system, | will be presenting a deployment based on the
Linuxversion. If you are so bold to attempt an installation of the Win32 port, the code
can be found here:

http://cipe-win32.sourceforge.net/

NOTE: | have read of many peoplewho have successiully inpl emented the current

verd on of CIPE for WIn32; however, it has been thiswriter’ sexperience (and those of
histeging cohortsat Foghorn Security) that the code stillsneeds a “little norefixin™

before | would recommend its usage.

Background

So you ask, wha isa VPN? A ccording to the Virtual Private Networks FA Q cormpiled
by TinaBird, “...aVPN is agroup of two or more computer systems, typically connected
to a private network (anetwork built and maintained by an organization solely for its own
use) with limited public network access, that communicates “securely” over a public
network.” "

Securdy is theoperative word. It ishow a VPN perforns its security that defines the
products’ strengths and weaknesses. We can assume tha the VPN will perform some
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type of encryption and will deploy some method to use strong authentication to identify
the partiesthat will participae inthe VPN. Lastly, the VPN must hide information
regarding the private neworks that it is designed to protect.

Some practical uses of a VPN include remote employee access to a corporaion’s privae
network or a businessto-business (b2b) connection over the Internet with the purpose of
transmitting confidential data. One other use might be aconnection between a
corporation’s geogrgphically separated offices tha require network resources to be shared
and abudget that only allows for a coupleof ISDN lines to the local Internet Solution
Provider.

CIPE is oneof many free VPN solutions available today.

How CIPE works and other tidbits of information

This isasimple explanaion and does not get into the nitty-gritty of CIPE s inner
workings. If you want to delve into the details read OIf TitZ s detailed documentation:

http://sites.inkadé’sites/bigred/dev el/ Cl PE-Protocol .txt

Upon installation of CIPE, a new nework interface (a“software” interface) is added.
This interface allows CIPEto intercept the ngwork stack. The result is that |Ppackets
routed through this interface are encrypted and sent through atunnel to apeer gateway .
Once received at the other CIPE endpoint, the packets are decrypted and delivered to
their destination. Keep in mind, CIPE* assumes a fixed link between two peers which
exchange datagrams.” " Simply put, this is a peer to peer systemwhere multiple
interfaces are required for multiple tunnels.

A unigue aspect of CIPE s that it uses UDP. Thebenefit of using UDPis speed (no
delivery overhead) and the fact that the protocol is easily handled resulting in a firewall
friendly environment.

An additional strength of CIPEis noted by Marc Mutz:

CIPEisavery sinplepadkageinthat it requires you to make sonme ded gonsat
conpil etinme, which leadsto gped alized and sinpler code, whichin turnis
supposedly | ess bug-loaden than a conplicated protocol like IPSec. CIPE isonly
conpatibleto itsdf, but often enough thatisno limtation. "

The default cipher that is used for CIPEis Blowfish (more details on Blowfish are
available here: http://www.counterpane.conyblowfish.html). Thereis also an option to
use IDEA. Another one of CIPE s default settings is the use of ashared secret key. This
is not the only option. Asof v1.5, CIPE has introduced PKCIPE PKCIPE is a public-
key based configuration that does not rely on shared keys.

An interesting note regarding CIPE deployment platforms is that it isnow availableas a
module for the LRP— The Linux Router Project. More information availableat:
http://Irp.cOwz.cony
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Installing CIPE on Linux

The most common environment (and probably most useful for our simple explanation) is
one wheretwo private networks are connected to the Internet and each network has a
properly configured Linux firewall in front of aprivate nework.

Assumptions

For the purpases of this pgper, let us assume that some basic Linux commands are
understood. This installation will not utilize the PK CIPE module, instead we will
provide ashared secret key.

For reference, the following details the two networks:

FIREWALL A FIREWALL B

FWA ETHO: 24.10.65.1 FWB ETHO: 48.10.65.1

FWA ETH1:10.1.1.1 FWBETH1: 10.2.1.1
PRIVATENETWORK: 10.1.0.0 PRIVATENETWORK: 10.2.0.0
Prerequisites

You must haveat a minimumthe complete “includée’ tree of the running kemel installed.
This is generally located at /usr/src/linux/ .

In order to make CIPE function, IP Forwarding will need to beenabled (this is because
you must “forward” all packets requiring encryption to the CIPE network interfece).
Issuing the following command can do this; however, this most likely is enabled as part
of your firewall configuration:

echo 1 > /prodsygnet/ipvd/ip_forward

Obtaining the Code

First of all we must obtain the CIPE source code (for our purpose, we will assume that
CIPE is not part of the base installation of Linux-- although it would gppear that Linux
7.0includes CIPE).

You can obtain the latest CIPE source codeat:
http://sites.inkadé’sites/bigred/devel/cipe.ntml

Download the current stable release to the directory of your choiceon thetarget Linux
firewall. An installation will be required on both firewalls. | will be detailing the
installation of one end of the tunnel, so simply repeat these steps on the other firewall
(changing the configuration as required).
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At this point you will need to decompress the tarball. The following command will
accomplish this task:

tar xfz cipe-15.1tar.gz

Compile
In thedirectory that you decompressed the tarball type (this assumes that the source of
the kernel in /user/srd/linux/ ):

Jconfigure

If the kemel source is elsewhere you will have to tell CIPE where it is using the - -with-
linux option:

Jconfigure - -with4inux=/user/srd/d senhere

Assuming that the kemel source was available, there should be no errors. Besure to pay
particular atention to the output and referencethe dpe.info fileto help in
troubleshooting.

Anocther configuraion option isto encble the IDEA cipher rather than the default
Blowfish. This is accomplished by providing the option - -enable-idea at the time of
running ./configure. Here's an exanple:

Jconfigure - -enable-idea

Note tha anew directory has been created. There is meaningto thisdirectory and it is
named according to some specifics. Here is an example of thedirectory name: 2.2.14
i386-ci . The 2214 tellsusthe version of the kemel. 1386 lets us know the machine
type. The next section tells us the protocol version and the cipher that was used— c is the
protocol and i is for IDEA (b would be used for Blowfish). Thisdirectory naming is
convenient for when you are compiling multiple versions of the CIPE package.

OK. Wehave made it this far and weare ready to compile. Changeto the new directory
and type:

make & & nmeke install

Put the Filesin theright place

Copy the files fromthe samples directory to /etc/cipel . Make sure that the options file
has the permissions of rw only for root.
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Configuration

We need to edit the options file on each firewall. Below arethe examples of the options
file as it would apply to the aforementioned example environment. The Port number can
be whateveryou like. The ipaddr and ptpaddr are the IPaddresses of thecipdb interface
and the IP address of the peer’s cipcb interface. You will want to create a key file that
will be used for both systens. | suggest using md5sumto create the shared key:

md5sum -s somephrasehere

Firewall A options file:

device cipch

# 1P address for CIPE interface on this system

ipaddr 192.168.65.10

# IP address for remote CIPE interface

ptpaddr 192.168.65.9

# Firewall B public IP.PORT

peer  48.10.65.1:9000

# Firewall A public IP.PORT

me 24.10.65.1:9000

# Shared key —this must be the both ends of the CIPE tunnel
key  a8a2e5a07b1866c449e7db85c50bbabf

device cipch

# 1P address for CIPE interface on this system

ipaddr 192.168.65.9

# |P address for remote CIPE interface

ptpaddr 192.168.65.10

# Firewall A public IP.PORT

peer  24.10.65.1:9000

# Firewall B public IP.-PORT

me 24.10.65.1:9000

# Shared key —this must be the both ends of the CIPE tunnel
key  a8a2e5a07b1866c449e7db85c50bbabf
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Start CIPE
Before we can start CIPE we must load the modules on both of the firewalls. To do this
issue the following command:

modprobe cipch
Finally, start CIPE
ciped-cb

That's it folks! You can test the tunnel by pinging thepeers ptpaddr. In our example
you would ping 192.168.65.9 fromfirewal | A and ping 192.168.65.10 fromfirewall B.

One final note - the most frequent problemthat people encounter with CIPE s that they
forget to update their firewall rules not to block the UDPtraffic required.

For more information on CIPE and masquerading be sure to review the notes here:
http://www.linuxdoc.orad/ HONTO/mini/CipetM asg html . When reading the notes at
this sitetake note of their warning:

“Theip-up scriptscurrently only allow dass ctraffic through thecipe interface.
If you wish for machine B to communi cate with Machine C then you will need to
change the appropriate ip-up and ip-down <cripts.””

Conclusion

In this prectical | haveintroduced you to CIPE. Granted there are numerous other free
VPN solutions available. For thecurious VPN explorer you might want to venture to
these websites for more informetion:

http://www.crosswinds.net/ nuremberg/~anstein/unix/vpnd.html

http://www.worldvisions.ca/tunnelv/

http://www.floraora/fresswan/

http://poptop.lineo.comy

http://www.antd.nist.gov/cerberus/

These free tools do not claimto offer all the features that acommercial VPN product
promotes. However, for minimal effort and minimal cost CIPE (and itsother no cost
counterparts) can be deployed to meet your need to securedaaover unsecured channels.
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