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As we begin the 21st century, we have seen a growing trend to connect our networks. We
connect our internal business LANS in order to share information across departments in
our company. We connect those networks to the external world to communicate with
other businesses and to access information on the Internet. As we have increased our
network connectivity, protecting those networks becomes extremely important. The
more connected we become, the more vulnerable we become to attack – both internal and
external.
Simple= solutions
to security
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network security can result in real losses: system downtime, lost productivity, public
exposure of sensitive information, and loss of proprietary information. Taking a Defense
in Depth approach to network security means that you don’t rely on a single technique or
mechanism to protect your network, therefore lowering our susceptibility to attacks.
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This paper briefly discusses the principle of Defense in Depth. The first section defines
Defense in Depth. The second section explains the importance of knowing your security
requirements (or goals) in order to determine the types of layered defense you may want
to use to protect your network. The third section examines three aspects to a Defense in
Depth approach to network security.
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What is defense in depth?
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Defense in Depth is a term used to describe a critical approach to information assurance
in today’s world of connectedness. Defense in Depth is “a term borrowed from the
military used to describe defensive measures that reinforce each other, hiding the
defenders activities from view and allowing the defender to respond to an attack quickly
and effectively. In the network, defense in depth describes an approach to network
security that uses several forms of defense against an intruder and that does not rely on
one single defensive mechanism.”1

©

SA

The underlying principle to Defense in Depth is implementing layers of security to
protect a network. No mechanism exists for completely securing a network, particularly
if you are connected to the Internet. It is not possible to identify every single flaw in a
network and to compensate for them, and there is no single mechanism that can
adequately protect a network (unless security is not really an issue). However, it is
possible to implement security and detection as a set of layers such that a hole or flaw in
one layer will be covered by other layers. A potential attacker will be ignorant of the
security mechanisms in place and will have to break through all layers of security without
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Dyson, Peter. “ Dictionary of Netwo rking”. 13 Feb 2001.
URL: http://www.smart-m edia.n et/co nnolly/n etdictio nary/Terms/2461 HTML-72 5.html (16 Feb 2001 )
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Understanding your Security Goals
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To implement Defense in Depth, you first need to know your network security goals (or
requirements). Armed with this information, you can identify what security products or
techniques will best meet your needs. The degree of security needed depends on the
business using the network. A Department of Defense network may have significantly
greater security needs than a university network
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The first step in securing your network is to generate a security policy. The security
policy is a comprehensive document that defines what needs to be done and by whom.
This document defines your security requirements (or goals). The detail in this document
will help
determine
the FA27
level of
security
drive
the decisions
about
the
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products that you will buy or the techniques that you will employ to protect your
network. This document also identifies key personnel involved in protecting your
network security from management to the system administrator to the user.
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The security policy will identify what you need to protect which includes the data, the
equipment, and even the building. It also identifies who may do harm to your system. If
you are connected to the Internet, a hacker from outside may do you harm. However,
disgruntled employees inflict over half of the intentional harm to networks. And then, of
course, there is unintentional harm that results from accidents or too little knowledge.
The security policy also assesses the potential threats to the system and ranks these
threats according to the potential damage they pose. And the security policy prioritizing
everything you are protecting according to its relative importance. This step assures that
you focus your efforts and budget on the most important issues. This is key when you
have a limited budget.
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Implementing Multiple Layers of Security
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Once you have documented your requirements in a Security Policy, you are then ready to
start implementing your security policy. And of course, your implementation builds
successively stronger layers of security that work together to reduce the threats into
“manageable pieces”. The actions taken to layer network security can generally be
classified into the falling views: personnel, technology and operational.

When considering network security, we frequently think of technology: passwords,
routers, firewalls, and intrusion detection. But personnel issues are a very important and
often-overlooked aspect of network security. All personnel must be involved in security
from the user to the security officers. The users are key to maintaining secure
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and
procedures. This includes such things as not allowing unauthorized personnel to access
their accounts, opening an insecure access, unauthorized network modifications,
following password practices, not selecting easily guessed passwords, and not sharing

February 19, 2001
© SANS Institute 2000 - 2002

Page 2 of 6
As part of GIAC practical repository.

Author retains full rights.

Defense in Depth: A Primer

re

tai
ns
f

ull
rig
ht
s.

passwords. System administrators or network administrators usually have access to all
systems. When the security needs are critical, it is typical and actually important to have
a separate security administrator. Whenever an event occurs, such as slow performance
of the network, the system administrator will focus immediately on trying to improve
performance. A security administrator will focus on ensuring that the poor performance
is not the result of a security breach. There can also be conflicts when a security
mechanism dedgrades the network performance. In some organizations, may have an
Information Systems Security Officer (ISSO) who is responsible for all network security
infrastructure issues. Untrained administrators and ISSO’s can wreak havoc on the
functioning and the security of the network – unintentionally. If a system, or even worse,
a security features is configured wrong, a security flaw can be unintentionally introduced
into the network. Therefore, ensuring that our administrators receive adequate training is
another
significant
element
of2F94
security.
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The technology aspect of security refers to all of the technical solutions that we use to
implement security. Technology can be described by the following layers: defending the
networks, defending the enclave boundary (if it applies), defending the computing
environment, and the infrastructure required to support or implement these defenses.
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Defending the network refers to the security measures required to defend your business’s
external network connection. Firewalls, Intrusion Detection Systems, auditing, virus
scanning and encryption are several examples of ways that the network connection can be
defended and added layers provides greater and greater security for your network
connection. If your security policy limits traffic into and out of your network, you might
install a firewall between your network and the Internet. If you are protecting critical
data on your network, you may want to run an intrusion detection system as an additional
layer to your firewall. The intrusion detection system can monitor the network
connection for suspicious activity, particularly an intrusion into your network; and take
pre-defined actions based on what if finds. Auditing (or creating logs) of activity.
Firewalls and Intrusion Detection Systems maintain their own logs, but additional logs
may be deemed necessary to monitor the security of the overall network. For example,
an audit could detect the addition of unauthorized hardware or software to the network. .
For an additional layer, encryption can be used to transform a data file into an unreadable
mix of letters and characters. Encryption can be used between known users to ensure that
their communications are private and to authenticate the identity of the sender to the
recipient. For yet another layer of security, virus scanning can also be applied at the
firewall level to block known viruses, after decrypting packages.
Defending the enclave refers to the security measures required to defend your business’s
internal networks. An enclave generally refers the internal network to include local area
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same manner as the connection to the external environment, using firewalls, intrusions
detection systems, auditing and virus scanning. For a particular private enclave,
encryption may be applied as well. Internal threats apply in this environment. This
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includes the unintentional damage resulting from an insecure environment to intentional
damage resulting from the actions of a disgruntled employee. The damage inflicted by a
disgruntled employee can be contained by having enclaves for each department and using
access privileges to limit access to critical or private data.
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Defending the computing environment refers to protecting the application hosts and
servers. Examples are the main server for a LAN, the e-mail server, and the web server.
Intrusion detection systems, virus scanning and encryption can protect the computing
environment. The hardware and software must be configured properly and security must
be taken into account when installing hardware and software.
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In fact at each layer, the configuration of the security mechanisms must be set up
correctly
to eliminate
unintentional
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operating system, or other software is configured incorrectly, a security flaw can be
unintentionally introduced into the network. Which means that it is very important that
our administrators receive adequate training. Again, it is important that the
administrators are properly trained. Administrators also need to keep abreast of upgrades
that patch known holes or bugs, and guarantee that these patches are applied.
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The relationships between the security mechanisms must also be taken into account when
protecting the entire network. Before security is implemented, consideration must be
given to how these mechanisms work together to protect the network. For example, you
need to ensure that when you are logging events that it is possible to trace the path or
effect of an anomaly between layers.
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The support infrastructure aspect refers to those mechanisms or procedures that must be
implemented to support the other three layers (defending the network, defending the
enclave, defending the computing environment). This layer includes Public Key
Infrastructure, network and security management, and analysis of all audits. Public Key
Infrastructure refers to the techniques and processes that are associated with
implementing encryption. This includes the generation, distribution, control and
accounting of the public key certificates that are required to encrypt files. Public Key
Infrastructure provides the user with the ability to successfully apply encryption to his
communications. In this context, networking and security management refers to
managing the relationship between the two. As mentioned earlier, network management
focuses on getting keeping the network up and running and on performance. Security
management focuses on security. Sometimes a security mechanism degrades the network
performance. So, it is crucial that these two areas work closely together. Analysis of the
logs generated by the firewalls, the Intrusion Detection Systems and other audit logs is
also provided by the infrastructure support. This analysis should be done on a regular
basis to search for anomalies that weren’t automatically rejected by these systems.
Analysis of audits may uncover that the patches aren’t being applied. Also firewalls and
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must be
routinely analyzed to ascertain that the rules are not in conflict. Over time, individual
changes may conflict with each other and open an unintentional hole in the network
protection.
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The operational aspect of security refers to all of the day-to day activities that support the
operation of performing network security. This layer encompasses the physical security
and network security policies and procedures. Physical security governs access to the
building itself as well as access to various departments or to rooms housing key
equipment. As with the other elements of security, the level of physical security is driven
by the size of the organization and sensitivity of the data. The network security policies
and procedures encompass the network security policy as well as the associated practices
and procedures that should have been recommended in the policy. The Network Security
Policy was discussed at length under the section “Understanding Your Security Goals”.
The network
security
policy
that
yourF8B5
organization
does4E46
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network. It is the backbone of your network security activities. The security practices
and procedures cover a wide gamut of activities. How often the Network Security Policy
is reviewed and updates is one those procedures. How often for firewalls, intrusion
detection systems and other mechanisms are reviewed and analyzed for proper
configuration is another procedure that must be addressed. Establishing Configuration
Control Boards to govern changes to the security and to the network design will help
control what is added to network.
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The most important aspect of securing your network is knowing what you need to protect
and knowing the sensitivity to information residing on your networks; in other words,
knowing your requirements. Once you understand the threats to your system and your
weaknesses, a layered approach to implementing security is critical to protecting your
network. This layering strategy recognizes that multiple vulnerabilities exist in your
network, which cannot be protected by a single mechanism. In short, a Defense in Depth
approach provides layers of barriers, when combined successfully reduces the
vulnerability of your network by raising the probability that attackers will be caught as
they break through successive layers.
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