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The Intemet has removed the need for floppies in the spread of conputer viruses, and e-
mail is now the major means of transport. Originally we had computer viruses tha spread
viafloppy disks. Now we have malware, short for malicious software. M alware isthe
new generation of network-aware viruses that can replicate and spread like aliving
organism. An overwhelmingly large proportion of infections today are caused by
malware spread through infected e-mail attachments. The ease with which auser can
click on an attachment and launch an gpplication is asignificant factor in the spread of
email-borne malware. The “ICSA Labs 6" Annual Computer Virus Prevalence Survey
2000" illustrates this very well:

“Morethan half, 51%, of the respondents had experienced avirus disaster — 25 or
more PCs or setvers infected & the same time in comparison with 43 % in last
year' ssurvey. M ore than 80% of the respondents had encountered viruses sent via
e-mail in their virus disasters. This year our survey shows the remarkable impact
of viruses with mass-mail payload or Internet-enabled viruses. In contrast, there
were almost no repotts of boot sector infectors or infections through diskettes.
When comparing these results with those of previous surveys, it is obvious that e-
mail is growing in importance as a most important infection vector and diskettes
are declining in importance.”

The*1 LOVE YOU"” virus was launched on 4May 2000. Recipients of this virus thought
they had received a“love letter’ from an acquaintance. A ctually it was a piece of
malware that would damage files on thevictim's system and then e-mail itself to other
addresses in their address book as soon as they opened the attachment. Spreading this
way fromone machineto another via Internet e-mail attachments, the “1 LOVE YOU”
virus had infected more than one million computers and caused morethan $100 million
in damege within afew short hours. In addition, new variants had begun popping up
within hours after the initial outbreak.

The magnitude and speed of infection gppeared to be a wake-up call for many. Everyone
fromlarge corporations down to individual users went on an anti-virus buying spree.
PC's were loaded with the latest anti-virus software, and users were wamed about the
risks with opening atachments. With the laest anti-virus software running on the PCs,
users were certain that they were protected, and could not get infected. Unfortunately, it
tumed out that people really had not leamed that much fromthe “| LOVE YOU”
outbreak.

A little less than a year afterthe “| LOVE YOU” outbreak, on February 12, 2001, a virus
that acted in a manner identical to “1 LOVE YOU” was relessed. This time it was
packaged as a promise of apictureof Russian tennis player Anna Koumikova. The
hacker who relessed this virus said he wrote the virus not for fun, but in order to prove
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that no one learned anything fromthe outbreak of the*l LOVE YOU” wormayear
earlier.

"Clearly, users aren't leaming anything fromthese events," said Graham Cluley, senior
researcher & Sophaos Plc, an anti-virus vendor based in Abingdon, England. " It's really
staggering how meny peoplestill open these things."

Users give little thought to security assuming that others are taking care of that for them.
Not only are users opening the infected atachments, but also a large number of them
havetheir mail readers set to open the mail in a preview window when it arrives. They
will turn off update notices, ignore systemadministrator wamings, and tum on all the

“ convenient” options of the software. It appears that the training of users is not working,
and steps need to betaken which would remove the user fromthe equation as much as
possible. This isnot to say that user training is not important, but there needs to be
another layer of protectionto fill in the gaps.

Social engineering, theart of manipulating people into actions they would not normally
take, is a key fadtor in the spread of much malware. People depend too much on the
software a the PC to catch the malware, and do not pay atention to the email they are
opening. If we have leamed anything fromthe*®| Love You” and “Anna Koumikova”
virus, it istha today’s malware can usethe Intemet and social engineering to spread
faster than inoculation and user training. In fact many large enterprises had to completely
shut down all mail services, both internal and extemal, when these outbreaks hit in order
to have time to react.

These outbreaks in particular show just how vulnerable a large enterprise with high-speed
networks is. Even when anti-virus software has been installed on the PC's it is not always
updated often enough, and in some instances you will find that the software is never
updated to new virus definitions. The combination of outdated virus definitions and users
unaware of the dangers in opening e-mail attachments is a recipe for disaster.

To overcome these problems, we need to employ a layered goproach to virus defense, as
with any security. Relying on just one layer of virus defense, such as anti-virus software
on thedesktop, is like a bank with no locks or alarm system. The safe may be impressive,
but without the other safeguards it would be relatively simple for thieves to breach the
safe undetected, and leave with all the money. Just as a bank needs locks and alarns in
front the safe, anetwork needs anti-virus software in front of the PCs and servers. A
firewall will protect anetwork from hackerstrying to come in “the front door”, but not
necessarily from hackers embedding their code in email and “slipping it through the mail
slot”.

The Intemet gateway, the point tha connects the Intemet and internal company networks,
is aparticularly good place to install anti-virus software that will check incoming and
outgoing e-mail attachments. What we will be discussing here is enhancing perimeter
protection with a SVITP anti-virus gateway . This will be just one layer of the over all
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security against malware. Perimeter protection is not meant to replace desktop and server
pratection, it is just another layer of the over all protection strategy .

Because of the increased use of mass mail payloads for virus distribution, the SVI TP anti-
virus gaeway can provide oneof thebest overall returns on investment when it comes to
protecting corporate assets. A nti-virus software on the gateway can intercept infected
attachments beforethey aredelivered to a mailbox. Administrators can update the anti-
virus gateway much faster in response to anew virus. It simplifies configuration, and can
easily alert systemadministrators of problems. M ultiple email addresses will generate a
singlevirus alert (on the gateway) instead of multiple ones if the infected email is
allowed to get through to thedesktop.

There are several different ways to implement an SVI TP anti-virus gateway. Several
firewalls allow for theaddition of modules that can scan SMTP mail. Most, if not all, e
mail servers have add-ons available which can performthe scanning of messages prior to
delivery. Or you can add aspecialized mail relay server, which scans all mail moving in
and out of the trusted network.

As with the acquisition of any new technology, duediligence should be exercised in
evaluating and selecting an SMTP anti-virus gateway . This includes defining the
organization’s current postureon e-mail, as well as future needs. No matter which
solution you implement there are some basic features you should look for in an SMTP
anti-virus gateway product:

Detects and cleans all known virusand malware
Provides heuristic scanning

Provides content filtering

Ability to scan compressed formets in real-time
Inability for e-mail to circumvent the system
Ease of management

Automated download and installation of updates
Frequent updates

Can identify and goply rulesto different types of content
A robust and configurable alert mechanism
Detailed logging cgpabilities

Provides mail relaying protection

The most important aspect of a SVI TPanti-virus gaeway is that it can detect and clean all
known forms of virus and malware. If an infection is found the software should
automatically cleen or quarantinethe infected file. If a message cannot be cleaned, then it
should not pass.

The SMTP gateway should employ both ascanning engineto detect known viruses, and a
heuristics engine. The heuristic engine gpplies rulesto distinguish viruses from non-
viruses and help identify virus variants. Unsophisticated programmers using “ virus
toolkits” creae many of theviruses being released today . These toolkits allow for
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variants to be created and released much faster than antiviral softwarevendors, and
system administraors, can update the anti-virus software. To overcome this problemit
should be possible for the anti-virusscanning engine to use what it knows about defined
viruses to detect undefined viruses.

Social engineering can pose aserious threat to thee-mail system. Ill-informed users can
impedethe performances of a mail system by spreading ahoax message almost as
quickly as awell-written script. Attackers can also trick unsuspecting users into revealing
sensitive daaby sending an e-mail posing as asystem administrator requesting their user
ID and password. Because of thesethreats, you may want to consider a SM TPgaeway
scanner that provides content filtering. By looking at the text in a message you can stop
specific virus hoaxes. It also allows for the creation of rules that can catch maeny macro
virus, and stop sensitive data from be revealed to unauthorized personnel.

Many of the atachments sent via e-mail will be in compressed form. The S TPgateway
scanner should be able to detect and clean infected files even if they are in compressed
formats. To be effective, scans of compressed atachments must be performed in real
time. If the scan engine cannot read afile, the SM TPgaeway should not let the file pass.

For an SVITPgateway to beeffective, it is necessary to put thegaeway in front of all
incoming SM TP traffic. When deciding where to install a SMTP anti-virus gateway it is
important that the systemis placed so that all inbound and outbound e-mail traffic is
scanned. This means that there is no way around the SV TPgateway, even if the SMTP
gaeway isdown.

If a network has multiple connections to the Internet, it is necessary to puta gateway a
each connection, or block e-mail traffic through those connections. If your e-mail policy
allows users to use web based e-mail, and/or POP mall, it is also necessary to have a
systemthat can intercept that traffic. If you do not have asystem for scanning web based
mail or POP mail, your e-mail policy should be changed to forbid this type of mail from
the protected network.

The more feaures an SV TPanti-virus gateway system contains, the more complicated it
becomes. The SMTPgateway systemshould provide a management interfecethat makes
it easy to configure and troubleshoot. Too complex a system can lead to mistakes and
oversights in the configuration, leaving the network vulnerable, or causing adisruption in
service.

A virus-scanning engine that is out of date is almost as bad as not having virus scanning
at all. It should be possible to configurethe S TPgateway to automatically download
and install updated virus definitions on a predetermined schedule.

In the second quarter of 2000, the Sophos virus lab was processing 800 new viruses every
month. Theanti-virus scanner should also include access to frequent and essy to goply
software updates, which address viruses tha come out in between scheduled updates. The
number of new viruses discovered every month continues to increase.
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Different types of content represent varying degrees of risk. Encryption keegps virus scans
fromworking, and executable files may represent a risk so great that you ban them
compleely frome-mail. Because of this, the scanning software should be able to identify
different types of content and atachments in messages and gpply specific rules to them.
The rules should quarantine encrypted messages until anti-virus software on recipients’
desktops can be confirmed. As encryption becomes more widespread in the future, it will
become even more important to have anti-virus softwarethat can allow or disallow
encrypted messages to predetermined groups of recipients. It should also be possibleto
block messages which contain forbidden file types such as * .vbs.

The scanner should immediately alert system administrators, and the user, upon detection
of avirus. The alert options should be adjustable depending on the severity of the issue.
M essages with viral code originating fromthe “outside” are expected, and most likely
will need little reaction from system administrators. Infected messages originating from
the inside are a completely different matter. An outbound virus signals a breakdown in
anti-virus protection on the network and should be treated as an emergency.

As with any good security system, logging is paramount. The SVITPgateway scanner
should providea complete history log, or audit trail, to track thevirus’ origin. When a
virus outbreak is detected, it can bedifficult to respond to all alerts immediately. With
good logs it is possibleto review thepah of the virus and ensure that all machines
involved have been checked, and tha procedures and polices have been modified to keep
similar outbreaks from hgppening again.

A final e-mall threat that needs to be accounted for in an SM TP gaeway scanner is mail
relaying. Mail relaying is the process of disguising the source of an e-mail by routing it
through aduped machine. This technique is commonly used inbroadcasting spam. If
your SV TPgaeway scanner will be configured to send and receive mail directly to the
Internet, it will need to provide protection against mail relay. Without this protection your
site could end up on alist like the MAPS (Mail Abuse Prevention System LLC) RBL
(Realtime Blackhole List) [http://mail-abuse.org/rbl/] causing meny sites to refuse your e-
mail.

Each network will have different levels of risk and expaosure. Dealing with potential
threas now, and in the future, requires careful planning. Implementing an SM TP anti-
virus gateway, which contains the features discussed here, is just one of the precautions
that should be taken in protecting anetwork against malware.
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