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Introduction

Theclinicd useof email will bethe most sweepingtechnologica change in patient-physician
communications in thelast 100 years. The eff ective use of email communication will bethe
measuring stick by which a medica practice is determined to be up-to-date. Thedigital
clinician’s office can beinternet connected. Up-to-date information can be online accessiblefor
both patient and physician. Physician software can be automated and web-enabled, but it isthe
e ectronic connection of physician and patient which will define modern medica
communicetions.

Dr. George Lundberg, former editor of the Journa of the A merican M edical Association, has
identified the Web as “the most important advancein medica communications sincethe printing
press’ .... and e-mail isits’ most useful tool (2). Thelast time this much promise has been
introduced by technology was in 1870 with the commercial introduction of thetelephone. The
physician reaction to e-mail today is with the same celebration and trepidation as it was then with
theteephone. And, likethetelephone, oncethe concerns with overwhe ming use, patients
seeking carevia this new communicaion medium, saf ety, security and privacy are addressed, the
use of email will befully accepted. It will be integrated into the practice and the modern
physician of fice cannot be in business without it (2). The Annals of Internal M edicine proclaims,
“weare again on thethreshold of a dramatic expansion in communications technology that may
have profound eff ects on the patient-physician re ationship and the practice of medicine’(2).

It isthis prediction of phenomenal change that the integration of e-mail into physician
medical practicethat warrantsustoreview the security practiceswhich are also being
promoted with e-mail’s acceptance.

E-mail’s  mplementation

In order to understand what security is needed, we must first understand how email is used in the
clinical settingwhether it is ahospita, nursing home, physician office or clinic. Like any new
tool therearevarying degrees of anticipated use. Everything from very imaginative - next
generation uses to vastly underutilizing - why waste your time possibilities. Thisresearch is
limited to the“middle of theroad” variety. Keep in mind that with the maturing of this
technology will come more progressive use.

Email is anatural connection of two growinguser groups, the American populaion and
physicians. This year, accordingto industry estimates, morethan half theU.S population will be
using e-mail (21). “In 1998, 33 percent of 10,000 physicians polled used e-mail to communicate
with their patients-a200 percent increase over the year before” (17).

M edem, Inc. and the eRisk Working Group for Healthcare in their Overview of The eRisk in
Healthcare Project, reported a“ doubling of provider/practice Web sites and tripling of provider-
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patient email inthe 12 month period ending in M ay 2000" (14). Also identified as atrend in this
report is“ growing numbers of consumers willingto change physicians in order to enjoy the
convenience of email with their physicians.” (14).

“It is estimated that more than 40% of patientsinthe United States use e mail to contact health
professionds. Up to 90% of these patients correspond with their doctors, not only on the
mundane aspects of their care ... but aso on important and sensitive matters” (15).

E-mail Use

Obviously it is not appropriate or expected that all patient - physician communication will be
relegated to email. M ost email generation is assisted through the use of medica practice web
sites. Some sites provideintegrated links to various web pages designed for specific purposes,
some even rd aiveto the clinical specialty of theinstitution. An examplewould be apediatric
physician web sitethat auto-generates an e-mail request to send vaccination records for children
to their school. Each page may have an option to generate email re ative to the purpose of tha
particular page. Some sites have adedicated pagejust for email with drop-down category
sdections that automatically selects aspecific addressee (TO:) based on the se ected category .

Norma examples of clinical email usearefor patient services such as:
- gpointment scheduling
- referral requests
- prescription refills
- patient education material
- billing inquiries
- contact requests/ questions for office staff, nurse or the doctor
- reportinghome health measurements (i.e. blood pressure, glucose measurements, etc.
- reportingtheresults of lab tests

E-mail Bendfits

There are also sufficient benefits for both patient and physician to consider utilizing e-mail for
communications. In searchingthe American A cademy of Family Physicians databasefor e-mail,
it lists thefollowing benefits: (16)

“ Patients cite such added convenience as:

- Anonymity of online exchanges alows them to describe problems they might not in

person

- Convenience of access

- Prevents phone-tag

- A hard-copy of medicad instructions/advice

Phy sicians cite such added convenience as:

- Convenience of response

- Morethoughtful response

- Moreproductive officevisits

- Prevents phone-tag

- Easeof documenting patient correspondence” (16)
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In addition to the above, utilizing e mail to communicate with patients improves the efficiency of
the contacts by not requiringboth patient and physician to be available a the sametime as with a
phone conversation or office visit. By respondingto e-mail in sparetimeor during afocused
timeframe, it can possibly keep aphysician frominterruptingofficevisitsto take aphonecadl.
E-mail is also faster than phone communication. In 21998 study for JAM A, it was reported that
physicians spend less than 4 minutes respondingto e-mail which is less than the average phone
call. Thistime has double efficiency paybacksif it dso saves time spent more inefficiently on
the phone or eliminates an unnecessary office visit (22).

Election to Use E-mail

There are severd aspects of security, which areinvolved at this point before consideringthe use
of email. Thereisthe security of both computer sy stems from which the email will be sent and
received. Thereis probably aweb pagethe email is being generated from, the | SP who processes
the email transaction, the network sy stems theemail travels over, etc. For theremainder of this
research wewill accept basi c assumptions that the computer systems for both the sender and
recever areindependent and rel aively secure.

Our focus will be on whether adequate security measures are being identified and
addressed in the promotion of patient - physician internet email communication to allow an
informed decision to be made.

Basic Information Security and Risk

The basic fundamental pillars of information security are Confidentidity, Integrity, and
Availability (3). Besides knowingthese basics, the concept of risk must aso beredized. For
without understandingthe basics of security and risk, apatient could not make an educated
determination as to whether e-mail would be asafe medium to use in communicating with a
physician or vice versa | would guess that the medicd professionisfairly “legd literate’. If the
clinical practice has determined to alow e-mail from patients, they have dready evaluated d |
aspects and arewillingto accept therisks involved. Their patients cannot be expected to make a
decision to participate using the service unless they too have been adequately informed on the
basi ¢ tenants of information security and risk (hencethe description of informed consent).

Physician Advisement

There are a number of guideines produced by physician organizations that advise how to
conduct business via e-mail with patients. There is none more authoritative in the medical field
than the A merican M edica Association (AMA). The AM A Board of Trustees, Resol ution 810
(A-99), “ Guidelines for Patient-physician Electronic M al” was adopted and specifically request
the* AM A consider developing guidelines for the communication of patient information by
means of electronic mail”(13). The AM A Board of Trustees adopted the guidelinesin June
1997. Theresolution also advised “if e mail isto become aviable mode of communicating hedth
information, physicians and hedth care organizations must assurethe privacy, confidentiality,
and security of transmissions. Privacy isthe most significant public policy issue on theuse of
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el ectronic communication of patient records and exchange of information”(13). The quiddines
address Communication Guidelines and M edicolega and A dministrative Guideines (13).

The most authoritati ve resour ce on the subject of Electronic Patient Centered Communication, or
ePCC is physician author Danid Z. Sands, M D, M PH. Heis digned with the Beth Israd
Deaconess M edica Center in Boston M assachusetts. E-mail guiddines such as those for the
American M edica Informatics Association (AMIA) (5), M assachusetts Health Data Consortium
(21), and the American M edical Association (AMA) (4) dl havedrawn on or referenced Dr.
Sands’ work. Dr. Sands has aweb site dedicated to ePCC and can befound at
http://clinical.caregroup.org/ePCC (19).

AsDr. Sandsisthe common reference for most industry produced gui delines, hiswork will
be the only point of reference and each example from

http: //clinical .caregr oup.or g/ePCC/ePCC_Tips.htm (22) isquoted ver batim in the following
Confidentiality, Integrity, Availability and Risk with Physician sections.

Confidentia ity with Physicians

- Use alternative forms of communication for sensitiveinformation (do not assume e-mail is
confidential) (22)

- Put your name and identification number in the subject line (22).

- | may save eemail |1 send and receive in your record (22).

- | may shareyour messages with my office staff or with consultants (if necessary) (22).

- E-mail sent using an employer’s email system could legdly beread by theemployer. An
alternative isto sign up for apersond e-mail account (22).

- E-mail is sent across an open computer network and is generaly unencry pted. It is thus
accessibleto pryingeyes much asapostcard is (22).

- The biggest threat to the confidentiad ity of e-mail is not hackers intercepting messages, but:
- messages that are misaddr essed
- messages containing confidentid information that are inadvertently forwarded

to others

- messages read using shared e-mail accounts
- messages | eft on computer screens when one forgets to log off (22).

- In general, be careful about sending e-mail messages to morethan one patient a atime,
sincethey will seethe other recipients’ e-mail addresses (or worse). If you wish to
send group mailings, do the following:

- Address the messageto yourself.
- Usethe“bcec” fidd to list each of theintended recipients. Thisway your patients
will not be ableto seewho elserece ved the message (other than you) (22).
- You may chooseto maintain apolicy of only replyingto but never initiating e-mail
messages (22).

Integrity with Physicians

- Keep copies of e-mail you receive from me (22).
- | may save eemail | send and receive in your record (22).
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- Always quotethefull text of the email that is beingsent to you when responding (to provide
the context for your replies) (22).

- Saveall emailsthat you send and receive in an email folder for each patient. Ideally you
should filethese in the patient's medical record, either by printing them out and filingthem or
by copying and pastingor filingthem directly in the patient's computerized record (22).

- You may chooseto maintain apolicy of only replyingto but never initiating e mail messages

(22).

- When e-mail messages get long or the volley is prolonged, tell the patient you'd likethemto

comeintodiscuss (or cal them) (22).
- Remind patients when they do not adhereto the guideines (22).
- For repeat offenders, it is acceptableto terminate the e mail relationship (22).

Availability with Physicians

- You may chooseto offer this serviceto dl of your patients, some of your patients, or none of
them (22).

- Use alternative forms of communication for:

- emergencies and other time-sensitive issues
- situations in which my response is delayed (I may be away) (22).

- | may save eemail | send and receive in your record (22).

- Append astandard block of text to the end of al your e-mail messagesto patients, which
contains your full name, contact information, and reminders about security and importance of
alternate forms of communication for emergencies (22).

- Saveall emailsthat you send and receive in an e-mail folder for each patient. Ideally you
should filethese in the patient's medical record, either by printingthem out and filingthem or
by copying and pastingor filing them directly in the patient's computerized record (22).

- Record your patient’s eemail addresses in your address book and in their € ectronic or paper
record. ldeally, you can haveafidd intheregistration system that you can use for this (22).

- Remind patients when they do not adhereto the guideines (22).

- For repeat offenders, it is acceptableto terminate the e mail relationship (22).

Risk with Physicians

- You may chooseto offer this serviceto al of your patients, some of your patients, or none of
them (22).
- Always discuss guidelines for gppropriate use. The maor points can be summarized on a
rubber stamp or sticker, which you may place on theback of your business card. Your
discussion with your patient about the use of e-mail is an informed consent discussion, and as
such the discussion and the patient’s assertion of their understanding should be documented
inthe patient’s record, for example“ We discussed the risks, ben€fits, and appropriate uses of
e-mail for our communications. The patient expresses an understanding of therisks and
agreement to our standard quidelines. Her e-mail addressis: ...” (22).
- E-mail sent using an employer’s email system could legaly beread by theemployer. An
alternative isto sign up for apersona e-mail account (22).
- E-mail is sent across an open computer network and is generdly unencrypted. It isthus
accessibleto pryingeyes much asapostcard is (22).
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- Append astandard block of text to the end of al your e-mail messagesto patients, which
contains your full name, contact information, and reminders about security and importance of
alternate forms of communication for emergencies (22).

- You may chooseto maintain apolicy of only replyingto but never initiating e mail messages.

(22).

- Do not ddliver bad newsviae-mail (22).

- Remind patients when they do not adhereto the guideines (22).

- For repeat offenders, it is acceptableto terminate the e mail relationship (22).

Patient Advisement

The patient normally receives education on the information security and risk associated with
using e-mail fromtheir physician. This education is normally developed from one of the
physician guiddines identified previously such asthe one fromthe AMA.

Physicians will normally provide some instructions on using e-mail to communi cat e with them.
M any times these are delivered via the practice web page and areimplied agreements. An
examples can be seen a Sanford M edica Group () web site. Dr. David Ives, M edicd Director of
APG Lexington Practicerequires a contract that isincluded in the patient chart (12). The
physician email guiddines can be summarized on asticker or rubber stamp and communi cated
viatheback of your business card or generd officeinformation brochure. (19)

At times physicians will take steps to provide additiond education regardingthe more technica
aspects of email. Newton Welesley Primary Careweb site advises:
“Wefind Email avauable communication tool for our practice. There are afew things
you should know about al Email communications. Email messages pass from your
computer through anumber of servers (computers) on the Internet.
Whilein route and when stored on the servers, waiting for deivery to your computer,
these messages could beread by an unauthorized person (18).

The Pediatric Health Care at Newton-Wellesley, P.C. web site will be the only point of
reference and each example from http: //www.pediatrichealthcare.com (7) is quoted

ver batim in the following Confidentiality, Integrity, Availability and Risk with Patients
sections. Thisweb site isnamed as a point of reference on Dr. Sands ePCC web site (19).

Confidentiality with Patients

- Pediatric Hedth Careis committed to providingyou with hedth care, information and medica
services of the highest quality while a the sametime protectingyour privacy (10).

- Weinsist that every staff member observe patient confidentidity, respectingyour right to
privacy about your medical records and experience with us. Wewill only share data outside
our patient careteam for legal purposes or clinical necessity a your direction. Whileyou may
be asked to provide personal data in using this Web site, we can assure you this information
will betreated with the same care wetreat patient records. Any dataw e collect about you will
be used only to help us with your medica needs and interest. Wewill not shareyour
individua identity or personal contact i nformation with anybody (10).
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- Pediatric Hedth Carewill undertaketo honor or exceed thelegal and governmental
requirements of medica and heath information privacy asrequired by our membership in the
Hedth on the Net Foundation Code of Conduct (HONcode). This includes the recently
announced U Sreaqulation for the privacy provisions of theU S Hedth Insurance Portability
and Accountability Act of 1996 (HIPAA). Wewill seek to provide information in the clearest
possible manner from various medicd information sources. Any medica or health
advice provided and hosted on this sitewill be only given by medically trained and quaified
professionals gpproved by Pediatric Hedth Care (10).

- M edicd related correspondence sent to our physicians is monitored daily M onday through
Friday. Other correspondence with our physicians will be addressed promptly unless the
physician is avay (9).

- Put the child's name and birth date and your namein the subject line (9).

- Be awarethat wemay shareyour email messages with the office staff or consultants (if
necessary) to meet your needs (9).

- Be awarethat that your employer or school may view email sent using their work provided or
school provided email system (9).

- Be awarethat messages sent to our normal Internet email addresses arenot secure and can
potentidly beread by others. You should use our secure eServices forms for any sensitive or
confidentid information (9).

- Weconsider al requests as confidential communi cations between you and your physician (11).

- Ask the Doctor Existing patients can use this form to send questions directly to your primary
physician (11).

- Record Release Patients can use this form to make a request for forwarding medical
information to a given third party. M og requests for record rel ease are verified by phone
with therequester (11).

Integrity with Patients

- Pediatric Hedth Carewill undertaketo honor or exceed thelegal and governmental
requirements of medica and heath information privacy asrequired by our membership inthe
Hedth on the Net Foundation Code of Conduct (HONcode). This includes the recently
announced U Sreaulation for the privacy provisions of the U S Hedth Insurance Portability
and Accountability Act of 1996 (HIPAA). Wewill seek to provide information in the clearest
possible manner from various medicd information sources. Any medicd or health
advice provided and hosted on this sitewill be only given by medically trained and qudified
professionals gpproved by Pediatric Hedth Care (10).

- Keep copies of email messages you receive from us (9).

- Be avarethat we may save email messages we send and receivein your medica records, ether
electronically or using apaper copy (9).

- Pleasereview our email palicy before using these addresses (8).

- In order to ensureonly authorized requests are processed, on some occasions wewill contact

you by telephoneto verify theinformation (11).

- Registration and Profile Update N ew and existing patients can use these forms to either register
for thefirst timewith Pediatric Health Care or to make changes in their existing patient

© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.



profile. For example, you can make changes in insurance, new address, etc. Thisinformation
will be incorporated into your physician's permanent record (11).

- Record Release Patients can usethis form to make a request for forwarding medi cal
informationto a given third party. M og requests for record rel ease are verified by phone
with therequester (11).

Availability with Patients

- Pediatric Hedth Carewill undertaketo honor or exceed thelegal and governmental
requirements of medica and heath information privacy asrequired by our membership in the
Hedth on the Net Foundation Code of Conduct (HONcode). This includes the recently

announced U Sreaulation for the privacy provisions of the U S Hedth Insurance Portability
and Accountability Act of 1996 (HIPAA). Wewill seek to provide information in the clearest
possible manner from various medicd information sources. Any medica or health

advice provided and hosted on this sitewill be only given by medically trained and qudified
professionals gpproved by Pediatric Hedth Care (10).

- Pediatric Hedth Careis committed to answer email as soon as possiblebut at least in 48 hours.
M edical rel ated correspondence sent to our physicians is monitored daily M onday through
Friday. Other correspondence with our physicians will be addressed promptly unless the
physician is avay (9).

- Tdephoneour officefor emergencies and questions that need to be answered promptly (in less

than 48 hours) (9).
- If you do not get aresponse (your doctor may be away or the email system may be down),
telephone our of fice (9).

- Keep copies of email messages you receive from us (9).

- Be avarethat we may save email messages we send and receivein your medica records, either
electronically or using apaper copy (9).

- Appointment Patients seeking an appointment with our office at least 5 days in advance should
complete this online gppointment form (11).

- Pre-visit Screening Patients planning an office visit should complete the appropriate
guestionnaires prior to their arrival (11).

- Prescription Refill Patients who arerequesting arefill of an existing prescription should
completethisform. If morefollow-up careis needed then we will contact by phone (11).

Risk with Patients

- Pediatric Hedth Carewill undertaketo honor or exceed thelegal and governmental
requirements of medica and heath information privacy asrequired by our membership in the
Hedth on the Net Foundation Code of Conduct (HONcode). This includes the recently
announced U Sreaqulation for the privacy provisions of the U SHedth Insurance Portability
and Accountability Act of 1996 (HIPAA). Wewill seek to provideinformation in the cl earest
possible manner from various medica information sources. Any medica or health
advice provided and hosted on this sitewill be only gven by medically trained and qudified
professionals gpproved by Pediatric Health Care (10).
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- Be awarethat that your employer or school may view email sent using their work provided or
school provided email system (9).

- Be awarethat messages sent to our normal Internet email addresses arenot secure and can
potentidly beread by others. You should use our secure eServices forms for any sensitive or
confidentid information (9).

- Pleasereview our email policy before using these addresses (8).

- In order to ensure only authorized requests are processed, on some occasions wewill contact
you by telephoneto verify theinformation (11).

- Prescription Refill Patients who arerequesting arefill of an existing prescription should
completethisform. If morefollow-up careis needed then wewill contact by phone (11).

- Record Release Patients can use this form to make a request for forwarding medical

information to a given third party. M og reguests for record rel ease are verified by phonewith
thereguester (11).

Conclusion

There is adequate evidence found in theref erence material to concludethat both the physician
and patient are being appropriately educated regarding the basics of information security and risk
in the promotion of patient — physician internet email communication. This education is
sufficient to allow both the physician and patient to make an intelligent decision whether to
utilize internet email in patient — physician communications.
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