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A simple and effective path toimproving NT Security

| ntroduction

Many system/network administrators and users are often unaware tha their systems have
probably been conpromised several times even before a real incident happens. According to a
2000 computer crime and security survey by Computer Security Institute, 27% of the
respondents were unaware tha unauthorized access or misuse has taken place[1] Thus the
methods and technology for prevention and detection are either absent or not effective.

Mast organizations response to attacks have been to acquire security products such as firewalls
and IDS. If planned and implemented properly, these are effective! Unfortunately, it is not
without its drawbacks. As an exanple, IDS sensors must be placed in correct strategic
locations. A proper period of "adagpting’ to local environment is required to prevent false alarms,
and alarms must be logged, analyzed and monitored carefully. And of course, the use of
commercial IDS maybebeyond thebudget and humen resources of smaller organizations.

This pgper will present ways where relatively cheap, accessible and easy to use security
measures that can be performed on either workstations and servers. While they by no means
replace the need for IDS or other security mechanisns, it does push security to the potential
targets: individual workstations, servers and their users. To stretch it further, if the user
workstations use the measures outlined in this pgper (or even a selection of methods), every
single user in the organization becomes a walking and talking IDS. Not only does this help to
secure individual machines across an orgenization, security awareness is also raised and
everyone feels involved as asecurity lookout; defending the fort!

The main criteria, becomes one of trying to find measures that aresimple enough even for end-
users or a busy system administraor. This can defer greatly from one organization to ancther.
Nonetheless, this pgper will present the technical measures that can be done. The only thing to
note is that security is seldom effective without the cooperation of everyone in the organization.
Everyoneis apotential IDS. And that is worth more than the most expensive IDS.

Background

Audit guidelines do exist to help tighten security and reduce security risks on a desktop system
or servers. At this present day, there are countless tightening measures tha ought to be done by
the system administrator. However, in reality such practices are often not carried out due to
human naure to assume the best rather than the worst. Many relax after installing perimeter
defenses such as firewalls and router filtering, assume tha they are safe all attacks. More than
often, malicious attackers keeping up-to-date with the latest discovered vulnerabilities found in
system OS or software, exploit loopholes to gain access to internal network.

A few simple steps performed when setting up a fresh systemwould greatly reduce the chance of
amachinebeing compromised if securing of the desktop is done correctly.

This document outlines some simple and effective steps to increase security on desktops/servers
for NT plaform using the basic tools aready inherent in NT and freeware fromthe Intemet
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which are essy to implement and almost maintenance free. With proper action taken, these tools
will help to shed light on wha hgppened when an incident happens.

Some proposed stepsto take :
There are some overlaps in function and may be selectively implemented according to needs.
But security in depth is agood thing.

Enable Audit logs. (to check for unauthorized actions on computers)

Configure Security port filters (defend against unauthorized connections)

Tighten File sharing and remote access (prevent unauthorized access)

Customize account policy and enforce strong password policy (prevent unauthorized access)
Profiling asystem (detect unauthorized filesystem changes)

Install virus scanner, host-based firewall and intrusion detection systens. (security defense
packaged for the desktops)

Ok WwWNE

1. Enable Audit logs

A very useful function provided by NT, is the audit logging within the User Manager
administrative tools. With default setting of Windows NT ™ installed, the audit options under the
User Manager policies are disabled. It is often difficult to gather information from any
compromised system after the incident if the audit logs were not switched on initially by the
systemadministrator. Several events available for logging are shown below.

Audit Policy X
Computer:  BLEU
Do Mot Audit
= Cancel |

% udt These Evers:

Success  Failure Help |
Logon and Logoff
File and Dbject Acceszs
Use of User Rights
Usger and Group tManagement
Security Policy Changes
Bestart, Shutdown, and System

8 N E B3 A R
K] <R R1R R R]

Process Tracking

Figurel : Audit policy configuration window in User Manager

Naturally, the best would beto engble all the mentioned options but tradeoffs comes in huge logs
taking up disk space. Especially for options like " File & Object access' and " Process Tracking".
It is impractical on adaily operaion and a fine balance should be drawn. An alternative would be
to redirect the log files to remote monitoring station. Logs could be rotated or cleared on a
regular basis and backed up to other media.

Unfortunately, in this "real" world, such functions are often not done and forgotten dueto lack of
skilled staff and gppropriate equipment. With such limitations, a bare minimum would be to
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switch on the audit logs for success and failures of all the options except for "File and Object
Access' and " Process tracking”.

Logging the success and failure of "Logon and Logoff* would provide clues to who has logged
on and access to the computer. This is useful in conjunction with the logging of "Restart,
Shutdown, and System’*. Several failure logon attempts, followed by asuccess and then restart of
systemwith changes in security policy and user rights probably does give an good idea when the
system has been compromised. A system administrator would be be able to deted such
suspicious activity when checking the log files if there are any unauthorized changes in security
policies and user rights.

2. Configuresecurity port filters

A simple way to filter traffic to the NT server is available. Under advanced options in TCP/IP
properties, an option to enable security on IP enables the user to enter the ports to filter for TCP,
UDP and IP protocols.

This filters off unwanted connections. Settings (shown in Figure 2) could be customized to allow
only afew well-known ports or any proprietary ports used by services on servers or clients to be
opened for connection. E.g. http, telnet, ftp runs on famous ports such as 80, 23, 21. This
method, though simple, is very effective in limiting unsolicited connections.

TCP/IP Security 2]
Adapter; I [3] PGPnet Yirtual ldentity Adapter j
" Permit Al " Permit Al O PemitAl
— 1 Pemmit Only 1% Permit Only -0 PBImItUﬂ'.'r‘—
TCP Parts | UDF Ports | IP Frotocols |
80
Add... Add... Add...
Remove I Hemowe I Eemowe I
Ok I Cancel |

Figure 2: Port filters under TCP/IP Properties

3. Tighten filesharing and r emote access

"NeBIOS (Network Basic Input/Output System) is a program that allows gpplicaions on
different computers to communicate within alocal area network ." [12] While NetBIOS has fagt
become the de facto standard on LANs for file and printer sharing, it poses as a security risk
when configured incorrectly and no access control tightening has been gpplied.
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A user connected to the Internet, might inadvertently expose share files on their own system to
an outside world if the windows file sharing is enabled and binds to the IP protocol. [14]. Shares
creaed with weak passwords or even with no passwords are a cause for concem as weak
passwords can essily be cracked by common cracking tools. Malicious users may not only gain
access to the machine, but also gain information on the system

If file and printer sharing are necessary :

Set control access to file shares needed by others. Create"shares' only for files or directory
that are needed for sharing. Otherwise, disable File and Printer sharing. Unbind TCRIP from
file and printer sharing if using NetBEUI.

Using strong passwords would prove agood deterrent. While the password for NetBIOS is
not case sensitive, using characters mixed with numbers and non-existent word would prove
to be rather difficult to break. A lthough one may reason that no password is safe enough with
brute force guessing.

However as noted in [13], " Even assuming 100 trials per second, and tha an atacker would
know wha kind of atack to use, cracking asimple two-wor d password (eg., " rocktowel")
with a minimal (64K) dictionary-based gpproach would take on the order of ayear a more
of continuous non-stop attack (probably much more)."

Set Scopel D to limit this file sharing amongst the group of computers authorised for file
sharing. It can be found under network TCR'IP properties WinsAddress  ScopelD.

Wha Scopel D does is to "isolate agroup of computers that only communicate with each
other." [14] withinthe NetBIOS protocol (even when running over TCP). Using a character
string value appended to the computer name, this provides exended naming service which
serves to isolae NetBIOS traffic to those computers with identical Scope ID. Computers with
different Soope ID will disregard packets from this computer.

4. Customize account policy and enfor ce strong passwor d policy

A good password is aprecondition to any computer security. As asaying goes-"A chain isonly
as strong as its weakest link". Weak passwords have always been the largest bane to computer
security. Users often compromise their systens or accounts by using essy-to-guess words.
Nowadays, hacker could essily brute-force crack a password by running a password file through
dictionary templates and pattem matching. Increassing computing power also aids the speed in
cracking apassword.

Although users have often been advised to use strong passwords and keep them private and
confidential. However, security breaches from stolen passwords or guessing are still very
common. Hence, it is just as important for a system administraor to se a strong password
policy as well as educating users on protecting their passwords. The right balance for the policy
has to be where users would find it sufficiently easy enough to remember their password. And
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not to write it down on slips of paper, ataching them to their desktops or leaving slips of paper
with passwords in unlocked drawers.

Account Policy x|
Computer:  BLEL
— Password Restrictions Caricel |
— M asimum Pageword Age — binimum Fazsword Age
" Password Mever Expires @ Allow Changes Immediately ﬂl
(¢ Eupires In| 42 Days " Allow Changes In I E Days

— Mimimum Pazsword Length — Pazzword Uniqueness

" Permit Blank Password " Do Mot Keep Pazsword History

& Atleast| 8 Characters ' Remembel| & Passwords

" No account lockout

— % Account lockout

Lockout after I 3 E bad logon attemnpts
Reset count after I an E rinutes

Lockaout Duration

& Fargver [until admin unlocks

= Duration I E minutes

¥ Users must log on in order to change password

Figure 3 : Account Policy configuration window under User Manager

Figure 3 shows the account policy in NT User Manager window that allows the administraor to
set the rules for the users. Depending on company security policy, the administraor may choose

strategy gopropriateto the company.

Some recommended steps are :

- First of all, install drivers like passfilt.dil which havebeen included in Microsoft NT Service
pack 2, to strengthen password policy. The policy enforces minimum rules like password
must not include the usemame or part of the usemame. It must be at lesst 6 characters long
and must include 3 out of the 4 elements such as Upper case, lower case, numeric and special
characters.

Setting a password to expire in a period so as to encourage users to change their password
fromtime to time. One tha never expiresisn’t tha attractive. It is impractical to assume tha
the password will always be secure.

Keeping history of passwords require the user to use different password and NOT reuse old
passwords repetitively. Good passwords used again and again are just as ineffective and
insecure! A balance between security and user acceptance since kegping a long history of
passwords would provoke strong reaction from users and results in some unable to come up
with good passwords and forgetting themvery often. A good history to keep before expiring
would be 3 passwords. Then again it depends on the system administrator to enforce apolicy
that caters to the company's needs.
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Enforcing a minimal number of characters for the passwords. The longer the number of
characters, the harder it is to crack. Combined it with special characters and nondictionary
words incressethe time and difficulty to brute crack apassword.

= Disabling generic accounts like guests to prevent unwanted logins.

= Remove all rightstothe "administrator' account to set it up as a honeypot to alert the system
administrator should there be unauthorized attempts to access tha account. Create the real
administraior account under another name.

5. Profiling asystem

Checking the integrity of file system is a way to determine whether certain files have been
altered. BExpert hackers would be adept in erasing their tracks, altering the audit logs and
reinstalling their own versions of service files. File integrity check tools such as Tripwire™ and
Intact™ comes in handy. By comparing M D5 checksums or SHA hashes of the files after the
incident with a record of all the checksums of the files, one would be ble to determine if the file
has been tampered with. It is also a good way of detecting trojans that may have replaced the
executable copy of afile with amodified one. Here is a brief overview of the tools that could be
used to profile asystem.

Verdoner™

Versioner™ is provided as a freeware by Kirby Kuehl, it provides feaures such as last access
time of the file, M D5 Hash, filename and pathname, Size and other file attributes. The results can
be saved to an Excel spreadsheet and fed to database. It can then used for comparison with other
similar results as a meansto track changes to the file of a directory.

i Yersioner 0.9 == |

Starting Directory

Ic:\winnt

File Mask

output.csv

|win nt_op.csv

vacuum@technotronic.com 2000

Figure 4 : Configur e window for Versi oner

Figure 5 shows ascreanshaot of the control panel of Versioner™. The programallows the user to
just focus on a particular directory and scan for all the files. The output file can be specified as
either a*.cosv or * txt. The screenshot below show the output after it has been imported into
Microsoft Excel. A profile can be taken when the computer has been freshly setup and the results
used as abaseline for comparison with any records in the future.
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Figure5 : Results imported into Excd spreadsheet format

Chk-Safe

While it may be useful to install a file integrity checker, a nifty command-line tool written by
Don Peers, Robert Bullock, Bill Lambdin called " Chk-Safe" that computes the M D5 hash suns
of aparticular file or directory, proves to be extremely handy.

C:~TEMP>chk—=zafe

Format iz: chk—safe filename.ext Wildcards = & 7 allowe

CHEK-SAFE.ERE Uer 2.5%1 is the result of a joint project.
Program interface and output by Bill Lambdin.

*C* source code by Don Peters.

Source code optimized by Robert Bullock.

MDS Meszage Digest Algorithm by REA Data Security,

Inc.

C:\TEMP>chk—-safe c:istempn*_%* > temp_safe_txt

Figure 6 : Running the chk-saf e from the command line window

Figure 6 shows the DOS command prompt print. The program allows user to scan another
directory and redirecting it to atext file for viewing. Figure 7 shows the results. The program is
DOS basad and results can be saved to atext file. This program is highly portable, s it is very
small and can fit nicely into a floppy diskette and just used without having to install it on a

system
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B temp_safe - Notepad O] x|

File Edit Search

Help

CHK-SAFE.EXE Ver 2.51 by Bill Lambdin Don Peters and Robert Bullock.
MDS Hessage Digest Algorithm by RSA Data Security, Inc.

File name Size Date Time MD5 Hash

4 _THP 1536 81-23-181 89:41 72f5cB85b7ea8dd6B859bF59F508b22dF33
ANGZSU.EXE 6755144 81-82-181 15:37 ac2915afacc5fb5a162F482c888ch982
CHK-SAFE .DOC 14389 08-86-94 22:20 9bc7914286894ae1e224773a9ba2e967
CHE-SAFE -EXE 18338 @88-86-94 22:28 cf889dBbA8Y217dbc1b7a2B68918e7ch
CHESUM.TXT 8 81-22-181 19:58 d41d8cd?8f06b204e9800998ecFBL2Te
CS-251.2IP 16771 91-22-181 19:42 bab4dcBd9f64913eacebPae2d3faada9
DIFF.ZIP 19898 81-22-161 19:49 8eeB92b41534191893e9aZe19bd5achc
IDES.ZIP 32048 @81-82-1801 15:34 6f2cdBL4FBBaPeadB819853ed1c2800ddf
INDEX™1.HTH 1544  91-22-1861 11:33 cdBb1538ech795bb4BFF433118082F22a
INTACT21.2IPF 1383269 61-22-181 14:36 c14a46657255c17681b4Bc87dda?7dce
INTACT™1 .BHP 787518 ©1-22-181 16:49 7dd7700898de3ea2bbf31e908630d681c
INTACT™2 .BHMP 787518 81-22-181 16:49 958c2bZe1f730a58b68FdeBd2c1b54e?7
MFC42D .DLL 920844 B6-17-98 B0:88 c60882fb1353FfBebe37aB362belali9ba
MFCA42D .EXE 385024 01-22-181 11:49 ba68Bc7F7cH46bBFeb6c3cH189685Fd0L
Eil

Figure7 : Text file output of chk-safe with all the MD5 hash

Checking the file systemintegrity is only useful if the administrator profiled the systemwhen the
computer was freshly setup. If this has been done, even without IDS installed or logs enabled,

comparing with a baseline profile could check integrity of afilesystem

System I ntegrity checkers
A systemintegrity checker would be ableto track changes in registries, files and security settings
in SAM. Changes made to registry or any security settings are channeled to a file as shown
below in an example of a system integrity checker, IntadO . Intact comes as a freeware but
provides extra features at an extra cost.

Intact

E- Intacr Intact Service:| FUNNING  Stat/Stap |

" Client DDBC Configuration

& Intact config file location

DDBC Datasaurce: | 125"
ODEC Logir:
ODBC Password:

j Id:\syp\Program FileghIntact\Intact. ic

Browse. . |

Intact Config M ame: BLEU

Mate: ODBC passwords are stored in a reversible I

farmat in the registry, see help for details.

[Adwanced] Include Defines:

Farcepoll File: I

Palling Interval (in minutes) |15

Intact Open Use 2.1 for MT 4.0

Copyright € 1999 Pedestal Software, LLC
Al Rights Reserved

wiw. pedestalsoftware. com

v Enable Execution Schedule T Fun Continuously
Day of ‘Week

Minute  Hour (ET]

tarith

Upgrading

Help

Apply

i

Cancel
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Figure 8 shows the configuration panel of the program. The user first builds a database of the
system profile. This provides a baseline of the system that will be checked againg as and when

the user schedules it

Intact Interactive Session

File Edit Action
L Pause scrolling

IMark zelection vl Teminate Process |

9 [=]

wasz: high:

iz: high:
DIGESTZ is dif
was: (SHAL:
iz: (SHAL:

' CHANGED: FILE:

was: high:

iz: high:
DIGESTZ is dif
was: (SHAL:
iz: (SHAL:

¥ CHANGED: FILE:

was: 26296
was: high:
i=: high:

was: (SHAL:
i=z: (SHAL:

131072 low: 13026

1441792 low: 13013

ferent (23

63 2B B4 46 D6 93 47 1E 60 CF 44 80 9C B9 3F 46 A9 DF
55 B85 99 3D A7 A3 71 E0 D8 20 26 CB 88 74 D8 04 45 B

D:~ffastun. ffo:

Last write time changed (m)}
was: January 22, 2001 16:07:27
is: January 22, 2001 20:11:0%

File index ha= changed (1)

65536 low: 13030

65536 low: 13075

ferent {2}

B7 27 32 0D D9 74 F9 16 5C 35 8D 4E 43 12 05 50 F8 10
68 62 51 A0 28 A0 7B 32 2C 95 FD 0D 8B 19 B8 79 02 78

D:~ffastunl. fix:

Last write time changed (m)}
was: January 22, 2001 1e:07:2%
iz: January 22, 2001 20:11:03
Size has changed (=)
a2
iz: 2641920
File index ha= changed (i)

65536 low: 13029
65536 low: 13074

DIGESTZ i=s different (2)

34 1B D2 74 3D Fi 93 91 BS 06 DF 40 CA BE 1E 5B 7D CB
79 94 83 Do 5D 24 D7 DE B7 D9 DA D1 65 97 8C 10 95 D&

D&
Bi

1F
1C

El
24

9E}
ach

93
Ely

3IF)

Figure 9 : Output screen from Intact after running a scan presents the files that has been changed since the last

profile was taken.

Figure 9shows the output when ascheduled check was run and the program upon comparing the
M D5 hashes presents the results which shows all the files changed. The results also include
registry changes. Hencea check can be madeon SAM entry inthe registriesto see if it has been
changed even if the administrator has not made any policy changes.

Some files which would begood to monitor would be :
=  Windows SAM settings

= Startup files

= Changing Network Configuration Settings
=  Windows NT / system32

6. Installing Virus Scanner and Host-based Intr usion Detection System and Fir ewal

Virus Scanners

With computer virus becoming so rampant, it is unimaginablethat any system should go without
an anti-virus installed. As reported in the 2001 Computer crime and security survey, anaarming
"94% of the respondents detected computer viruses'[1]. Maost of the systens are connected to a
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network and the rateat which a virus spreads has been incressing dueto greater interconnectivity
between conputers.

Currently, operating systems does not provide the feaure of virus scanning and such products
has to be downloaded from the Internet or purchased. However, this is one good way of keeping
the system free from Trojans and malicious codes that could delete or destroy important
information and anyone should consider investing in such a product. Apart from choosing good
anti-virus software with good support — tha has frequent updates on virus signature files, the
onus is on the system administrator to keep the anti-virus software updated with the latest
signatures.

Common ways of virus, worms or Trojans injection are through e-mail, opening infected
attachments, floppy diskettes and Internet. Here are some steps you could take apart from
installing anti-virus softwareand kegping up to date:

= For systerrs that doesn’t require afloppy, it should be disabled to prevent unwitting users
from running infected files on that system. Macro virus are often spread this way by
infecting thetemplae.

=  On systens tha doesn’t require emails, remove email programs such as Qutlook which
has become a HUGE target for worns.

= The virus scanner should be configured to scan al the files tha are being downloaded to
the machine as well as scan for all the files that are being run. Set schedule for daily
scans of systens.

=  Sometimes, it is necessary to combine a personal firewall integrated with intrusion
detection systems and an anti-virus software. As in the case of Trojans, the personal
firewall would be able to stop any unsolicited connections or outflow of traffic and alerts
the user.

Vendors such as M cafee and Norton have relessed versions of their security package software
that combines virus scanner with personal firewall and intrusion detection systers.

The following section takes a look at a free firewall software ZoneAlarmO by Zone Labsthat is
available for download fromtheir website & http://www.zonelabs.comto home users and
academic users. A more feature-rich “version is available to business users.

ZoneAlar mO

This host based firewall is compatible with all Windows plaform and offers simple user
interface with auto-configuration of rules. For all attempts to access the Intemet, a pop up box
will prompt the user if this programis allowed access.

= Alerts: Shows atempts by programs to access the intemet but was stopped by the firewall.
Alerts are channeled to a text file that could be checked for unauthorized access.
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ZonehAlarm

ALERTS | LOCK | SECURITY | PROGRAMS | CONFIGURE |

TS

Today's gummary
’_ Bytez sent 25.48KE  Bytes received

46211 KB ‘

r Current alerts

[205.178.21.2), but was denied access by the
Internet Lock.

User. Administrator
Frogram: Internet Explarer
Tinne: 348701 15:17:42

Internet Explorer tied to connect ko the Intermet 1=

B

2nd of 2 alerts

_ Clear Slerts )

— Alert zetting
[Vl Log alerts to a text file
Cw/ANM T Anternet LogshZalog.ta [1k)

¥ Shaw the alert popup window

. Delete Log File )

EUDORA connecting to Intemet.

Figure 10 : Alerts and Lock Tabs

Lock : Sets a lock on intemet connections and may allow the user to choose if they alow

prograns to continue to access intemet or totally block all connections.

ZonehAlarm

r Lock Status:

The Internet iz open.
The automatic lock i dizabled.

— &utomnatic Lock, " Enable %

8 High security, &l Intemet activity stopped

@ Pasz Lock programs may access the Intemnet

& Engage Intemnet lock after I'IU _l:j minutes of inackivity

& Engage Intemnet Lock when screen saver activates.
Lock mode to use while the automatic lock iz engaged:

EUDORA connecting to Intemet.

Figure 11 : Lock Settings
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= Security : Different security settings could be configured for local or Internet access.
Advanced options are only available to the paid version of this software which includes
advance firewall control that allows more customized configuration.

ZoneAlarm 3
rl €ir pm
E ALARM

ALERTS | LOCK | SECURITY | PROGRAMS | GONFIGURE |
|SECURITY SETTINGS _ )

 Securty level
Use these sliders to choose security levels for your local and Intemet access.

Local Internet
T

Medium — High

Recommended setting for Recommended setting for all
computers connected to the configurations.

Internet through a local area

network. Strong security:

- Enforces application privileges.
- Enforces application privileges. —— - - Internet Lock blacks all traffic.

- Internet Lock blocks all traffic. - Blocks Internet access to

- fillowsz local network, access o Wwindows services and filedprinter
Windows services and shares. shares.
- Leaves your computer and - Stealth mode:; firewall hides all
servers visible ta the local ports not in uze by a program.
rietwork.

[T Block local servers [T Block [nternet servers

M aailS afe e-mail protection
W] Erable Mails afe protection to quarantine e-mai script attachments ‘

EUDORA connecting to Internet. 6

Figure 12 : Security Tab

= Programs : Shows all the programs which attempts to access the Internet. Allows user to
deny or allow the connection.

ZoneAlarm .
e ﬁﬂ A
o | Fo
=1 ALARM
o |
ALERTS | LOCK | SECURITY | PROGRAMS & GONFIGURE
Allowe Pass
Frogram Allow connect BT Lock
g Internet Explorer Laocal: ? [] |
5504134600 Intemet - - F| [
HA Zoredlamn Intermet Security Uiy Local: 2 [ 0O
2.1.44 Internet: 2 [
=1 EUDORA Local 2 O 0O
5.0.21 |Intemet: * 2 [
This instance of “Wallpaper Changer will not be allowed to connect to the Internet. d
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Figure 13 : Programs Tab

Configure : General settings for the program.

ZoneAlarm =
M

/ &HA
5 & vn

ALERTS | LOCK | SECURITY | PROGRAMS | CONFIGURE |

Zonedlarm version 2.1.44
u Trugtector Service version 2.1.44
L & B

s | TrueWector driver iz loaded.

r Configuration
[V On top during Internet activity V¥ Load Zonedlarm at startup
[Vl Show shel toolbar

r Updates
[ ez, | want bo check For updates automatically

Check for update )

This copy of Zonedlarm iz not curently registered. X X
Fleaze register to receive a full license. ey W= i )

Thiz instance of “Wallpaper Changer will not be allowed to connect to the Intemet. 6

Figure 14 : Configuretab

Conclusion

In any computer network, it is ajoint-effort of both the system administrators and users to ensure tha their network
security is not compromised by irresponsible behavior of computer resource misuse and negligence.  Steps described
above provide simple and effective security measures for NT systems.
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