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The Changing Face of Federal I nformation Technology Security:
Driving Legislation Behind I T Security in the Public Sector

The mission of any enterprise network security organization is to protect the confidentiality,
integrity, and availability of information residing on, or processed by, the organizations
automated information systems (A1S). An agency’s AlScan include any or all of the following:
mainframe, midrange and microcomputer systems, personal computer workstations, lgptops,
local and wide areanetworks (intranets), and the Internet.

The nation’s economy has grown increasingly dependent upon informetion technology (1T)
networks and systenms. Asthesesystens are extremely vulnerableto malicious atacks and/or
disruptions, the Government hasinitiated an aggressive and exhaustive campaign to repair
federal systens and work hand-in-hand with private industry in an effort to securethenaion’s
critical information systens. Potential threats to our critical information systems are more
significant then initially perceived. And as the degpendency on AlSincreases, so doesthe
presence of our adversaries, as well as their ability to disrupt our neworks and systens.

In such an ever changing technological environment, it is imperaivethat both the govemment
and industry not only incressethe level of security for the nation’s current IT systens and
networks, but also ensure that such security messures are incorporated into “next generation”
networks and systems. Top priority must begiven to the securing of our nation’s critical
infrastructure if we are to continue to prosper in the future.

Tobeasuccessful I T security professional in the public sector requires understanding the basic
legislation and policies that formthe security programs that protect Federal systems. This paper
provides asummary of the key laws and guidelines that have been issued by the Federal
government for the protection of the public infrastructure. This list is in no way comprehensive,
but includes the fundamental legislation and the recently updated guidelines.

Badkground:
Data, and information, security encompasses three fundamental aress:

Confidentiality — protecting sensitive data from unauthorized disclosure
Integrity — ensuring data remains accuratethroughout its life cycle
Availability — ensuring databe ready for use by end users when needed

Data is secured because it is potentially valugble or potentially dangerous. Theuseof intranet or
intemet communicaions by an agency poses significant risks to data. Data confidentiality is
threatened in two ways. First, since intemet communications use common carrier
telecommunications lines, it becomes possible for “outside’ users to become apart of the
nework. This isgenerally called "hacking" and hacking is the source of many evils. Thesecond
threat relates to daa while in transit, which is out of the control of theagency. Thisposesa
significant risk of compromise.

The national posture on thevision of security was heightened by the Critical Infrastructure
Protection Presidential Decision Directive 63, which was issued May 22, 1998. The directive
called for a national effort to assurethe security of the incressingly vulnerableand
interconnected infrastructures of the country. Such infrastructures include telecommunications,
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banking and finance, energy, transportation, and essential govemment services. This directive
required federal govemment action, including risk assessment and planning to reduce exposures.

The Legid ation:

Congress has been busy since the issuance of PDD 63, drafting and issuing legislation to
strengthen the Govemment’s postureon IT security, as well as fortifying itsties to private
industry. The General Services Administration (GSA) has been directed to provide updates on
IT legislaion under consideration by GCongress. What follows is a brief list of the major
legislation affecting IT security and highlight of their requirements.

OMB Circular A-130

The directive tha establishes policy for the management of Federal information resources isthe
Office of Management and Budget’s Circular A-130. In particular, A ppendix 11, Security of
Federal Autometed Information Resources. Circular A-130 provides uniform govemment-wide
information resources management policies as required by the Pgperwork Reduction Act of
1980, as amended by the Paperwork Reduction Act of 1995, 44 U.S.C. Chapter 35.

The Federal Government is the largest single producer, collector, consumer, and disseminator of
information inthe United States. Because of the extent of the government's information
activities, and the dependence of those activities upon public cooperation, the management of
Federal information resources is an issue of continuing importanceto all Federal agencies, State
and local govemments, and the public.

A-130 establishes many basic considerations and assumptions, including:
Govemment information is avaluable naional resources;

The free flow of information between the government and the public is essential to a
democratic society;

The management of Federal information resources should protect the public’s right of
access to government information;

The individual’s right to privacy must be protected;

The Federal Government must cooperae with state and local govemments in the
management of informetion resources; and

Users of Federal information resources must have skills, knowledge, and training to
manage information resources.

OMB recently issued “Transmittal 47, arevision to A-130, M anagement of Federal Information
Resources, to incorporate provisions of OM B A-11 and Clinger-Cohen Act, which is also known
as the Information Technology Management Reform Ad of 1996. Thetransmittal modifies the
areas of information systems and information technology menagement so that they more closely
follow the Clinger-Cohen Act. The modified aress involve:

1. resource planning to support the strategic missions;
2. implementing a capital plan that links to the budget; and
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3. restructuring/rethinking how an agency does their work before investing in informetion
systens.

Agencies must ensurethat security is incorporated into their systens and tha it is included inthe
budgets for information systens. Security controls must be consistent with the agency’s
enterprise architecture, and incorporae security plans that conply with federal standards.

The agency’s Chief Information Officer (ClIO) is responsible for advising the agency heed on all
information resource activities, such as development and systemimplementation. The CIO will
also be responsible for monitoring and ensuring that a capital planning process is in place for all
information resources.

In addition, agencies must provide away for information to be disseminated to the public.
Agencies should create ahandbook that describes in one placethe various ways by which a
person can access public information fromthe agency as well as thetype of information that is
available. It should informthe public tha information can be obtained electronically, through
publications or through FOIA reguests.

Transmittal 4 also requires that when selecting new products to enhance current systerrs or
replace existing ones, they will need to bethoroughly researched and tested to ensure that they
are compaible with existing systems or software which are already in use. In addition, security
must be included a the start of asystem' s software development life cycleprocess. Finally,
agencies must ensure that systems have security plans which are in accordance with Appendix 11
of A-130 and NIST guidelines (see below).

Gover nment Paperwor k Bimination Act (GPEA) (October 1998)

The Govemment Pgperwork Elimination Act (GPEA) requires Federal agenciesto allow
individuals or entities that deal with the agencies the option to submit informetion and to
maintain records electronically, when fessible. The Act specifically staestha electronic records
and their related electronic signatures are not to be denied legal effect, validity, or enforceability
merely because they are in electronic form, and encourages Federal govemment use of a range of
electronic signaure alternatives. This cagpability should be in place at each agency by October
21, 2003.

The GPEA requiresthe Director of the Office of M anagement and Budget:

To provide direction and oversee the acquisition and use of information technology as a
substitute for paper and for the use and acceptance of electronic signatures

Todevelop procedures for the use and acceptance of electronic signatures by executive
agencies

To ensurethd, within five years, executive agencies provide for the option of electronic
maintenance, submission, or disclosure of information as asubstitute for paper and for
the use and acceptance of electronic signatures, when practiceble.

To develop proceduresto permit private enployers to store and file electronically with
executive agencies fornms containing information pertaining to employess
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In cooperation with the National Telecommunications and Information Administration, to
conduct and report the Congress on an ongoing study of the use of electronic signatures
on paperwork reduction and electronic commerce, individual privaecy, and the security
and authenticity of transactions.

Federal agencies should develop and implement plans, supported by an assessment, on the
practicality of theuse of electronic records. Each agency was to develop a plan by October 2000
that provides for continued implementation by the end of Fiscal Year 2003, of optional electronic
transaction of informetion in substitute for pgper.

NIST Specid Publication 800-25: Federal Agency User of Public Key Technolagy for
Digital Signatures and Authentication (October 2000)

As set forth by the GPEA, Federal agencies are encouraged to use public key technology. NIST
800-25 was developed by the Federal Public Key Infrastructure (PKI) Steering Committee to
giveguidance and to assist Federal agenciestha are considering the use of public key
technology for digital signaures or authentication over open networks such asthe Intemet.

Parties should have the assurance tha their electronic communication is protected and cannot be
altered once it has ocaurred. Also, that their identities are established separately, asto display
where data has been created and where it is going, and that they cannot be impersonated. PKI
technology enables software programs to guarantee such protection.

To help the public become comfortable with PKI technology, agencies would be wise to
implement apublic information plan, detailing the strengths of PKI technology, such as itstime
savings, cost savings, enhanced services and improved quality of datg costs in implementing the
technology; and discuss any risks involved with its use and ways to minimi ze said risks.
Agencies must decide if the risks are proportionate with their obligations to the public and the
law. Possible risks are: fraud, service failure and ligbility. Agencies must consider this simple
premise: how does the level of risk introduced by the PKI technology compare to the level of
risk already in place, without said technology. With all the possible benefits that can be realized
with PKI technology, the risks may be far outweighed by the advantages created.

Gover nment Infor mation Secur ity Reform Act (October 2000)

Oneof the most important actsto come out last year was the Govemment Information Security
ReformAct (GSRA). Thepurposes for the issuance of the GISRA include providing a
comprehensive framework for establishing and ensuring effective controls over Federal IT
resources, ensuring interoperability between Federal systems is achieved in the most cost-
effective manner, providing for the development and maintenance of controls required to protect
Federal information systerrs, and providing a mechanismfor improved oversight of Federal
agency information security prograns.

GISRA establishes authorities and responsibilities for Federal agencies, and directs the heads of
agencies to:

identify, use, and share best practices;
develop an agency-wide information security plan;
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incorporae information security principles and practices throughout the life cycles of the
agency’s information systens; and

ensurethat the agency’s informeation security plan is practiced throughout all life cycles
of theagency’s informetion systers.

The Act reinforces the requirements for each agency to develop and implement information
security policies, procedures, and control techniques sufficient to afford security protections
commensurae with the risk and magnitude of the harmresulting from unauthorized disclosure,
disruption, modification, or destruction of information collected or maintained by the agency. In
addition, agencies must ensure tha their information security plan is practiced throughout the life
cycle of each system. Oneof the major changesthat the GISRA makes to theexisting legislation
is theaddition of authentication and non-repudiation to the requirement of ensuring the integrity,
confidentiality, and availability of information and information systems supporting agency
operdions and assets. Authentication and non-repudiation introduce the requirement for
encryption and/or digital signatures into the security process.

Each year each agency is now required to performan independent evaluation of the information
security programand practices of that agency. The evaluation must test the effectiveness of
information security control techniques for theagency’s informetion systems and an assessnment
of thecompliance with Federal legislation and related information security policies, procedures,
standards, and guidelines.

FIPS Publication 140-2

As aresult of the GSRA’s requirements of authentication and non-repudiation, Federal
Information Processing Sandard Publication 140-2 was released as astandard to be used by
Federal agencies when cryptogrgphic-based security systens areto be used to protect sensitive
or valuabledaa. Thestandard presented for cryptogrgphic modules, which aredefined as aset
of hardware, software and firmware, or a combination thereof that implements cryptogrgphic
logic or processes, describes four increasing, qualitative levels of security. These levelsare
intended to cover the wide range of potential applications and environments in which
cryptogrgphic modules may be employed. The security requirements cover the areas of design
and implementation. The security level of the module is to be tied to the security requirements of
the gpplication and the environment.

Security Level 1 provides the lowest level of security, and specifies basic security requirements
for a cryptogrgphic module. Level 2 builds on Level 1 by adding the requirement for tamper-
evident coatings or seals, or for pick-resistant locks— physical security for Level 1. This level
requires role-basad authentication. Security Level 3 attemptsto prevent the intruder from
gaining access to critical security parameters held within the cryptogrgphic module by requiring
identity-based authentication, which is stronger than the role-based authentication of Level 2.
Security Level 4 provides the highest level of security, where physical security provides an
envelope of protection around the cryptogrgphic moduleto detect apenetration.

The publication provides for testing against the stated security requirements a each level of
security, and describes the interfaces for data input and output. It describes acceptable
authentication mechanisms, such as biometrics, passwords, PINs, cryptographic keys, and
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tokens, and requires the documentation to provide descriptions of the chosen authentication
mechanisms at each level of security.

Conclusion

The selection of IT security legislation aove represents just the tip of an iceberg tha is
constantly under change. New legislation is issued almost weekly by GCongress, as are guidelines
by other Federal agencies. There are many other ancillary laws, guidelines, and publications tha
direct the protection of the Federal information security infrastructure. These include:

FIPS PUB 46-3, Data Encryption Sandard (DES), issued 25 October 1999

M-01-05 (M emorandum for Heads of Executive Departments and A gencies), Guidance
on Inter-A gency Sharing of Rersonal Data— Protecting Personal Privacy, issued 20
December 2000

M-01-08 (M emorandum for Heads of Executive Departments and A gencies), Guidance
on Implementing the Government Informetion Security Reform Act, issued 16 January
2001

Records M anagement Guidance for Agencies Implementing Electronic Signature
Technologies, issued 18 October 2000
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