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Introduction 
 
Common Data Security  Architect ure (CDSA) is an open and ext ensible software f ramework t hat addresses 
security  requirement s of  applications such as e -commerce, communicat ion, and digital content distributi on.  
 
This paper aims to prov ide a general understanding of CDSA and to describe how CDSA addresses t he t hree 
basic concerns of Internet security:  
 
1)  Authenticity  

The ability to verify  the parties on bot h ends of a communication link  
2)  Integrity  

The ability to verify  that all data transmitted and received has not been t ampered wit h or changed  
3)  Confidentiality  

The ability to ensure that all t ransmitt ed dat a over a communication link cannot be read by  unint ended 
parties  
 

In order to achieve t hese object ives, this p aper will address the f ollowing questions:  
 
• What is CDSA?  
• How is CDSA being used? (t wo scenarios)  
• How CDSA addresses Aut hent icity, Integrity , and Confidentiality?  
• What are t he possible f uture trends of CDSA?  
 

1.0 What is CDSA?  
 
CDSA is an open and extensib le sof tware f ramework and API specif ication that address communication and 
data security  requirements. CDSA was original ly  developed by Int el Architecture Lab (IAL). The specif icat ion 
was ref ined t hrough t he Open Group st andards process with companies such  as Hewlett -Packard, IBM, JP 
Morgan, Mot orola, Netscape, Trust ed I nf ormation Systems, and Shell Companies. CDSA was adopt ed by  the 
Open Group in 1977 as an open specif ication. The object ives of  CDSA are:  
 
1.  Encourage interoperable, horizontal security  standa rds 
2.  Of f er essential components of security capability  to the industry at large  
 
In order to achieve t hese object ives, CDSA was designed with t he f ollowing architectural princ ipals:  
 
1.  A layered service provider model    

CDSA consists of a set of horizontal la yers of  services. Each layer builds on serv ices prov ided by  the layer 
below it.  

2.  Open Archit ect ure  
CDSA is ful ly disclosed f or peer rev iew and went through the Open Group St andards Process  

3.  Modularity and Ext ensibi lity  
Each layer is made up of  individual mo dules. New modules can be added as needed and therefore support 
ext ensibility  

 
The overview of  CDSA is il lustrated as f ollows:  
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The diagram shows that CDSA is made up of  three basic layers:  
 
• System Security  Services  
• The Common Security Serv ices Manager  (CSSM) 
• Security  Add -in Modules  
 

1.1 System Securi ty Servi ces  
 
System Security  Services are bet ween applications and CSSM serv ices. Sof tware at this layer provides a high -
level abstraction of  security  serv ices such as secure e -mail, secure f ile systems, o r secure communications. 
Applications can invoke the CSSM APIs directly , or use these layered services t o access security  serv ices on a 
platf orm.  

1.2 The Common Security Service Manager (CSSM)  
 
CSSM prov ides a set of  core services that are common to all c at egories of security services. CSSM defines 
f ive basic cat egories of  serv ices:  
 
Cryptographi c Service Provider (CSP) modules  
CSPs perf orm c rypt ographic operations such as bulk encrypting, digesting, and digital signat ures.  
 
Trust Poli cy (TP) modules  
TPs implement pol icies def ined by authorities and institutions and set the level of  trust required to carry out 
specif ic actions (such as issuing a check or gaining access to confidential int ellect ual property ).  
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Cer tifi cate Libr ary (CL) modul es  
CLs  manage c ertif icates and revocation list s, and access t o remote signing capabilities such as Certif ication 
Authorities (CA).   
 
Data Storage Li br ary (DL) modul es  
DLs prov ide stable st orage f or security -relat ed data objects, including certificates crypt ographic keys and pol icy 
objects.  
 
Authorizati on Computation (AC) modules  
ACs def ine a general authorisation evaluation service t hat comput es whet her a s et of  credentials and samples 
are authorized to perform a spec ific operation on a specif ic object.  
 
El ecti ve (EM) M odules  
EMs add new and compelling security f eatures not encompassed by  the current set of  service modules. For 
example, one new f eat ure that vendors might add to CDSA is biometrics aut hent ication.  
 
In addition, CSSM prov ides t wo additional core serv ices:  
 
Integrity Services  
The int egrity  services are used by CSSM itself to verif y and guarantee t he integrity  of  all the ot her components 
wit hin the CSSM env ironment  
 
Security Context Management  
CSSM prov ides cont ext management f unctions (such as session inf or mation) to f acil itat e appl ications to uti lise 
the security  serv ices  

1.3 Securi ty Add -in Modul es  
 
This layer is made up of  serv ice prov ider modules t hat of f er basic components — cryptographic algorit hms, 
base certif icate manipulation facil ities, and st orage  etc.  
 

2.0 How is CDSA being used?  
 
This section att empts t o give readers a bett er underst anding of CDSA by  prov iding t wo perspectives of  how 
CDSA is being used. The f irst perspect ive is f rom a programming point of  view – what is sequence of  events 
f or an appl ication wit hin CDSA to invoke CSP security services? The second perspect ive is f rom a system 
security  serv ices point of  v iew – How can CDSA be used to implement OpenSSL (Open Source Secure Socket 
Layer)?  
 

2.1 I nter action between CSP and Appli cations  
 
Each CSSM module (inc luding CSSM itself  and add - ins) must be inst alled on the system bef ore applications 
can access it.  A typical sess ion of int eraction bet ween an applicat ion and CSP is outlined as f ol lows:  
 
1)  The application selects a CSP and requests CSS M to att ach to it.  
2)  The CSSM ret urns a CSP handle t o the application t hat uniquely  ident if ies the pair ing of  the application 

thread to t he CSP module instance.  
3)  The application est abl ishes a “session,” a f ramework in which the CSP wi ll perform crypt ographi c 

operations.  
4)  The application creates an operation “context,” which must exist prior to st art ing CSP operations and is 

deleted as soon as poss ible upon completion of  the operation.   
5)  When c reat ing t he cont ext, the application specif ies an algorit hm and may  also initialize a session key , 

pass an initializat ion vect or and/or pass padding inf ormation t o complet e the description of  the session.  
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6)  A successf ul return value f rom t he c reate function to t he applicat ion indicates t he desired CSP is avai lable.  
7)  Al l cry pt ographic services requested by  applications c an now be c hanneled t o the CSP v ia t he CSSM.  
8)  Cryptographic operat ions might take place:  

• as a single call t o perform an operation and obt ain a result.  
• as a sequence of  cal ls, starting with an initial ization ca ll, f ollowed by  one or more update calls, and 

ending wit h a completion (f inal) call. Usually , the result is available af ter the f inal f unction completes its 
execution.   

9)  When security serv ices are no longer needed, the application calls CSSM_DeleteCont ext t o delet e t he 
sess ion’s cont ext inf ormation and thus t erminat es t he session.  

 

2.2 I ntegrating CDS A i nto OpenSSL  
 
While CDSA provides t he bui lding blocks for bas ic security f unctions, an applicat ion may  require use of a 
higher - level set of prot ocols (among t hem, SSL, S/MI ME, PGP, or SET). These prot ocols not only  prov ide a 
higher level structuring f or basic security  functions, but also ensure c ryptographic interoperability  among  
dif f erent platf orms. Thus, when Internet application developers f ield their pro duct s, they might employ  the SSL 
or S/ MI ME prot ocols to ensure interoperabi lity. Broadly speaking, these high -level security  prot ocols safeguard 
the t ransmission of  e -commerce inf ormation and serve as de f act o st andards of  secure communication.  
 
One of  th ese higher -level protocols is OpenSSL. OpenSSL is a security library  that implements t he SSL 
prot ocol and related functional ity  for use by  applicat ions such as Secure Web Servers. The OpenSSL project is 
a collaborative ef fort to develop an Open Source t ool k it that implements the Secure Socket Layer (SSL), t he 
Transport Layer Security  (TLS v1) protocol, and a f ull strength general -purpose c ryptography  library. OpenSSL 
is being maintained by a worldwide community of  volunt eers.  
 
Through CDSA, OpenSSL would ga in access t o a more powerf ul and complet e set of  security  serv ices; 
inc luding c ryptography , cert if icate management, trust policies, and secure data st orage. In addition, OpenSSL 
would gain interpret ability and extens ibility that it does not have now.   
 
As examples how CDSA is being used, the next t wo sections wi ll out line t wo approaches t hat can be used to 
int egrat e CDSA wit h OpenSSL.  
 
Option 1: Integr ate CDSA into the SSL cr ypto libr ary  
With this approach, t he SSL crypto l ibrary  API implement ation is modi fied to invoke f unct ional ly equivalent 
CDSA APIs. This approach is transparent to t he applicat ions, i.e. t he application would cal l the same SSL 
crypto library  APIs with the same parameters and return types. However, within the SSL crypt o API, calls are 
rout ed through CDSA CSP APIs. In short, t his approach would involve porting of  the appropriate SSL crypt o 
primitives and place CDSA calls in each of  these crypto primitives.  
 
Options 2: Repl ace SSL cr ypto libr ar y with CDSA  
With this approach, all t he SSL c ry pt o library  calls wi ll be replaced wit h f unctionally equivalent CDSA APIs. This 
approach is not transparent to t he appl ications, i.e. t he application source would need to be modif y  to call 
CDSA APIs inst ead of  SSL crypt o library  APIs to perf orm crypto oper ations. In short, t his approach would 
bypass t he existing SSL crypto library all together.  
 

3.0 How CDSA addresses Authenticity, Integrity, and Confidentiality?  
 
Alt hough all t he CSSM modules contribut e to authenticity , integrity and conf ident iality , the p rincipal modules 
that address these are the Crypt ography  Serv ice Provider (CSP) module and Certificate Library Serv ices (CL) 
module.  
 
The objective of  this section is that by going int o more det ails about how t hese t wo modules supports 
authenticity , integ rity  and confident iality  that t he readers would gain yet another level of understanding of  
CDSA.  
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3.1 Cr yptography Ser vi ce Provider  
 
A CSP (whether sof tware and/ or hardware -based) prov ides data encrypt ion/ decrypt ion, digit al signat ures, 
cryptographic hash ing, key  generation, random -number generation serv ices. A CSP supports conf idential ity, 
int egrity  and aut hent icity  by  prov iding a set of  comprehensive APIs.  

3.1.1 APIs that support Data confidentiali ty:  
 
1.  Dat a encryption APIs  

CSP_EncryptData ()  
This functio n encrypts al l dat a cont ained in the set of  input buff ers using information in the context.  

CSP_EncryptDataI nit ()   
This function init ializes t he staged encrypt f unction.  

CSP_EncryptDataUpdat e ()   
This function continues t he st aged encryption process over al l dat a in the set of  input buff ers.  

CSP_EncryptDataFinal ()   
This function f inalizes the st aged encryption process by  returning any  remaining cipher text not 
ret urned in the prev ious staged enc ryption call.  

 
2.  Dat a decryption APIs (with similar f unctional description as CSP_Enc ryptDat a*)  

CSP_DecryptDat a ()  
CSP_DecryptDat aI nit ()  
CSP_DecryptDat aUpdat e ()  
CSP_DecryptDat aFinal  () 

3.1.2 APIs that support Data integri ty:  
 
1.  Sign Dat a API s  

CSP_SignData ()  
This function signs al l data cont ained in the set of  input b uff ers us ing t he private key  specif ied in t he 
context.  

CSP_SignDataI nit ()  
This function init ializes t he staged sign data f unct ion. For staged operations, a combination operat ion 
select ing both a digesting algorit hm and a s igning algorit hm must be specifie d. 

CSP_SignDataUpdate ()  
This function continues t he st aged signing process over all data cont ained in the set of input buff ers. 
Signing is perf ormed us ing t he privat e key specif ied in the context.  

CSP_SignDataFinal ()  
This function completes t he f inal sta ge of  the sign dat a f unction.  

 
2.  Verif y Data APIs (with s imilar f unctional description as CSP_SignDat a*)  

CSP_VerifyDat a ()  
CSP_VerifyDat aInit ()  
CSP_VerifyDat aUpdate ()  
CSP_VerifyDat aFinal ()  

 
3.  Digest Data APIs (A message digest is the result of  a hash operat ion on an arbitrary  series of  bits)  

CSP_Digest Dat a ()  
CSP_Digest Dat aInit ()  
CSP_Digest Dat aUpdate ()  
CSP_Digest Dat aFinal ()  
CSP_Digest Dat aClone ()  

This function clones a given staged message digest cont ext with it s crypt ographic attributes and 
int ermediate result.  
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4.  APIs t hat support MAC (Message Authentication Code – A f unction t hat produces fixed lengt h output f rom 
variable -length input and a key . Might be hash -based, cipher -based, or stream -cipher based)  
CSP_Generat eMac ()  
CSP_Generat eMacI nit ()  
CSP_Genera t eMacUpdate ()  
CSP_Generat eMacFinal ()  
CSP_VerifyMac ()  
CSP_VerifyMacI nit ()  
CSP_VerifyMacUpdate ()  
CSP_VerifyMacFinal ()  

3.1.3 APIs that facil itate authentication  v ia public /private key management:  
 
CSP_Generat eKey ()  

This function generat es a symmetric k ey .  
CSP_Generat eKeyPair ()  

This function generat es an asymmetric key  pair. (One public, one private)  
CSP_WrapKey ()  

This function wraps the supplied key  using the context. (Key  wrapping/unwrapping means 
Encrypt ion/ decrypt ion of  a key. The key  can be a symm etric key  or privat e key of  a public/ private key  
pair) 

CSP_UnwrapKey ()  
This function unwraps t he suppl ied key  using the cont ext.  

CSP_DeriveKey ()  
This function derives a new symmetric key us ing t he cont ext and/ or information f rom the base key  in 
the cont ext.  

CSP_QueryKeySizeInBits ()  
This function get s the logical and ef f ective size of  a key . The logical s ize of the key  is t he number of 
bits in t he key data f or a symmetric key , or t he s ize of  the key  component commonly  used to reference 
the size of  an asym met ric key. The effective size of  a key  is the number of  bits in a key that are actually 
used in the crypt ographic operation.  

 
Since more than 90% of  Cryptographic Operations APIs were listed above wit h simplif ied descriptions, the 
reader should now have a  pretty  good idea about the functionality  of  the CSP module.  

3.2 Certi ficate Libr ary Ser vi ces  
 
Authenticity  can be s upported v ia t he certif icate infrastructure. A certif icat e is a mechanism f or est ablishing 
identity . The primary  purpose of  a Certif icat e Li brary  (CL) module is t o perform syntact ic manipulations  
on a specif ic certificate f ormat, and its assoc iat ed certif icate revocat ion l ist (CRL) f ormat. These  
manipulations cane be grouped int o 2 categories:  
 
• Certification Operations  
• Certificat e Revocation L ist Operations.  

3.2.1 APIs that support Certi ficate Operations  
 
CL_Cert Sign ()  

This function sign a certif icat e using the private key and signing algorithm specif ied in a context 
Handle.  

CL_Cert Verify ()  
This function verifies that t he signed cert ificat e h as not been altered s ince it was signed by  the 
designat ed signer.  

CL_Cert CreateTemplate ()  
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This function allocat es and initializes memory  f or an encoded certificate template out put. The 
init ialization process inc ludes encoding al l certif icat e f ield values according t o the cert ificat e type and 
cert ificat e encoding support ed by  the cert if icate library module.  

CL_Cert Get First FieldValue ()  
This function ret urns the value of  the certificat e’s f irst field (designat ed by  the dat a struct ure 
CSSM_OID Cert Fiel d) 

CL_Cert Get Next FieldValue ()  
This function ret urns the value of  a certif icat e field, when that field occurs multiple times in a certif icate.  

CL_Cert AbortQuery ()  
This function t erminates a results handle used t o access multiple cert ificate f ields.  

CL_Cert GetKey I nf o () 
This function ret urns the publ ic key  and integral information about the key  from the specif ied cert if icate.  

CL_Cert GetAllFields ()  
This function ret urns a l ist of  the values stored in t he input certif icate.  

CL_Cert DescribeFor mat ()  
This function re t urns a l ist of  the values this certif icat e l ibrary  module uses t o name and ref erence fields 
of  a certificat e.  

3.2.2 APIs that support Certi ficate Revocation List Operations  
 
CL_CrlCreat eTemplate ()  

This function c reat es an uns igned, memory -resident CRL. F ields in the CRL are initial ized.  
CL_CrlSet Fields ()  

This function will set the fields of  the input CRL to the new values, specif ied by  the input.  
CL_CrlAddCert ()  

This function revokes t he input certif icat e by  adding a record representing the certificate t o the CRL.  
CL_CrlRemoveCert ()  

This function reinst at es a certif icate by remov ing it f rom the specif ied CRL.  
CL_CrlSign ()  

This function signs a CRL using t he private key  and s igning algorit hm. The result is a signed, encoded 
cert ificat e revocation list.  

CL_CrlVerify ()  
This function verifies that t he signed CRL has not been altered since it was s igned by  the designat ed 
signer.  

CL_IsCertI nCrl ()  
This function searches t he CRL f or a record corresponding t o the certificat e.  

CL_CrlGet First FieldValue ()  
This f unction ret urns the value of  the CRL’s f irst f ield (des ignated by  the CSSM_OID CrlFiel d).  

CL_CrlGet Next FieldValue ()  
This function ret urns the value of  a CRL f ield, when t hat f ield occurs multiple times in a CRL.  

CL_CrlAbort Query ()  
This function t erminate s the query initiat ed  

CL_CrlDesc ribeFor mat ()  
This function ret urns a l ist of  the values this c ertif icat e l ibrary  module uses t o name and ref erence f ields 
of  a CRL.  

 
As wit h the CSP module, t he simplif ied API desc riptions listed above should give the reade r a deeper 
underst anding of  the CL module f unctionality .  

4.0 What are the possible future trends of CDSA?  
 
Currently, CDSA Version 2 specif ication has been adopted by  The Open Group. I ntel developed a ref erence 
implement ation of the CDSA Version 2 specif ic ation f or Windows* 95, Windows 98, and Windows NT* 4. 0 and 
Linux. Various vendors such as Hewlett -Packard, I BM have already  implemented and committ ed t o CDSA.  
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A stream of  development to be expected is t hat more and more high -level security  services/ prot o cols such as 
S/ MI ME, SET, and PGP will be integrated with CDSA.  
 
Currently, the CDSA APIs are specif ied and implement ed in the C language. Given t he widely  adopted JAVA 
platf orm, it is not unreasonable t o expect a JAVA package t hat defines t he JAVA c lasse s and int erf aces t o 
CSSM-def ined serv ices.  
 
Another stream of development t o be expect ed is the int egration or collaboration of CDSA wit h ot her 
technologies such as LDAP. For example, the Data Storage Library of  CSSM can use LDAP as t he supporting 
inf rast r ucture f or st oring dat a objects. In addition, the Trust Policy  module can also use LDAP to centrally  store 
and manage policies.  
 
In c onclusion, CDSA has gained wide accept ance as an open st andard. It is expected that CDSA wi ll c ontinue 
to be a f ramework f o r developing security  applications and services f or the f oreseeable f ut ure.  
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