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Introduction

Common Data Security Architecture (CD SA) is anopen and extensible software framework that addresses
security requirements of applications such as e -commerce, communication, and digital content distibuti  on.

This paper aims to provide a general understanding of CDSA and to describe how CD SA addresses thethree
basic concerns of Internet security:

1) Authenticity
The ability toverify the parties onboth ends of a communication lirk
2 Integrity
The ability to verify that al data transmitted and received has not beentampered with or changed
3 Confidentiality
The ability to ensure that all transmitted data over a communication link cannot be read by unintended
parties

Inorder to achieve these objectives, this p aper will addressthe following questions:

What is CDSA?

How is CDSA being used? (two scenarios)

How CD SA addresses Autherticity, Integrity, and Confidertiality ?
What arethe possible future trends of CDSA?

1.0 What is CDSA?

CDSAIis an open and extensib le software framework and API specificationthat address conmunicaionand
data security requrements. CDSA was originaly developed by Inte Architecture Lab (IAL). The specification
was refined through the Open Group standards process with companies such as Hewlett -Packard, IBM, JP
Morgan, Motorola, Netscape, Trusted Information Systems, and Shell Companies. CDSA was adopted by the
Open Group in 1977 as an open specification. The objectives of CDSA are:

1 Encourage interoperable, horizontal security standa rds
2 Offeressentid componernts of security capabilty totheindustry atlarge

Inorder to achieve these objectives, CD SA was designed withthe following architectural principals:

1 Alayeredservice provider model
CDSAconsists of a set of horizontal la yers of services. Each layer builds on services provided by the layer
belowit.

2 Open Architecture
CDSAIs fully disclosed for peer review and went through the Open Group Standards Process

3 Moduarity and Extensibility
Eachlayer is made up of individud mo dules. New modules can be added as needed and therefore support
extensibility

The overview of CDSA isillustrated as follows:
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The dagram shows that CD SA is made up of three basic layers:

System Security Services
The Common Security Services Manager (CSSM)
Security Add -in Modues

11 System Security Services

System Security Services are between applications and CSSMselvices. Software at this layer provides a high -
level abstraction of security services suchas securee -mail, securefile systems, o rsecure commurnications.
Applications can invoke the CSSM APIs drectly, or use these layered services to access security services on a
platform.

12 The Common Security Service Manager (CSSM)

CSSM provides aset of core servicesthat arecommonto all ¢ ategories of security services. CSSM defines
five basic categories o services:

Cryptographic Service Provider (CSP) modules
CSPs peirform cryptographic operations such as bulk encrypting, dgesting, and digital signatures.

Trust Policy (TP) modules
TPs implement pdicies defined by authorities andinstitutions and set the level of trust requiredto carry out

specffic actions (such as issuing acheck or gaining access to confidertial intellectual property).
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Certificate Library (CL) modules
CLs managec ertificates andrevocation lists, and access to remote signing capabilities such as Certification

Authorities (CA).

Data StorageLibrary (DL) modules
DLs provide stable storage forsecurity -related data objects, including certificates cryptographic keys  and pdicy
objects.

Authorization Computation (AC) modules
ACs define ageneral authorisation evaluaionservice that computes whether aset of credentias and samples

are authorized to perform a specific operation on a s pecific object.

Hective (EM) M odules
EMs add new and compelling security features not encompassed by the current set of service modues. For
example, onenewfeaturethat vendors might addto CDSAis hiometrics authentication.

In addition, CSSM provides two additional core sewices:

Integrity Services
The integrity services are used by CSSM itself to verify and guarantee theintegrity of dl the other components
withinthe CSSM environment

Security Context Man agement
CSSM provides context management functions (such as session inffor  mation) to facilitate applications to utiise

the secuiity services
13 Security Add -in Modul es

This layeris made up of service provider modues that offer basic components — cryptographic algorithms,
base certificate manipulation facilties, andstorage etc.

2.0 How is CDSA being used?

This section attemptsto give readers a better understanding of CDSAby providngtwo perspectives of how
CDSAIs being used. Thefirst perspectiveis from a programming point of view — what is sequence of events
for an application within CDSAtoinvoke CSP security services? The second perspective is from a sy stem
security services point of view — How canCD SA be used to implement OpenSSL (Open Source Secure Socket
Layer)?

21 Interaction between CSP and Applications

Each CSSM module (including CSSMitself and add -ins) must be installed on the system before applicaions
can access it. Atypical session of interaction between anapplication and CSPis outlined as fdlows:

1) The application selects aCSP andrequests CSS Mto attach to it.
2 The CSSM returns a CSP handleto the applicationthat uniquely identifies the pairing of the application
thread tothe CSP moduleinstance.
3 The gpplication establishes a “session,” aframework in which the CSP will perform cryptogaphi c
operaétions.
4) The application creates an operation ‘context,” which must exist prior to starting CSP operaions and is
deleted as soon as possible uponcompletion of the operation.
5 Whencreating the context, the application specifies analgorithm and may alsoinitialize a session key,
pass an initiaization vector and/or pass padding information to complete the description of the session.
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Asuccessful return value from the create functionto the applicationindcates the desired CSP is available.
Al cry ptographic services requested by applications can now be channeledto the CSPviathe CSSM.

Cryptographic operations might take place:
as asingle cal to perform an operation and obtain a result.
as a sequence of calls, starting with an initialization ca |l, fdlowed by one or more update cdls, and
ending with acompletion (final) call. Usually, the resultis available after the fina function completes its
execuion
9 Whensecurity sewvices are no longer needed, the application calls CSSM_D elete Cont ext to deletethe
session’s cortext information and thus terminates the session.

XL I

22 Integrating CDSAinto OpenSSL

While CDSA provides the building blocks for basic security functions, an application may require use of a
higher-level set of protocds (among them, SSL, SIMIME, PGP, or SET). These pratocds not only provide a
higher level structuring for basic security functions, but also ensure cryptographic interoperability among

dfferent platforms. Thus, when Internet applicationdevelopers fieldtheir pro  ducts, they might employ the SSL
o S/MIME protocols to ensureinteroperahility. Broadly speaking, these high  -level security protocols safeguard
the transmission of e commerce information and serve as de facto standards of secure communication.

One o thesehigher -level protocok is OpenSSL. OpenSSLis asecurity library thatimplements the SSL

protocol and related functionality for use by applications such as Secure Web Servers. The OpenSSL project is
acollaborative effort to develop an Open Source tool kit that implements the Secure Socket Layer (SSL), the
Transport Layer Security (TLSv1)protocol, and afull strength gereral  -purpose cryptography library. OpenSSL
is being maintained by a worldwide community of volunteers.

Through CD SA, OpenSSL would ga in accessto amore powerful and complete set of security services;
including cryptography, certificate management, trust policies, and secure datastorage. In addition, OpenSSL
would gain interpretability and extens bility that it does not have now.

As examples how CDSA s being used, the next two sections will outline two approaches that can be used to
integrate CD SA with OpenSSL.

Option 1: Integrate CDSA into the SSL crypto library

With this approach, the SSL cryptolibrary APlimpementationis modi  fied to invoke functionally equivalent
CDSA APis. This approach istransparent to the applications, i.e. the application would callthe same SSL

cry pto library APIs with the same parameters and return types. However, withinthe SSL crypto API, calls are
routed though CDSACSP APIs. In short, this approach would involve porting of the appropriate SSL crypto
primitives and place CD SA cadls ineach of these crypto primitives.

Options 2: Replace SSL crypto library with CDSA
With this approach, al the SSL cry ptolibrary calls will be replaced with functionally equivalent CDSA APIs. This

approach is not transparent totheapplications, i.e. the application source would need to be modify to call
CDSA APIs instead of SSL cryptolibrary APIsto perform crypto oper  ations. Inshort, this approach woud
bypass the existing SSL crypto library all together.

3.0 How CDSA addresses Authenticity, Integrity,and Confidentiality?

Athough all the CSSM modules contribute to authenticity, integrity and corfidentiality, the p rincipal modules
that address these are the Cryptography Service Provider (CSP) modue and Certificate Library Serices (CL)
modue.

The dbjective of this section is that by going into more details about how these two modules supportts
authenticity, integ rity and confidentiality that the readers would gainyet anaher level of understanding of
CDSA
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31 Cryptography Service Provider

ACSP (whether software and/ or hardware -based) provides data encryptior/decryption, digtal signatures,
cry ptographic hash ing, key generation, random -number generaionservices. ACSP supports confidentiality,
integrty and authenticity by providing a set of comprehensive APIs.

3.1.1 APIs that support Data confidentiality:

1 Dataencryption APIs
CSP_EncryptData ()
This functio n encrypts alldatacontained in the set of input buffers using information inthe context.
CSP_Encry ptDatal nit ()
This functioninitializes the staged encry pt function
CSP_EncryptDataU pdate ()
This function continues the staged encryption process over  alldatain the set of input buffers.
CSP_Encry ptDataFinal ()
This functionfinalizes the staged encry ption process by returning any remaining cipher text not
returned in the previous staged encryption call.

2 Data decryption APIs (with similarfunctional  description as CSP_EncryptData®)
CSP_DecryptData()
CSP_DecryptDatal nit ()
CSP_DecryptDataUpdate ()
CSP_DecryptDataFinal ()

3.1.2 APIs that support Data integrity:

1 SgnDataAPls

CSP_SignData ()
This functionsigns alldata containedin the set of input b uffers using the private key specified inthe
context.

CSP_SignDatalnit ()
This functioninitializes the staged sign data function. For staged operations, acombination operation
selecting both a digesting algorithm and asigning algaithm must be specifie  d.

CSP_SignDataUpdate ()
This functioncontinues the stagedsigning process over all data containedin the set of input buffers.
Signing is performed using the private key specified inthe context.

CSP_SignDataFinal ()
This functioncompletes the final sta ge of the sign datafunction

2 Verify Data APIs (with similar functional description as CSP_SignData*)
CSP_VerifyData ()
CSP_Verify Datalnit ()
CSP_Verify DataUpdate ()
CSP_VerifyDataFnal ()

3 Digest Data APIs (A messagedigest is the result of a hash operat  ion on an arbitrary series of hits)

CSP_DigestData ()

CSP_DigestDatalnit ()

CSP_DigestDataUpdate ()

CSP_DigestDataFna ()

CSP_DigestDataClone ()
This function clones agiven staged message digest context with its cryptographic attributes and
intermediate result.

© SANS Institute 2000 - 2002 As part of GIAC practical repository. . f\%tf/]é)ar reggicr)lzs full rights.
Last printe 1/05 14:03:



4. APIsthat support MAC (Message Authentication Code  — Afunctionthat produces fixedlengh output from
variable -length input and a key. Might be hash -based, cipher -based, or stream cipher based)

CSP_GeneraeMac ()
CSP_GeneraeMaclnit ()
CSP_GenerateMacUpdate ()
CSP_GeneraeMacFinal ()
CSP_VerifyMac ()
CSP_VerifyMaclnit ()
CSP_VerifyMac Update ()
CSP_VerifyMacFinal ()

3.1.3 APIs that facilitate authentication via public/private key management:

CSP_GeneraeKey ()
This function generates asymmetric k ey.

CSP_GenerateKeyPair ()
This function generates an asy mmetric key pair. (One public, one private)

CSP_WrapKey ()
This function wraps the supplied key usingthe context. (Key wappinglunwrapping means
Encryption/decryption of akey. The key can be asymm etiic key orprivate key of apublic/private key
pair)

CSP_UnwrapKey ()
This function unwraps the supplied key using the context.

CSP_DeiliveKey ()
This function derives a new symmetric key using the context and/or information from the base key in
the context.

CSP_QueryKey SizelnBits ()
This function gets thelogical and effective size of akey. The logica size of the key is the number of
bits inthe key data for a symmetric key, orthe size of the key component commonly used to reference
the size of an asym metric key. The effective size of a key is the number of bits in akey that are actually
usedin the cry ptographic operation.

Since more than 90% of Cryptographic Operations APIs were listed above with simplified descriptions, the
reader shouldnow have a pretty goodidea about the functionadlity of the CSP modue.

3.2 Certificate Library Services

Authenticity can be supportedviathe certificate infrastructure. A certificateis a mechanism for establishing
identity. The primary purpose of aCettificate Li brary (CL) module is to perform syntactic manipuations
on a specific certificate format, and its associated certificate revocation list (CRL) format. These
manipulations cane be grouped into 2 categories:

Certification Operations
Certificate Revocation L ist Operations.

3.2.1 APIs that support Certificate Operations

CL_CertSign()
This functionsign a certificate using the private key and signing algorithm specified in acontext
Hande.

CL_CertVerify ()
This functionverifies that the signed certificateh as notbeen altered sinceit was signed by the
designated signer.

CL_CertCreateTemplate ()
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This function allocates and initializes memory for an encoded certificate template output. The
intialization process includes encoding all certificate field values accordingto the certificate type and
certificate encoding supported by the certificate library module.
CL_CertGetHrstHeldValue ()
This functionreturns the value of the certificate's first field (designated by the data structure
CSSM_OID CertField)
CL_CertGetNextFeldvalue ()
This functionreturns the value of acertificate field, when that field occ urs multiple times in a cettificate.
CL_CertAbortQuery ()
This functionterminates a results handle usedto access multiple certificate fields.
CL_CertGetKey Info ()
This functionreturns the public key and integra information about the key from the specified certificate.
CL_CertGetAllFidds ()
This functionreturns alist of the values stored in the input certificate.
CL_CertDescribeFor mat ()
This functionre turns alist of the values this certificate library module usesto nameandreference fields
o a certificate.

3.2.2 APIs that support Certificate Revocation List Operations

CL_CrlCreateTenplate ()

This functioncreates an unsigned, memory -resident CRL. F ields inthe CRL are intialized.
CL_CrlSetFields ()

This function will set the fields of the input CRLto the new values, specified by the input.
CL_CrlAddCert ()

This functionrevokes theinput certificate by adding a record representing the certificate tothe CRL
CL_CrIRemoveCert ()

This functionreinstates acertificate by removing it from the specified CRL.
CL_CrlSign ()

This functionsigns a CRL using the private key and signing algorithm. Theresut is a signed, encoded

certificate revocation list.
CL_CrlVerify ()

This functionverifies that the signed CRL has not been altered since it was signed by the designated

signer.
CL_IsCettInCrl ()

This functionsearches the CRL for a record correspondingto the certificate.
CL_CrlGetFirstFiedValue ()

This functionreturns the value of the CRL's first field (designated by the CSSM_OID CHFid d).
CL_CrlGetNextFddValue ()

This functionreturns the value of a CRL field, when that field occurs multiple times in a CRL
CL_CrlAbortQuery ()

This functionterminate s the query initiated
CL_CrlDescribeFor mat ()

This functionreturns alist of the values this certificate library module usesto nameandreference fields

o aCRL.

As with the CSP module, the simplified APl descriptions listed above should give the reade r a deeper
understanding of the CL modue functionality .

4.0 What are the possible future trends of CDSA?

Currently, CDSA Version 2 specification has beenadopted by The Open Group. Intel developed a reference
implementation of the CDSA Version 2specific ation for Windows* 95, Windows 98, and Windows NT* 4.0 and
Linux. Variousvendors such as Hewlett -Packard, IBM have already implemented and committed to CDSA.
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Astream of developmentto be expected isthat more and more high  -level security services/prato cds such as
SMIME, SET, and PGP will be integrated with CDSA.

Currently, the CDSA APIs are specified and implemented in the Clanguage. Giventhe widely adopted JAVA
platform, it is not unreasonable to expect aJAVA packagethat definesthe JAVA classe s and interfacesto
CSSM-defined services.

Another stream of development to be expected is the integration or colaboration of CDSA with other
technologes such as LDAP. For example, the Data Storage Library of CSSM can use LDAP as the supporting
infrastr ucture for storing data objects. In addition, the Trust Policy module can aso use LDAP tocertrally store
and manage policies.

Inconclusion, CDSA has gained wide acceptance as an openstandard. Itis expected that CD SA will continue
tobe a framework fo r developing security applcations and services forthe foreseeable future.
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